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OWN-CERT - loCs — ZephyrScama

Platform Account
Telegram https://t[.Jme /Zephyr_Proofs
Telegram https://t[.Jme /ZephyrDemo
Telegram https://t[.Jme /Zephyr_Scama
Telegram https:/ /t[.Jme /ZephyrScamaSupport
Telegram https://t[.Jme /ZephyrScamaBot

Cluster 1:45.74.47.7

IP Domain First seen ’
45.74.47.7 45-74-47-7.plesk.page 13/02/2026
upbeat-brahmagupta.45-74-47-7.plesk.page 13/02/2026
test2.leya.cam 14/02/2026
sante-ameli-formulaire.com 17/02/2026
information-actualisation.com 19/02/2026
zerokiryu-kaname.com 20/02/2026
yukiuhg-kaneki.com 21/02/2026
ilovewaifusomuch.com 22/02/2026
suivi-dossier-actualisation.com 22/02/2026
suivi-de-mon-actualisation.com 24/02/2026
dossier-mise-a-jour.com 25/02/2026
cardvitale-amelierenouv.com 26/02/2026
dossier-actualisation-en-ligne.com 26/02/2026
mon-actualisation-disponible.com 26/02/2026
information-disponible-espace.com 27/02/2026
mon-dossier-suivi-actualisation.com 28/02/2026
santeameli.com 28/02/2026
ameliii.com 05/03/2026
espacesantee.com 06/03/2026
reglement-amendes-antilles.com 07/03/2026
vitalcart-renouvellement.com 07/03/2026
espace-edf-index.com 09/03/2026
regul-neftlixaccont.com 11/03/2026
ma-mise-actualisation-vitale.com 12/03/2026
reglement-amende-antilles.com 12/03/2026
myaccount-login.com 15/03/2026
regist-neftlixaccount.com 15/03/2026
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Other clusters identified

IP

eau-veolia.com

First seen

101.99.95.103
102.135.91.206

102.135.91.223

104.194.154.25

104.21.41.36
115.167.64.20
115.167.64.45
13.248.213.45
139.190.234.197
139.190.234.34
141.95.114.229
151.247.193.170
151.247.193.231

158.94.209.86

158.94.209.87

158.94.209.89

158.94.209.90

167.235.73.144
172.67.187.38
172.67.195.35
175.110.99.104
175.110.99.237

176.123.2.252
178.16.54.95

17/06/2026

eid-update.com
espace-renouvellements.info
flix-billing.info
flix-billing.info

relay-inc.com
spamhaussuckdick.top
suivilaposte.com
absichern-ppl.com
dh-shipmentswiss.info
eportail-vitale.com
itsme-safe.info
my-pension-activer.com
network-delivery.com
sav-client-fr.com
services-france.info
assurance-maladie-portail.com
info-service-national.com
itsme-activer.com
netflix-help.com
netflix-user-help.com
package-notice.com
redelivery-parcel-status.com
relay-support.com
zahlungssupport.com
dhlexpress-paquete.com
envios-paquetescr.com
service-borderau?1 1.info
colis-relivraison-fr.com
mrelay-delivery.com
help-upsinfo.com
relaymondialcolis.com
support-ma-carte-vitale.info
mondial-relay-nouvelledistribution.com
dhub-parcel.com
clientamazon.com
clientameli.com
clientedf.com
assurance-sante-info.com
connect-tomyaccount.com
delivery-lpcolis.com
dhl-suivi.com

edf-gp.fr
infovitale-support.com
relayfr-support.com
service-livraison.net
simo-relivraison.com
simosuivi-colis.com
supportinfo-fr.com
support-paket.net
mondialfr-suivis.com
my-infos-account-displus.com
suivis-transporteur.com
actualisation-assurance.com
schedule-my-dhl-delivery.com
assurance-sante.net
authentification-renforcer.com
colisgp-info.com
information-user.com
Itd.com.de
service-peage.info
qidypyjusi.pro
facturations-telepaiement.com
be-suivi.com

de-paket.info
instance-user.com
lu-suivi.com
user-connexion.com
netfiix-cuenta-pago.com
ameli-renouvlement.fr
berelaycolis-tracking.com

Diffusion : Public

15/11/2025
12/03/2026
11/07/2025
29/07 /2025
30/07,/2025
27/10/2025
09/01/2026
29/01/2026
05/12/2025
08/12/2025
01/09/2026
19/11/2025
30/10/2025
15/12/2025
08/12/2025
27/11/2025
16/12/2025
10/12/2025
15/01,/2026
08/12/2025
27/01/2026
07/12/2025
18/12/2025
19/01,/2026
28/01/2026
04/02/2026
05/02/2026
01/02/2026
10/08/2025
10/10/2025
01/01/2026
15/10/2025
16/08/2025
26/12/2025
06/03/2026
27/02/2026
08/02/2026
11/02/2026
28/02/2026
20/12/2025
05/02/2026
21/02/2026
25/02/2026
22/02/2026
19/02/2026
03/03/2026
04/02/2026
03/02/2026
23/02/2026
21,/02/2026
15/03/2026
16/02/2026
16/03/2026
31/01/2026
04/12/2025
06/01/2026
20/08/2025
12/02/2026
22/01/2026
08/10/2025
25/11/2025
26,/02/2026
23/07 /2025
14/07 /2025
23/07 /2025
12/08/2025
07,/08,/2025
02/08,/2025
15/02/2026
21/01/2026
11/03/2026
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180.178.160.153
180.178.160.215

180.178.160.59

185.196.10.110
185.196.11.64
185.196.9.12
185.208.156.182
185.208.158.119
185.208.158.191
185.53.179.136

185.98.128.130
193.233.202.123
193.24.123.249
196.251.117.230
196.251.73.27
196.251.80.69

17/06/2026

consulter-suivi-amendes.info
examiner-transaction.info
help-paypal.de
mypaypalsecurity.com
paypalweb.com
remboursement-factures.info
support-paypal.de
info-redirection-mondial-relay.com
infofr-secure-vital.com
maladie-support.info
paypal-infos.com
account-netflix-signup.com
espace-index-edf.com
reprogrammation-relay-suivi.info
dhl-redirectparcel.com
support-programmationjour.com
service-bordereaufr.com
bordereau-demarche.com
package-delivery.eu
dhl-presentation.com
activer-mypension.com
atlasconnect.info
be-activer.com

bordereau.net
bordereau-contacte.com
bordereau-programmation.com
centre-livraison.com
centre-logistique-poste.com
dhl-support-del.com
espace-edf-collectivites.com
exped-center-parcel.com
france-sante.info
info-gouv-antai.com
infractions-secure.com
itsme-compte.info
itsme-securisation.com
itsme-utilisateur.com
ma-livraison.com
mondialinfo-relaylivraison.com
mon-dossier-suivi-actualisation.com
mrelay-infosuivi.com
my-its-me.info
mypension-activer.com
noticepayement.com
parcelpointcenter.com
parcel-transit.com
pay-checkout-de.com
pay-uberprufung.com
peage-suivi.info
poste-livraison.com
poste-relay.com
progression-encours.com
redistrb-tri.com
relaycolislivraison.com
renoueiiement-netflix.com
renouvellementsante.com
reprog-delivery.com
reprog-livraisons.com
reprogrammer-ma-livraison-dhl.com
santefrance-web.info
service-energie-particulier.com
service-reprogrammation-dhl.com
set-parcel.com
suivi-peage.com
suivis-envoie.com
support-relay-colis.info
support-rnvl.com
transitecenter.com
update-locker.com
moncompte-sante.fr
ajuster-malivraison.com
centrale-ameli.com
colisfr-support.info
mondial-tracklu.com
mondial-betrack.com

Diffusion : Public

29/12/2025
20/02/2026
27,/01/2026
20/12/2025
08/12/2025
05/01/2026
02/02/2026
20/02/2026
11/03/2026
05/03/2026
08/03/2026
16/03/2026
13/03/2026
26,/02/2026
09/01/2026
16/01,/2026
12/01/2026
08/01/2026
03/12/2025
23/01/2026
05/11/2025
15/10/2025
29/10/2025
27/01/2026
07/01/2026
26/01/2026
27/11/2025
26/11/2025
25/02/2026
24/02/2026
29/10/2025
27/10/2025
16/01/2026
29/10/2025
24/10/2025
17/10/2025
15/10/2025
27/11/2025
30/10/2025
28,/02/2026
14/11/2025
17/10/2025
29/10/2025
29/10/2025
18/10/2025
20/10/2025
14/11/2025
25/11/2025
04/11/2025
27/11/2025
27/11/2025
08/01/2026
26/01/2026
14/10/2025
26/11/2025
10/02/2026
10/11/2025
12/01,/2026
07/03/2026
18/10/2025
04/03/2026
06/03/2026
13/10/2025
31/10/2025
25/11/2025
15/10/2025
18/01,/2026
28/10/2025
12/10/2025
06/03/2026
14/08,/2025
25/02/2026
16/06/2025
14/10/2025
30/10/2025
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204.209.56.14
206.123.128.88

212.11.64.228
212.11.64.253
213.209.143.41
213.232.235.148
213.232.235.90
216.120.147.200
223.29.226.117

223.29.226.150
223.29.226.200

223.29.226.224
223.29.226.57

223.29.226.66

3.169.173.63
3.175.34.120
37.221.67.122
38.242.210.110
4.235.114.194
44.227.76.166
45.139.104.115

45.139.104.132
45.139.104.165
45.139.104.174

45.139.104.200
45.139.104.223
45.139.104.24

45.139.104.29
45.139.104.34

45.139.104.91

45.139.104.97

17/06/2026

zikoop.com
reactiver-compte.com
update-netflix.info
hub-login.info
service-bordereau.com
be-relay-colis.info
paiement-livraison.com
suscripcion-netflix-es.com
assurancemaladiecarte-vitale.com
ameli-support-vitale.fr
assurance-support.fr
dhl-pakkelevering.com
mon-suivi-colis-support.info
badge-vinci.com
ameli-actif.com
assurance-ameli.com
movibis-plus.info
mrelaylivraison-compte.com
netflixmexico-gestiondesuscripciones.com
regler-marelivraison.com
relais-planifier.com
relance-relivraison.com
renouv-centre.info
service-peageadutoroute.com
dhl-livraisons.info
suivi-peage.info
connect-myaccount.com
support-panel.info
micuenta.info
package-status-notice.com
profile-user.com
support-mondialrelay-pickup.info
account-client.net
profile-support.com
moneyscore.in

zachbania.co
pickup-track.info
livraisonmrelay.com
monrenouvellment-assurance.com
postlieferung-kosten.info
block-itsme.com
connexion-itsme.com
gouv-ameli.info
gouv-antai-amande.com
mon-badge-ulys.com
mon-track.info
secure-itsme.com
service-clients-binance.com
report-colis.info
circul-routiere.info
app-activer.com
id-itsme.info
itsme-compte.com
itsme-mutuelle.com
itsme-pension.info
secure-user.info
support-itsme.info
zeldownaunminipaff.xyz
support-connect.com
mondexpress-livrairelay.com
mondlister-livraiexpress.com
mondrelayinfo-syslivraison.com
soporte-verificacion-pago.com
suivie-mondiarelay.com
web-users.info
proposition-jour.pro
legitimation-p.com
sec-centreauth.com
facture-portall.com
fr-relay-colis-fr.com
fr-service-mondial-colis.com
konto-aktualizowac.com
mondialreiay-attente.com
mondialrelay-belgique-retour.com
centre-vitalis.info

Diffusion : Public

04/08/2025
11/08/2025
08/08/2025
13/02/2026
09/01,/2026
06/06,/2025
14/01/2026
29/08,/2025
29/11/2024
06/02/2026
27/01/2026
27/12/2025
06/01/2026
13/10/2025
11/10/2025
19/10/2025
11/10/2025
06/10/2025
30/10/2025
10/10/2025
30/09/2025
30/09/2025
28/09/2025
17/10/2025
23/12/2025
03/11/2025
18/12/2025
18/12/2025
28,/08/2025
21/12/2025
29/07 /2025
04/10/2025
08/08/2025
06/08/2026
27/11/2025
22/12/2022
16/03/2026
27/11/2025
17/02/2026
14/02/2026
03/07/2025
30/06/2025
08/08/2025
14/08/2025
12/08,/2025
09/08/2025
19/06/2025
31/05/2025
22/05/2025
11/06/2025
28/10/2025
06/06/2025
14/01/2026
03/01/2026
17/12/2025
24/07 /2025
01/08,/2025
24/01/2026
08/10/2025
02/07 /2025
25/06/2025
18/07,/2025
10/09/2025
25/05/2025
23/06/2025
04/02/2026
24/12/2025
26,/09/2025
14/06,/2025
12/08/2025
17/08/2025
20/06,/2025
18/06/2025
15/06/2025
28,/09/2025
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choisir-livraison-mondialrelay.com 05/06/2025
colis-mondialservice.info 26/09/2025
expedition-renouv.info 30/06/2025
info-compte-netflix.com 22/05/2025
mrelay-servicefr.com 19/06/2025
notif-post.info 27/05/2025
post-point.info 04/06/2025
support-paiment-abonnement.com 30/06/2025
s-vital.info 04/07/2025
t-vitalis.info 01/09/2025
45.153.34.48 reprog-suivi-colis.info 21/02/2026
45.74.10.133 subscription-update.com 01/03/2026
support-mondial-relay.com 24/02/2026
45.74.10.195 mondialrelay-info-suivi.com 11/02/2026
45.74.10.46 account-disney.com 09/03/2026
renouvellementcartevie.com 16/02/2026
suividemoncolis.com 10/02/2026
45.74.10.7 netflixaccount-idendification.com 24/02/2026
renew-client.com 12/02/2026
support-edf.com 18/02/2026
45.74.47.162 mondial-relay-relivraison.com 17/03/2026
renova-de-cuenta.com 16/02/2026
45.74.47.181 assurance-maladie-public.com 27/01/2026
itsme-update.com 20/03/2026
my-track-ship.com 15/01/2026
netflix-accounts-update.com 18/01/2026
netflx-forfait.com 19/01/2026
support-ma-carte-vitale.com 17/01/2026
45.74.47.19 colisrelivraisonmondialrelay.com 09/02/2026
infos-service.com 26/01/2026
supporto-tracciamento-pacco.com 05/02/2026
telepeage-utilisateur.com 13/02/2026
45.74.47.6 amelienouvelles.com 10/02/2026
colissimo-relivraison.com 04/02/2026
ecarte-usager.com 08/02/2026
example69.com 06/02/2026
jaiunenormepaff.com 31/01/2026
mondialrelayretrait.com 10/02/2026
mon-suivi-mondiale-relay.com 01/03/2026
myprime-video.com 15/02/2026
renouvellementclient.com 09/02/2026
renovarsu.com 13/02/2026
suivis-livraison-relay.com 19/02/2026
support-carte-vitale.com 07/02/2026
45.74.47.68 espace-edf-service.com 02/03/2026
suivi-descolis.com 06/03/2026
verificatiion-itsme.com 04/03/2026
45.74.47.7 myaccount-login.com 15/03/2026
regist-neftlixaccount.com 15/03/2026
45.74.61.7 connectmy-account.com 24/12/2025
my accounts-portal.com 09/03/2026
mysupport-accounts.com 03/12/2025
64.188.65.41 assurancemaladie.it.com 21/02/2026
66.22.16.138 monsuivi-relais.com 03/03/2026
tracks-packets-following.com 08/02/2026
84.54.33.151 service-ameli.app 15/02/2026
service-sante.app 16/02/2026
85.121.5.4 reglement-livraison.com 27/01/2026
89.185.82.63 mipackete-track.com 27/01/2026
schedule-myredelivery.com 29/01/2026
91.208.206.133 renouvellement-client.info 17/02/2026
renovacioncuenta.es 16/02/2026
91.208.206.55 pago-netflix-es.com 11/08/2025
94.103.188.63 sante-service.com 25/01/2026
service-sante.com 23/01/2026
94.154.35.92 meinpaypal-konto.com 09/11/2025
mypaypalkonto.com 01/11/2025
pp-konto.com 01/11/2025
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