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Evasion Reminder – Threats Lives in Memory

Pattern matching / regex / YARA

Dropping the clear payload on disk is not acceptable

OPSEC risk

Packers, Crypters, Loaders, etc...
ex : UPX

3 NATIVES PAYLOADS :
• Shellcode injection
• DLL via RDI / sRDI
• Custom PE32+ loader
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Memory Scanning

• Memory scanning & pattern matching

• Memory metadata anomalies 

32 bits → 4 GiB

64 bits → 256 TiB
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Sleep Obfuscation

EXAMPLE
Cobalt Strike release the Sleep Mask Kit in 2021

STRONG IOC
Unencrypted sleep stub
RWX/RX + MEM_PRIVATE

• Encrypt yourself in memory before sleeping,
decrypt on wake.
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Gargoyle

• PoC demonstrating memory fluctuation
• Release in 2017
• 32 bit only

VARIANTS
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Memory Fluctuation & Sleep
Obfuscation

Ensures that for 99% of the time your implant is on the  
system, it exists only as non-executable, encrypted data.

RW RX RW RX RW

RXNOACCESS NOACCESS

FALSE POSITIVES 
• JIT
• NTDLL hooks
• DRM protected / packed applications

STRONG IOC 
VirtualProtect / mprotect / mach_vm_protect

PROTECTION CHANGE:
• Set RW
• Encrypt (optional)

TRIGGER:
• Sleep hooking
• Timing mechanism
• Synchronization object
• Throwing an exception

UNPROTECT:
• Decrypt
• Set RX

Loop !

START EXECUTION
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Evasion Recap

Protection Encryption Trigger Bootstrap
Gargoyle APC Timer ROP
Obfuscate-and-sleep Sleep Shellcode
FOLIAGE APC Timer CONTEXT
Shellcode  Fluctuation Exception Shellcode
DeepSleep Sleep ROP
Ekko Timer queue CONTEXT

This talk is about sleep obfuscation + fluctuation
– Because it’s easier to implement for the three major OSes
– We focus on fluctuation itself, not the trigger
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Windows Maldev

Hook
kernel32!Sleep

Inspired by 

Lifecycle
Decrypt → Unhook → Sleep → Encrypt → Hook → Return
Decrypt → Unhook → Sleep → Encrypt → Hook → Return
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Detection via Userland Hooks

Place a hook in NTDLL : VirtualProtect

Bypassable / Patchable

Keep an inventory & count every permission change

Define a threshold
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Detection via ETW TI

KERNEL CODE EXECUTION
• via PPLDump exploit
• via BYOVD

EPROCESS
• PPL
• EMAL

ETW TI Event
• THREATINT_PROTECTVM_LOCAL



Detection via CFG Bitmap
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Exploit mitigation

Compiler flag: /guard:cf

Use a bitmap of valid indirect call targets

Control Flow Guard
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Windows Takeaways

DFIR
Moneta & Pe-sieve
jdu2600/EtwTi-FluctuationMonitor
jdu2600/CFG-FindHiddenShellcode

EDR Monitor VirtualProtect !
TI Event : THREATINT_PROTECTVM_LOCAL

Hardening ACG
HSP
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Process Scanning

ptrace(PTRACE_PEEKDATA, ...)

process_vm_readv()

via procfs :
– /proc/<pid>/mem
– /proc/<pid>/maps
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Linux Maldev

fork() + PTRACE_TRACEME
The child execute the shellcode

Intercept syscalls
nanosleep
clock_nanosleep

ELF to shellcode

Fork allow you to trace the child and intercept syscalls
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Linux Maldev

Unprotected Protected

Sleep based fluctuation is working !
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Linux Maldev

Unprotected
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Linux Maldev

protected
Sleep based 
fluctuation is 
working !

?

?
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Telemetry Investigation

Auditd ?

eBPF ?

Userland

Kerneland
python
jq + bash-fu

HOW ?
• LD_PRELOAD
• /etc/ld.so.preload

USELESS WHEN
• Static binary
• Direct syscall
• Can be patch

USAGE
• Reverse
• Live Analysis ?

bpftrace / bcc

(doesn’t log mprotect)



Telemetry investigation
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Zircolite

auditd (mprotect) + laurel + python script
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Live Analysis

Fully supported since Linux kernel 5.x.

In-kernel virtual machine that allows safe, sandboxed
programs to run in the Linux kernel.

3 common tracing mechanisms :
– kprobes/kretprobes : Dynamically hook any kernel function.
– tracepoints : Predefined hook points in the kernel
– uprobes : Similar to kprobes but hook user-space functions

> Note that more tracing mechanisms exist
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Linux Takeaways

DFIR Use bpftrace
Use Zircolite

EDR Memory scanning work fine
Monitor mprotect with eBPF

Hardening
Log kernel telemetry (auditd / sysmonforlinux)
MAC / Application Whitelisting (fapolicyd)
Yama LSM : double-edged
Seccomp

Fluctuation is possible on Linux.
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Architecture

Kernel: XNU

BSD

Mach
IOKit

Core: Darwin

OS: Apple OS
(macOS/iOS/..)
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Internals
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Process Scanning

We accessed the memory !

mach_vm_read()
Iterate over each readable region
Try to read it’s memory
Then search for pattern matching

task_for_pid()
Get a task on a remote process ...
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Taskgated

https://objective-see.org/blog/blog_0x7C.html

CAVEATS:
• Memory scanning is dead

BENEFIT :
• In-memory secrets
• Remote process injection
• TCC bypass
• Sandbox escape

https://blog.xpnsec.com/restoring-dyld-memory-loading

SO ADVERSARIES LIVES IN MEMORY

Root can only access non-hardened and non-Apple process
com.apple.security.get-task-allow → same-user access
com.apple.system-task-ports → access other processes (except kernel)
com.apple.private.cs.debugger → inject same-user, non-hardened processes

Has been heavily restricted

RESTORING DYLD MEMORY LOADING
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macOS Maldev

Sleep based fluctuation is working !

SHELLCODE INJECTION
Inject in your own address space

MACH_TASK_SELF()
You can still obtain a Mach port 
to your own address space.

HOOKING SLEEP
get sleep address
and patch LibSystem.B.dylib
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Hardened Runtime

It validates the signature of all loaded code in the process, which 
means the attacker cannot:
• Inject code at runtime.
• Modify libraries at rest
• Even root can’t get a Task Port on the malware

Unless they use entitlements !
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Live Analysis

You cannot dump the memory anymore
• Kext are deprecated
• Taskgated is enforced (no tfp0)

Except for VMs (opencore).
ARM unified memory breaks traditional Volatility structures.

Memory analysis now relies on live analysis



Triage FromAppStore
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Application distributed on the AppStore have hardened runtime + sandboxing enforced
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HUNT HARDENED RUNTIME APP WITH SENSIBLE ENTITLEMENT :
• com.apple.security.cs.allow-jit
• com.apple.security.cs.allow-unsigned-executable-memory 
• com.apple.security.cs.disable-executable-page-protection 
• com.apple.security.cs.debugger

MEMORY FLUCTUATION ARTIFACTS - CORIIN2026



Memory Mappings
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vmmap

You have to specify a target
It’s the conceptual equivalent of /proc/<pid>/maps + /proc/<pid>/smaps on Linux,
We can detect basic shellcode injection thanks to memory mappings

Fluctuation will bypass this detection

executable ? mach_vm_allocate()non-backed ?
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Hunt with Kernel Telemetry
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DTrace / dtruss ktrace ?

• Modern tracing
• Similar to linux eBPF
• Useless if SIP enabled

• Old
• Read kernel tracepoints
• It works

we trace one pid for demo, but you can trace the whole system
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Endpoint Security 
Framework

Leverage the endpoint security framework API. 

Count of protection changes per page

We can use eslogger to query ESF

Note: eslogger is not designed for automation
or large-scale data collection.
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macOS Takeaways

DFIR
RAM dumping is dead, do live analysis :
• eslogger for ESF telemetry
• vmmap search for anonymous pages
• Triage with objective-see/fromAppStore

EDR
Memory scanning is dead
Monitor via ESF
• mach_vm_allocate
• mach_vm_protect

Hardening
Enforce GateKeeper policy
Install MAC / App whitelisting :
• northpolesec/santa
• MDM

Search for behaviors over signatures
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Conclusion

Strong Indicator: VirtualProtect / mprotect / mach_vm_protect

False Positives: JIT / NTDLL Hooks / DRM protected or packed applications

Reco: Allow only file backed memory to execute + Monitor memory page permission switches

MACOS

• Memory scanning in dead for 
now

So attackers doesn’t need to 
use fluctuation

• But it could change...
Then we’ll be ready

WINDOWS

• Cradle of fluctuation
• Monitor VirtualProtect
• Use opensource scanners

LINUX

• Fluctuation is possible
• Use Auditd or eBPF
• Zircolite for flash analysis
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Blogpost & Repository

• https://github.com/OWNsecurity/Memory-Fluctuation

• https://www.own.security/en/ressources/blog/artefacts-de-fluctuation-memoire
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