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EXECUTIVE SUMMARY

—— EXECUTIVE SUMMARY

The 2026 IAM landscape: Identity
has become the control plane

Enterprise identity has reached an architectural inflection point. Identity
and Access Management has moved from an administrative IT function —
employee onboarding, password resets, directory hygiene — to the
foundational security control plane of the hyper-connected, Al-driven
enterprise. The shift is structural, not cosmetic, and it is driven by three
converging pressures: cyberattack timelines compressing to minutes, the
exponential expansion of non-human identities, and the weaponization of
Al by threat actors.

Legacy IAM was designed for a narrower world. It assumed employees,
passwords, centralized directories, static roles, and a single point-in-
time authentication event at the front door. That model no longer maps to
the environment it must secure.

The 2026 enterprise is perimeterless. It spans humans, machines, APIs,
cloud workloads, SaaS estates, and autonomous Al agents across multiple
clouds. Credentials — not malware — now carry the attack. In response,
security teams are replacing point-in-time access checks with continuous
authorization: full visibility across human and machine footprints, dynamic
authorization backed by real-time threat signals, and automated least-
privilege governance across a composable identity fabric.

PRIMARY TELEMETRY CrowdStrike Global Threat Report

29 min

Average eCrime breakout time
— the window from access to
lateral movement

45:1

Non-human identities to every
human identity, on enterprise
average

VENDOR RESEARCH CyberArk / IdenHQ

(Onfisign

82%

Interactive intrusions that were
malware-free, relying on valid
credentials

38%

Organizations treating
sensitive non-human access as
privileged
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THE INFLECTION POINT @nfisign

— WHY TIAM IS CHANGING NOW

Three forces have converged

0 1 Attackers move faster.

Average breakout time has fallen to 29 minutes, with the
fastest recorded breakout at just 27 seconds. Defenders no The collapse of the defender's response window
longer have hours to respond.

. ) . 90 82m

02 Identity volume is exploding.

Non-human identities now outnumber human identities by

) . 60m
roughly 45:1, most of them unmonitored. " gO
- 48m
03 Authentication is no longer enough. ;
: L : ; = 29m

82% of interactive intrusions were malware-free — built from > 30

valid credentials, hijacked sessions, and legitimate admin

tools.

31% initial access via software exploitation 2020 2022 2024 2025/26

39% credential presence across full attack chains

27 Fastest recorded breakout. Shown as a callout — not plotted — so

88% credential use in web-app intrusions sec the outlier does not distort the trend scale.

These three figures measure different things. Software

exploitation is a leading initial access vector; credential abuse Souzxce:

dominates the full attack chain once inside. Exploits open the door CrowdStrike Global Threat Reports (2021-2026) - primary endpoint
— credentials control lateral movement.

telemetry.

INDUSTRY REPORT Verizon DBIR 2026 for initial-access & attack-chain figures. Chain-presence and initial-access percentages

03

measure distinct attack stages and are not additive.
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TREND 01 NON-HUMAN IDENTITY @nflSlgn

IDENTITY EXPANSION - BOARD-LEVEL RISK

Non-human identity governance becomes a
board-level issue

The biggest change in enterprise IAM is not more human users. It is the explosion of the
machine and agent identities operating alongside them — and largely outside governance.

Service accounts API keys Secrets Workload identities . . N L. . . .
Enterprise identity distribution — who is actually in your
) . directory?
Containers OAuth tokens Certificates Autonomous AI agents
11.1% 26.7%
. O/

45:1 97 %+

Non-human to human identities Share of active identities that are non- @ Human workforce — 2.2% @ Legacy service accounts — 11.1%

(enterprise average) human @ Workloads & Kubernetes — 33.3% APl keys & static secrets — 26.7%

8@ Autonomous Al agents — 26.7%

38% 90%

Govern sensitive non-human access as Have had a successful identity-related Source:
priVHeQEd breach CyberArk Ide ity Threat Landscape / IdenHQ research, 2025-2026 -

vendor researc enterprise verage, environment-depende

Your employee directory may represent only a fraction of your actual identity attack surface. An identity
strategy scoped to human logins secures less than 3% of enterprise access.

IMPLICATION

VENDOR RESEARCH Ratios are enterprise averages; cloud-native estates run higher (45:1+), legacy-heavy estates lower 10-15:1). 04

See discrepancy note, p.14 back matter.



\ 02 - CON NUOUS ACCESS isi
TREND 02 CONTINUOUS ACCE @nflmgn

AUTHENTICATION - CONTINUOUS AUTHORIZATION

Al-driven, risk-based access and ITDR replace
point-in-time authentication

Verifying identity once at login is no longer sufficient. The model becomes a loop:
authenticate — observe — assess risk — adjust access — respond — continuously.

Attackers increasingly operate after a valid login — stealing session Intrusion composition: identity vs. malware

cookies, proxying credentials in real time via adversary-in-the-middle

kits, and living off legitimate tooling. Signature-based endpoint _etrd BRSO e e e

82%
. . . (o] 18% malware-based
defenses miss this entirely. MALWARE - FREE ’
Drift - 40% ('19) - 79% ('24) - 82% ('25/26)
300/ Managed corporate devices with credentials exposed in TTTY
o im’ostea\erlogs CrowdStrike Global Threat Report - primary telemetry, 2026.

46% Unmanaged devices with exposed corporate credentials
The continuous access evaluation loop (CAEP/SSF)

97% Of identity attacks in Microsoft's dataset were password sprays

1 - Authenticate - 2 - Session begins - 3 - Signal changes =~

4 - Security event (SET) -+ 5 - IdP receives =

100T 38M 6 . Revoke / restrict O 7 - Policy recalculated

Security signals processed daily Identity risks detected per day Source:
(Microsoft) OpenID Foundation SSF 1.0 / CAEP 1.0 specifications (finalized 2025 standards
framework.

Static MFA validates identity at the front door, but 82% of modern intrusions occur after login. Security
in 2026 requires continuous session re-evaluation backed by automated response.

IMPLICATION

MIXED SOURCES Malware-free % — CrowdStrike telemetry - infostealer device % — Verizon DBIR / Keepnet - password-spray % & daily

signals — Microsoft Digital Defense Report. Figures are from distinct datasets.
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TREND 03 IDENTITY FABRIC @nflSlgn

ARCHITECTURE - ORCHESTRATION OVER MIGRATION

Identity fabric replaces monolithic IAM

Global enterprises rarely run one identity system. Rather than a multi-year rip-and-
replace, the winning move is an orchestration layer that abstracts the complexity.

Fragmentation is the norm — a legacy of mergers, multi-
cloud strategies, regional infrastructure, and stacked Legacy monolithic IAM vs. Identity fabric

identity providers (Active Directory, Entra ID, Okta, Ping,

S . . . . LEGACY MONOLITHIC IAM IDENTITY FABRIC
SailPoint). The result: inconsistent policy, fatigue-
inducing reviews, and orphaned accounts. Point-to-point integrationsN = M Orchestration layer N + M

800/ + Siloed policies - custom connectors Standard protocols - SCIM, OIDC, CAEP

(0] —
Enterprises operating two or more primary identity _ _ ) _ . _ _
providers or directories concurrently Directory migration required Existing directories preserved
Slow M&A integration Multi-cloud abstraction - days, not years
Annual account changes processed by SailPoint Identity Source:
Secuﬂty Cloud — the governance scale involved SailPoint / KuppingexCole IGA research, 2026 - vendor & analyst research.

Modern IAM does not necessarily mean replacing everything. It means abstracting the complexity — enforcing
unified Zero Trust policy across hybrid estates without immediate identity migration.

IMPLICATION

VENDOR / ANALYST RESEARCH Multi-directory prevalence and orchestration outcomes drawn from SailPoint customer data and

KuppingerCole Leadership Compass, 2026.
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TREND 04 - CONTINUOUS GOVERNANCE

GOVERNANCE - PERIODIC -» CONTINUOUS

Identity governance moves from periodic reviews to
continuous governance

Quarterly, spreadsheet-driven certifications produce rubber-stamping, not risk reduction. The 2026
model runs on telemetry, Al-assisted recommendations and automated right-sizing.

Operational impact of Al-assisted IGA (reduction vs. manual baseline)

Manual identity-management tasks

-90%

Manager time per certification cycle

Provisioning / onboarding time

Low-priority helpdesk lifecycle tickets

-80%

-75%

-40%

Values are reported reductions, not absolute counts.

SailPoint Identity Security Cloud customer ou

tcomes / KuppingerCole, 2026 - vendoz

(Onfisign

Un-modernized governance directly expands the attack surface:
access creep, toxic segregation-of-duties combinations, and contractor
access that outlives the project.

LEGACY STATE

Quarterly audit -+ Spreadsheet - Rubber-stamp -

Access creep

N2

2026 STATE

Continuous telemetry - AI risk rec. = Right-sizing -

Auto-deprovision

Guardrail: low-risk revocations auto-execute; high-impact actions (executive access,

core production roles) keep an audited human in the loop.

Quarterly access reviews are compliance theater. Modern IGA continuously analyzes entitlement telemetry to

IMPLICATION

revoke dormant permissions automatically — before adversaries can exploit them.

VENDOR RESEARCH Efficiency figures

universal benchmarks.

reflect reported platform outcomes and represent reductions against manual baselines, not

07
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TREND 05 - AI AGENT IDENTITY nfi.si.gn

HERO TREND - AN IDENTITY & AUTHORIZATION PROBLEM

Al agents become a new identity class

Unlike a static service account, an Al agent interprets context, chooses actions, invokes tools, calls
APIs and delegates authority. That autonomy is exactly what makes it an identity — and authorization

— problem.

Prompt injection CONTROLS

A compromised or prompt-injected agent can hijack the delegation
chain — abusing downstream credentials to exfiltrate data or trigger
transactions. This maps directly to OWASP ASI03: Agent Identity &
Authorization Privilege Abuse.

Al agent Identity

MCP/tool invocation
EVERY AI AGENT NEEDS

Delegated token st it 1 - Named owner - Distinct identity

3 + Scoped authorization + Short-lived creds

Service account — enterprise API i i g
5 « Tool boundaries + Monitoring

CAEP Tevoke 7 - Audit trail - Auto-deprovision
Sensitive data / transaction

3 OWASP Agentic AI Top 10 (ASIE3) - CrowdStrike - OpenID CAEP/SSF - framework &
Ty .

Treat every deployed agent as a distinct non-human identity with delegated, bounded authority. The

IMPLICATION . .. . X .
delegation chain is only as safe as its narrowest scope and its fastest revocation.

FRAMEWORK OWASP Agentic AI Top 10 (ASI@3). Prompt-injection activity observed by CrowdStrike across 90+ major enterprises.




TREND 06 - PHISHING-RESISTANT AUTH @nfisign

AUTHENTICATION - THE NEW BASELINE

Passkeys and phishing-resistant authentication
become the new baseline

2026 is the inflection point for passwordless enterprise access. Phishing-resistant
authenticators neutralize the Adversary-in-the-Middle attacks that defeat legacy MFA.

The authentication maturity ladder

1B+

v Active passkey users worldwide (FIDO Alliance)
SMS / TOTP MFA AiTM-vulnerable
+
Push MFA 15 B
N
Passkey-supported online accounts
FIDO2 [ WebAuthn
Vv NIST SP 800-63-4 formally integrated synced passkeys into enterprise
Passkeys identity standards and deprecated SMS/voice authenticators —
) accelerating the sunset of legacy MFA.
Hardware-backed, device-bound
MFA is not the end state. Phishing-resistant authentication is.
SR TE PRIORITIZE FIDO2 PASSKEYS FOR HIGH-PRIVILEGE USERS FIRS
NIST SP 800-63 Revision 4 - FIDO Alliance metrics, 2026 standards & framework.

Automated AiTM kits proxy credentials and MFA tokens in real time. Only device-bound, phishing-resistant
authenticators break that attack — deploy them across high-privilege segments now.

IMPLICATION

STANDARDS / FRAMEWORK NIST SP 800-63-4 (digital identity guidelines) and FIDO Alliance adoption metrics, 2026. 09



TREND @7 - SHADOW AI @nfisign

VERNANCE

SHADOW AI - IDENTITY BECOMES AI GO

Shadow Al turns identity governance into an Al
governance problem

Employees increasingly reach Al services outside enterprise identity controls — carrying
source code, credentials and customer data into ungoverned accounts.

How employees authenticate to external GenAl services 8 9 0/
(0

of enterprise Al interactions occur outside centralized SSO
controls — exposing intellectual property and credentials.

@ 72% Personal / non-corporate account

17% Corporate email, no SSO enforcement A related survey figure: 67% of users access external GenAl via personal

accounts on corporate devices. The 72% above is the personal-email share
® 11% Governed corporate SSO L ) ) e ] .
of the authentication-method breakdown — a different but converging

measure.

WHAT LEADERS SHOULD DO

Souxce: .
) ) ) ) Discover shadow AI Enforce SSO Govern OAuth consent
Verizon DBIR / 1Password Shadow-AI analysis, 2026 - industry report +

Monitor AI usage Apply DLP Bring AI into IGA

Source code is the single most frequent data type submitted to public models. Bringing Al applications under
SSO and identity governance is now a data-protection control, not a convenience.

IMPLICATION

The 67% personal-account and 72% personal-email figures derive 10

MIXED SOURCES Authentication-method split — DBIR / 1Password.
res and are labeled accordingly.

from distinct measu



TREND 08 - ZERO TRUST @nfisign

ZERO TRUST - FROM NETWORK TO IDENTITY

Zero Trust becomes an identity control plane

Zero Trust is shifting from a network concept to continuous, identity-based authorization
— where every access decision is recomputed from live context.

The identity policy engine — inputs to decision

) . Identity Policy Engine
User identity ) L STRATEGY VS. REALITY
Dynamic authorization

Device health 80% < of executives claim Zero Trust is deployed

v Allow

110/ of workforce users reach enterprise GenAl via
(o]

Location corporate SSO

— T Step-up auth

Behavior & session 62% of organizations do not govern service accounts as

- Reduce permissions privileged

Threat intelligence

¥ Revoke session

Zero Trust is not new — but self-reported maturity outruns identity-
X Block posture reality. Survey responses capture strategic intent; telemetry
reveals incomplete non-human visibility and continuous authorization.

Application sensitivity

Source:
NIST / CISA Zero Trust Architecture guidance - framework.

Zero Trust delivered as network segmentation and one-time MFA is only half-built. The control plane it
depends on is identity — and most deployments have not yet closed that gap.

IMPLICATION

FRAMEWORK + SURVEYZTA GUIDANCE NIST / CISA. MATURITY-GAP FIGURES RECONCILE SELF-REPORTED SURVEY DATA AGAINST IDENTITY-PROVIDER TELEMETRY

(SEE DISCREPANCY NOTE, BACK MATTER). 1



TREND 09 - CONVERGENCE @ nfis lg n

MARKET - CONSOLIDATION INTO ONE OPERATING MODEL

IAM, ITDR, ISPM, CIEM and NHI security converge

The identity stack is consolidating. Isolated point products give way to a unified identity-
security operating model with a single view of human and machine risk.

. C DISCIPLINE CORE QUESTION IT ANSWERS
Five disciplines, one control plane
IGA Who should have access — and who approved it?
IGA
PAM How do we secure and audit privileged access?
ITDR Is an authenticated identity acting maliciously right
NHI / CIEM PAM now?
Unified
Identity
Security ISPM Where are our identity vulnerabilities and over-
privileges?
ISPM ITDR NHI security How do we govern and rotate machine & agent
credentials?
Source: The future is not necessarily "one IAM product.” It is a unified identity-
Avatier / startwithide 1tity market analysis, 2026 - Security control plane_

vendor research.

Disconnected identity tools generate fragmented alerts. Consolidating posture, threat detection, non-human

IMPLICATION ) . i . . ]
governance and entitlement management lets teams correlate misconfiguration with active threat.

VENDOR RESEARCH Discipline definitions drawn from the source's identity-security category matrix (IGA / PAM / ITDR / ISPM / NHI), 2026. 12
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ECONOMICS - IDENTITY FAILURE HAS A PRICE

The economics of identity risk become impossible to
ignore

Credential-driven breaches are the slowest to detect and the costliest to resolve. The
financial case for faster identity containment is now unambiguous.

Breach cost vs. time to identify & contain, by attack vector

$5.0M
10 month
~
Phishing ® $4.92M m 0 n S
$4.88M to identify and contain a credential-driven breach — the longest
$4.8M lifecycle of any vector, at 292 days.
Credentials
$4.6M $4.67M - 292d Because compromised credentials let attackers appear as legitimate
. users, they operate undetected for nearly eight months. The
Software vulnerability S . )
@ $4.40M economics tie directly back to identity:
$4.4M ; -
210 250 280 290
faster identity detection + faster session containment =
DAYS TO IDENTIFY & CONTAIN A
smaller blast radius
Souxce:

3M Cost of a Data Breac
ector ave

h Repo , 2026 - research. Cos igures reflect reported per-

Feed dark-web infostealer intelligence directly into identity platforms to cross-reference exposed credentials

IMPLICATION . . . N .
and trigger automatic resets — compressing the 292-day window that drives cost.

RESEARCH IBM Cost of a Data Breach. Credential figure $4.67M / 292 days per source's per-vector chart; the report's overall 13

average appears elsewhere and is not conflated here.



THE NEW IAM MODEL @nfisign
= THE NEW IAM MODEL

From traditional IAM to modern identity security

Every trend in this report points to the same underlying transition. Read down the right-hand
column: it is a single, coherent operating model — not ten disconnected upgrades.

DIMENSION TRADITIONAL IAM - LEGACY BASELINE 2026 IDENTITY SECURITY - THE PARADIGM

Identities covered Human workforce & contractors Human + machine + workloads + APl keys + Al agents
Authentication Static, point-in-time login (passwords + periodic MFA) Continuous, risk-aware evaluation - phishing-resistant passkeys
Authorization Static RBAC with broad, standing permissions Dynamic ABAC / PBAC with just-in-time elevation

Governance Manual, spreadsheet-based periodic certifications Al-assisted continuous governance with usage-based right-sizing
Credentials Long-lived static secrets and unrotated keys Short-lived, dynamically rotated, vaulted credentials

Threat detection External SIEM/SOC log ingestion & manual audit Embedded ITDR with automated session containment

The 2026 column is one system: continuous, automated, and scoped to every identity type — human and

THE THROUGH-LINE .
non-human alike.

SYNTHESIS Adapted from the source's "Traditional IAM vs. Modern Identity Security" comparison matrix. 14



THE LEADERSHIP AGENDA @nfisign

=— WHAT IAM LEADERS SHOULD DO NOW

The 2026 IAM leadership agenda

Ten priorities, sequenced from visibility to autonomous response. Progress left to right:
Visibility > Governance - Continuous evaluation > Automation - Identity fabric.

VISIBILITY GOVERNANCE CONTINUOUS EVAL AUTOMATION IDENTITY FABRIC

01 Inventory every identity. Human, machine, workload, APl and Al-agent — one 06 Build an identity fabric. Orchestrate across existing directories; skip rip-and-
register. replace.
02 Establish NHI governance. Assign ownership; eliminate static credentials. 07 Govern Al agents. Each agent a distinct identity with delegated, bounded

authority.

03 Deploy continuous ITDR. Move from login-time to session-level monitoring. 08 Bring Shadow Al under control. Discover unmanaged apps, accounts and OAuth

grants.
04 Adopt phishing-resistant auth. Prioritize FIDO2 / passkeys for high-risk users. 09 Consolidate visibility. Connect IGA, PAM, ITDR, ISPM, CIEM and NHI controls.
05 Modernize IGA. Replace periodic reviews with continuous, usage-aware 10 Automate high-confidence response. Use real-time signals to revoke or restrict
governance. sessions.

ACTION PAGE Priorities synthesized from the ten trends and the source's executive recommendations. No new statistics introduced. 15



— FINAL EXECUTIVE TAKEAWAY

The future of IAM is continuous,
autonomous and identity-centric

Enterprise identity has crossed an architectural threshold. What was an
administrative function — provisioning employees, resetting passwords,
curating a directory — is now the security control plane on which the entire
distributed enterprise depends. The evidence is consistent across every trend
in this report: attackers move in minutes, credentials carry the intrusion,
machine and agent identities dwarf the human workforce, and authentication
at the door no longer protects what happens inside.

Read together, the ten shifts describe three transitions happening at once.

FROM FROM FROM
Human — Machine Auth — Periodic —
Authorization Continuous

The organizations that succeed in 2026 will not treat IAM as an IT
administration layer. They will treat identity as the security control plane
connecting people, machines, Al agents, applications and data — governed
continuously and defended automatically.

Machines Al Agents

IDENTITY SECURITY

Control Plane
N2

Applications

2026 is the year identity stops being the front door and becomes the control plane.

Synthesized from primary threat telemetry, industry breach reports,

identity research and published standards, 2025-2026.




METHODOLOGY & DATA NOTES

—— METHODOLOGY & DATA INTEGRITY

How to read the numbers in this report

Methodology Source register

This eBook synthesizes statistics and findings from a 2026 enterprise |IAM research
. . . . CrowdStrike Global Threat Reports
strategy that draws on primary threat telemetry, industry breach reports, identity-
vendor research and published standards. No external statistics have been added.
Where a figure could be read two ways, the source type is labeled — primary Verizon DBIR 2026
telemetry, industry report, vendor research, or standard / framework — so

readers can weight it appropriately.
IBM Cost of a Data Breach

Preserved discrepancies

® Initial access vs. attack chain. Microsoft Digital Defense Report

Software exploitation leads initial access (31%); credential abuse
dominates the full attack chain (39%, and 88% of web-app intrusions). CyberArk Identity Threat Landscape - IdenHQ
Different stages — not conflicting claims.

® Non-human ratio range. SailPoint - KuppingerCole

Reported ratios span 10:1 to 45:1+. 45:1 is an enterprise average; cloud-
native estates run higher, legacy-heavy estates lower. FIDO Alliance - NIST SP 800-63-4

® Malware-free vs. ransomware.

82% malware-free describes the interactive intrusion phase; ransomware OpenlD SSF / CAEP - OWASP Agentic Al Top 10
payloads deploy at the final stage.

® Zero Trust claims vs. reality.

80%+ claim deployment; identity-posture telemetry (11% SSO for GenAl,
62% ungoverned service accounts) tells a different story.

BACK MATTER All figures traceable to the 2026 Enterprise IAM research strategy provided as source. This report adds no
independent research.

(Onfisign

Primary telemetry
Industry report
Research

Primary telemetry
Vendor research
Vendoxr / analyst
Standards

Frameworks
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