[bookmark: _93a8ucjki0s4]User Access Review Execution Checklist
Purpose: Complete this checklist every review cycle to ensure audit compliance and operational success. Assign owners to every item and track completion daily during active phases.
Review cycle timeline:
· Phase 1 (Pre-Launch): Days -14 to -1
· Phase 2 (Launch): Day 1
· Phase 3 (In-Flight): Days 2-14
· Phase 4 (Remediation): Days 15-21
· Phase 5 (Post-Review): Days 22-30
For detailed explanation of why each checkpoint matters: Read this article - User Access Review Checklist
[bookmark: _d0v3pfjh778p]Phase 1: Pre-Launch Preparation (Complete 1-2 weeks before launch)
[bookmark: _adb0xpnplzze]Data Validation
Owner: IT Security Team
☐ Verify HR data accuracy
· Confirm active employees in HR system
· Check terminated employees marked inactive
· Validate manager hierarchies current
· Review department assignments
Completion criteria: HR data updated within last 7 days
☐ Audit application inventory
· List all in-scope applications
· Verify application owners assigned
· Confirm integration status
· Identify apps missing from previous reviews
Completion criteria: Complete inventory with assigned owners
☐ Extract current access data
· Export user lists from all applications
· Capture role/group assignments
· Include last login dates
· Identify dormant accounts (>90 days inactive)
Completion criteria: Data extracted within last 48 hours
☐ Validate SSO group membership (if applicable)
· Export SSO group membership
· Document application mappings per group
· Identify nested groups
· Flag suspicious memberships
Completion criteria: Complete group data with app mappings
☐ Identify orphaned accounts
· Find users without managers
· List service accounts without owners
· Flag privileged accounts without justification
· List contractor accounts past end dates
Completion criteria: All accounts have assigned reviewers
[bookmark: _46xxz4qxb3rv]Platform Configuration
Owner: IT Security Team
☐ Configure review campaigns
· Create campaigns by app category
· Set review deadlines (14 business days)
· Assign certification owners
· Configure reminder schedules
Completion criteria: All campaigns configured in non-production
☐ Test review workflows
· Assign test reviews to 2-3 pilot users
· Verify access viewing and actions
· Test notifications and reminders
· Confirm mobile access (if supported)
Completion criteria: Test reviews complete without issues
☐ Prepare evidence collection
· Enable automatic decision capture with timestamps
· Set up remediation ticket creation
· Enable audit trail logging
· Test evidence export functionality
Completion criteria: Evidence collection captures all required data
[bookmark: _yfrulgrz0jm7]Stakeholder Communication
Owner: IT Security Team
☐ Notify certification owners
· Send advance notice 7 days before launch
· Explain purpose and compliance importance
· Provide timeline and time estimate
· Share training resources
Completion criteria: All owners receive advance notice
☐ Communicate with application owners
· Inform of review scope inclusion
· Request availability for questions
· Share approval criteria
· Identify escalation contacts
Completion criteria: App owners prepared to support
☐ Prepare executive communication
· Draft executive summary template
· Identify metrics to track
· Schedule post-review briefing
Completion criteria: Executive communication plan established
[bookmark: _d9rdr7doepba]Compliance Verification
Owner: Compliance Team
☐ Confirm scope covers compliance requirements
· SOX financial systems (if applicable)
· PCI DSS cardholder data (if applicable)
· HIPAA ePHI systems (if applicable)
· ISO 27001 scoped systems (if applicable)
· SOC 2 in-scope applications (if applicable)
Completion criteria: Scope satisfies all regulatory requirements
☐ Align evidence with auditor requirements
· Confirm evidence format acceptable
· Validate retention periods
· Review previous audit findings
Completion criteria: Evidence approach aligned with expectations
[bookmark: _77ql0vmf9hh6]Phase 2: Review Launch (Complete on Day 1)
[bookmark: _k2xjgvrfzor7]Campaign Activation
Owner: IT Security Team
☐ Launch campaigns
· Activate all review campaigns
· Verify campaigns visible to owners
· Confirm deadline dates correct
· Test reviewer access immediately
Completion criteria: All campaigns active and accessible
☐ Send launch notifications
· Email with instructions and deadline
· Include direct portal link
· Attach quick reference guide
· Provide IT Security contact
Completion criteria: All owners receive launch notification
☐ Verify delivery and access
· Check email delivery rates (within 1 hour)
· Test sample owner logins
· Resolve access blockers immediately
Completion criteria: No access blockers preventing start
[bookmark: _yxaulo5gub5a]Communication
Owner: IT Security Team
☐ Post company announcement
· Slack/Teams message to all-hands
· Explain purpose and importance
· Set time expectation (30-60 minutes)
· Reinforce deadline
Completion criteria: Company-wide awareness established
☐ Brief executives
· Notify CISO, CIO, CFO
· Share completion timeline
· Preview metrics and reporting
Completion criteria: Executives aware of active reviews
[bookmark: _dtbzmxjdx9lq]Phase 3: In-Flight Management (Days 2-14)
[bookmark: _rt5fd6ieaafo]Progress Monitoring
Owner: IT Security Team | Frequency: Daily
☐ Monitor completion rates
· Track percentage complete
· Identify owners who haven't started
· Flag at-risk reviews
Completion criteria: Daily metrics updated
☐ Review decision quality
· Flag 100% approvals (rubber-stamping)
· Flag >50% revocations (over-correction)
· Check escalations needing input
Completion criteria: Daily decision pattern review
☐ Track remediation tickets
· Verify automatic ticket creation
· Confirm assignments to IT staff
· Monitor progress against SLA
Completion criteria: All revocations have tickets
[bookmark: _770k99y0j4le]Stakeholder Support
Owner: IT Security Team | Frequency: As needed
☐ Respond to questions within 4 hours
· Answer appropriateness questions
· Provide application context
· Escalate complex questions
· Document common questions
Completion criteria: All questions answered same day
☐ Hold office hours (2-3 sessions)
· Screen-share platform walkthrough
· Answer real-time questions
· Record for later viewing
Completion criteria: Sessions held and recorded
[bookmark: _nommipynj43g]Reminders and Escalation
Owner: IT Security Team
☐ Day 3 reminder (send to incomplete)
· Friendly deadline reminder
· Current status
· Time estimate
Completion criteria: Sent to all incomplete
☐ Day 7 reminder (send to incomplete)
· More urgent tone
· Offer support for blockers
· Preview escalation timeline
Completion criteria: Sent to all incomplete
☐ Day 10 final reminder (send to incomplete)
· Clear escalation warning
· Impact explanation
Completion criteria: Sent to all incomplete
☐ Day 11 manager escalation
· Notify owner's manager
· Include status and deadline
· Request intervention
Completion criteria: All overdue escalated
☐ Day 14 executive escalation (critical only)
· Notify department heads and CISO
· Explain compliance impact
· Request immediate action
Completion criteria: Critical overdue escalated to executives
[bookmark: _jy4uiuby6a65]Phase 4: Remediation Execution (Days 15-21)
[bookmark: _1lcxzprl4zb5]Remediation Planning
Owner: IT Infrastructure Team
☐ Prioritize tickets by risk
· Critical: Terminated users, privileged access, SOD conflicts
· High: Standard access revocations
· Medium: Modifications and downgrades
Completion criteria: All tickets triaged and prioritized
☐ Assign tickets to technical teams
· SaaS admins for cloud apps
· AD team for on-premises
· Database admins for DB access
· Network team for VPN/firewall
Completion criteria: All tickets have specific owners
[bookmark: _q0dmwd5miyjj]Access Revocation
Owner: IT Infrastructure Team
☐ Execute critical revocations (24-hour SLA)
· Terminated employee access
· Privileged access removal
· SOD conflict resolution
Completion criteria: All critical complete within 24 hours
☐ Execute high priority revocations (5-day SLA)
· Standard access revocations
· Application access removal
· SSO group membership deletion
Completion criteria: All high priority complete within SLA
☐ Execute medium priority (10-day SLA)
· Permission modifications
· Role downgrades
Completion criteria: All medium priority complete within SLA
[bookmark: _e0lwpwxrr40j]Remediation Validation
Owner: IT Security Team
☐ Verify revocation propagation
· Confirm SSO group removal
· Check downstream app propagation
· Verify authentication blocks
· Test API access revocation
Completion criteria: 10% sample validation complete
☐ Test sample accounts post-revocation
· Attempt authentication with revoked accounts
· Verify access denied messages
· Check for backdoor access paths
Completion criteria: Sample tests documented
☐ Document validation results
· Screenshot authentication failures
· Capture system logs
· Record testing dates
· Attach to remediation tickets
Completion criteria: Validation evidence captured
[bookmark: _hmic0aewm0cd]Exception Handling
Owner: IT Security Team
☐ Process remediation exceptions
· Review technical blockers
· Assess risk of delays
· Document compensating controls
· Obtain CISO approval
Completion criteria: All exceptions documented with approvals
☐ Track incomplete remediations
· List failed revocations
· Identify root causes
· Create completion action plans
· Set extended deadlines
Completion criteria: All incomplete tracked with plans
[bookmark: _nnmepd36bmwl]Phase 5: Post-Review Activities (Days 22-30)
[bookmark: _i30ddtw5a3js]Evidence Package
Owner: IT Security Team
☐ Generate complete evidence archive
· Export all decisions with timestamps
· Include remediation tickets
· Attach validation results
· Capture audit trail logs
Completion criteria: Complete package ready
☐ Organize by compliance framework
· Separate SOX evidence
· Package PCI DSS evidence
· Prepare ISO 27001 evidence
· Compile SOC 2 evidence
Completion criteria: Evidence organized per requirements
☐ Store in retention system
· Upload to document management
· Set retention period (7 years for SOX)
· Restrict access to audit/compliance
· Enable access logging
Completion criteria: Evidence securely stored
[bookmark: _t523s0ttk8nn]Metrics and Reporting
Owner: IT Security Team
☐ Calculate completion metrics
· Overall completion rate (target: >90%)
· Completion by department
· Average time to complete
· Decision breakdown (approve/revoke/modify)
Completion criteria: Complete metrics calculated
☐ Analyze remediation performance
· SLA compliance rate (target: >95%)
· Average remediation time
· Incomplete count and reasons
· Exception rate and types
Completion criteria: Remediation metrics calculated
☐ Identify trends and insights
· Departments with high revocation rates
· Apps with most dormant accounts
· Common access patterns
· Process improvement opportunities
Completion criteria: Insights documented
[bookmark: _337gynsxv1i5]Stakeholder Communication
Owner: IT Security Team
☐ Prepare executive summary
· 1-page for CISO/CIO/CFO
· Completion rate and status
· Significant findings
· Improvement recommendations
Completion criteria: Executive report drafted
☐ Present to leadership
· Schedule 30-minute briefing
· Share metrics and trends
· Discuss compliance concerns
· Preview next cycle
Completion criteria: Briefing delivered
☐ Communicate to certification owners
· Thank managers for participation
· Share overall completion rate
· Preview next cycle
· Request feedback
Completion criteria: Thank you sent to all owners
☐ Report to Audit Committee (if applicable)
· Summarize results
· Confirm policy compliance
· Highlight findings or gaps
· Provide governance assurance
Completion criteria: Committee reporting complete
[bookmark: _9go9bt3wpj9j]Process Improvement
Owner: IT Security Team
☐ Conduct team retrospective
· What worked well?
· What challenges occurred?
· What should change?
· Automation opportunities?
Completion criteria: Retrospective notes documented
☐ Update process documentation
· Incorporate lessons learned
· Update training materials
· Revise checklist based on gaps
Completion criteria: Docs updated for next cycle
☐ Implement improvements
· Automate manual steps
· Enhance notifications
· Improve data accuracy
· Optimize platform config
Completion criteria: Top 3 improvements prioritized
[bookmark: _14ormy9ga65n]Compliance-Specific Add-Ons
[bookmark: _x6zl51c35iq8]SOX Compliance
☐ Pre-Launch: Confirm CFO signoff on scope
☐ Pre-Launch: Verify quarterly frequency maintained
☐ Post-Review: Generate SOX evidence package
☐ Post-Review: Document control deficiencies
☐ Post-Review: Report findings to external auditors
[bookmark: _f1walgrmk4uk]PCI DSS Compliance
☐ Pre-Launch: Confirm all CDE apps in scope
☐ Pre-Launch: Verify system admin inclusion
☐ Remediation: 24-hour SLA for CDE access
☐ Remediation: Validate MFA enforcement
☐ Post-Review: Document for QSA
☐ Post-Review: Confirm quarterly frequency
[bookmark: _6vehfm454zbw]HIPAA Compliance
☐ Pre-Launch: Confirm all ePHI systems in scope
☐ Pre-Launch: Verify minimum necessary principle
☐ Remediation: 24-hour SLA for ePHI access
☐ Remediation: Validate terminated workforce blocks
☐ Post-Review: Document Security Rule compliance
☐ Post-Review: Update access management docs
[bookmark: _hlhon4egwttz]ISO 27001 Compliance
☐ Pre-Launch: Confirm Statement of Applicability coverage
☐ Pre-Launch: Review A.9.2.5 control requirements
☐ Post-Review: Update access control procedures
☐ Post-Review: Document in ISMS records
☐ Post-Review: Report to certification body
[bookmark: _m3hx8r3q7h5z]SOC 2 Compliance
☐ Pre-Launch: Confirm Trust Services Criteria coverage
☐ Pre-Launch: Coordinate with SOC 2 auditors
☐ Post-Review: Prepare detailed evidence for testing
☐ Post-Review: Document control effectiveness
☐ Post-Review: Provide population and sample data
[bookmark: _921p7zxhe3jr]Quick Reference: Critical Success Factors
Three validation steps that prevent audit failures:
1. ✓ Verify manager hierarchies current before launch (not 3 months old)
2. ✓ Monitor decision patterns during reviews (catch rubber-stamping)
3. ✓ Test that revocations executed (don't just trust closed tickets)
Completion rate targets:
· Pre-launch preparation: 100% (missing any item creates issues)
· Review completion: >90% (with active escalation)
· Remediation SLA compliance: >95% (within priority windows)
· Validation testing: 10% sample minimum
Critical SLAs:
· Critical revocations: 24 hours
· High priority revocations: 5 business days
· Medium priority modifications: 10 business days
· Question response time: 4 hours (same business day)

