[bookmark: _vfol95xhb7gv]IAM Audit Readiness Checklist
[bookmark: _4zj7edmpdzon]Identity and Access Management | Zluri
Use this checklist to assess your IAM program's readiness before a compliance audit. For each control area, rate current state, note where evidence lives, and assign remediation ownership for any gaps.
Rating scale: 
✅ Ready (evidence exists, complete, current) 
⚠️ Partial (evidence exists but incomplete or out of date) 
❌ Gap (evidence does not exist or cannot be produced)
[bookmark: _iqakpdf0yigt]Control Area 1: Identity Inventory Completeness
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Complete list of all active employee accounts across all applications
	
	
	
	

	Contractor and partner identities inventoried (including those outside HRMS)
	
	
	
	

	Non-SSO application accounts included in inventory
	
	
	
	

	Service accounts and API credentials inventoried
	
	
	
	

	OAuth tokens granted by workforce members to external apps inventoried
	
	
	
	

	Inventory reconciled against IdP roster — discrepancies documented
	
	
	
	



[bookmark: _abhrr0h02kxx]Control Area 2: Provisioning Authorization Records
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Provisioning log exists for all access grants in the past 12 months
	
	
	
	

	Each log entry shows approver identity and timestamp
	
	
	
	

	Out-of-band access grants (informal, manager-direct) are captured
	
	
	
	

	Current access roster reconciles with provisioning log without unexplained entries
	
	
	
	

	Exception grants have documented justification and expiry
	
	
	
	



[bookmark: _k2utqxwbonq5]Control Area 3: Deprovisioning Completeness and Timing
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Deprovisioning records exist for every departure in the past quarter
	
	
	
	

	Records show revocation across all application types (including non-SCIM)
	
	
	
	

	Deprovisioning timestamps show completion within SLA
	
	
	
	

	Orphaned account check: no active accounts belonging to departed users
	
	
	
	

	Contractor/partner offboarding is covered (not only HRMS-triggered events)
	
	
	
	



[bookmark: _4lez90e4ug70]Control Area 4: Access Review Completion and Remediation
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	All scheduled access review cycles completed on time
	
	
	
	

	Completion records show reviewer identity and decision date
	
	
	
	

	Flagged items list exists for each review cycle
	
	
	
	

	Remediation records show all flagged items resolved within defined window
	
	
	
	

	Review scope includes non-standard identity types (contractors, service accounts)
	
	
	
	



[bookmark: _7xcmjvsv9e5d]Control Area 5: Privileged Access Controls
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Privileged account inventory maintained separately from standard user roster
	
	
	
	

	All privileged accounts are individually attributable (no shared credentials)
	
	
	
	

	Privileged access review on accelerated cadence (monthly or event-triggered)
	
	
	
	

	Deprovisioning records for departing privileged users show immediate revocation
	
	
	
	

	MFA enforcement logged for all privileged access events
	
	
	
	

	No privileged accounts belong to departed users
	
	
	
	



[bookmark: _3ongfryxyitx]Control Area 6: Least Privilege Enforcement
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Role definitions exist and map to specific application entitlements
	
	
	
	

	Provisioning records show role-appropriate access (not broader)
	
	
	
	

	Mover event logs show revocation of previous-role access, not only addition of new-role access
	
	
	
	

	Access review findings show declining privilege creep over time
	
	
	
	

	Spot check: selected multi-role-change users hold only current-role access
	
	
	
	



[bookmark: _eblo1g7gsaqg]Control Area 7: Segregation of Duties (SoD) Enforcement
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	SoD ruleset documented and covers cross-application combinations
	
	
	
	

	SoD violation detection ran during audit period (continuous or quarterly)
	
	
	
	

	Violation records exist with remediation actions and timestamps
	
	
	
	

	Accepted exceptions documented with compensating control description
	
	
	
	

	No current users hold unmitigated conflicting permission combinations
	
	
	
	



[bookmark: _2d7bgqjrdj83]Control Area 8: Non-Human Identity Governance
	Check
	Rating
	Evidence Location
	Gap / Notes
	Owner

	Non-human identity inventory exists (service accounts, API keys, OAuth tokens)
	
	
	
	

	Creation records show purpose and approved scope for each NHI
	
	
	
	

	Non-human identities included in periodic access review
	
	
	
	

	Deprovisioning records exist for NHIs retired during audit period
	
	
	
	

	Inactive NHIs (no activity in 90 days) flagged and reviewed
	
	
	
	



[bookmark: _r7snls8jaxtv]Summary
	Control Area
	Overall Rating
	Priority for Remediation

	1. Identity Inventory Completeness
	
	

	2. Provisioning Authorization Records
	
	

	3. Deprovisioning Completeness and Timing
	
	

	4. Access Review Completion and Remediation
	
	

	5. Privileged Access Controls
	
	

	6. Least Privilege Enforcement
	
	

	7. SoD Enforcement
	
	

	8. Non-Human Identity Governance
	
	



[bookmark: _86di8kc8lknr]Remediation Priority Guide
Immediate priority (address before any audit):
· Deprovisioning completeness: any active accounts belonging to departed users are live audit findings.
· Privileged access: any shared privileged credentials or unreviewed privileged accounts are high-risk findings.
High priority (address within 30 days):
· Identity inventory completeness: without this, all other evidence is partial.
· Access review remediation: completed reviews with unresolved flagged items undermine the review's compliance value.
Medium priority (address within 60 days):
· SoD cross-application coverage.
· Non-human identity inventory and review inclusion.
· Least privilege — mover revocation gaps.
Ongoing program improvement:
· Provisioning authorization record completeness for out-of-band grants.
· Privileged access review cadence.

This checklist corresponds to Zluri's IAM Audit Readiness guide at zluri.com/blog/identity-and-access-management-checklist
To see how Zluri produces evidence for each control area as a byproduct of normal operations: zluri.com/get-demo

