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Part I: General Terms and Conditions 

§1 Scope of Application and Licensor 

1.1 The Licensor provides the (i) temporary transfer (including 

SaaS) and (ii) support of the Contractual Software to the Cus-

tomer exclusively on the basis of the terms and conditions of 

these General License Terms (hereinafter referred to as 

"EULA"). The "licensor" is the company named in the offer to 

the customer for the software covered by the contract. If the 

software covered by the contract is obtained directly from 

the manufacturer, i.e., from AppNavi, the licensor is AppNavi 

GmbH, Weihenstephaner Str. 12, 81673 Munich (hereinafter 

referred to as "AppNavi"). 

1.2 This EULA applies exclusively to companies, legal entities un-

der public law, or special funds under public law within the 

meaning of Section 310 (1) of the German Civil Code (here-

inafter also referred to as "Customer"). The Licensor and the 

Customer are hereinafter referred to individually as "Party" 

and collectively as "Parties." 

1.3 Any terms and conditions of the Customer that conflict with 

or deviate from this EULA shall not apply (even if the Licensor 

does not expressly object to them), unless the Licensor has 

expressly agreed to these terms and conditions of the Cus-

tomer in writing. 

1.4 The EULA consists of the General Section, the definitions in 

Section IV, and the provisions of a Special Section (e.g., li-

cense terms for the temporary transfer of software (including 

SaaS) and contractual terms for software support). The Gen-

eral Terms and Conditions apply to all contractual relation-

ships between the licensor and the customer. The individual 

contract concluded with the customer regulates which sec-

tions of the Special Part of the EULA apply in addition. In the 

event of conflicting provisions, the following order of priority 

applies: 1. Provisions from the individual contract, before 2. 

Provisions from the Special Part of this EULA, before 3. Provi-

sions of the General Part of this EULA and the definitions of 

terms. 

 

§2 Offer and conclusion of contract 

2.1 Unless otherwise stated in writing in the offer, an individual 

contract shall only come into effect upon written confirma-

tion of the order by the licensor or upon execution of the or-

der by the licensor. Verbal agreements or commitments re-

quire written confirmation by the licensor to be effective. 

2.2 The licensor retains ownership of the offer documents pro-

vided to the customer, such as offers and cost estimates. 

 

§3 Prices, terms of payment, and refunds 

3.1 All prices are quoted in EURO and are net, plus the statutory 

sales tax at the applicable statutory rate and any other fees, 

customs duties, and public charges, with the exception of 

such taxes, fees, and charges levied on the licensor's income 

and profits. Shipping and packaging costs will be charged 

separately. 

3.2 All claims are due upon invoicing and are payable without 

deductions within a period of thirty (30) days from the date 

of the invoice. The deduction of discounts is only permitted 

with a special written agreement. The customer shall be in 

default without a separate request for payment after thirty 

(30) days from the invoice date and receipt of the invoice. 

The statutory provisions shall apply to the customer's default 

in payment. 

3.3 In the case of continuing obligations, the licensor reserves the 

right to increase the agreed prices accordingly in the event 

of an increase in its own costs, subject to a notice period of 

two months. If the price increase exceeds 5% of the original 

price, the customer is entitled to terminate the contract at 

the end of the next calendar month after notification of the 

increase. 

3.4 A refund of license, implementation, or support fees in the 

event of the contract continuing (e.g., in the event of a re-

duction in the number of users or a change in the license 

type) is excluded. 

 

§4 Delivery and transfer of risk 

4.1 The contractual software is made available online for down-

load or primarily online via a SaaS concept at the router out-

put of the data center where the server with the contractual 

software is located. Even when provided via a SaaS concept, 

it is necessary for the customer to download a small piece of 

code (e.g., snippet or browser extension) and implement it in 

their application or browser. Details are specified in the offer. 

If the software is only made available online or online for 

download, the transfer of risk takes place when access is en-

abled via the Internet or when it is made available for down-

load at the router output of the data center where the server 

with the contractual software is located and the customer is 

informed accordingly. The costs for the Internet connection 

and the costs of any downloads shall be borne by the cus-

tomer. The licensor is not responsible for the installation, ad-

aptation, or commissioning of software or training in its use, 

unless the parties have agreed otherwise in writing. 

4.2 The licensor is entitled to make the product documentation 

available only online on the Internet or online for download 

or as a .pdf document by e-mail. The licensor shall provide 

product documentation for the contractual software in Ger-

man or English, at its own discretion. The latest version is avail-

able at: https://docs.appnavi.com/docs/getting-started. 

The licensor will only make changes to the documentation if 

this is necessary for technical or economic reasons. 

 

§5 Delivery time, force majeure, and partial deliveries  

5.1 Deadlines and dates for deliveries and services shall only be 

deemed fixed dates if they have been explicitly agreed as 

such. In the event of delays for which the Licensor is not re-

sponsible, the dates affected by the delay shall be post-

poned by the duration of the delay and a reasonable period 

of time for resumption; other claims of the parties shall remain 

unaffected by this. 

5.2 If the Licensor is prevented from providing the service in cases 

of events beyond the Licensor's control or for which the Licen-

sor is not responsible (hereinafter referred to as "force 

majeure events"), such as war, natural disasters, labor dis-

putes, pandemics, power failures, or internet outages (in 

whole or in part), denial-of-service attacks, official orders, or 

errors in the customer's infrastructure, the licensor shall be re-

leased from its delivery and performance obligations for the 

duration of the disruption and a reasonable period of time for 

resumption. The licensor shall inform the customer appropri-

ately about the force majeure event, except in the case of 

errors in the customer's infrastructure. If an end to the force 

majeure event is not foreseeable or if it lasts for an unreason-

ably long time, taking into account the agreed delivery or 

performance dates and the interests of both parties, and if it 

is therefore unreasonable for one party to adhere to the con-

tract, that party shall be entitled to terminate the individual 

contract for cause. Further claims by the parties, in particular 

claims for damages, are excluded. 

5.3 Reasonable partial deliveries are permissible even without a 

separate agreement. Each partial delivery shall be consid-

ered an independent transaction. 
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§6 Place of performance 

6.1 The place of performance for all obligations arising from the 

contractual relationship is the licensor's registered office in 

Munich, unless otherwise specified. 

 

§7  Open Source Software 

7.1 For open source software, only the license terms of the rights 

holder underlying this software apply. 

7.2 Where relevant, the licensor shall refer to the use of open 

source software in the product documentation for the soft-

ware provided.  

 

§8 Third-party software 

8.1 If the software supplied by the licensor also contains third-

party software, the customer may only use these programs 

as part of the overall solution supplied. The customer shall in-

demnify the licensor against any claims resulting from a 

breach of this obligation for which the customer is responsi-

ble. The licensor is entitled to replace the third-party software 

with similar products, provided that the functionality remains 

essentially the same and this is reasonable for the customer. 

 

§9 Legal defects and third-party property rights 

9.1 The Licensor shall only be liable for the infringement of third-

party rights by the Software covered by the contract or the 

services provided if the Software covered by the contract or 

the services provided are used by the Customer in accord-

ance with the contract, in particular in the contractually 

specified environment of use. The Customer shall be respon-

sible for providing evidence of use in accordance with the 

contract. 

9.2 If third parties assert claims against the customer in connec-

tion with the use of the contractual software or the services 

provided (e.g., due to copyright infringement, infringement 

of industrial property rights, or competition law claims), the 

customer shall inform the licensor thereof without delay. 

9.3 The customer shall not acknowledge the alleged infringe-

ments of property rights and shall either leave any disputes, 

including any out-of-court settlements at the licensor's discre-

tion, to the licensor or only conduct them in agreement with 

the licensor. 

9.4 If the software covered by the contract or the services pro-

vided by the licensor infringe the rights of third parties, the 

licensor shall, at its discretion and at its expense  

a) obtain for the customer the right to use the contractual 

software or services provided, or  

b) redesign the Contractual Software or services provided in 

such a way that they are essentially in accordance with 

the contract but no longer infringe the rights of third par-

ties, or 

c) take back the contractual software or services provided, 

reimbursing the customer for the remuneration paid for 

them (less reasonable compensation for use), if the licen-

sor cannot achieve any other remedy at reasonable ex-

pense. 

The interests of the customer shall be taken into account ap-

propriately. 

9.5 If the customer is responsible for the infringement of property 

rights, claims against the licensor are excluded. 

9.6 Section 10 of this EULA shall apply accordingly to claims for 

damages and reimbursement of expenses. 

 

Section 10 Liability 

10.1 The licensor shall be liable to the customer in accordance 

with the statutory provisions: 

a) for damages caused intentionally or through gross negli-

gence by the licensor or its legal representatives and vi-

carious agents; 

b) for damages resulting from injury to life, limb, or health for 

which the licensor, its legal representatives, or vicarious 

agents are responsible; 

c) under the Product Liability Act; and  

d) for expressly assumed guarantees and fraudulently con-

cealed defects. 

10.2 The licensor shall not be liable for damages caused by slight 

negligence on the part of the licensor or its legal representa-

tives and vicarious agents, unless an obligation has been 

breached whose fulfillment is essential for the proper execu-

tion of the contract, whose breach would jeopardize the 

achievement of the purpose of the contract, and on whose 

compliance the customer could regularly rely. This liability is 

limited to damage typical for the contract and foreseeable 

at the time of conclusion of the contract in the case of prop-

erty damage and financial loss. 

10.3 Liability for data loss is limited to the typical restoration costs 

that would have been incurred if backup copies had been 

made regularly and in accordance with the risk. The cus-

tomer is responsible for proper data backup, unless the soft-

ware covered by the contract is provided via a SaaS con-

cept. 

10.4 Claims for damages shall become time-barred after one (1) 

year. The limitation period shall commence at the time spec-

ified in Section 199 (1) of the German Civil Code (BGB). The 

shortening of the limitation period shall not apply in the cases 

specified in Section 10.1. 

10.5 The above liability provisions shall apply mutatis mutandis to 

claims for reimbursement of expenses and other liability 

claims of the customer against the licensor. 

10.6 The above provisions shall also apply in favor of the licensor's 

organs, legal representatives, employees, and other vicari-

ous agents. 

 

§11 Confidentiality, data protection, and order processing 

11.1 Each party is obliged to treat the confidential information of 

the other party that becomes known in connection with the 

preparation and execution of the contract as confidential, 

even after termination of the contract, not to disclose it to 

third parties and not to use it for purposes unrelated to the 

contract. 

11.2 "Confidential information" is information that a reasonable 

third party would consider worthy of protection (e.g., soft-

ware (in source and object code); know-how; processes; al-

gorithms; interfaces; product documentation; offers; cost es-

timates; price lists; and all product and trade secrets) or that 

is marked as confidential. This may also include information 

that becomes known during an oral presentation or discus-

sion.  

11.3 The confidentiality obligation shall not apply if the receiving 

party proves that the information in question (i) was already 

known to it before the start of the cooperation with the dis-

closing party, (ii) was lawfully disclosed to the receiving party 

by a third party, in particular without breach of confidentiality 

obligations, (iii) the information was generally available with-

out the receiving party being responsible for this general 

availability, or (iv) the receiving party is required to disclose it 

due to a mandatory legal or regulatory obligation, but only 

to the extent that the disclosure of this information is manda-

tory under law or regulation and the receiving party has, to 

the extent legally permissible, immediately notified the dis-

closing party in writing of the respective obligation and has 

appealed against such disclosure. 

11.4 If the licensor collects, processes, or uses personal data on 

behalf of the customer (e.g., when providing the contractual 

software by means of a SaaS concept), this shall be done in 

accordance with the customer's instructions and only after 

conclusion of a corresponding order processing agreement 

(in accordance with the appendix "Order Data Processing 

Agreement"). The customer shall comply with the obligations 

arising from the applicable data protection law (in particular 

the information obligations towards the data subjects in ac-

cordance with type Articles 13 and 14 GDPR). 
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11.5 The contracting parties are aware that electronic and unen-

crypted communication (e.g., by email) is subject to security 

risks. In the case of this type of communication, they shall 

therefore not assert any claims based on the lack of encryp-

tion, unless encryption has been agreed in advance. 

 

§12 Audit rights 

12.1 ̈The customer must notify the licensor in advance and in writ-

ing of any use of the contractual software that exceeds the 

contractually agreed scope of use. This requires a separate 

contract for the additional scope of use based on the licen-

sor's current price list. 

12.2 In the case of usage-based billing within the framework of a 

SaaS concept, AppNavi or the licensor shall independently 

verify compliance with the agreed scope of use by means of 

suitable technology in the portal. In the case of a temporary 

software license in the customer's system environment, the 

customer is obliged to prove the proper use of the contrac-

tual software once a year by means of written confirmation. 

12.3 If the customer refuses to provide self-disclosure and/or if, in 

the opinion of the licensor, there is suspicion of a legal viola-

tion, the licensor is entitled, after giving at least two weeks' 

advance notice, to verify compliance with the contractually 

agreed usage restrictions at the customer's premises or re-

motely, either by the customer itself or by a third party bound 

to secrecy. Such an audit shall be carried out during normal 

business hours and shall not unreasonably interfere with the 

customer's business operations. 

12.4 The customer's confidentiality interests and the protection of 

its business operations from interference shall be taken into 

account in an appropriate manner. The customer shall co-

operate in an appropriate manner in the performance of the 

audit, in particular by granting the auditor access to its busi-

ness premises, systems, records, and business processes to the 

extent necessary for the proper review. 

12.5 Each party shall bear its own costs of the audit. If the under-

paid fees exceed 5% of the contractually agreed license 

fees, the customer shall bear the reasonable costs of the au-

dit. 

12.6 If the scope of use exceeds the scope of the rights of use 

granted, the parties shall conclude a contract for the addi-

tional use. 

12.7 The licensor is also entitled to charge the additional license 

and support fees retroactively based on the current price list. 

The assertion of claims for damages and default interest re-

mains unaffected. 

 

§13 Offsetting and rights of retention 

13.1 The customer is only entitled to offset and retain due claims if 

the licensor has expressly agreed to this in writing or if the 

counterclaims are undisputed or have been legally estab-

lished. 

 

 

§14 Export restrictions 

14.1 The delivered products and services may contain technolo-

gies and software that are subject to the applicable provi-

sions of the Foreign Trade Act of the Federal Republic of Ger-

many and the export control regulations of the United States 

of America or the countries to which the products are deliv-

ered or in which they are used. The customer shall be respon-

sible for complying with the import and export regulations ap-

plicable to the deliveries and services, in particular those of 

the USA. This also applies to access to the contractual soft-

ware by means of a SaaS concept. The customer shall be re-

sponsible for handling any legal or official procedures in con-

nection with cross-border deliveries or services, unless other-

wise expressly agreed. 

 

§15 Termination 

15.1 The parties are entitled to terminate the individual contract 

at any time for good cause. Good cause entitling the licensor 

to terminate the individual contract extraordinarily shall in-

clude, in particular, if the customer (i) fails to meet its pay-

ment obligations even after the expiry of a reasonable period 

of time or (ii) violates the license terms. 

 

§16 Final provisions 

16.1 Contract-related information shall be communicated to the 

customer via the contact details provided by the customer 

on the portal. The customer is obliged to provide the neces-

sary information on the portal and to update it immediately 

if necessary. The licensor may only use this contact infor-

mation for advertising purposes with the express prior consent 

of the customer or to the extent permitted by law. 

16.2 The licensor is entitled to name the customer in marketing ac-

tivities, marketing documents, and other publications, in par-

ticular publications with advertising content, and to use the 

customer's logo and brand for this purpose. The licensor is also 

entitled to report on key data relating to the conclusion of 

the contract within the framework of the prescribed manda-

tory publications. 

16.3 The licensor is entitled to transfer the contract to other group 

companies in accordance with Sections 15 et seq. of the 

German Stock Corporation Act (AktG) without the custom-

er's consent, provided that this transfer is not unreasonable 

for the customer. 

16.4 Any assignment or transfer of rights and/or obligations under 

this contract by the customer requires the prior written con-

sent of the licensor. 

16.5 The place of jurisdiction for all disputes in connection with this 

EULA and the individual contracts concluded under it is Mu-

nich (Munich Regional Court I). However, the Licensor re-

mains entitled to bring claims against the Customer before 

another legally competent court. 

16.6 German law applies. The application of the UN Convention 

on Contracts for the International Sale of Goods is excluded. 

16.7 There are no verbal side agreements or promises. Subsequent 

amendments and additions to the contract, as well as termi-

nations, reminders, and setting of deadlines by the customer, 

must be made in writing to be effective. This also applies to 

any waiver of this written form requirement. Email satisfies this 

written form requirement. 

16.7 Should any provision of this EULA or an individual contract be 

or become invalid or unenforceable in whole or in part, this 

shall not affect the validity of the remaining provisions. The 

parties shall attempt, in good faith, to replace the invalid or 

unenforceable clause with a clause that most closely reflects 

the mutual intent of the parties at the time of conclusion of 

this EULA. 

16.8  In the event of contradictions between this English translation 

and the German version of the of this End User License Agree-

ment, the German version shall prevail. 

  



End User License Agreement – EULA 
AppNavi GmbH 

Any type of reproduction, including excerpts, is only permitted with the approval of AppNavi. 

© 2025 AppNavi GmbH Page6 / 17 

Part II: Special Section – License Terms for the Temporary 

Transfer of Software (including SaaS) 

 

§1 Subject matter of the contract 

1.1 Insofar as the Licensor grants the Customer temporary use of 

the copy(ies) of the Software covered by the Contract in the 

version provided under the Contract, the provisions of this 

Part II (Special Part – License Terms for Temporary Software 

Use) shall apply in addition to the General Terms and Condi-

tions in Part I. This also includes the temporary provision of the 

software covered by the contract within the framework of a 

'Software-as-a-Service' concept (hereinafter referred to as 

'SaaS concept'). 

1.2 They do not apply to additional services such as installation, 

integration, parameterization, and adaptation of the Con-

tractual Software to the customer's needs. 

1.3 Unless expressly stipulated in these General Terms and Con-

ditions or in the individual contract, the additional provisions 

of Part III of the EULA (Special Section – Contract Terms for 

Software Support) do not apply to the temporary provision of 

software. However, software support services can be agreed 

separately (e.g., in the individual contract). Part III of the EULA 

(Special Section – Contract Terms for Software Support) ap-

plies to these software support services, which must be 

agreed separately in writing.  

 

§2 Rights of Use 

2.1 The software covered by the contract is protected by copy-

right. 

2.2 The software covered by this agreement is provided to the 

customer for its intended use for the period agreed in the in-

dividual agreement. The scope of the intended use and the 

type and scope of the rights of use are set out in the individ-

ual contract, this EULA, and the product documentation. If 

no other agreements on rights of use are made in this con-

tract or in the individual contract, the licensor grants the cus-

tomer a 

• non-exclusive (simple), 

• non-transferable, 

• time-limited and terminable for the term of the  

individual contract, 

• worldwide  

The right to use the Contractual Software in the agreed sys-

tem environment in accordance with this Part II of the EULA 

(in particular §§ 2.4-2.13) and the product documentation, 

i.e., in particular to temporarily store and load it, display it, 

and run it. This also applies if reproductions are necessary for 

this purpose. If the Software is provided for use as part of a 

SaaS concept, the Licensor shall provide a code component 

(e.g., snippet or browser extension) which the Customer must 

implement in its application or browser. In addition, AppNavi 

or the licensor shall in this case provide an online portal in 

which certain customer-generated content (e.g., routes, 

news, hotspots; hereinafter referred to as "customer content") 

is stored. AppNavi and the licensor may use subcontractors 

for this purpose. The implementation of an interface integra-

tion with the customer's existing system landscape (via the 

code part provided when using the SaaS concept) is not 

covered by the Terms of Use, but requires a separate written 

agreement between the parties. In the case of the SaaS con-

cept, the customer's access to the contractual software is 

provided via the code section provided by the licensor, 

which connects to the AppNavi/licensor portal via the Inter-

net using a browser. In addition to the provision of the code 

section, the intended use therefore only includes access to 

this provided system environment. In this case, any reproduc-

tion of the contractual software as such on the customer's 

own systems that goes beyond the intended use of the code 

part provided or the loading of customer content (in 

particular by downloading the contractual software) is ex-

pressly prohibited. 

2.3 The licensor grants the customer rights of use for new pro-

gram versions delivered to the customer by the licensor in the 

same type and to the same extent as those existing for the 

contractual software delivered or provided within the frame-

work of a SaaS concept. In the case of provision within the 

framework of a SaaS concept, new program versions shall be 

provided immediately after the program version has been re-

leased by AppNavi. The number and timing of the release of 

a new program version shall be at the discretion of AppNavi. 

2.4 The contractual software, which is limited to a certain num-

ber of users, a certain number of uses, or applications, may 

only be used by the number of users specified in the individ-

ual contract or for the specified number of uses or applica-

tions. 

2.5 Unless otherwise specified, the use of the contractual soft-

ware is only permitted for the customer's own purposes in 

their own business operations. In particular, the customer 

may not use the software for third parties, e.g., in the context 

of providing services (e.g., by means of individual retrieval, as 

a service bureau, or other types of services).  

2.6 If the individual contractual provision permits use by affiliated 

companies, the customer shall ensure that the affiliated com-

pany complies with the license terms. The customer shall be 

liable for any fault on the part of employees and representa-

tives of the affiliated companies to the same extent as for its 

own fault. 

2.7 Without the prior written consent of the licensor, the customer 

is not entitled to make the software covered by the contract 

or the associated product documentation available to third 

parties in the original or in copy, or to sublet it to third parties 

for use or to distribute it. The same applies to access to the 

software covered by the contract if it is made available by 

means of a SaaS concept.  

2.8 The customer is responsible for taking appropriate technical 

and organizational measures to prevent any use of the soft-

ware that is not in accordance with its intended purpose. 

2.9 The customer is not entitled to edit or otherwise modify the 

software without the prior written consent of the licensor. In 

particular, downloading software provided by means of a 

SaaS concept that goes beyond the loading of customer 

content within the scope of the intended use of the contrac-

tual software, as well as decompiling the contractual soft-

ware or reverse engineering, is strictly prohibited. The custom-

er's statutory minimum rights of use pursuant to Sections 69d 

and 69e of the German Copyright Act (UrhG) remain unaf-

fected. If necessary to establish interoperability, the customer 

must first request the necessary information from the licensor 

in writing with reasonable notice before decompiling the 

contractual software. If the licensor fails to provide the infor-

mation within the deadline, the customer is entitled to de-

compile the software in accordance with Section 69e UrhG. 

2.10 With the exception of provision by means of a SaaS concept, 

the customer is entitled to make a copy of the contractual 

software for backup purposes. The customer must designate 

the backup copy as such to and clearly label it with the com-

pany name "AppNavi GmbH" as the rights holder and the 

name of the software. Reproductions of the Contractual Soft-

ware for the purpose of software distribution for intended use 

or proper data backup are part of the intended use. 

2.11 If the rights of use are restricted to a hardware or software 

environment defined in the individual contract, any use de-

viating from this requires the consent of the licensor. If a hard-

ware or software environment defined in the individual con-

tract is not functional, use in another environment is permit-

ted until it is restored, even without the consent of the licen-

sor. The latter does not apply to provision by means of a SaaS 

concept. 

2.12 The customer undertakes not to convert the software cov-

ered by the contract into another code form or to make 
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changes to the code, unless this is permitted by law. Changes 

to these code parts that are necessary for the intended use 

of the code parts provided within the framework of a SaaS 

concept are still permitted. 

2.13 The rights granted in this EULA refer only to the contractual 

software in object code and—in the case of code parts pro-

vided as part of a SaaS concept—in HTML format. The cus-

tomer is not granted any rights to the source code. 

 

§3 Transfer fee 

3.1 The customer shall pay the transfer fee specified in the indi-

vidual contract.  

3.2 If the customer delays payment of a due fee by more than 

four (4) weeks, the licensor is entitled, after issuing a prior 

warning with a deadline and upon expiry of the deadline, to 

block access to the software covered by the contract. The 

licensor's claim to remuneration remains unaffected by the 

blocking. Access to the software covered by the contract will 

be reactivated immediately after the arrears have been 

paid. The right to block access also exists as a less severe 

measure if the licensor has a right to extraordinary termina-

tion in accordance with § 5.2 of this Part II of the EULA. 

3.3 The licensor has the following right to adjust prices: The remu-

neration may be increased at the earliest twelve (12) months 

after the conclusion of the individual contract. Further in-

creases may be requested at the earliest after twelve (12) 

months have elapsed. An increase must be announced to 

the customer and shall take effect at the earliest three (3) 

months after receipt of the notification. A prerequisite for ef-

fectiveness is that the licensor provides for the remuneration 

as a general list price and also obtains it from other custom-

ers. If the conditions for an increase in remuneration are met, 

the customer has the right, within the notice period, to termi-

nate the contract for the contractual software affected by 

the increase at the earliest at the time the new prices come 

into effect, provided that the increase exceeds 5% of the last 

valid prices. 

 

§4 Rights in case of defects 

4.1 During the term of the contract, the licensor shall maintain 

the contractual software in a condition suitable for contrac-

tual use, i.e., ensure the usability of the contractual software 

in accordance with the product documentation and any 

additional specifications that may exist. 

4.2 Only statements made in the product documentation and 

any additional specifications shall be deemed to describe 

the quality of the contractual software. Any public state-

ments, promotions, and advertisements in flyers, presenta-

tions, or websites, for example, that deviate from or go be-

yond this shall not constitute a contractual description of 

quality. The customer must ascertain the suitability of the soft-

ware for their specific purposes on the basis of information 

provided by the licensor. 

4.3 The customer must report defects in the contractual software 

immediately after becoming aware of them in writing (if pos-

sible using the fault report form provided by the licensor) or 

via the hotline offered by the licensor, providing all infor-

mation known to them that is useful for identifying the defect. 

Reported defects must be described in a comprehensible 

manner.  

4.4 Claims for defects by the customer are excluded if the defect 

cannot be reproduced or proven. Likewise, the licensor's 

strict liability for initial defects pursuant to § 536a (1) BGB is 

excluded. 

4.5 In the event of defects in the contractual software that sig-

nificantly impair or reduce its suitability for the usual or con-

tractually agreed purpose, the licensor shall, at its discretion, 

be obliged to restore the contractual condition within a rea-

sonable period of time by repair or replacement. At the licen-

sor's discretion, rectification may also take the form of deliv-

ery of a workaround solution with equivalent functionality or 

a program designed to remedy the defect (e.g., a fix or ser-

vice pack). If the contractual software is provided via a SaaS 

concept, rectification may take the form of provision of such 

an equivalent workaround solution in the cloud. The licensor 

may also offer a new software version (e.g., product release 

or product version) (or, in the case of software provided via 

a SaaS concept, install it), provided that this restores the con-

tractual condition. The licensor is entitled to at least two at-

tempts at subsequent performance. The delivery or installa-

tion of workarounds, programs for error correction, or new 

program versions shall be deemed to restore the contractual 

condition and shall be accepted by the customer, provided 

that the scope of functions remains essentially unchanged 

and acceptance is reasonable for the customer. 

4.6  Claims for defects shall not exist in the case of only insignifi-

cant deviations from the agreed quality, in the case of only 

insignificant impairment of usability, or as a result of defects 

caused by external influences or influences not provided for 

in the contract and other influences beyond the Licensor's 

control, e.g. - outside the use of the contractual software by 

means of a SaaS concept - use of the contractual software 

in a non-recommended system environment or on a non-rec-

ommended platform according to the product documenta-

tion. Liability for defects shall not apply if the customer modi-

fies the Contractual Software or has it modified by third par-

ties without the Licensor's consent, unless the customer can 

prove that the defects in question were not caused by this 

modification and that the modification does not make it im-

possible or unreasonably difficult to remedy the defects. The 

provision in the preceding sentence shall also apply in the 

event of a connection with third-party hardware and/or soft-

ware not authorized by AppNavi, as well as in the event of 

non-contractual and/or improper use of the contractual soft-

ware.  

4.7  If the licensor provides services for troubleshooting or rectify-

ing defects without being obliged to do so, the licensor shall 

be entitled to demand remuneration in accordance with the 

licensor's current hourly rates. The licensor shall also be com-

pensated for any additional expenses incurred as a result of 

the customer's failure to properly fulfill its obligations to coop-

erate. 

4.8 A reduction by the customer is only possible in the case of 

undisputed or legally established claims. The customer re-

serves the right to reclaim overpaid amounts on the basis of 

the principles of unjust enrichment. 

4.9 In the event of defects in the standard software from other 

manufacturers supplied by the licensor which the licensor 

cannot remedy for licensing or factual reasons, the licensor 

shall, at the customer's discretion, assert the customer's claims 

for defects against the manufacturers or suppliers of the 

standard software on behalf of the customer or assign them 

to the customer. If the claims against the third party are not 

enforceable, the customer's claims for defects against the li-

censor as regulated in this EULA shall remain in force. 

4.10 The customer is responsible for providing the licensor with ap-

propriate support in remedying defects, in particular by 

providing the necessary information, cooperating to the best 

of their ability in analyzing the error, and immediately per-

forming any other necessary cooperative actions (e.g., if 

necessary, granting access to the affected IT infrastructure or 

performing the installations in accordance with Section 4.11). 

4.11 If a program (e.g., workaround, fix, service pack, or product 

release) must be installed to remedy the defect and the soft-

ware is not provided via a SaaS concept, the licensor shall 

transmit this to the customer on a suitable data carrier or 

make it available to the customer for download online and 

inform the customer that the program is available for down-

load. The customer shall install such programs independently. 

Any necessary test runs shall be carried out independently by 

the customer's technically competent employees. If the li-

censor deems it necessary, the customer shall allow one or 
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more of the licensor's employees to be present during the test 

runs. If necessary, other work on the customer's IT system shall 

be suspended during the maintenance and servicing work.  

4.12 If teleservice has been agreed, the customer shall provide 

the necessary technical equipment at the customer's prem-

ises and enable access to the system in accordance with the 

provisions of a teleservice agreement. 

4.13 The customer shall designate a central contact person for the 

licensor who shall contact the licensor in the event of defects 

and who may make binding statements and decisions on be-

half of the customer. 

4.14 If the customer fails to fulfill its necessary obligations to coop-

erate, or fails to do so in a timely manner and/or to a sufficient 

extent, the licensor shall be released from its obligation to 

remedy the specific defect. 

4.15 The liability provision in Section 10 of the General Part of the 

EULA shall apply to claims for damages or reimbursement of 

expenses by the customer. 

4.16 Claims for damages and reimbursement of expenses shall 

become time-barred after one (1) year. The limitation period 

shall commence at the time when the Licensor has fully ful-

filled its delivery obligations or, in the case of provision by 

means of a SaaS concept, has enabled the Customer to ac-

cess the Software covered by the Agreement. The reduction 

of the limitation period shall not apply in the cases specified 

in Section 10.1 of the General Part of the EULA. 

4.17 The licensor is not liable for errors in open source software. 

Claims for defects relating to the open source software used 

are excluded against the licensor. 

§ 5 Contract term, termination, effect of termination, and dele-

tion 

5.1 The duration of the transfer of the contractual software is 

specified in the individual contract. If no date for the end of 

the transfer period is agreed in the individual contract, the 

transfer of the contractual software in question may be ter-

minated with three (3) months' notice to the end of a calen-

dar month, but at the earliest at the end of a minimum con-

tract period agreed in the individual contract. A different no-

tice period may be agreed in the individual contract. This 

clause applies accordingly to the provision of the contrac-

tual software by means of a SaaS concept. 

5.2 The parties are entitled to terminate the individual contract 

during the rental period for good cause. Good cause enti-

tling the licensor to terminate the contract shall include, in 

particular, if the customer (i) fails to meet its payment obliga-

tions after a reasonable period of time, (ii) violates the license 

terms, or (iii) does not use the software for more than twelve 

(12) months in the case of usage-based billing. The custom-

er's right of termination pursuant to Section 543 (2) No. 1 of 

the German Civil Code (BGB) is only permissible in the event 

of significant defects and only if significant defects cannot 

be remedied despite the setting of a deadline and a corre-

sponding warning or if the remedy of defects is to be re-

garded as having failed. The licensor is entitled to two at-

tempts at remedy. In the cases of Section 543 (3) sentence 2 

No. 1 and No. 2 BGB, it is not necessary to set a deadline and 

issue a warning or to grant a remedy. In addition, the Licensor 

may terminate the individual contract for use by way of a 

SaaS concept for good cause if (iv) the contractual relation-

ship between AppNavi or the Licensor and one of its essential 

subcontractors (e.g., for the provision of the portal or hosting) 

is terminated prematurely or (v) the Customer jeopardizes the 

security or stability of the SaaS system environment. In the lat-

ter case, AppNavi and the licensor are also entitled to tem-

porarily block the customer's access until the threat has been 

eliminated. 

5.3 Upon termination of the individual contract for the temporary 

transfer of the Contractual Software (e.g., upon expiry of the 

rental period), the customer must immediately cease using 

the Contractual Software and destroy all copies of the Con-

tractual Software or, at the licensor's request - hand over all 

copies of the Contractual Software and the documentation 

to the Licensor. This does not apply to any copies of the Con-

tractual Software that were made as part of proper data 

backup. In addition, unless the software was provided via a 

SaaS concept, the customer is entitled to retain and use one 

copy exclusively for testing and archiving purposes, unless 

otherwise agreed. In such cases, the software must be re-

turned or destroyed at the end of this period. Upon request, 

the customer shall provide the licensor with written assurance 

that it has complied with the obligations of this section. 

5.4 If the Contractual Software is provided via a SaaS concept 

and the existing contractual relationship with the customer 

ends (i.e., it is neither extended nor replaced by another paid 

or free contractual relationship with the Licensor for the use 

of the Contractual Software via a SaaS concept), the Licen-

sor may continue to store the data stored by the customer in 

the tenant of the Contractual Software (e.g., routes, pins, in-

sights data) for up to three (3) months after the end of the 

contract, provided that the customer does not expressly re-

quest the earlier deletion of the data in writing (email is suffi-

cient). Within this period, the customer has the option of re-

suming the contractual relationship or replacing it with a new 

contractual relationship without having to recreate this data. 

Otherwise, after this period, the data will be irretrievably de-

leted automatically, provided that there are no legal reten-

tion obligations. 

5.5 During the term of the contract, different retention periods 

apply to different types of data. Detailed information on this 

can be found in the product documentation. 

5.6 Other legal provisions remain unaffected. 

 

§6 Place of performance 

6.1 Unless otherwise agreed, the place of performance shall be 

the customer's premises. If the software is provided via a SaaS 

concept, the place of performance shall be the registered 

office of the respective service provider used by the licensor, 

where the contractual software is operated. The licensor is 

entitled to store the contractual software and the customer's 

data in a backup system or separate data center for failover 

protection. 

 

§7 Customer obligations to protect the software and access 

data  

7.1 The customer is obliged to prevent unauthorized access by 

third parties to the contractual software or other license ma-

terial by taking appropriate precautions. The original data 

carriers supplied and the backup copy must be stored in a 

location that is secure against unauthorized access by third 

parties. Before destroying, selling, or otherwise passing on 

machine-readable recording media, data storage devices, 

or data processing equipment, the information stored therein 

(in particular the contractual software or access data to the 

licensor's portal) must be completely deleted. 

7.2 When using a SaaS concept, the customer will receive an 

email with temporary access data upon initial registration, 

which they can use to temporarily log in to the licensor portal. 

The customer must log in immediately and change the tem-

porary access data to access data of their own choosing. 

The access data (in particular the user name and password) 

must be treated as strictly confidential. They must be kept se-

cret from third parties. If the customer suspects that third par-

ties have gained access to their access data, they shall 

change it immediately and inform the licensor of their suspi-

cion. The customer shall take the necessary measures to pre-

vent unauthorized use of their access to the licensor portal. 

 

§8 Terms of use and adjustments to the software covered by the 

contract in the SaaS concept and the license terms for the 

temporary transfer of software (including SaaS) 

8.1 If the software covered by the contract is provided via a 

SaaS concept, proper use requires the customer to 
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download a small piece of code (e.g., snippet or browser ex-

tension) and implement it in their application or browser. 

When creating customer content, it may happen that this 

content is initially only recorded locally and is only transferred 

to the licensor's portal when the customer saves this customer 

content. Both for creating and retrieving customer content, 

the customer must provide an Internet connection to the li-

censor's portal at their own expense. 

8.2 If the Software covered by the Agreement is provided by 

means of a SaaS concept, the Licensor reserves the right to 

adapt the Software covered by the Agreement at any time, 

even within an existing individual agreement, to changed 

technical conditions or with regard to further developments 

or technical progress. The Licensor shall inform the Customer 

prior to the planned effective date of the changes (e.g., by 

posting a message on the Licensor Portal) if the adaptation 

affects the usability of previously generated Customer Con-

tent or if, for example, it results in adaptation costs on the part 

of the Customer (e.g., for the code section implemented in 

the application).  

8.3 The Licensor is entitled to make adjustments to the license 

terms for the temporary transfer of software (including SaaS). 

If these changes affect the contractual relationship, the Li-

censor shall generally inform the Customer with a lead time 

of not less than six (6) weeks before the planned effective 

date of the changes (e.g., via messages on the Licensor's 

portal). The notification will also contain information about 

the customer's right to reject the changes and the resulting 

consequences. In the event of rejection, the licensor is enti-

tled to terminate the usage agreement with the customer at 

the time the change takes effect.  

 

§9 Use of the Contractual Software only as a digital adoption 

solution; indemnification against third-party claims regarding 

customer data in the SaaS concept; improvement of the 

Contractual Software 

9.1 When providing the software as part of the SaaS concept, 

the licensor, as a technical service provider, stores content 

and data for the customer that the customer enters when us-

ing the software covered by the contract. The customer un-

dertakes to the licensor not to post any content or data that 

is criminal or otherwise illegal in absolute terms or in relation 

to individual third parties, and not to use any programs con-

taining viruses or other malware in connection with the con-

tractual software. Only content and data that is necessary 

for the purpose of the contractual software as a digital adop-

tion solution may be stored. The customer remains responsi-

ble for personal data and must therefore always check 

whether the processing of such data via the use of the con-

tractual software is covered by the relevant permissions. 

9.2 The customer is solely responsible for all content used and 

data processed by them, as well as for any legal positions 

that may be required for this purpose. The licensor takes no 

notice of the customer's content and does not check the 

content used by the customer with the contractual software.  

9.3 In this context, the customer undertakes to indemnify the li-

censor against any liability and any costs, including possible 

and actual costs of legal proceedings, if the licensor is held 

liable by third parties, including the customer's employees 

personally, as a result of alleged actions or omissions on the 

part of the customer. This does not apply if the customer is 

not at fault. The licensor shall inform the customer of the claim 

and, to the extent legally possible, give the customer the op-

portunity to defend against the claim. At the same time, the 

customer shall immediately provide the licensor with all infor-

mation available to them regarding the facts of the case that 

is the subject of the claim. 

9.4 Any further claims for damages by the licensor shall remain 

unaffected. 

9.5 Even though the Licensor does not generally check the con-

tent used by the Customer with the Contractual Software in 

accordance with Section 9.2, the Licensor reserves the right 

to analyze the type of use of the Contractual Software by the 

Customer in order to improve and expand the Contractual 

Software and the Licensor's product range. The Licensor will 

not process any personal data of the Customer for this pur-

pose and will only use the results of the analyses in aggre-

gated form, so that the confidentiality obligation under Sec-

tion 11 of Part I is maintained.  
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Part III: Special Section – Contract Terms for Software Sup-

port 
 

§1 Subject matter of the contract 

1.1 Insofar as the Licensor provides software support services, the 

provisions of this Part III (Special Part – Contractual Terms and 

Conditions for Software Support) shall apply in addition to the 

General Terms and Conditions in Part I. The subject matter is 

the support services agreed in this Part III to be provided by 

the Licensor for the Contractual Software produced by  

AppNavi, unless otherwise agreed in the individual contract. 

The software support services do not relate to any open 

source software or any software from third-party manufactur-

ers that may be used. 

1.2 Unless expressly agreed otherwise in the individual contract, 

the licensor shall provide its support services on a service con-

tract basis and in accordance with the state of the art rec-

ognized at the time of service provision. 

1.3 Support of the software is limited exclusively to the current, 

approved product release (program status). The licensor shall 

inform the customer of the release of a new product release 

with reasonable advance notice. The end of the support ob-

ligation for the previous product release shall be bindingly 

determined at the same time as the announcement of the 

new product release by the licensor. During this transition pe-

riod between the release of a new product release and the 

end of the support obligation for the previous product re-

lease, the support obligation for the previous release shall be 

limited to bug fixes. The development of new functionalities 

or support for new third-party system releases for the previous 

product release shall not be provided. 

1.4 The licensor's support obligation requires that the respective 

program be installed on a platform that is approved by Ap-

pNavi and that is still being maintained by the platform man-

ufacturer at the time the licensor is notified of the malfunction 

within the general maintenance period for this platform. Indi-

vidual support agreements between the platform manufac-

turer and the customer that extend beyond the general 

maintenance period shall not be taken into account. The ob-

ligation to provide support shall not apply if the customer or 

a third party has made changes to the contractual software 

that have not been previously approved by AppNavi.  

1.5 Services not covered by the software support agreement are 

all services beyond those listed in the individual contract and 

under 2.1-2.3, e.g.:  

• 1st and 2nd level support 

• 24-hour hotline beyond the agreed service hours (includ-

ing contact persons at any time of the day or night)  

• Support for the customer during installation of the soft-

ware covered by the contract,  

• Support of customer-specific adaptations,  

• Training,  

• Individual adaptation of the contractual software to new 

customer requirements,  

• new modules for the Contractual Software that the Licen-

sor distributes after transferring the Contractual Software,  

• Data conversion from old to new data versions and con-

version to other formats, 

• Creation of routes and other customer content in the 

Contractual Software 

• Migration of routes and other customer content, and  

• On-site support at the customer's premises.  

 Services not covered by this Part III require a separate (paid) 

agreement between the parties. 

 

§2 Type and scope of support services 

2.1 Provision of new program versions 

2.1.1 If the provision of new program versions has been agreed, 

this shall take place immediately after the program version 

has been released by AppNavi. Unless otherwise agreed, this 

obligation applies to all new program versions. The number 

and timing of the release of a new program version are at 

the discretion of AppNavi. 

2.1.2 The licensor shall always grant the customer the rights to new 

program versions that exist for the previous version of the con-

tractual software or the previous program version. 

2.1.3 However, parallel use of new and old program versions is only 

permitted to the extent that this does not result in the agreed 

usage rights being exceeded overall. If the licensor is obliged 

to provide a new program version, this obligation is fulfilled 

upon provision even if the customer does not use the new 

program version. 

2.1.4 The customer is entitled to make a copy of new program ver-

sions for backup purposes. 

 

2.2 Troubleshooting 

If troubleshooting has been agreed, the licensor shall take 

the necessary measures. At the customer's request, the licen-

sor shall provide information on this at appropriate intervals. 

Within the scope of the obligation to provide a workaround, 

the customer cannot generally demand intervention in the 

object or source code of the software covered by the con-

tract. 

In principle, the obligation to remedy faults presupposes that 

the fault is reproducible or can be demonstrated on the basis 

of handwritten or machine-recorded outputs. 

2.2.1 Unless otherwise agreed, the customer shall accept a new 

program version if it serves to remedy malfunctions. The cus-

tomer is not obliged to accept a new program version if this 

cannot reasonably be expected of them because the new 

program version deviates significantly from the agreed ver-

sion.  

If the customer does not accept a new program version for 

this reason, the licensor will propose another solution at the 

customer's request, provided that this is possible and reason-

able. 

In the case of software licensing via a SaaS concept, the new 

program version will be automatically adopted by the licen-

sor or AppNavi. The customer will then have no right to 

choose. 

2.2.2 If the customer has caused a malfunction intentionally or 

through gross negligence and a flat-rate fee for support has 

been agreed, the licensor may demand reasonable com-

pensation from the customer for rectifying the malfunction. 

2.2.3 In the event of demonstrably unfounded reports of malfunc-

tions, which are attributable, for example, to an operating er-

ror on the part of the customer, or in the event of the licensor's 

intervention due to a malfunction or for a service that is ex-

cluded under this Part III of the EULA, the licensor shall be en-

titled to additionally invoice the customer for the services at 

the licensor's current hourly rates.  

2.3 Hotline 

2.3.1 If the provision of a hotline is agreed in the individual contract 

and there are no deviating provisions in the individual con-

tract, the licensor shall accept telephone fault reports via this 

hotline, provided that fault rectification has been agreed 

and, if agreed, questions regarding the use of the software 

covered by the contract. The Licensor shall, as far as possible 

and reasonable for the Licensor, remedy the reported fault 

during the telephone call by providing instructions over the 

telephone or, if agreed, by means of teleservice (or, in the 

case of software provision by means of a SaaS concept, by 

accessing the AppNavi/Licensor portal). and, if agreed, an-

swer questions regarding the use of the Software covered by 

the Agreement. If this is not successful within a reasonable 

time, the Licensor is obliged to 

• clarify the questions regarding use by other means and 

provide the answers by telephone or email, or 

• forward the fault report to its support organization for trou-

bleshooting. If no troubleshooting has been agreed in ac-

cordance with § 2.2, the Licensor shall submit an offer to 
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the Customer for troubleshooting on the basis of the 

agreed remuneration or, if no such remuneration has 

been agreed, on reasonable terms. 

2.3.2 The Licensor shall only use personnel for the hotline who are 

qualified to record and initially clarify the fault report. Unless 

otherwise agreed, the hotline shall be staffed in German or 

English, depending on availability. 

2.3.3 Unless otherwise agreed, the use of automated voice re-

sponse systems (IVR) is permitted. Outside of service hours or 

in the event of increased service volume on the hotline that 

exceeds the number of available hotline staff, the licensor is 

entitled to initially record fault reports using an answering ma-

chine. 

2.3.4 Each party shall bear its own telecommunications costs. 

 

§3 Fault classification 

3.1 Unless otherwise agreed in the individual contract, a distinc-

tion shall be made between the following three fault classes: 

3.1.1 A malfunction that prevents operation exists if the use of the 

contractual software is impossible or severely restricted. 

3.1.2 A malfunction that impedes operation exists if the use of the 

contractual software is significantly restricted. 

3.1.3 A minor malfunction exists if the use of the contractual soft-

ware is possible without restrictions or with insignificant re-

strictions. 

 

§4 Service and response times 

4.1 If no service times have been agreed, the service times shall 

be Monday to Thursday from 9:00 a.m. to 5:00 p.m. and Fri-

day from 9:00 a.m. to 4:00 p.m. (with the exception of public 

holidays at AppNavi's registered office). 

4.2 If no response times have been agreed, support services shall 

commence immediately after receipt of the relevant notifi-

cation or occurrence of the agreed event within the agreed 

service hours. 

4.3 In the case of support services based on a contract for work 

and services, a declaration of restoration, e.g., a declaration 

of operational readiness in the case of the elimination of a 

malfunction, is sufficient to meet the deadline if the work is 

completed successfully and on time. 

 

§5 Licensor's personnel; subcontractors 

5.1 The licensor shall provide the service through sufficiently qual-

ified personnel. Unless otherwise agreed, communication 

with the customer shall take place in German or English, de-

pending on availability. 

5. The Licensor may use subcontractors to provide the services. 

 

§6 Remuneration 

6.1 The customer shall pay the software support fee agreed in 

the individual contract annually in advance. Unless otherwise 

agreed, remuneration for support services charged on a time 

and material basis shall be payable monthly in arrears. The 

licensor may refuse to perform the contractual services if and 

for as long as the customer is in arrears with the payment of 

the software support fee. 

6.2 If the customer has allowed the support agreement to expire 

and wishes to resume support at a later date, the licensor 

shall be entitled to resume support only if the customer pays 

a fee corresponding to the remuneration that would have 

been due for uninterrupted support services. The licensor is 

also entitled to resume support only on condition that the 

customer purchases a chargeable hardware or software up-

date, if this is necessary for the resumption of support. 

6.3 If remuneration based on time and effort is agreed in the in-

dividual contract for a support service, the following applies: 

6.3.1 Unless otherwise agreed, remuneration based on time spent 

is the fee for the time spent. Travel time, travel expenses, and 

incidental expenses shall be reimbursed separately based on 

actual costs. Waiting times for the licensor for which the cus-

tomer is responsible shall be remunerated as working hours. 

However, the licensor must accept a deduction for any sav-

ings made by the licensor as a result of not providing its ser-

vices or for any income earned or maliciously omitted to be 

earned through other use of its services. Payment of remuner-

ation based on expenditure requires proof of the services 

and other costs claimed, signed by the licensor. 

6.3.2 Unless otherwise agreed, in the case of remuneration based 

on actual expenditure, the licensor must submit a cost esti-

mate within a reasonable period of time on the basis of the 

prices agreed in the individual contract. The type and scope 

of the services as well as the planned execution deadlines 

must also be specified. If the preparation of the cost estimate 

requires more than insignificant expenditure, this shall be re-

munerated separately. The customer shall accept or reject 

the offer without delay. 

6.3.3 Unless otherwise agreed, no more than one daily rate per 

employee shall be remunerated per calendar day. An 

agreed daily rate can only be invoiced if at least eight hours 

of work have been performed. If less than eight hours per day 

are performed, these shall be invoiced on a pro rata basis. If 

an hourly rate has been agreed, hours commenced shall be 

remunerated on a pro rata basis. 

6.4 Unless otherwise specified, the licensor shall have the follow-

ing right to adjust prices: An increase in remuneration may be 

announced for the first time 12 months after the start of ser-

vice provision under the individual contract, with further in-

creases announced at the earliest 12 months after the previ-

ous increase takes effect. An increase shall take effect three 

months after the announcement. The increase must be rea-

sonable and not contrary to the market trend relevant to the 

service and may not exceed 5% of the remuneration appli-

cable at the time of the announcement of the increase. 

 

§7 Cooperation of the customer 

7.1 The customer shall ensure that they fulfill all obligations to co-

operate necessary for the care services in a timely manner 

and free of charge. 

7.2 The customer is obliged to cooperate to the best of their abil-

ity in the error analysis. 

7.3 The customer shall set up an appropriately trained (i) 1st level 

support team to receive fault reports, perform initial analysis, 

independently answer simple queries regarding the contrac-

tual software, and forward more complex queries to a 2nd 

level support team, and (ii) 2nd level support (especially in 

the areas of ticket processing, integration, customizing, con-

tent creation, testing, go-live, and author training), which in-

dependently answers inquiries forwarded by 1st level support 

from the customer's employees regarding the contractual 

software and prepares and forwards inquiries regarding more 

complicated product malfunctions to 3rd level support by 

the licensor. The customer may also have second-level sup-

port provided by a third party (e.g., an implementation part-

ner of the licensor). 

7.4 If a program (e.g., workaround, fix, service pack, or product 

release) must be installed to remedy a defect, the Licensor 

shall make it available to the Customer for download online 

and inform the Customer that the program is available for 

download. The customer must install such programs inde-

pendently. The customer is obliged to install the software pro-

vided, unless this is unreasonable for the customer. Any nec-

essary test runs shall be carried out independently by the cus-

tomer's technically competent employees. If the licensor 

deems it necessary, the customer shall allow one or more em-

ployees of the licensor to be present during the test runs. If 

necessary, other work with the customer's IT system shall be 

suspended during the support and servicing work.  

7.5 The customer shall provide the licensor with the necessary in-

formation and documents from its sphere in a timely manner. 

This also includes allowing the licensor access to the custom-

er's AppNavi/licensor portal if necessary. If on-site services 

have been agreed, the customer shall grant the licensor's 
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employees access to its premises and the information tech-

nology infrastructure available there in good time and shall 

hand over the documentation available at its premises in 

good time, in each case to the extent necessary for the per-

formance of the service and provided that the statutory and 

agreed personal requirements (e.g., security checks in ac-

cordance with the Security Check Act (SÜG)) are met. If the 

customer fails to cooperate despite being requested to do 

so by the licensor, or does so late or incompletely, the licensor 

may submit an offer to provide these services itself in place 

of the customer. Other claims of the licensor remain unaf-

fected. 

7.6 The customer must report malfunctions or defects, providing 

the information known to them and useful for their identifica-

tion. Unless another form of fault reporting has been agreed, 

the customer shall generally report faults via the hotline or on 

a fault report form provided by the licensor. The customer 

shall take reasonable measures to enable the fault or defect 

to be identified and analyzed, e.g., by providing the tech-

nical information available to them in a timely manner. 

7.7 If teleservice has been agreed, the customer shall provide 

the necessary technical equipment at the customer's prem-

ises and enable access to the system in accordance with the 

provisions of a teleservice agreement. 

7.8 The customer shall designate a central contact person for the 

licensor who shall contact the licensor in the event of mal-

functions and who may make binding statements and deci-

sions on behalf of the customer. Users shall not have direct 

contact with the licensor. Malfunctions shall be reported via 

the customer's 2nd level support. 

7.9 Cooperation obligations are essential obligations of the cus-

tomer. If the customer does not fulfill its cooperation obliga-

tions or does not fulfill them on time and/or to a sufficient ex-

tent, the licensor shall be released from its obligation to pro-

vide the specifically requested support service. 

§8 Rights in case of defects 

8.1 The liability provision in § 10 of the General Section of the 

EULA applies to claims for damages or reimbursement of ex-

penses by the customer. 

8.2 Claims for defects due to deficiencies in the support service 

shall become time-barred after one (1) year, unless the licen-

sor has fraudulently concealed the defect. The limitation pe-

riod shall commence at the point in time at which the licensor 

has fully fulfilled its respective performance obligations. The 

shortening of the limitation period shall not apply in the cases 

specified in § 10.1 of the General Part of the EULA. 

8.3 If the licensor provides services for troubleshooting or rectify-

ing defects without being obliged to do so, the licensor is en-

titled to demand remuneration in accordance with the licen-

sor's current hourly rates. The licensor shall also be compen-

sated for any additional expenses incurred as a result of the 

customer's failure to properly fulfill its obligations to cooper-

ate. 

8.4 Liability for defects shall not apply if the customer modifies 

the contractual software or has it modified by third parties 

without the licensor's consent, unless the customer can prove 

that the defects in question were not caused by this modifi-

cation and that the modification does not make it impossible 

or unreasonably difficult to remedy the defects. The provision 

in the preceding sentence shall also apply in the event of a 

connection with third-party hardware and/or software not 

authorized by AppNavi, as well as in the event of non-con-

tractual and/or improper use of the contractual software.  

8.5 If support services are provided on a contract for work basis 

and in the case of the delivery of new program versions within 

the scope of support, the following shall also apply:  

8.5.1 In the event of defects in the support services provided under 

the contract for work or in new program versions that render 

them unsuitable or less suitable for their normal or contractu-

ally agreed purpose, the licensor shall, at its discretion, be 

obliged to remedy the defect within a reasonable period of 

time by repair or replacement. At the licensor's discretion, 

rectification may also take the form of delivery of a worka-

round solution with equivalent functionality or a program de-

signed to remedy the defect (e.g., fix or service pack). The 

licensor may also offer a new software version (e.g., product 

release or product version) if this remedies the defect. The 

delivery of workarounds, programs for error correction, or 

new program versions shall be deemed supplementary per-

formance and shall be accepted by the customer, provided 

that the scope of functionality remains essentially un-

changed and acceptance is reasonable for the customer. 

The licensor shall be permitted to make at least two attempts 

at rectification. If the rectification fails, the customer may, at 

its discretion, reduce the support fee or withdraw from the 

contract. Withdrawal due to an insignificant defect is ex-

cluded. 

The customer shall also be entitled to these rights if the licen-

sor seriously refuses to remedy the defects or if it is unreason-

able for the customer to expect the defects to be remedied. 

8.5.2 Claims for defects shall not exist in the case of only insignifi-

cant deviations from the agreed quality, in the case of only 

insignificant impairment of usability, or as a result of defects 

caused by external influences or influences not provided for 

in the contract and other influences beyond the licensor's 

control, e.g. use of the contractual software in a non-recom-

mended system environment or on a non-recommended 

platform according to the product documentation.  

8.5.3 Substitute performance is excluded. 

8.5.4 It is the customer's responsibility to provide the licensor with 

appropriate support in remedying defects, in particular to 

provide the necessary information and to take the necessary 

cooperative actions without delay. 

 

§9 Term and termination 

9.1 If no end date for the respective term is agreed in the individ-

ual contract, it may be terminated in whole or in part with six 

(6) months' notice to the end of a calendar month, but at the 

earliest at the end of a minimum contract term agreed in the 

individual contract. A different notice period may be agreed 

in the individual contract. 

9.2 The right of both parties to terminate the contract for good 

cause remains unaffected.  
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Part IV: Definitions 
 

Operating platforms (third-party platforms) 

Operating platforms are defined as the underlying execution envi-

ronments of a product. Such operating platforms can be com-

puter operating systems as well as application servers and runtime 

environments. To determine the respective operating platform, 

please refer to the individual section of the product documenta-

tion in which the installation requirements are described.  

 

Data backup (proper) 

Data backup includes all technical and/or organizational 

measures to ensure the availability, integrity, and consistency of 

systems, including the data, programs, and procedures stored on 

these systems and used for processing purposes. Proper data 

backup means that, depending on the sensitivity of the data, the 

measures taken enable immediate or short-term restoration of the 

state of systems, data, programs, or procedures after a detected 

impairment of availability, integrity, or consistency due to a dam-

aging event; The measures include at least the creation and test-

ing of the reconstructability of copies of the software, data, and 

procedures in defined cycles and generations. 

 

Data loss 

Loss (deletion) or loss of integrity and consistency of data. 

 

Third-party software 

Software programs/products that are produced by other compa-

nies and supplied by the licensor are referred to as third-party soft-

ware/third-party products.  

 

Individual contract 

An individual contract refers to a contract between the licensor 

and the customer regarding licenses, support, or services or work.  

 

Fix 

A fix refers to the updating of a product release to correct one or 

more errors. A fix does not usually contain any functional enhance-

ments or changes to the product release. However, it is not possi-

ble to completely rule out functional enhancements or changes to 

product functions via fixes.  

 

Incidental expenses 

Expenses incurred by the licensor that are necessary for the provi-

sion of services and are not travel expenses. 

 

Open source software 

Open source software within the meaning of these EULAs refers to 

open source software components from third-party manufacturers 

that may be copied, distributed, used, modified, and distributed in 

modified form in compliance with the respective terms of the open 

source license. 

 

Parameterization 

The individual adaptation of software, usually standard software, 

to user requirements by adjusting the attributes within the software. 

 

Patch 

Temporary correction of a defect and/or malfunction in the stand-

ard software without interfering with the source code. 

 

 

Fixed flat rate 

A total remuneration that cannot be changed unilaterally and is 

owed for the support service, unless a separate, possibly flat-rate 

remuneration has been agreed for individual services. Material 

costs, travel times, travel expenses, and incidental costs are in-

cluded in the fixed flat rate. 

 

Product release  

A product release refers to a fully installable version/edition of a 

product. A release contains both functional enhancements and 

bug fixes compared to its predecessor release. Releases follow the 

notation product name x.y, where x stands for the major release 

version and y stands for the minor release version. The decision as 

to whether a release change is executed as a minor release 

change (x.y.+1) or a major release change (x+1.1) is determined 

individually and subjectively by AppNavi depending on the de-

gree of change. Within the scope of the EULA, no distinction is 

made between the two cases, i.e., a minor or major release 

change is treated equally. 

 

Product generation 

The introduction of a new product generation legally and function-

ally represents the introduction of a new, independent product 

that is only thematically (in terms of the task, e.g., "user provisioning" 

or "role modeling") related to its predecessor generation. The de-

livery and support of a new product generation requires the con-

clusion of a new contract. Existing license or support agreements 

for a previous generation do not entitle the customer to the deliv-

ery or support of a new product generation.  

 

Program status 

Generic term for patch, update, upgrade, and new release/ver-

sion. 

 

Source code 

Code of a program in the version of the programming language. 

 

Response time 

Period within which the licensor must begin to remedy the fault. 

The period begins upon receipt of the corresponding notification 

within the agreed service hours and runs exclusively during the 

agreed service hours. If a notification is received outside the 

agreed service hours, the response time begins at the start of the 

next service hour. 

 

Release/version 

New development stage of standard software that differs signifi-

cantly from the previous release or version in terms of functionality 

and/or data spectrum (e.g., change in version number from ver-

sion 1.3.5 to 2.0.0). 

 

Remote access 

Remote access refers to the ability to access the contractual soft-

ware directly from a remote location and, if necessary for trouble-

shooting, the customer's IT systems. The purpose of this access is to 

perform software support/error analysis activities. Remote access 

is a type of teleservice. 

 

Reverse engineering 

A procedure for extracting the source code from existing software 

by decompiling or analyzing its structures, states, and behaviors. 

 

SaaS (Software-as-a-Service)  

Provision of the contractual software on servers operated for or by 

AppNavi or the licensor, without a copy of the contractual soft-

ware being provided to the customer. 

 

Software installation (installation) 

Making software executable on specific hardware according to 

an agreed procedure. 

 

Software integration (integration) 

The coupling of different software systems (standard software or 

custom software) into an overall system by actively, process-ori-

ented, and automated exchange of data and information be-

tween the previously separate software systems. 

 

Service time 
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Periods during which the customer is entitled to contractually 

owed services from the licensor. 

 

Standard software 

Software programs, program modules, tools, etc., which were de-

veloped for the needs of a majority of customers on the market 

and not specifically by the licensor for the customer, including the 

associated documentation. 

 

Disruption 

Impairment of the suitability of the contractual software or support 

service for the contractually agreed use or, in the absence of such 

an agreement, for the intended or otherwise customary use. 

 

System environment 

Technical and administrative operating environment of a system 

specified in the individual contract for which AppNavi has released 

the contractual software. 

 

Teleservice 

Services using technical equipment for remote communication 

from a location outside the place of use of the IT system. 

 

Ticket system 

A ticket system (also known as a trouble ticket system) is an IT sys-

tem that can be used to receive, classify, and confirm messages 

and inquiries, process them with the aim of responding or solving 

the problem, and monitor and track their progress. The ticket sys-

tem confirms receipt of the message by repeating its content. 

 

Workaround 

Temporary bridging of a defect and/or malfunction. 

 

Update 

Bundling of several defect corrections and/or malfunction fixes as 

well as minor functional improvements and/or adjustments to the 

contractual software in a single delivery (e.g., change of version 

number from version 2.2.2 to 2.2.3). 

 

Upgrade 

Bundling of several defect corrections and/or malfunction fixes 

and more than minor functional improvements and/or adjustments 

to the contractual software in a single delivery (e.g., change of 

version number from version 2.1.7 to 2.2.0). 

 

Value Pack/Service Pack  

A Value Pack/Service Pack is an update to a product release. 

Value Packs/Service Packs do not have a full installation routine for 

the underlying product release. Instead, they are additive exten-

sions to the product release in question. They contain both func-

tional enhancements and bug fixes. The current Value Pack/Ser-

vice Pack represents the highest/current fix level of the product.  

 

Contractual Software 

Contractual software is the software specified in the respective in-

dividual contract. 

 

Recovery time 

Period within which the licensor must successfully complete the 

troubleshooting. The period begins with the receipt of the corre-

sponding notification within the agreed service hours and runs ex-

clusively during the agreed service hours. If a notification is re-

ceived outside the agreed service hours, the recovery time begins 

at the start of the next service hour. 
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Appendix: Data Processing Agreement (DPA) 
 

Preamble 

The customer named in the order, as the controller (hereinafter re-

ferred to as the "Controller"), commissions the licensor, as the pro-

cessor (hereinafter referred to as the "Processor"), to provide the IT 

services described in detail in the order (hereinafter referred to as 

the "IT Services") on the basis of a service contract. The IT services 

are specified in more detail in Part I (General Section) and, de-

pending on the service commissioned, in Part II (Special Section – 

License Terms for the Temporary Provision of Software (including 

SaaS)) and/or Part III (Special Section – Contract Terms for Software 

Support). The parties therefore agree as follows: 
 

§1 Order processing 

1.1 The subject matter of this DPA is order processing in accord-

ance with type 28 GDPR. The controller commissions the pro-

cessor to process personal data in accordance with the con-

troller's instructions. The controller is the controller within the 

meaning of type 4 No. 7 GDPR and is therefore responsible 

for the permissibility of the processing of personal data, in-

cluding the disclosure of the data to the processor and en-

suring the rights of the data subjects.  

1.2. The processor provides IT services for the controller with the 

involvement of sub-processors. 

1.3. The personal data relates to IT administration employees of 

the controller [and its customers, if applicable] and consists 

of (i) contact details (first name, last name, email address), 

(ii) IP addresses, (iii) log data from IT systems, and (iv) user 

data from telemedia (e.g., from websites or apps) (hereinaf-

ter "Personal Data").  

1.4. Data processing by the processor generally takes place 

within the European Economic Area (EEA) and/or Switzer-

land. If, in exceptional cases, processing takes place outside 

the EEA or Switzerland, the processor complies with the provi-

sions of Chapter 5 of the GDPR. The exact location of data 

processing is specified for each individual sub-processor.  

1.5. Personal data is temporarily stored by the processor or sub-

processor to the extent necessary to provide the IT services.  

1.6. If communication with the controller is necessary in the con-

text of order processing, the primary communication chan-

nel is email todatenschutz@appnavi.com . 
 

§2 Obligations of the processor 

2.1 The processor shall process personal data exclusively for the 

purpose of performing the IT services in accordance with the 

GTC, the applicable data protection law, and the instruc-

tions of the controller in accordance with Sections 1.1 and 3 

of the GTC. The processor may not process personal data for 

other purposes, in particular for its own business purposes, un-

less this is required by the laws of the Union or the Member 

State to which the processor is subject. In this case, the pro-

cessor shall inform the controller of this legal requirement prior 

to processing, unless the law prohibits such notification for im-

portant reasons of public interest. 

2.2. The processor is not entitled to make copies of personal data 

without the prior written consent of the controller, unless this 

is necessary for the provision of IT services. This does not apply 

to backup copies that are necessary to ensure proper data 

processing, to comply with legal access or retention obliga-

tions, or to preserve evidence. Any disclosure to third parties 

is only permitted in compliance with the conditions set out in 

Section 9 of the GTC.  

2.3. Order processing outside the premises of the processor or its 

subcontractors (see Section 9 of the GTC) is only permitted 

with the prior written or electronic consent of the controller 

by email. Order processing in private homes is only permitted 

if the processor has ensured that this data processing com-

plies with the GTC and the applicable data protection laws. 

The processor shall therefore take at least the special 

technical and organizational measures required under 

clause 6 to minimize the risk of data processing in private res-

idences. 

2.4. The processor must label the personal data appropriately. 

This also applies to personal data stored on portable elec-

tronic storage media (e.g., hard drives, USB sticks, etc.), if 

such storage media are used. If personal data is processed 

for other and/or restricted purposes, the processor shall label 

this personal data electronically with the respective purpose. 
 

§3 Rights of the controller 

3.1 The controller is entitled to issue instructions on the type, 

scope, and procedure of data processing and on how to 

deal with the rights asserted by data subjects (e.g., with re-

gard to the correction or deletion of personal data or a re-

striction of processing). All instructions must be given in writing 

or electronically by email. Verbal instructions must be con-

firmed immediately in writing or electronically by email. 

3.2. The processor shall provide the controller with the contact 

details of the processor's employees who are authorized to 

receive instructions from the controller immediately after 

signing the DPA. 
 

§4 Information and support for the controller 

4.1 The processor shall immediately inform the controller of any 

cases of serious operational disruptions, suspected data 

breaches, or other irregularities in the processing of personal 

data.  

4.2 The processor shall inform the controller without delay, at the 

latest within 48 hours of becoming aware of any personal 

data breaches (Article 4(12) GDPR), and shall assist the con-

troller in ensuring compliance with its obligations under the 

types 33 and 34 GDPR, taking into account the nature of the 

processing and the information available to it. The processor 

shall take the necessary measures to secure the data and 

mitigate the risks to the data subjects and shall coordinate 

these measures with the controller without delay. 

4.3. The processor shall inform the controller without delay of (i) 

any ongoing communication between the supervisory au-

thorities and the processor insofar as personal data are con-

cerned and (ii) any requests, investigations, and other ac-

tions by the supervisory authorities. The processor shall only 

provide information to third parties and supervisory authori-

ties after prior consultation with the controller. 

4.4. The processor shall inform the controller without delay if it 

considers that an instruction violates applicable data protec-

tion regulations. The processor shall not be obliged to follow 

the instruction in question until it has been confirmed or 

amended by the controller. 

4.5. The processor shall ensure, to the extent required by law, that 

it has appointed a data protection officer in accordance 

with the legal requirements and shall provide the controller 

with the contact details of the data protection officer. Any 

change of data protection officer shall be notified by the 

processor to the controller without delay before the change 

takes effect. 

4.6. The processor shall assist the controller in ensuring compli-

ance with the obligations under types 35 and 36 GDPR re-

garding data protection impact assessments and prior con-

sultations, taking into account the type of the processing and 

the information available to it. 

4.7. The processor shall provide the controller with the relevant 

records of processing activities pursuant to Article 30(2) GDPR 

in connection with the processing of personal data, insofar 

as this is necessary for the fulfillment of the controller's obliga-

tions under Article 30(1) GDPR. 
 

§5 Data confidentiality 

5.1 The processor confirms that it is well acquainted with the rel-

evant data protection regulations and assures that persons 

authorized to process personal data are prohibited from 

mailto:datenschutz@appnavi.com
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processing personal data beyond the scope necessary for 

the provision of IT services and the instructions of the control-

ler. 

5.2 The processor guarantees that the persons authorized to pro-

cess the personal data have committed themselves to data 

secrecy and confidentiality or are subject to a corresponding 

legal obligation of secrecy and that these persons have 

been made familiar with the data protection provisions rele-

vant to them. This confidentiality obligation shall continue to 

apply even after termination of the DPA. 
 

§6 Technical and organizational measures 

6.1 The processor shall provide an internal organizational struc-

ture within its area of responsibility that takes into account the 

special requirements of data protection and shall ensure that 

all technical and organizational measures ("TOM") required 

under Article 32 GDPR are taken before the processing of 

personal data begins and are maintained for the duration of 

the processing. 

6.2 These TOMs shall ensure a level of protection appropriate to 

the risk, including, where necessary: 

• the pseudonymization and encryption of personal data; 

• the ability to ensure the ongoing confidentiality, integrity, 

availability, and resilience of processing systems and ser-

vices; 

• the ability to restore the availability and access to per-

sonal data in a timely manner in the event of a physical 

or technical incident; 

• A procedure for regularly testing, assessing, and evaluat-

ing the effectiveness of TOM to ensure the security of pro-

cessing; 

• Measures against accidental or unlawful destruction, loss, 

alteration, unlawful disclosure, or access to personal data 

transmitted, stored, or otherwise processed. 

6.3. The processor may adapt the TOM to the current state of the 

art in order to ensure a level of security appropriate to the 

risk. The processor shall document changes to the technical 

and organizational measures and make them available to 

the controller upon request. 

6.4. The controller reserves the right to carry out measures to de-

tect misuse, where appropriate, including access to personal 

data (individual identification and name, contact details) of 

the processor's employees who have access to the control-

ler's systems. The processor shall ensure the lawfulness of the 

use of this data by the controller through internal measures, 

which may also include the involvement of employee repre-

sentatives. 
 

§7 Handling of requests from data subjects 

7.1 The processor shall support the controller in responding to re-

quests for the exercise of the rights of the data subject set out 

in Chapter III of the GDPR (e.g., right of access, rectification 

or erasure of data or restriction of processing) to an appropri-

ate extent and, where possible, through appropriate TOM. 

7.2. If a data subject contacts the processor with regard to exer-

cising their rights under the GDPR, the processor shall refer 

them to the controller, provided that it is possible to assign the 

data subject to the controller on the basis of the information 

provided by the data subject. The processor shall forward the 

data subject's request to the controller without delay, at the 

latest on the working day following receipt of the data sub-

ject's request, together with the information necessary to re-

solve the request. 
 

§8 Control of data processing 

8.1 The processor shall regularly monitor its internal processes and 

the TOM to ensure that the processing operations falling 

within its area of responsibility (including those of its subcon-

tractors) are carried out in accordance with the require-

ments of applicable data protection law and that the rights 

of data subjects are protected. 

8.2 An audit of the processing by the controller is usually carried 

out in the form of self-disclosures by the processor (e.g., a se-

curity concept for documenting the TOM) or annual audit re-

ports by the processor or similar audit reports by third parties. 

This applies accordingly to audit documents of the subcon-

tractor in accordance with Section 9.3. 

8.3 The controller is entitled to carry out on-site inspections at the 

processor's premises if (i) there are concrete indications giv-

ing rise to suspicion of a breach of data protection regula-

tions by the processor or (ii) the audit pursuant to Section 8.2 

cannot be carried out due to insufficient documentation. The 

controller is entitled to carry out the on-site checks itself or to 

have them carried out by a third party commissioned for this 

purpose and bound to secrecy, who may not be a compet-

itor of the processor. On-site inspections (i) shall be limited to 

processing facilities and personnel involved in the processing 

of personal data, (ii) may not be carried out more than once 

a year or in accordance with the requirements of applicable 

data protection laws or a competent supervisory authority, 

or immediately after a significant breach of the protection of 

personal data, and (iii) shall be carried out after reasonable 

prior notice during regular business hours without disrupting 

the business operations of the data processor and in accord-

ance with the data processor's security policies. 

8.4. The processor shall actively support the controller in exercis-

ing its right of control, grant the controller access to the data 

processing systems relevant to the processing of personal 

data in the event of on-site inspections, and provide the con-

troller with appropriate support in carrying out the inspection. 

8.5. The processor shall support the controller in particular in data 

protection audits by the supervisory authorities and, insofar as 

the processing of personal data is concerned, shall imple-

ment any requirements of the supervisory authorities without 

delay in consultation with the controller. 
 

§9 Commissioning of Subcontractors 

9.1 The processor may engage subcontractors for the processing 

of personal data, replace existing subcontractors, or adjust 

the scope of their contract, provided that the controller has 

given its prior approval. However, prior approval by the con-

troller is not required if  

• the subcontractor has been carefully selected, in partic-

ular taking into account its suitability in terms of data pro-

tection law 

and the adequacy of the TOMs implemented by the sub-

contractor, 

• the processor and the respective subcontractor have en-

tered into an agreement in accordance with Section 9.3, 

and 

• the processor has informed the controller about the sub-

contractor at least 30 days in advance in writing or elec-

tronically by email, and the controller has not objected 

to the intended engagement of the subcontractor to the 

processor in writing or electronically by email for im-

portant reasons within 14 days of receiving this notifica-

tion.  

9.2. The data of the controller may only be made available to 

the subcontractor once an agreement has been con-

cluded between the processor and the subcontractor in 

accordance with Section 9.3 of this DPA. If several subcon-

tractors are used, this also applies to the responsibilities be-

tween these subcontractors. 

The current subcontractors shall be deemed to have been 

approved by the controller in accordance with Section 9.1 

of the GTC upon conclusion of the GTC: Overview of sub-

contractors. 

9.3. The Processor shall ensure by written agreement with the Sub-

processor that (i) the Subprocessor is subject to the same 

data protection obligations as the Processor has entered into 

under this DPA, (ii) the Controller is granted the same control 

rights over the Subprocessor as the Controller has been 
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granted over the Processor in accordance with Section 8 of 

this DPA. This safeguard shall be designed in such a way that 

the processor can assert these rights directly against the sub-

contractor on behalf of the controller.  

9.4. The processor shall verify and require that a subcontractor 

complies with the obligations in the agreement pursuant to 

Section 9.3 at regular intervals and shall report any significant 

violations (if any).   

9.5. The controller may refuse to engage a subcontractor for le-

gitimate reasons, in particular if a subcontractor has 

breached its obligations and/or the protection of personal 

data is at risk. 

§10 Power of disposal over the data 

10.1. If personal data held by the processor is at risk due to seizure 

or confiscation, insolvency or composition proceedings, or 

other events or measures taken by third parties, the proces-

sor must inform the controller immediately. The processor 

shall immediately inform all responsible parties in this context 

that data sovereignty and ownership of the data or data 

carriers lies exclusively with the controller as the responsible 

party within the meaning of the GDPR. 
 

§11 Deletion of personal data 

11.1 After completion of the service provision or at the request of 

the controller – at the latest after termination of the DPA – the 

processor shall delete all personal data in accordance with 

the previous instructions of the controller. The same applies to 

test and reject data. This does not apply to backup copies 

within the meaning of Section 2.3 if the deletion of personal 

data would cause disproportionate costs or additional ex-

penditure. The deletion log must be presented to the control-

ler upon request. 

11.2. Documentation serving as proof of orderly and proper data 

processing shall be retained by the processor in accordance 

with the applicable retention periods beyond the termination 

of the GPA. Alternatively, the processor may hand over this 

documentation to the controller after termination or comple-

tion of the individual contract(s) and/or individual orders. 
 

§12 Exemption 

12.1 The Processor undertakes to indemnify the Controller against 

liability claims by data subjects, if and to the extent that such 

claims are based on breaches of the Processor's obligations 

under the DPA and/or the GDPR. The Processor shall bear the 

burden of proof that these claims are not attributable to 

breaches of the Processor's obligations under the DPA and/or 

the GDPR. Until proven otherwise by the Processor, it shall be 

assumed that the Processor has breached its obligations. 

12.2. The Processor further undertakes to indemnify the Controller 

against any fines imposed on the Controller for inadequate 

implementation of TOM in relation to the processing of Per-

sonal Data. 

12.3. The Processor shall be liable for the fault of its subcontractors 

to the same extent as for its own fault. 
 

§13 Term 

13.1 The GTC enters into force upon agreement by both parties 

and remains in force for as long as the controller commissions 

the processor to provide IT services.  

13.2 The DPA may be terminated by either party without notice if 

there has been a material breach of the provisions of the DPA 

or applicable data protection law.  

13.3. Any termination must be in writing. 
 

§14 Final provisions 

14.1 Unless expressly stipulated otherwise in this appendix (order 

data processing agreement), the provisions of the EULA (in 

particular Part I (General Provisions) apply accordingly.  


