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Al and Its Impact on Cybersecurity
Part 7: Al-Powered Phishing: When Emails Become Weapons

In Part 6, we explored social engineering, the psychological manipulation that forms the foundation
of most cyber-attacks. We saw how scammers exploit human emotions like trust, fear, greed, and
curiosity to trick people into revealing information or taking harmful actions. We learned how Al has
amplified these attacks by creating detailed psychological profiles from your social media activity
and predicting which manipulation tactics will work best on you specifically and how Al has allowed
scammers to do this at a scale and speed never before possible. Now let’s start looking at ways the
bad guys are using these social engineering profiles to target individuals, to target you.

Gone Phishing

The most common and maybe the most dangerous application of this profiling is in the form of
phishing emails. If you have an email address, you are a target. The growth and widespread use of
Al has taken phishing emails from the overtly obvious; “My bad father is the Sultan of a very wealthy
country, and | need your help to escape! | will wire $10 million dollars to your bank account if you
help me.” To emails that are so realistic they are almost undetectable; “Hey Bob, this is Bill from
accounting. We are giving employees in your department a gift card for their good work. | need you
to get 10 gift cards in the amount of $100 each and then give me the reward numbers for our
records.” No more broken English, poor grammar and ridiculous claims. Just an email from a
coworker with a reasonable request.

This evolution of phishing scams follows the pattern of everything we have been discussing in this
series. Remember how spam filters evolved in Part 3 to catch obvious scams? Remember the
pattern recognition from Part 2 that powers Al predictions? Remember the social engineering
tactics from Part 6 that exploit your emotions? All these elements converge in modern Al-powered
phishing attacks. Scammers are using the very same technology that major tech companies
employ to make your user experience easier and more relatable, except the bad guys are using this
technology to steal from you.

In this part, we'll look at exactly how Al has transformed phishing emails, show you real-world
examples of these attacks, and give you the tools to recognize and defend against them. While the
technology is sophisticated, the attacks still follow predictable patterns. Once you know what to
look for, how to recognize the patterns yourself, you can protect yourself from being a victim.

The Evolution of Phishing: From Obvious to Invisible

Back in part 3 we looked at spam filters. When first introduced, they were simple keyword lists that
would block an email because it contained a word on the list. Those lists evolved into pattern



recognition filters that looked at things like misspelled words, poor grammar, generic greetings,
obvious urgent tactics and links that did not match up with the supposed sender.

These emails were so obvious that over time they became more of a joke than serious threats. Our
son of a bad Sultan that needed to escape, winning a lottery that you never played, the inheritance
from that long-lost uncle you never had. The spelling and grammar alone were enough to tip us off
that these were not real and most of them were caught by the spam filters and even if they did get
through, they were so obvious that most everyone saw them as scams.

However, Al has changed everything that we knew about spam emails. Most phishing emails are
now written by LLMs like ChatGPT or Claude, the same technology we discussed in earlier parts of
this series. These models are able to craft intelligent, grammatically correct, logical and convincing
emails that are written in conversational tones targeted to your social engineering profile. They will
craft an email that sounds exactly like it came from someone you interact with in your online world,
matching tone, style of writing and even containing recent events of your life to add to the
legitimacy of the scam.

Not only that, but Al is also learning. It analyzes which phishing tactics work best on which
demographics, which subject lines get opened, which calls-to-action get clicked, and which
emotional triggers produce results. Every failed attempt to phish teaches the Al what doesn't work.
Every successful one reinforces which ones do. This is pattern recognition from Part 2 working
against you, learning from millions of attacks to craft the perfect scam.

How Does Al Craft the Perfect Phishing Email for You?

Remember how we discussed in the Social Engineering part of this series that Al can create a
profile of you? This is what makes modern phishing attempts so dangerous. Al will analyze all
public data about you, social media posts, LinkedIn profile, company website, online reviews, news
articles, public records, anything it can find related to you, and then create a phishing email
specifically for you. It is not using the same email for everyone, the same son of a Sultan email, no,
itis profiling thousands if not millions of people very quickly and then writing specific emails for
each one of those people. In avery short amount of time.

To show you the power of Al in phishing, look at the two examples below. The firstis what phishing
emails used to look like and the second is what they look like after using your social engineering

profile.

Traditional Phishing Email

Subject: Urgent Account Alert

Dear Customer,

Your account has suspicious activity. Click here immediately to verify your identity or your
account will be suspended within 24 hours.

Thank you, Security Team

This email has several red flags: generic greeting, vague threat, artificial urgency, no specific
details, and a suspicious call to action. Most people would recognize this as a scam.



Al-Generated Phishing Email

Subject: Login from Chicago - Was this you?

Hi Sarah,

We noticed a login attempt to your account from Chicago at 2:47 AM EST (you're usually in
Charlotte, right?). Since this is outside your normal pattern, we've temporarily locked your
account for your protection.

Please verify your identity here within 48 hours so we can restore full access. If this was you,
just confirm and we'll unlock everything immediately.

Thanks for helping us keep your account secure, Michael Chen Security Team

This second version knows your name, knows where you live, references a specific suspicious
location, mentions a specific time, notes it's "outside your normal pattern" (implying they know
your patterns), uses casual, natural language ("right?"), gives you a reasonable timeframe (48
hours, not 24), and has a person's name and title. It passes your gut check because it doesn't feel
like a scam. It feels like a legitimate security alert from a company that monitors your account and
cares about your security.

All of this is done in seconds from information gathered about you from your online footprint. And
not just for you, but specifically crafted emails for thousands of people, automatically sent. Now
the scammers just sit back and wait for someone to take the bait. Just like with the growth of Al, the
scammers are using the four S’s that we talked about back in part 2 to their advantage.

1. Scale: Al can analyze billions of data points from millions of users. Your behavior,
preferences, online activity, and vulnerabilities are being compared against patterns
from hundreds of millions of other people to determine what approach will work best on
you.

2. Scope: The Al doesn't look at just one variable. It simultaneously analyzes hundreds of
factors: your location, your employer, your job title, your recent social media posts,
websites you've mentioned visiting, products you've reviewed, people you interact with
online, timing of your online activity, and much more.

3. Speed: This all happens in milliseconds. The Al can generate a personalized phishing
email faster than you can read this sentence. It can launch thousands of attacks
simultaneously, test different approaches on different targets, and learn from the
results in real-time.

4. Subtlety: The Al catches patterns you'd never notice. It knows that people who post
about certain topics are more likely to click on certain types of links. It understands that
emails sent on certain days at certain times get higher response rates. It recognizes that
certain emotional triggers work better on certain personality types based on their online
behavior.

Common Phishing Tactics

Al-generated phishing emails come in many forms, but they all leverage the social engineering
principles from Part 6. Here are the most common approaches:



1. Account Security Alerts "Unusual activity detected" or "Login from unknown location"
messages that play on your fear of being hacked. The irony is that clicking the link to
"secure" your account is what compromises it.

2. Package Delivery Notifications Al knows you shop online (who doesn't?). Fake delivery
notifications from UPS, FedEx, Amazon, or USPS with tracking numbers and delays that
require you to "confirm your address" or "reschedule delivery."

3. Password Expiration Notices "Your password will expire in 24 hours" or "Required
security update" messages that direct you to a fake login page designed to capture your
credentials.

4. Financial Alerts Fake bank notifications, credit card fraud alerts, PayPal security
warnings, or IRS notices that create panic and demand immediate action.

5. Colleague/Boss Impersonation Emails that appear to come from your coworkers,
supervisor, or company executives requesting information, approvals, or wire transfers.
These "Business Email Compromise" (BEC) attacks cost companies billions annually.

6. Service Subscription Renewals Fake renewal notices from Netflix, Microsoft, antivirus
software, or other subscription services with links to "update payment information."

7. Document Sharing Fake Google Drive, Dropbox, or OneDrive notifications claiming
someone shared an important document with you. The link leads to a credential
harvesting page.

Conclusion

We've seen how Al has transformed phishing from obvious scams into sophisticated attacks that
can fool even security-aware individuals. The Al analyzes your digital footprint, predicts which
approach will work on you, and crafts personalized messages at massive scale. These aren't
generic "Dear Customer" emails anymore, they're targeted communications that know your name,
your location, your employer, and your recent activities.

The seven tactics we've covered, security alerts, delivery notifications, password expirations,
financial warnings, colleague impersonation, subscription renewals, and document sharing,
represent the most common approaches, but scammers are constantly developing new variations.
The Al learns from every attack, successful or not, refining its methods to be more convincing with
each scam. But here's what's important to remember: no matter how sophisticated the email looks,
phishing attacks still rely on the social engineering principles from Part 6. They create urgency. They
exploit emotions. They pressure you to act without thinking. Understanding how these attacks work
gives you a critical advantage, awareness.

In Part 8, we'll give you specific tools to recognize these attacks. We'll break down the red flags that
reveal phishing emails, show you how to verify suspicious messages, and provide a comprehensive
defense strategy. Because knowing that Al-powered phishing exists isn't enough, you need to know
exactly what to look for and what to do when you encounter it. This is why we started
KnowPhishing.com. The threats evolve constantly, and you need to stay informed. Our free weekly
newsletter breaks down the latest Al-powered phishing attacks, shows you real-world examples,
and gives you practical steps to protect yourself. No technical jargon, no fearmongering, just clear,
actionable information. Stay vigilant. Your "attention" to these threats is your first line of defense.
We'll see you in Part 8, where we'll arm you with the tools to fight back. Sign up for the weekly
newsletter at our website.



