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Al and Its Impact on Cybersecurity
Part 8: Recognizing and Defending Against Phishing Attacks

In Part 7, we explored how Al has transformed phishing emails from obvious scams into
sophisticated, personalized attacks that can fool even security-aware individuals. We saw how
scammers use Al to analyze your digital footprint, predict which approach will work on you, and
craft convincing messages at massive scale. We examined the seven most common phishing
tactics, from fake security alerts to colleague impersonation, and understood that while the
technology is sophisticated, these attacks still rely on the social engineering principles from Part 6:
urgency, emotional manipulation, and pressure to act without thinking.

Now it's time to arm you with the specific tools to fight back. In this part, we'll show you exactly
what to look for in suspicious emails, how to verify whether a message is legitimate, and how to
build comprehensive defenses that protect you across all attack vectors. Because understanding
how phishing works is only half the battle, you also need to know how to recognize it in the moment
and what to do when it lands in your inbox.

Let's start with the red flags that reveal phishing emails, even when they look nearly perfect.
Red Flags: What to Look for in Phishing Emails

Despite Al's sophistication, phishing emails still have telltale signs. Train yourself to spot these red
flags:

1. Unexpected Urgency: Legitimate communications from companies rarely demand
immediate action; “Your account will be closed in 24 hours” or “ Respond within 2 hours
or lose access to your account”. These are pressure tactics designed to bypass your
rational thinking by causing panic. When an email creates artificial urgency, thatis a red
flag. Slow down and ask yourself, “Why would my bank close my account without giving
me multiple warnings?”, or “Why would a package delivery demand immediate action?”
Urgency is tool scammers use to prevent you from slowing down and thinking critically.

2. Requests for Sensitive Information: Real companies will never ask you to verify
sensitive information like passwords, social security numbers, credit card details, PIN
numbers, or account credentials via email. Period. Not your bank, not the IRS, not
PayPal, not Amazon, not Netflix. If an email asks for this type of information, it’s a red
flag, no matter how legitimate it looks. These companies already have your information,
they do not need to verify it via email. If there is a real issue with your account, you will
see it the next time you log in or speak to someone on the phone.

3. Generic Greetings: Sometimes Al-generated phishing emails mix personalized
elements with generic language because of information gaps, creating an inconsistency



in the email. An email might know your name but still use phrases like “Dear Valued
Customer” or “Dear Account Holder.” This mismatch suggests that data was scrapped
from public data but was incomplete and the scammer does not have all information or
access to your actual account. Legitimate companies have all of your important data in
their systems (hopefully encrypted!) and will use it consistently throughout
communications with you.

4. Mismatched Email Addresses: This is a big red flag. The display name might say "Bank
of America Security" or "Apple Support," but the actual email address is "security-
alert@bankofa-secure.com" or notifications@randomdomain.net. Always check the
actual sender address, not just the display name. Look for:

e Misspellings in the domain name

e Extrawords or hyphens (amazon-security.com, paypal-verify.com)

¢ Non-standard domains (.net or .org instead of .com when the company uses
.com)

o Personal email addresses (gmail.com, yahoo.com) claiming to be from
corporations

¢ Random strings of numbers or letters

Hover over the sender's name to reveal the actual email address. This takes two
seconds and can save you from disaster.

5. Suspicious Links: You should never click a link in a suspicious email, but you can
check it to reveal the actual URL that the link is pointing to by hovering your mouse over
it. On mobile devices, very carefully, long press the link only if you are confident you can
do this without actually clicking and opening the link. Again, look for these red flags:

e Domain Mismatches: Link text shows “yourbank.com” but when you hover over
it, it shows secure-yourb@nk.net

e Misspellings: “paypal.com” (number 1 instead of the letter l), “arnazon.com” (rn
instead of the letter m), Microsoft.com (sf instead of so)

e Long, complex URLs with random characters: “legitimate-looking-
domain.com/verify/accnt/5kaskd234kd/confirm/php”

e Shortened URLs: “bit.ly”, tinyurl.com” that hide the real destination

e |P addresses instead of domain names: http://192.170.102.2/verify.
Corporations pay money to have their own domain names like pepsi.com, or
chasebank.com, they are not going to hide it behind a URL or third party domain.

6. Poor Overall Quality: While Al has fixed most all of the grammar and spelling red flags
of traditional phishing, look for other quality issues.

Pixelated or low-resolution logos

Formatting inconsistencies (mixed fonts, odd spacing, alignment issues)
Generic stock photos that do not match the companies branding or usual style
Missing or incorrect legal disclaimers at the bottom

Unusual color or branding schemes that are close, but not quite right.
Scammers also sometimes will use older versions of logos.



7. Emotional Manipulation: Remember the Social Engineering tactics from Part 6.
Phishing emails are designed to exploit emotions. When an email triggers a strong
emotional response, that is your signal to slow down. Take a breath and recognize the
manipulation. These are all red flags:

o Fear: “Your account has been compromised!”, “The IRS is filing charges if you do
not reply now.”

e Greed: “You’ve won!”, “Claim your reward here!”, “Limited time offer, click
below.”

e Curiosity: “See who has viewed your profile”, “You will not believe this.”

o Authority: “IT Department requires you to...”, “The IRS needs this information
now”, “(Your Supervisor) needs to you to do....”

e Helpfulness: “We are missing some information”, “Please help us verify this
transaction”, “Please confirm that this was not you”

8. Unusual Requests for Actions: Trust your instincts. If an email asks you to do
something you’ve never been asked to before, or seems out of character for the sender,
be suspicious and look for red flags. Legitimate businesses have standard, normal
procedures, if something feels off, it probably is. Be wary if asked to do any of the
following:

e Download and open an attachment you were not expecting

e Clink on a link to “verify” something that you did not initiate

e Provide information that the sender should already have

e Make a payment through an unusual method; gift cared, wire transfer,
cryptocurrency

e Keep the communication secret.

What to Do: Verifying Suspicious Emails

When you receive a suspicious email, don't ignore your gut feeling. Do not fall victim the social
engineering tactics. Slow down and follow these steps to verify whether an email is a phish or is
legitimate.

1. Go Direct, Do Not Click: Never click a link in a suspicious email. If you have hovered
over the link and are still not sure, do the following:

o Close the email

e Openyourinternet browser

e Typethe company’s official website address in yourself
e Loginto your account directly

o Ifthereis aproblem, you will see it there

2. Call Using Official, Known Company Numbers: If an email claims to be from a
company that you do business with; your bank, credit card company, streaming service,
do this:



e Never use the phone number provided in the email

o Find the official phone number on your credit card, bank statement, a recent bill or
the company’s official website.

e (Calland ask customer service: “l received an email about [issue], is this
legitimate?”

3. Contact the Supposed Sender Directly: If an email appears to be from a colleague,
boss, acquaintance, or someone you know at a company you interact with, but the
email seems suspicious, be wary and do this:

e Do notreply to the email

e Contact them through a different, known channel; text message, phone call,
separate email

o Askthemdirectly: “Did you send me an email about [topic]?”

4. Search Online: Use the internet to your advantage. If an email claims to be from a
service many people use, become an IT detective. Large scale phishing campaigns getr
reported quickly. A simple search can often reveal that others have flagged the scam.

e Search online for the issue the email talks about. “Is there an email from
[company name] going around talking about [issue]” and see what comes up.

e Check the company’s official website or social media accounts for any
announcements related to the email that you received.

e Ask others that use the service if they have received the same thing

Remember that you are your best defense. Knowledge is power. Going directly to the source of an
email is the single most effective defense against a phishing attack. Whether calling on the phone
or using a know email address, these few minutes of time can save you from a devastating scam.
Remember scammers spoof emails all the time. Verify everything.

Essential Defense Strategies

Recognizing phishing emails and having ways to determine if they are legitimate or not is critical,
but comprehensive protection requires multiple layers. By employing the following strategies, you
can improve your odds of successfully defeating the scammers.

1. Enable Multi-Factor Authentication (MFA) Everywhere you can: MFA (also called
Two-Factor Authentication, or 2FA) is your safety net. Even if scammers are successful
in stealing your credentials, MFA/2FA prevents them from accessing your account
because you still hold the final key. Enable it on any account that makes it available.
Use authentication apps like Google Authenticator or Microsoft Authenticator instead of
SMS text when possible.

2. Use A Password Manager: Password managers provide critical protection in that they
will not auto-fill credentials on fake websites because they recognize that the URL does
not match. They generate unique passwords for each account so that if one account
gets phished, the others remain safe. PMs remember passwords so you do not reuse



them. Even if you mistakenly click a phishing link, a password manager’s refusal to
auto-fill credentials can alert you that something is not right.

3. Create Verification Protocols: Create verification protocols that do not rely on
technology. Create verbal codes or phone protocols that bypass all technology for both
family and business security.

a. ForFamilies
i. Create afamily code word for emergency communication
ii. Agreerequests for money will always be verified by an additional phone
call
iii. Establish you will never ask for account credentials from each other
b. ForBusiness
i. Require phone verification for wire transfer requests
ii. Create standard procedures for account changes or sensitive data
requests
iii. Implement a policy that superiors will never demand immediate action
via email without follow-up verification.

4. Educate Everyone: Share what you learn with others. Teach the most vulnerable, the
old and young, how to recognize common scams, share phishing examples, explain why
verification is so important and explain what those verification steps are. Create a
culture where questioning suspicious emails is encouraged. Many successful phishing
attacks target the least tech-savvy person.

5. Keep Systems and Software Updated and Use Filters: Enable automatic updates on
your operating systems, browsers, and security software. These patches protect
against the most recent and newest known vulnerabilities in hardware and software.
Always use your email provider’s spam filter and report all phishing attempts to help
train the system.

Conclusion: You Are Now Armed and Dangerous, To the Scammers!

We've covered substantial ground in Parts 6, 7, and 8—from social engineering psychology to Al-
powered phishing to the red flags and defense strategies that protect you. Remember, knowledge
and awareness are your superpowers. The most sophisticated phishing email fails if you recognize
it. The most convincing fake website is harmless if you verify it through official channels.

But threats evolve constantly, and staying informed is critical. This is why we started
KnowPhishing.com. Our free weekly newsletter breaks down the latest Al-powered attacks, shows
real-world examples, and gives you practical steps to stay safe. No jargon, no fearmongering, just
actionable intelligence. But what happens when you accidentally download something malicious?
In Part 9, we'll explore malware protection software—your safety net for when awareness isn't
enough. Think of it as the airbag to your seatbelt. Stay informed, stay skeptical, and verify
everything. Your "attention" is essential. See you in Part 9. Until then please consider going to our
website, knowphishing.com, and signing up.



