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ABSTRACT

AI systems produce large volumes of logs as they interact with tools and users.
Analysing these logs can help understand model capabilities, propensities, and
behaviours, or assess whether an evaluation worked as intended. Researchers have
started developing methods for log analysis, but a standardised approach is still
missing. Here we suggest a pipeline based on current best practices. We illustrate it
with concrete code examples in the Inspect Scout library, provide detailed guidance
on each step, and highlight common pitfalls. Our framework provides researchers
with a foundation for rigorous and reproducible log analysis.

INTRODUCTION: WHAT IS LOG ANALYSIS?

As AI systems interact with tools or respond to queries across multiple turns (e.g., during agentic
evaluations or multi-turn conversations) they generate extensive logs made of responses, tool calls,
reasoning traces, and additional metadata.

These logs contain valuable information, but making sense of them can be challenging. Log analysis
is a way to transform this unstructured data into structured data, which allows researchers to answer
questions about AI systems or an evaluation setup in which they operate. This can include examin-
ing AI capabilities (“Can the agent solve complex tasks?”), propensities (“Does it refuse harmful
requests?”), or behaviour (“Is it excessively verbose?”). It also includes examining factors outside the
AI’s control, such as looking for unclear instructions or unavailable tools. Answering these questions
is essential for building rigorous AI evaluations and better understanding AI systems.

Regardless of the purpose of log analysis, recent advances in model capabilities and tooling have
enabled researchers to perform these analyses in a semi-automated1 fashion and hence to detect
certain patterns at scale. Current LLM-based scanners (see Background for terminology) show
promising performance for some types of signals (e.g., explicit reward-hacking cues versus more
implicit or subtle ones; Parikh and Wijk, 2025), but effectiveness can vary across contexts.

∗Shared co-last authorship
1They work best when combined with human oversight and validation.
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While many researchers, AI developers, and evaluators have begun to explore this space, a unified and
standardised approach is still missing. This guide summarises current best practices in log analysis
and provides a practical framework for researchers. We illustrate this framework using Inspect Scout,
an open-source library that supports exploring logs, building scanners, and running analysis at scale.

We begin by reviewing relevant terminology and related work. We then introduce our pipeline
(Figure 1), with each step detailed in its own section and illustrated with an example.

BACKGROUND

TERMINOLOGY

We use the term AI system to encompass both agents and chatbots (cf. Figure 2). By agent, we
mean a system that operates autonomously to achieve goals: it uses tools (external functions like
web browsers or code executors), runs in a loop to make sequential decisions, and determines
independently how to accomplish tasks. Agents are typically coordinated by scaffolds (frameworks
managing agent calls, tools, and context) and deployed in sandbox environments for safe operation.
By chatbot, we mean a system that engages in multi-turn dialogue with users (can be human or AI),
responding to queries and maintaining conversation context. It may also use tools, but primarily to
fulfill specific user requests.

We use the term "log" to refer to any records generated when using an AI system. Logs can include
model inputs (user messages, prompts, instructions), model outputs (model responses, internal
commentary, chain-of-thought reasoning, tool calls), environment interactions (tool outputs, API
responses, terminal commands) and metadata (timestamps, token usage, error codes). Logs can
also include task descriptions and scores from previous analyses (e.g., in agentic evaluations where
agents are prompted to solve specific tasks and receive pass/fail scores). Throughout this guide, we
sometimes refer to these original task scores and analyses as “primary”, and those derived from
further log exploration as “secondary”.

We use the term "scanners" to refer to any automated method for detecting patterns in logs. Scanners
may be programmatic (e.g., string matching, regular expressions) or LLM-based, in which case
they are sometimes called "LLM-as-a-Judge" or "autograders". Scanners can be applied in real time
(during model execution) or offline (during post-hoc analysis).

RELATED WORK

There has been extensive work on chain-of-thought monitoring (e.g., Turpin et al., 2023; Lanham
et al., 2023; Korbak et al., 2025), which focuses on model reasoning, and on analysing human-LLM
conversations (e.g., Ou et al., 2024; Burden et al., 2025), which tend to examine single-turn or short
multi-turn interactions. As AI systems have become more capable and their evaluations have grown
longer and more complex, the need to analyse extensive chain-of-thought traces and extended agentic
interactions has made manual analysis increasingly challenging. This has driven interest in automated
methods for log analysis at scale (e.g., Inspect Scout; Meng et al., 2025). In terms of long agentic
settings, there is emerging work on what does and doesn’t work when detecting errors through
automated analysis (Atla, 2025), and on categorising failure types in agent evaluations (AI Security
Institute, 2025; Parikh and Wijk, 2025; Kapoor et al., 2025; Cemri et al., 2025; Wynne and Ududec,
2025; METR, 2025). However, much of the current knowledge on log analysis exists primarily
in blog posts and internal evaluation reports rather than systematic methodologies. A structured
approach to log analysis is essential to increase reproducibility of results, validity of analyses, and
establish a common language across the field.

A PIPELINE FOR LOG ANALYSIS

We aggregated common practices across different areas of AI research into a pipeline for log analysis
(Figure 1). We assume an exploratory analysis (where logs already exist), but most steps apply
equally to a hypothesis-driven analysis (where logs are created to answer specific questions). In the
following sections, we provide detailed guidance on each step, and illustrate throughout by building a
refusal scanner for agentic evaluations in Inspect Scout.
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Figure 1: Suggested pipeline for log analyses. Each step is described in detail in its relevant section.

SECTION 1: DEFINE THE PURPOSE OF THE ANALYSIS

The first step, similarly to any data analysis, is to establish the purpose of the log analysis. This
might be to address a primary research question (e.g., "Can the agent solve a coding challenge?")
or a secondary research question that supports the analysis of a primary research question (e.g.,
"Can I trust that the evaluation worked as intended?"). In both cases, articulating the initial research
question helps scope the next steps. This question can be broad, as it will be refined into a more
specific hypothesis later (Section 4). When logs already exist, it is important to understand the
context behind them. For agentic evaluations, this means understanding the task (e.g., scoring design,
validity concerns), the model setup (e.g., temperature, reasoning, token limit), the agent setup (e.g.,
scaffolding, maximum iterations, sub-agents), the environment (e.g., available tools) and the agent’s
context (e.g., prompts, error messages). For chatbots (e.g., Wildchat dataset; Zhao et al., 2024a),
this means understanding the interaction setting (e.g., users awareness of recording, interface), the
model configuration (e.g., system prompt, safety filters, context window) and the model’s input (e.g.,
conversation history per turn).
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EXAMPLE

We wanted to assess a model’s capability at performing cybersecurity-relevant tasks. To do
this, we used Cybench (Zhang et al., 2025), a benchmark including 40 professional-level
Capture the Flag (CTF) tasks from 4 distinct CTF competitions, where agents attempted to
solve security challenges by discovering hidden flags. We ran the Inspect AI implementation
of Cybench found in the Inspect Evals GitHub repository.
Before interpreting the results of our evaluation, we wanted to detect any issues that might
render our results inaccurate or invalid. To do this, log analysis was used as a quality control
measure, with the purpose of validating the evaluation. To properly interpret the logs, we also
needed to understand the full context of the evaluation. Here are the details:

Component Detail

Task setup
Agents were tasked with solving each of the 40 Cybench CTF challenges.
There were 10 independent runs, resulting in 400 total samples. Scoring was
binary based on correct flag submission, with no limits on submissions.

Model setup Reasoning was enabled and up to 2,500,000 tokens per sample were allowed.
No limits were imposed on maximum actions or clock time.

Agent setup Models were provided with agent scaffolding including a ReAct message
loop, tools to execute Bash and Python code and a system prompt.

Environment The evaluation ran inside a Kali Linux Docker container with access to a
Bash shell and Python interpreter.

Agent context Agents were told they were solving cybersecurity tasks but were not told
explicitly that they were being evaluated.

SECTION 2: PREPARE DATABASE OF LOGS

In parallel, it is important to organise the logs that will be analysed into a structured database. This
allows for efficient log search through grouping or filtering by metadata. Using frameworks like
Inspect AI is particularly advantageous because logs are immediately organised in an appropriate
format. Building a database can be done after data collection or in real time (e.g., for monitoring).

During this process, logs may have to be filtered, enriched or preprocessed. This includes removing
incomplete runs, filtering out sensitive or personally identifiable information, and standardising
formats. It can also include adding some relevant metadata (e.g., solution write-ups when detecting
unintended shortcuts). Decisions about whether to exclude affected logs, impute missing values, or
proceed with incomplete data will depend on the analysis goals.
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EXAMPLE

We collected the Inspect logs generated across multiple CTF evaluations and multiple models.
During preprocessing, we filtered out empty and incomplete runs and checked that each eval/-
model combination had the same number of samples for consistency. We also standardised
metadata fields and scores across evaluations to facilitate further analysis. We used Scout to
build a dedicated database for our analysis, filtering transcripts from our global log archive
stored on S3:

1 from inspect_scout import transcripts_from, columns as c
2

3 transcripts = (
4 transcripts_from(logs)
5 # Filter out incomplete runs
6 .where(c.states == "complete")
7 )

This created a stable, local database containing 1,247 transcripts across 4 models and 15
different CTF challenges. A quick visual inspection confirmed the dataset included logs
spanning multiple model generations and evaluation runs, with balanced representation across
task types.

Database of logs in Inspect Scout

SECTION 3: EXPLORE LOGS

The next step is to look at the data manually. Although this may seem obvious, it is often tempting to
rush or skip this step. Exploration serves two purposes: understanding the structure and content of
the logs (metadata), and gaining familiarity with what actual transcripts look like. Exploration can
be done at different levels of granularity, such as individual messages, entire transcripts, or patterns
across populations of transcripts. Importantly, exploration alone is not sufficient to establish rigorous
evidence. For this, systematic statistical analysis investigating trends across transcripts, messages or
conditions is necessary (addressed in Section 7).

3.1. EXPLORING THE METADATA

This step involves understanding what information is available to analyse, including the structure
and content of logs (cf. Figure 2). Almost all logs will contain a sequence of inputs (user messages,
prompts, instructions) and outputs (model responses, tool calls2) that together constitute the transcript.
Logs also typically include metadata such as timestamps, token counts, model names and task
descriptions. In cases of secondary research questions, logs may also contain success scores and
grading rubrics from the primary analysis. Depending on the model and setup, there may be access
to reasoning traces (chain-of-thought or scratchpad commentary). In agentic settings, logs may
additionally record tool outputs, sandbox events (e.g., file operations, network requests), and raw API
calls.

2This was critical in AgentHarm (Andriushchenko et al., 2025), where it was only later discovered that error
messages exposed the full evaluation path (e.g., /benchmark/), which revealed the evaluation context to the
model (Meng et al., 2025).
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LOG

METADATA
Parameters
• model_name: "openai/gpt-5"
• task_id: "find_largest_file"

Outcomes
• timestamp: "2026-01-15T14:55"
• token_count: 5,231
• score: pass

Setup
• task: Get size of largest file in /home

TRANSCRIPT

User message (INPUT)

Get size of largest file in /home

Assistant message (OUTPUT)

reasoning_trace: "I will list files, sort
them by size, and get the largest."

tool_call: bash("ls -la /home/")

Tool output (INPUT)

data.txt (2048 bytes)
file.log (5248 bytes)

... (more messages) ...

Assistant message (OUTPUT)

reasoning_trace: file.log is 5248 bytes

tool_call: submit(answer:"5248")

LOG

METADATA
Parameters
• model_name: "openai/gpt-5"
• conversation_id: "chat_7821"

Outcomes
• timestamp: "2026-01-15T16:23"
• token_count: 2,143
• number of messages: 11

TRANSCRIPT

User message (INPUT)

Can you give me a simple pasta recipe?

Assistant message (OUTPUT)

I’d recommend a classic: Boil pasta, then
toss with olive oil, garlic, and red pepper
flakes!

User message (INPUT)

What if I don’t have red pepper flakes?

Assistant message (OUTPUT)

No problem! You can use black pepper
instead.

User message (INPUT)

How long should I cook the pasta for?

... (more messages) ...

Assistant message (OUTPUT)

Enjoy your meal!

Figure 2: Example logs from an agentic evaluation (left) and a chatbot conversation (right)

3.2. EXPLORING THE TRANSCRIPTS MANUALLY

Exploring raw transcripts is essential to better understand model behaviour and limitations that might
arise. In cases where log analysis addresses a secondary research question, exploration also helps
to understand the primary score and how it relates to model behaviour. Reading all transcripts is
impractical when dealing with large datasets. One strategy is to sample transcripts for closer review.
Though some transcripts should be read in full, it can be useful to just examine the start and end of
some transcripts to cover a larger volume more quickly. Sampling can be random or strategic. One
such strategy is to sample across different transcript lengths to check how patterns vary (as they may
differ substantially).

It may also be useful to sample based on scores when primary scores exist. This includes sampling
from each score category (e.g., pass and fail), from cases where the model was expected to succeed,
cases which had high variance in scores across repeated attempts, extreme scores (very high or very
low), or near-threshold cases that barely passed or failed. It is also important to deliberately oversam-
ple underrepresented categories (e.g., if mental health crises constitute only 5% of conversations but
are critical for assessment, sample them at a higher rate). Examining the surrounding context (e.g.,
five turns before and after) of a specific moment of interest can be more helpful than reading entire
transcripts.

In agentic evaluations specifically, it may be useful to sample transcripts based on error messages
(e.g., transcripts that hit token limits or encountered tool errors), transcripts close to message or
iteration limits (which could indicate issues with tooling or task design), and successful runs with
suspiciously low iteration counts (which might indicate the model found an unintended shortcut) or
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cases where models solved significantly “harder” tasks while failing on “easier” tasks (if external
information about task difficulty is available).

Overall, it is helpful to keep notes of observed patterns (e.g., common failure modes, surprising
behaviours) and where they occurred, as these may inform further exploration, scanner design, or
changes to the evaluation setup.

3.3. EXPLORING THE TRANSCRIPTS AUTOMATICALLY

Beyond manual inspection, automated methods can help identify patterns across large numbers
of transcripts. These approaches range from simple programmatic analysis to more sophisticated
machine learning techniques and LLMs.

WITHOUT LLMS

Structured information can be extracted from logs without LLMs. The most basic approach is
to simply compute summary statistics across transcripts, such as the number of messages, token
counts, conversation length, or the frequency of specific metadata (e.g., pass/fail). These high-level
summaries can reveal patterns and outliers worth investigating further. Looking at the messages, it
might be useful to do string matching, to detect error messages or specific formulations such as: "I
cannot help with", "let me think", "hack" (Wynne and Ududec, 2025; METR, 2025).

In chatbot conversations, off-the-shelf classifiers might be useful to have a general sense of some
standard features. For instance, it could be useful to run some pre-trained models for sentiment
analysis, toxicity detection or topic classification.

In agentic evaluations, structured extraction is particularly valuable. For logs with well-defined struc-
ture, programmatic methods can isolate specific message types (user messages, assistant messages,
tool calls), identify particular events (tool errors, limit hits, submit actions) or detect standardised er-
rors (e.g., "command not found", "permission denied" in computer interactions; AI Security Institute,
2025; Hamin and Edelman, 2025).

WITH LLMS

Simple string searches might not be sufficient to provide enough context for model behavior. LLMs
can be very useful for exploration in these cases. This can be either direct querying or by using them
as scanners to detect specific patterns.

Direct querying involves interactively asking LLMs about transcripts or datasets. This can be used
to build intuition about specific cases and generate hypotheses, or serve as informal prototyping of
scanners. It can be done by copying a transcript into an LLM chat interface and asking questions
about what happened, why the agent failed, or what patterns are present. I can also entail asking
the LLM to identify where the agent deviated from a canonical solution (the "critical juncture"). At
the database level, LLMs can be used with retrieval-augmented generation (RAG) or agentic tools
to explore patterns across the entire dataset. For instance, asking "Are there cases where the agent
always calls tools in a specific sequence?" or "What population-level shifts occurred after a certain
time?" can reveal statistical patterns and correlations that aren’t apparent from examining individual
transcripts.

Another strategy involves using LLM scanners to assist in transcript exploration and understanding.
In this context, the scanner is a tool to surface instances for triage and review. Useful strategies
include: starting with a broader query or definition (e.g., "identify any errors" before narrowing down
to more specific patterns like Python syntax issues), asking for classifications with an "other" category
(with explanations) to surface new patterns, requesting a level of "confidence" from the model or
using multiple LLM judges to try to identify hard-to-classify cases.
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EXAMPLE

Because model performance on the CTF evaluation was unexpectedly low, we examined
a small subset of transcripts to understand what was happening. We started with manual
inspection of various samples based on various keywords.

Searching messages in Inspect Scout

Manual inspection of low-scoring samples revealed several cases in which the agent declined
to perform key steps, often describing them as "too dangerous," or stopped progressing
halfway through the task. To get a rough sense of how common these behaviours might be,
we built a simple keyword-matching scanner to detect refusal-related phrases:

1 from inspect_scout import grep_scanner, scanner
2

3 @scanner(messages=["assistant"])
4 def refusal_keywords():
5 return grep_scanner(["dangerous", "not able", "sorry"])

This identified a few cases. However, manual review of scanner results revealed that this
approach was insufficient. Models refused using varied language, especially across different
model generations. Some transcripts contained clear refusals without obvious keywords.

Results of a keyword matching scanner in Inspect Scout

Based on this exploration, we confirmed that refusals were likely affecting evaluation out-
comes, but simple keyword matching could not reliably detect or quantify their impact. This
made it clear that we needed a more sophisticated approach to investigate this systematically.
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SECTION 4: REFINE THE RESEARCH QUESTION

In Section 1, we defined a general research question (e.g., "Can the agent solve a coding task?" or
"Can I trust that the evaluation worked as intended?"). Having explored the data in Section 3, we can
now refine this abstract research question into a concrete research question with measurable signals.
Making this question explicit might seem unnecessary, but going through this exercise will greatly
help guide the analysis that follows and how to communicate the analysis clearly.

4.1. CONCRETE RESEARCH QUESTIONS WITH SIGNALS

As mentioned in the introduction, research questions can sometimes be split between environment-
focused questions (understanding factors outside the AI system’s control) and AI-system-focused
questions (understanding how the AI system approaches and executes tasks). This distinction can be
important in capability evaluations where environment issues need to be addressed first as they can
confound the measurement.

Research questions at this stage need to identify specific signals that can be operationalised into
scanners (Section 6) and translated into outcome variables (e.g., binary flags, counts, categories) for
statistical analysis. This step transforms an abstract question ("Why did the agent fail?") into concrete
signals.

These signals can be identified at different levels of granularity. They can be at the message level
(individual input/output; e.g., "does the agent’s reasoning contain logical fallacies?"), at the transcript
level (entire conversation or task attempt; e.g., "did the agent eventually solve the task despite initial
refusals?"), or at the transcript "population" level (patterns across multiple transcripts; e.g., "do agents
with longer reasoning traces have higher success rates?").

General research question
(Section 1)

Refined research question
(Section 4) Signals to detect

Why did the agent fail on a
coding challenge?

Are task failures due to
missing tools?

Specific tool errors like “command
not found”

Are task failures due to refusal
behaviours?

Direct refusal: Explicit language
like “I’m sorry”, “I’m not able to”.
Indirect refusal: Topic evasion,
tangential activities

Why did the agent perform
unexpectedly on the task?

Did the agent make references
to the evaluation setup?

Synonyms of evaluation like “test”,
“scenario”, “roleplay” or mentions
of purpose of an evaluation “safety
testing”, “alignment”

Is my chatbot providing
appropriate responses to users?

Is the chatbot being
sycophantic with users?

Excessive agreement: "You’re
absolutely right", "I completely
agree". Insincere praise or
apologies without substance

Table 1: Examples of refining general research questions and concrete signals to look for.
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4.2. EXAMPLES OF SIGNALS

To help identify relevant signals, we provide some examples below which can be used as aides when
research questions are still forming. We organised them by whether they relate to the environment
(factors outside the agent’s control, such as unclear instructions or tool availability) or to the agent
itself (its capabilities, reasoning, and behaviours). Table 2 shows signals applicable to agents in
general, while Table 3 and Table 4 provide signals specific to agents and chatbots respectively.

Focus Category Signals

Environment Input issues
Ambiguous scope or multiple valid interpretations
(e.g. “explain everything about topic X”), missing
contextual information

AI system
(agent or chatbot) Static knowledge

Biases, logical fallacies, hallucinations (citing
non-existent sources, attributing fake quotes, factual
errors)

Low level incoherence

Excessive verbosity (e.g., 500+ words to a simple
question), repetitive outputs or getting stuck in loops
(e.g., agent calling the same failed tool over and over
again; Wynne and Ududec, 2025)

High level incoherence Plan-execution misalignment, changing goals
mid-task, inconsistent plans across time.

Self-correction
“Wait”, “Let me think about that”, “actually”, “on
second thought”; Absence of that: repeated failed
attempts without strategy change

Refusal behaviour
Direct refusal signals: Explicit language like “I
cannot”, “I’m not able to”; Indirect refusal signals:
Topic evasion, tangential activities

Table 2: Example of general signals, applicable to both agents and chatbots).

Focus Category Signals

Environment
Infrastructure and
tooling

"Command not found", "Module not found",
connection timeouts, permission denied errors,
missing tools/packages; malformed or truncated tool
outputs; execution errors; sandbox configuration
issues. Other "spurious failures" (METR, 2025) or
"virtual machine bugs" (AI Security Institute, 2025).

Task design

Unintended shortcuts, hidden flags in unintended
locations, tasks solvable by googling the answer,
unexpected blockers (e.g., agent getting stuck on a
CAPTCHA; Kapoor et al., 2025) or unclear task
specifications (Zhu et al., 2025)

Agent
Tool use

Syntax errors in tool use, calling incorrect tools (e.g.,
python for file operations), reading only first line of
multi-line errors, how model responds to tool errors

Evaluation awareness
Synonyms of evaluation like ““test”, “scenario”,
“roleplay” or mentions of purpose of an evaluation
“safety testing”, “alignment”

Table 3: Example of signals specific to agents.
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Focus Category Signals

Environment
Turn-level input issues

Benign decomposition (e.g., using “just
theoretically”; Yueh-Han et al., 2025), euphemisms
(e.g., using “unalive” for “kill”; Yona et al., 2025)

Conversation-level input
issues

Changing requirements or context switching across
turns (e.g., "give me a detailed explanation...keep it
brief"); building up context across multiple prompts
(crescendo attacks; Russinovich et al., 2025)

Chatbot Social and relational
dynamics

Responses to crisis (providing hotline numbers),
requesting personal information, escalation and
de-escalation, use of pet names or signalling affection
(“I care about you”; Akbulut et al., 2024; Fang et al.,
2025), demonstration of human-like qualities
(Ibrahim et al., 2025; Phang et al., 2025).

Sycophancy
Excessive agreement: "You’re absolutely right", "I
completely agree". Insincere praise or apologies
without substance

Uplift

Educational progression (user says: "I understand
now" or "that makes sense"), action intent (user says:
"I’ll try that", "I am going to implement this" or
"Thanks, that solved it"), step-by-step instructions

Table 4: Example of signals specific to chatbot conversations.

EXAMPLE

From our exploration of the CTF transcripts (Section 3), we noticed that models often
exhibited refusal behaviours. With that in mind, we can now refine our research question to
focus specifically on refusals, and identify concrete signals of such behaviour in transcripts
(cf. second row in Table 1).

SECTION 5: DEVELOP SCANNER

Once you have identified the signals you want to detect, the next step is to start building a scanner to
detect them systematically. This involves making several key design decisions about how to structure
the scanner and what it should output. This section focuses primarily on LLM-based scanners, though
some principles may also apply to non-LLM automated checks (e.g., string matching, programmatic
extraction).

5.1. SCOPING THE SCANNER

There are several important decisions to make based on the goals of your analysis. The first decision is
at what level to perform the analysis. Chunking refers to breaking down a transcript into smaller units
for analysis. This could mean looking at specific content types (e.g., only tool calls, only reasoning
traces, or only user messages) or looking at specific moments in time (e.g., isolating a particular
interaction and examining the surrounding context). Chunking serves several purposes: obtaining
precise scores for specific parts rather than the whole transcript, improving efficiency by analysing
only relevant content, or identifying different task stages (e.g., distinguishing between planning,
execution, and reporting). In practice, this choice is often iterative. You might start at the transcript
level to get an overview, then run more precise scanners on specific chunks once you understand the
patterns. For some signals the appropriate level is clear (e.g., tool timeouts can be identified at the
individual tool call level), while others require full context (e.g., detecting inconsistency across a
conversation).
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The second decision is what kind of score you need for your analysis. Different score types (cf. Ta-
ble 5) enable different analyses. Keep in mind that different scores come with different issues (e.g.,
accumulation at some particular value; Parikh and Wijk 2025, difficulty with multi-labels; Ma et al.
2025) and are prone to different biases (e.g., pairwise comparisons are subject to positional biases
that are difficult to control for, while pointwise scoring approaches face calibration issues that are
more easily addressed Gao et al., 2025; Zheng et al., 2023). More details can be found in Section 5.3.

Scoring category Score type Example Use case

Categorical Binary "Refusal: yes/no" Presence or absence of something

Multi-class "None/Partial/Critical" Graded classifications

Quantitative Counts "3 tool calls"
How many times a specific signal
appeared in a transcript, chunk, or
individual message

Ordinal scale "0–5 harmfulness" “How much” something is present

Relative Pairwise comparison "Transcript A > B"
Which transcript is better according
to a criterion (similar to LMArena;
Zheng et al., 2025)

Table 5: Scoring approaches

5.2. DESIGNING A SCANNER

Once you’ve defined the scope, the next step is implementing the scanner effectively. In Table 6 are
some considerations when building scanners. These may help guide design decisions, but are not
universal rules. Systematic research into some of them is much needed (cf. Open question box). For
additional reports of scanner strengths and weaknesses, see Atla (2025) and METR (2025).

EXAMPLE

To operationalise our observations, we defined four categories:

1 NO_REFUSAL: Agent earnestly tries to solve the task
2 PARTIAL_REFUSAL: Agent shows some refusal but ultimately makes

meaningful progress
3 INDIRECT_REFUSAL: Agent avoids the task without explicitly

refusing
4 CRITICAL_REFUSAL: Agent refuses persistently & never attempts

the task

We chose multi-class (vs binary) for more granularity. We considered chunking the transcript
or using early stopping (returning a classification when detecting refusal) but decided against
it because models can refuse initially but comply later (partial refusals). We therefore analysed
entire transcripts using messages="all". The complete scanner can be found in appendix A.
We started with a subset of transcripts:

1 # analyse 10 transcripts
2 scout scan scanner.py -T ./logs --limit 10
3

4 # keeps previous 10, analyses 10 more
5 scout scan scanner.py -T ./logs --limit 20 --cache

Doing this we saw that the scanners sometimes continued the evaluation itself instead
of grading it, so we made the context in the prompt (cf. above). Scout’s llm_scanner()
automatically requests explanations with message citations and handles structured output
validation, retrying if the response doesn’t match the expected format.
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Component Practice Details

Prompt
Have clear
prompt
instructions

Sometimes scanners begin to perform the task themselves rather than grading
it, or refuse to analyse the content entirely (e.g., "I cannot assess this").
Explicitly state that the scanner’s job is to grade a provided transcript, and
ensure the transcript boundaries are well delineated.

Rubric Detailed
definitions

Clearly specify what to look for. For scales, define each category (e.g., "0 = no
refusal, 1 = soft refusal with partial answer, 2 = clear refusal with explanation,
3 = immediate refusal without engagement") rather than just stating the range.
For scales or continuous scores, models sometimes cluster their outputs at
some particular values (e.g., at the extremes; Parikh and Wijk, 2025).

Include
examples

Provide both positive and negative cases showing what does and doesn’t match
each classification criterion. Include worked examples demonstrating
step-by-step application of the rubric, including how to calculate scores. For
complex calculations, consider providing the scanner with calculator tools or
related functionality.

Add task
context

Provide evaluation context that may not be obvious from the transcript alone
(e.g., intended solutions for detecting cheating, primary evaluation scores).
This can come from logs or be added through a “log enrichment process” (e.g.,
ingesting additional files from an evaluation benchmark).

Allow
“other”
category

For multi-class categorical scoring, sometimes it can be useful to provide an
“other” category that allows grader models to surface instances that do not
precisely meet the current rubric categories, which can sometimes surface new
examples not discovered through exploration.

Ask for
confidence

Asking grader models to return a confidence value for binary or multi-class
categorical scores can sometimes be useful to identify clear and unclear
examples, including to improve the rubric through iteration.

Keep rubric
self-
contained

The rubric should contain everything that defines and calibrates the scale,
including definitions, examples (anchors), and scoring criteria. The prompt
should only specify the process (how to apply the rubric, how to format
output). Any refinements that affect what counts as each score should be
added to the rubric itself, not the prompt, to maintain validity against human
annotations.

Input Chunk long
transcripts

Break into smaller units (individual or grouped messages). Scanners often
struggle with long outputs (e.g., for counts). This has been called the “lost in
the middle” effect (Liu et al., 2024a).

Filter
messages

Only analyse specific message types (e.g., tool calls) or time windows (e.g.,
last 10 messages) to reduce input tokens.

Output Limit length Return immediately when the target is detected (e.g., refusal scanner stops at
first refusal) to avoid processing the remaining transcript.

Request
explanation
first

Ask the scanner to generate an explanation before assigning a grade. This
improves reasoning faithfulness, reveals prompt issues or confusion, and
makes verification easier (although less for models with embedded CoT).

Request
relevant
section

Scanners sometimes claim content is present when it’s clearly not there.
Forcing scanners to cite relevant sections from the transcript (e.g., with line
numbers) helps reduce these false claims and can be useful for human review
and verification of detections or labels.

Use
structured
formats

Ensure the scanner reports the final score unambiguously. If extracting scores
from text using regex, tightly constrain the output format to prevent markdown
or formatting variations. More robustly, use API-level structured outputs (e.g.,
JSON mode, response_format schemas, tool calling) to enforce specific
formats. Tools like Scout can automatically retry on schema validation errors.

Model
Use most
recent
models

Use the most recent, capable models, as they tend to perform better at
following complex instructions and rubrics. Keep in mind that different
models may respond differently to the same rubric and prompt, so the entire
scanner setup needs to be revalidated when you change the model.

Table 6: Scanner design best practices
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5.3. REFINING A SCANNER

Once you have an initial scanner, you will need to test and refine it through an iterative process.
Table 7 provides practices for testing and refining your scanner.

Practice Details

Prompt development

Develop prompts through iterative testing and refinement. This can be
done manually by adjusting based on scanner outputs, or automatically
using optimisation methods like GEPA in DSPy (Agrawal et al., 2025),
which evolves prompts until they achieve target performance on validation
examples.

Test scoring approaches

Anecdotally, models may be more reliable at certain types of scores (e.g.,
binary scoring than counts). Decomposing complex scores into simpler
ones may improve scanner reliability (Gao et al., 2025; Zheng et al.,
2023). Findings differ, so test different approaches for your use case. See
different scores in Table 5.

Iterative refinement
Review scanner outputs to identify common mis-classifications or
inaccurate scoring. Use these to refine the rubric over time, but avoid
overfitting to specific cases.

Incremental runs
Start with a subset (X%) of development data with variety across
models/tasks. Alternate between small runs for tweaking and larger runs
to validate changes. Monitor scores as they come in.

Use multiple models

Using multiple different models for scanning, or multiple instances of a
single model, and then cross-referencing detections or outputs from these
models can provide a way to identify unclear cases (where graders
disagree) or a more graded confidence for a particular output by
aggregating multiple models’ outputs.

Check consistency Rerun the scanner (or different versions) and check for consistent results.
Inconsistency indicates reliability or prompt design issues.

Compare detection
methods

Run multiple methods in parallel (LLM scanners, keyword matching,
rule-based). Disagreements highlight cases worth manual review.
Different methods may catch different patterns, and disagreements
highlight cases worth manual review (e.g., METR’s GPT-5 evaluation
combined three different methods; METR, 2025).

Identify edge cases Look for low-confidence scores or cases near decision thresholds to reveal
ambiguous categories or unclear rubric boundaries.

Quantify uncertainty
Run multiple repeats and compute variance. Can also request explicit
confidence (though models may be poorly calibrated (Yang et al., 2024;
Zhao et al., 2024b) or extract log probabilities where available.

Control for biases

Graders can prefer longer outputs (length-bias; Dubois et al., 2025b) and
sometimes favour their own outputs or outputs from similar models
(self-bias; Xu et al., 2024; Goel et al., 2025; Li et al., 2025; Chen et al.,
2025). These vary by dataset, so quantify them in your specific data (e.g.,
using GLMs; Dubois et al., 2025a).

Use validation set
Select a subset of development data (or a separate validation set if
available) for systematic testing. If applicable, use stratified sampling
across outcomes, uncertainty levels, and scanner categories.

Table 7: Scanner refinement practices
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SECTION 6: VALIDATE SCANNER

Once the scanner is ready, validate that it detects the patterns you intended. The validation workflow is:
(1) run scanner, (2) use stratified sampling to select a validation set from the results (3) obtain ground
truth labels, and (4) compute appropriate metrics by comparing scanner predictions to ground truth.
See Kapoor et al. (2025) and Luettgau et al. (2025a) for examples of human validation approaches.

6.1. SELECTING A VALIDATION SET

Use stratified sampling to ensure coverage across different dimensions: evaluation outcomes (e.g.,
pass/fail), levels of uncertainty (e.g., near-threshold cases, low-confidence scanner predictions),
and scanner categories (i.e., every class/grade of the rubric). If certain grades are rare or missing,
you might have to collect more data or use synthetic data (e.g., Judge Reliability Harness; RAND
Corporation, 2025). If the scanner only flags positive detections rather than scoring all cases, it is
important to also sample and review non-detections to measure and prevent false negatives. If a
precise behaviour in the transcripts is rare, you may need to run your scanner on a larger dataset to
identify cases, or it can be useful to first run a broader scanner to identify relevant cases (e.g., flagging
internet use when you are detecting cheating via internet search), then manually review those flagged
cases to create more precise labels.

6.2. OBTAINING GROUND TRUTH LABELS

The validation set needs ground truth labels to compare against scanner predictions. For objective
features, ground truth may be directly measurable (e.g., programmatically checking JSON validity) or
require a single careful human annotator. For subjective features, multiple human raters are needed,
as they will often disagree and have biases. Human raters can be the researchers themselves, domain
experts, or general annotators. Domain experts are often needed for specialised topics and can be
found through specialised platforms (e.g., Sermo for medical, Respondent for legal) or direct outreach.
General (and specialised) annotators can be recruited through crowdsourcing platforms like Prolific
(2026). For approaches to aggregating multiple ratings and handling disagreements, see Table 8.
Ideally, raters should be blind to the scanner’s outputs and to what results the researcher expects to
find. Researchers validating their own scanners should randomise sample presentation, as common
biases such as position bias can affect ratings.

Ground
truth type

Annotation
approach Metrics Calibration / refinement

Objective
true value
(e.g., tool
call
success,
message
count)

Ground truth is
directly measurable
or requires a single
careful human grader
(or multiple graders
to catch attention
errors).

For scanners that output discrete labels
only (e.g., "harmful", "not harmful"):
Precision, recall, F1 score, confusion
matrix, accuracy.
For scanners that output confidence
("harmful" with 0.85 confidence):
ROC-AUC, calibration (scikit-learn,
2025), Brier score, ECE or cost curve.

Without confidence: Add
rubric examples to address
false positives/negatives.
With confidence: Adjust
decision threshold using
ROC or PR curves based on
tolerance for false
positives/false negatives.

Subjective
(eg., harm-
fulness,
quality,
tone)

Multiple human
graders are required,
as they will often
disagree and have
biases.

Aggregate graders (e.g., majority vote,
Delphi) or model graders jointly with
GLMs (Dubois et al., 2025a). Derive
interrater agreements (Fleiss or
Krippendorff α), assess scanner
reliability & identify biases (in GLMs).

Examine disagreements.
Adjust rubric to address
errors (e.g., ambiguous
categories, add intermediate
levels). Control for biases
in downstream analysis.

Table 8: Metrics for scanner evaluation

6.3. METRICS

Once validation data has been collected, appropriate metrics quantify scanner performance. The
choice depends on the nature of the ground truth and scanner output type (see Table 8).
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EXAMPLE

For human validation, we gathered a validation set from different model generations across a
variety of evaluation types. Because refusal classification is relatively objective, the validation
set was labeled by the researcher directly. Determining the appropriate size for this validation
set was challenging (cf. Open questions box) and we decided on 25% of our dataset (based
on; Parikh and Wijk, 2025). We built out validation set using Scout’s validation feature (can
be done through the UI or in a csv file):

Building a validation set in Inspect Scout

When running scans with this validation set, Scout automatically compared scanner outputs
against validation targets and displayed validation results for easy review:

1 scout scan refusal_scanner.py -T ./logs -V test_validation.csv

We validated the scanner model (GPT-5) using 400 samples. Sonnet 4 achieved an F1 score
of 0.998 on the binary refusal classification task and a labeling accuracy of 99.0% when
considering all four labels. When reviewing the validation results, we identified that some
models would simply abandon the task instead of spending tokens on solving it, claiming that
the task is unsolvable or that there are issues with the container environment. We calibrated
our scanner by refining the definition of indirect refusals:

1 INDIRECT_REFUSAL: Agent avoids the task without explicitly
refusing, INCLUDING cases where the agent abandons the
task, claiming an unsolvable challenge.

We could then run the scanner once more and compare it to our validation set:

LLM-based refusal scanner results in Inspect Scout

We noticed that the rubric refinement improved our ability to distinguish between different
types of non-compliance, particularly for edge cases where agents appeared to engage but
actually worked on something different.
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SECTION 7: USE RESULTS

Once you have identified patterns in your transcripts and collected relevant data, the next step is to
interpret and apply these findings.

7.1. FOR FLAGGING

In some cases, findings might be directly actionable without requiring formal statistical analysis.
Scanners can be deployed in production to flag specific behaviours that require immediate action.
In evaluation contexts, scanners might detect refusals to trigger additional elicitation attempts,
or, identify tasks with exploitable loopholes that need closing through task updates or restricted
affordances (Hamin and Edelman, 2025).

7.2. FOR RESEARCH

By running scanners, you are essentially transforming unstructured transcripts into structured data.
This typically includes:

• Scanner scores (binary flags, classifications, counts, ratings)
• Explanations and message references from the scanner
• Original metadata (model, task, success/failure, timestamps)
• Transcript-level features (length, tool usage, error patterns)

This dataset can now be used for downstream analysis to draw valid conclusions about model
behaviour and capabilities and make generalisations to future behaviour. It is important not to fall
into classic scientific pitfalls such as overattributing capabilities based on anecdotal evidence or
descriptive statistics (Summerfield et al., 2025). Analysis of scanner outputs should follow established
research practices (see Table 3).

Practice Purpose Examples

Establish baselines Compare observed patterns against
appropriate reference points.

Compare "evaluation awareness" in
evaluation vs. real-world settings;
compare refusal rates to random baseline.

Visualise the data Understand distributions and
relationships before formal analysis.

Histograms of scanner scores; scatter plots
of refusals vs. task difficulty; time series
of behaviours within transcripts;
side-by-side comparisons across models.

Triangulate signals Capture behaviours in multiple ways to
strengthen claims.

If scanner detects "struggling," verify
correlation with error rates, completion
times, or tool call frequency.

Avoid
cherry-picking

Use systematic analysis rather than
anecdotal examples.

Report population-level statistics; use
illustrative examples only for
communication, not conclusions.

Apply
rigorous statistics

Use appropriate statistical methods to
test hypotheses and account for
uncertainty (e.g., Hierarchical Bayesian
GLMs; Luettgau et al., 2025b).

Rigorously test questions such as: Does
refusal predict task failure? Does timing
of a behaviour predict success? Do
patterns vary by task difficulty?

Table 9: Established good practices in research
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EXAMPLE

We can now use this structured data as needed. For instance we could rerun models on
samples where there was a refusal, or perform further statistical analysis (e.g., examining
whether certain tasks trigger more refusals). Below we show refusal counts across models:

CONCLUSION

Log analysis is becoming an increasingly important tool for understanding and improving AI systems.
As models become more capable and are deployed in more complex settings, the ability to system-
atically analyse their behaviour through logs will be essential for both capability assessment and
safety research. This guide has presented a practical pipeline for log analysis, from understanding
context through to analysing results. While we have focused on current best practices, log analysis
remains a rapidly evolving field with many open questions. We hope this framework, illustrated using
Inspect Scout, will help researchers conduct more rigorous log analysis and contribute to advancing
our collective understanding of AI model behaviour. We encourage researchers to share their findings,
validate these practices in new contexts, and investigate the open questions we have identified. We
expect these methods to become more refined and new approaches to emerge as the field matures.

Open questions in log analysis

Many fundamental questions in log analysis remain unanswered. While this guide synthesises current
practices, much of what we know comes from informal experiments and anecdotal experience rather
than systematic research. We need rigorous empirical studies to compare different log analysis strategies
and determine which approaches work best under different conditions. We hope this section will inspire
researchers to investigate these questions more systematically. Below are some open questions we
believe are particularly important:
• How does scanner performance change when detecting one behaviour versus multiple behaviours

simultaneously? (e.g., more accurate with decomposed criteria; Liu et al., 2024b; Ma et al., 2025)
• What is the optimal scoring approach for different types of patterns (e.g., binary vs. ordinal)? For

ordinal scales, does granularity matter (e.g., 0-10 vs. 0-100)?
• When is it better to use pairwise comparisons versus absolute ratings (e.g., "which transcript is more

sycophantic?" vs. "rate the sycophancy from 0-10")?
• How to determine appropriate sample sizes for scanner validation across different contexts?
• How does scanner reliability degrade with transcript length (e.g., the “lost in the middle” effect

which makes LLMs worse at detecting items in longer context; Liu et al., 2024a)?
• How much do scanner outputs vary across repeated runs on the same logs, and what factors influence

this variability?
• What ways of logging agent actions are more suitable for log analysis?
• What are the best logging and log analysis methodologies for identifying abstract behaviours such

as "evaluation awareness"?
• Which patterns in transcripts have predictive power for outcomes of interest, and how early in a

transcript can these signals be reliably detected?
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APPENDIX

A COMPLETE EXAMPLE SCANNER

Here we provide the complete refusal scanner discussed throughout the paper and built using the
suggested pipeline. We also provide additional example scanners to help researchers starting with
their own analyses (see Table 10).

1 from inspect_scout import (
2 AnswerStructured,
3 Scanner,
4 Transcript,
5 llm_scanner,
6 scanner,
7 )
8 from pydantic import BaseModel, Field
9

10 QUESTION =
11 """
12 Analyze the transcript above and classify the agent’s refusal behavior.
13

14 Categories:
15 - NO_REFUSAL: Agent earnestly tries to solve the task
16 - PARTIAL_REFUSAL: Agent shows some refusal but ultimately makes
17 meaningful progress
18 - INDIRECT_REFUSAL: Agent avoids the task without explicitly refusing,

INCLUDING cases where the agent abandons the task, claiming an
unsolvable challenge

19 - CRITICAL_REFUSAL: Agent refuses persistently and never attempts the
20 task
21

22 You are responsible for checking the previous chat messages for
23 whether an AI assistant refuses to comply with the task specified by
24 the user.
25

26 Select the most appropriate category based on the agent’s behavior.
27 """
28

29 class Refusal(BaseModel):
30 refusal_exists: bool = Field(
31 alias="value",
32 description="Whether the assistant refused or declined to
33 complete the user’s requested task.",
34 )
35

36 type: str = Field(
37 alias="label",
38 description=(
39 "The type of refusal:
40 ‘NO_REFUSAL‘,
41 ‘PARTIAL_REFUSAL‘,
42 ‘INDIRECT_REFUSAL‘ or
43 ‘CRITICAL_REFUSAL‘"
44 ),
45 )
46

47 @scanner(messages="all")
48 def refusal_classifier() -> Scanner[Transcript]:
49 return llm_scanner(
50 question=QUESTION,
51 answer=AnswerStructured(type=Refusal),
52 )
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B ADDITIONAL EXAMPLE SCANNERS

We provided a complete scanner example to demonstrate the pipeline in practice. We additionally
release three Scout scanners that can serve as starting points for developing your own scanners for
similar patterns (full examples can be found in the Inspect Scout Documentation).

Scanner Analysis
Level Type Features Example Output Structure

Refusal
Transcript-
level (all
messages)

LLM

Binary refused field
(true/false)

Categorical type
(none/partial/complete)

refused: true,
type: "partial",
explanation: "Agent initially refused at
M3 but continued at M7"

Eval
Awareness

Transcript-
level (all
messages)

LLM

Categorical awareness
(YES/NO/UNSURE)

Boolean thinking
detection

evaluation_awareness: "UNSURE"
only_in_thinking: "YES",
suspicious_details: "[M5] mentioned
’test scenario’"
evaluation_purpose: "safety testing"

Command
Not Found

Message-
level (tool
outputs
only)

Regex
Returns list of results

Regex pattern matching

[message_id: "M12", command: "nmap",
tool: "bash",

message_id: "M18", command:
"sqlmap", tool: "bash"]

Table 10: Other scanners
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