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Authorized Sub-Processors 

This Record of Processing Activities (RoPA) document provides a detailed inventory of the data 
processing activities related to services that Beazley Security provides to its partners and clients. 

All Beazley Security Services 

Sub-Processor Purpose 
Processing 

Location 
Applicability 

AgileBits, Inc. 
Internal password management 

& secure storage of client 
credentials (when applicable) 

Canada / 
UK 

All services 

Auth0, Inc. 
VERACIS client portal 
authentication provider 

EU All services 

Amazon Web Services, Inc. 
Cloud infrastructure used for 

hosting services 
USA / UK All services 

DealHub, Inc Internal CPQ tool USA / EU All services 

DocuSign, Inc. 
Legal documentation signage 

and transfer 
USA All services 

HubSpot, Inc. Client record management USA All services 

Microsoft Corp. 
Data hosting; email; productivity 

tools; Cloud infrastructure for 
hosting services and internal IT 

USA / UK / 
EU   

(Based on 
user 

location) 

All services 

NetSuite Inc. Financial tracking tool USA All services 

Scoro Software OÜ 
Project management for 

engagements 
Canada All services 

Slack Technologies, Inc. Internal communication tool USA All services 

Twilio, Inc. 
Client communication 

mechanism 
USA All services 



 

 

 

 

 

Professional Services 

Sub-Processor Purpose 
Processing 

Location 
Applicability 

Linode, LLC 
External-facing penetration tests 

and assessments 
USA 

Professional 
services 

Managed Detection and Response (MDR) Services 

Sub-Processor Purpose 
Processing 

Location 
Applicability 

Cyber Hunters Ltd. 
eXtended Detection and 

Response (XDR) Platform 

USA /EU 
(Depending 

on client 
location) 

MDR 
(Clients 

subscribed to 
MXDR) 

Snowflake Inc. 
Platform to store and analyze 

alerts and ASM data 

USA / EU  
(Depending 

on client 
location) 

MDR 
(Clients 

subscribed to 
MXDR) 

SentinelOne, Inc.  Endpoint protection platform 

USA / EU 
(Depending 

on client 
location) 

MDR 

Zendesk, Inc. Backend ticketing system USA MDR 

Incident Response & Restoration Services 

Sub-Processor Purpose 
Processing 

Location 
Applicability 

Alchanis Technical Services, 
Inc. 

Burst staffing coverage USA 
Incident 

response & 
restoration 

Halcyon Tech, Inc. Anti-ransomware platform USA 
Incident 

response & 
restoration 

Lyra Technology Group Burst staffing coverage USA 
Incident 

response & 
restoration  

Rethinking Consulting 
Services LLC 

Burst staffing coverage Global 
Incident 

response & 
restoration  

Snowfensive, LLC Burst staffing coverage USA 
Incident 

response & 
restoration  


