()1EDTECH” a @

Better Learning Through Better Learning Technology®

TrustEd Apps Profile for ‘\\'//‘

Cascades CASCADES

Product: Cascades &

Vetted by © 1EdTech PrivacyTeam, Data Privacy Team at 1EdTech on 2025-04-18
App Vetting Capability: Expert (Self Rated)

Privacy Rubric Results
This product has met the criteria required to achieve the 1EdTech Data Privacy Seal. @NA @UNMET @ PARTIAL @ MEETS

Data Collection Security 3rd Party Data Advertising Certified
Rubric Area Expectations
GENERAL MEETS PARTIALLY MEETS DOESN'T MEET
GEN1 - How are changes to key pnlIcIES managed? [
NSWER o

We may update or moiythis Privacy Policy to reflect changes in how Metamorphix maintains, uses, shares, or secures your information. If Metmorphix eects to moify or
update this policy,the user wil review the policy and agree to it terms at the next ogin following any revisions.

DATA COLLECTED MEETS PARTIALLY MEETS DOESN'T MEET

DCO1- Do the policies list all data collected? [ ]

User Notes:

Information about Districts and Schools: i mental health professional istrcts, and schools purchase and use our products and services,

We receive certain information about them and their users. We receive information in many ways, including when an educational institution or supporting group provides it

by purchasing our products. This nformation may include the individuaf’s name, school nam istrict name, i and d password,
phone number, e a the district stae the istrc s octedn,prsonaly dntyingnformation suchas ag, s gender, famil istory, medical o mentaldiagnoes,
to product and messag . We may also receive i ividuas, students, schools, and school

disticts from third parties.

DCO2 - Do the pn|ICIES indicate how data is :ulle:led’ '
ANSWER
User Notes:
Information about Districts and 2 i  mental health professional istricts, and schools purchase and use our products and services,
we receive certain information about them and their users. We receive information in many ways, including when an educational institution or supporting group provides it
by i pmnunls is i ton may include the individuals hool itrict name, d name and passwmﬂ,
User Notes:
Student Data: Metamorphi identifiable i i teachers, admini ind parents i the property of the
i i personally identifiable i i user students (*Student Data’) while providingits services
toadistrict, ity mental health agency,or i tioner. We consider student data confidential and do not use such data for any purpose other than to provide
services on the user's behalf or in i to Student Data only the district and only to perform research and to provide
services on ity' directed by the school, ity mental health agency, or private pranlmnnsr The Student Data your educational
oganizatonshares with Hetamorphixmay ncludeth olowing nformat students and their guardi ion including name, maling add
il address, and date of birth; ¥ lass enrollment, student social determent ility data, and
In limited ci Metamorphix may also receive health i i

DCO4 - Do the policies allow users to delete their data entirely? '
HNSWER aperiog

User Notes:

“Review or Deletion of intai Metamorphix: To review or update i i i i community districts, schools
nity private practitioner directly. Requests sent to Hemmnrpmx seekmg a

and their users, pl your educati ization, comr

copy of such records or demanding that Metamorphix modify or delete any records that it maintains may be forwarded directly to the
Please note that even when records are modified or deleted from Metamorphix' active databases, copies may remain i data backups as necessary to comply with
research, business, and regulatory requirements.

DCO5 - Do the policies state the retention of data? !

User Notes:

“Bata etetion: (Para. 2) Ve etanyour ersoal formation or asong a5 you talnanaciveaccount it us. I at anytme you ol e 1 equet deletion of

Personal Information associated with your account, you may send us a written request we will delete y
We may also retain and use aggregated, deidentified information to develop and improve our educational products, to demonstrate the efficacy of our products, mclunmq in
the marketing of our products, for customized and adaptive learning, educati and for other i issi ite these
pletely secure, and ins arisk i amssurus:,namwarenrsucmamanure.numanermr,arseveralmher




the marketing of our products, for customized and adapti
precaution pletely secure, and ins arisk ized access o use, hardware or software faiure, human erro, or several other
factors may compromise the securityof your iformation.”

learning, educai and for other i gally permissi ite these

SECURITY MEETS PARTIALLY MEETS DOESN'T MEET
SECO1- Do the policies state how data is protected? P
ANSWER: Polces

User Notes:

technical, i i i n our servers. Access to i
quire it to perform their job functions. We also use unique account identifiers that attribute each

user to a specific account. We have many unit and integrati privacy as expected. We use industry Transport Layer Security

(TLS) encryption technology to safeguard the account registration process, sign-in i i transmitted to i in

accordance with industry best practices. These best practices i i iistrative, physical, and techni to secure data from unauthorized

access, disclosure, and use. We wil fodic risk t i identif it it
SEC02 - Do the policies state all confidential & sensitive i ion is encrypted [ ]

ANSWER: Data encryp

User Notes:

SSL Labs report shows an overall rating of A+

SECO3 - Do the policies state whether or not it enforces strong password creation? r

User Notes:
No account creation available via website

SECQ5 - Do the policies state the use of cookies? '

ANSWER: ol pp functionality

©

Website has cookie controls to allow users to set their preferences

THIRD PARTY DATA MEETS PARTIALLY MEETS DOESN'T MEET
SHRQ1 - Do the policies state the use of third parties? '
ASHER: Pol "

User Notes:

If you have interacted with ixi You can request and recei ini i how we your

over the past 12 months. Such information includes: the categories of Personal Information we collected about you; the categories of sources for the Personal Information
or i ing and selling the Personal Information; the categories of third parties with whom we share the

lected about
you; our b
Personal Information; if we disclosed your Personal Information for a business purpose, and ifso, the categories of Personal Information received by each category of third-
party recipient

SHRO2 - Do the policies state what information is shared with each 3rd party? !
 thid party
User Notes:
If you have interacted with ixi You can request and recei ini i how we your

over the past 12 manths. Such information includes: the categories of Personal Information we collected about you; the categories of sources for the Personal Information
we collected about you; our business o commercial purpose for collecting and selling the Personal Information; the categories of third partes with whom we share the
Personal Information; i we disclosed your Persanal Information for a business purpose, and i so,the categories of Persona Information received by each category of third-
party recipient

SHRO3 - Do the policies state whether or not users can opt out of 3rd party data sharing? [ ]
AHSWER: o4 Stateha y third party

User Notes:

If you have interacted with ix i You can request and recei i informati how we your
over the past 12 months. Such information includes: the categories of Personal Information we collected about you; the categories of sources for the Personal Information
llected about you; our business or i ing and selling the Personal Information; the categories of third parties with whom we share the

Personal Information; if we disclosed your Personal Information for a business purpose, and ifso, the categories of Personal Information received by each category of thrd-
party recipient

SHRO3 - Do the policies state whether or not users can opt out of 3rd party data sharing? [ ]
ANSWER: autp it L
User Notes:

Under the California Shine the Light Law, you may opt out of sharing your Personal Information with third parties for those third parties' direct marketing purposes.

SHRQ4 - Do the policies state if the supplier requires 3rd parties to adhere to the terms of the vendor/customer agreement? r

User Notes:

Disclosure to Third Parties: Consistent with the directives of this policy, Metamarphix may, at its sole discretion, store data contemplated by this policy including customer

data, end-user data, websi and hosting data, and any personaly ice storage or cloud-based
storage. Likewise, Metamorphix may utiize third party tion servi i cal artificial nteligence throughout this website
and products. Cansistent with the provisions of this Policy, users of the website and products consent use of the d this policy and

acknowledge the potential use of analyti i intelligence. Metamorphix and itsthird-party suppliers take security and privacy seriously.

Metamorphix works with third-party vendors and supplirs to ensure the safety and security of user data.

SHROS5 - Do the policies state whether or not user is notified of a change in third parties? !

ADVO1 - Do the policies indicate if advertisements are displayed? d
ANSWER: Noads are dispayed

User Notes: O

No ads displayed

-

ADV02 - Do the policies indicate whether or not users are targeted for advertisement? [ _



ANSWER:

User Notes:

No ads displayed

AADV03 - Do the policies indicate whether or not any 3rd parties track or collect information for advertisement?
ANSWER: Policesstate thid parties ar not used for ads orracking

User Notes:

No as displayed

ADVO4 - Do the policies indicate whether or not web beacons or other tracking methods are used for ad purposes?
ANSWER it doesnat g techndog

User Notes:

No ads displayed

ADV05 - Do the policies state whether or not users can opt out of sharing data with advertisers?
ANSWER: i "

ADV05 - Do the policies state whether or not users can opt out of sharing data with advertisers?
ANSWER at

User Notes:

No ads displayed

Vetting Context

Policies Cited Regulatory Compliance
The following urls were cited as a basis for this information. The information below provides insight into compliance with various regulatory policies.
* Terms of Service/Terms of Use « GDPR® Compliant: Not Applicable
https:/www.metamorphix.co/legal . FERPAO Compliant: Yes o
* Privacy Policy « COPPA® Compliant: Yes @

https:/www.metamorphix.coflegal

o Accessibility Link @ This application can be used by children under the age of 13.

* The person providing this information is NOT using the product.

* The supplier was NOT consulted about this evaluation.

Geographical Context

(Laws and regulations can vary across regions)
Tennessee
United States

Geographical Context

(Laws and regulations can vary across regions)

Tennessee
United States

¥ Email 1EdTech about this record

The views and opinions expressed in this information are those of the authors and do not necessarily reflect the official policy or position of 1EdTech. The information provided is intended to surface
trends about the policies and procedures of systems leveraged by the { ity. It should not be i legal advice.

Disclaimer: 1EdTech Trusted Apps provides a vetting of a products data policy accarding to the EdTech Trusted Apps Rubric. Achieving the TrustEd Apps Certified Seal indicates adherence to  baseline levelof privacy. Institutions should review an
application's detailed vetting results before approving it for use.
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