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This CIO Wave of Change report is based 
on a pulse survey of over 200 respondents 
(CIOs and IT enterprise leaders) across 
Australia, conducted from November 2024 
to February 2025. It identifies their 
challenges, strategic priorities, investment 
opportunities, and digital focus areas. 
These insights offer a glimpse into IT 
leaders’ current investments, departmental 
challenges, and how industry participants 
are navigating the complexities of the 
modern landscape to develop effective 
strategies and drive sustainable growth.
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& Need for Cost 

Optimisation
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Realising AI’s 
Impact

Increased 
Cyber Risk

Insights and Strategic  
Directions from 200 CIOs  
in Australia
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Less change More change

Realising AI Impact 
33%

Cost  
Optimisation 

40%

Security & Resilience 
27%

OPEX CONTINUES TO BE THE BIGGEST CONCERN

Compared to the change experienced in 
2024, what are your expectations for the 
level of change in 2025? 

What are the biggest challenge or concerns you 
face as an ICT or Business Unit leader?
Organisations are under financial pressure due to economic 
uncertainty, rising costs, and regulatory challenges, but they 
see AI and emerging technologies as critical investments to 
stay competitive and drive transformation. There's a tension 
between limited budgets and the urgent need to innovate 
with AI, modernise infrastructure, and address cybersecurity 
threats. It's a balancing act of prioritising what’s essential 
while navigating resource constraints and external pressures.

2024 VS 2025



A STRONG SIGNAL ON AI

CIOs are looking to build the foundation for AI

HOW IS THE CIO PLANNING TO GET AHEAD OF CHANGE?

88%
Believe AI presents a 
powerful avenue for 
addressing cybersecurity 
challenges in 2025. 

61%
Claiming 2025 to be a year 
focused on Digital 
Transformation initiatives.

60%
Recalling Cost 
Optimisation to be 
the key focus in 2025.

Which technologies are currently shaping your IT strategy?

Cloud-based platforms 

AI/ML 

Big Data & Analytics 

Internet of Things 

Edge Computing 

Virtual & Augmented Reality 

Blockchain

31%

27%

23%

5%

3%

2%

4%

Organisations are under financial pressure due to economic uncertainty, rising costs, and regulatory challenges, but 
they see AI and emerging technologies as critical investments to stay competitive and drive transformation. There's a 
tension between limited budgets and the urgent need to innovate with AI, modernise infrastructure, and address 
cybersecurity threats. It's a balancing act of prioritising what’s essential while navigating resource constraints and 
external pressures.
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84%
Believe their IT investments to be influenced by Growth in AI & Machine Learning Initiatives.



THE IMPACT IS YET TO BE FULLY SEEN

WHAT TOOLS ARE WINNING THE RACE?  
EMBEDDED SECURITY IS AT THE TOP OF THE CIO’S AGENDA

Where do you see the 
impact of AI across 
your business?

When evaluating new 
technologies, what metrics 
and key features do you 
consider first?

25% 

22% 

20% 

12% 

8% 

7% 

6%

Advanced security features 

Cost-effectiveness 

Scalability & integration capabilities 

User-friendly interface 

Customisability 

High-performance metrics 

Comprehensive support and services

Customer Experience: Personalisation, chatbots, support. 

Operational Efficiency: Automation, optimisation, cost savings. 

Data & Insights: Predictive analytics, smarter decisions. 

Product Innovation: Creating or improving offerings. 

Cybersecurity: Detecting and preventing threats. 

Sales & Marketing: Generating leads, optimising campaigns. 

Supply Chain: Managing inventory, planning demand. 

Human Resources: Recruiting, workforce planning. 

Day-to-Day Operations: Routine tasks, minimal impact.

16% 

14% 

14% 

9% 

7% 

5% 

5% 

3% 

2%
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WHAT’S HOLDING THE CIO BACK? 
WHAT ARE THE GREATEST BARRIERS PREVENTING YOU FROM SCALING?

Complexity of integration

Insufficient budget

Regulatory or 
compliance constraints

Vendor limitations

Skills and talent 
shortages %28

%32%13

%9
%18

A safe estimate of over 60% of 
Australian organisations face 
challenges due to data silos, with 
aa approximate  of 8 out of every 10 
of those identifying integration 
difficulties as a barrier to digital 
transformation. This highlights the 
widespread issue of integrating 
disparate systems within 
enterprises.

62% of Australian CIOs have experienced 
or anticipate digital transformation projects 
being canceled or delayed due to cost 
constraints. 

Based on Factor 2024 survey 85% of 
ANZ CIOs are prioritizing managing 
cybersecurity and other technology 
risks in 2025, reflecting the significant 
impact of regulatory and compliance 
requirements on ICT initiatives. 

The Tech Council of 
Australia reports that the 
country is producing only 
about half the technology 
workers needed by 2030, 
highlighting a significant 
skills shortage impacting 
ICT projects.

A study from the University of Sydney shows 
that Australia’s digital transformation is 
suffering from uncoordinated efforts among 
firms, governments, and research institution 
which ultimately leads to vendor limitations, 
as organisations end up struggling to find 
vendors capable of meeting their specific 
integration and innovation needs.

While specific statistics on 
integration complexity are limited, 
our survey indicates that only 14% 
of CIOs have fully implemented AI, 
with many citing challenges related 
to data infrastructure and security 
as significant hurdles. 
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WINNING THE CIO

CORE MANDATE BUYING BEHAVIOUR MESSAGING SPEND AREAS THE TOTAL STRATEGY
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TALENT & RETENTION
Tech must drive revenue, 

not just cost savings

4

SECURITY & RISK
Every decision must align 

with security posture

3

EFFICIENCY & COST
Do more with less—

vendor consolidation is 
key

2

ALIGNMENT
Tech must drive revenue, 

not just cost savings

1

EXECUTIVE INFLUENCE
CFO & CEO need financial 

justification—sell beyond IT

8

CONSOLIDATION
CIOs don’t want 15 tools for 
the same problem—can you 

replace 3-4 tools?

7

LONG SALES CYCLES
Need to prove ROI, integration 
ease, and user adoption early

6

INSIGHTS OVER PITCHES
60%+ of CIOs prefer insights 

over pitches—vendors must act 
as trusted advisors

5

BENCHMARKING VS. PEERS
Your competitors are 

already doing this, Utilise  
unbiased research

12

RISK REDUCTION SELLS
de-risk decisions for the 

Board.

11

TIME-TO-VALUE MATTERS
 If it takes 12 months to 
deploy, it’s already dead 

in the water.

10

STORYTELLING
Show business results, 
not just tech features

9

DATA & ANALYTICS
AI/ML & Data 
Infrastructure

16

SECURITY & RESILIENCE
Cyber threats = top 
boardroom concern

15

CLOUD & EDGE
Moving away from legacy 

infra, but hybrid is the 
reality

14

AI & AUTOMATION
Reducing manual 

workloads and boosting 
efficiency

13

PROOF POINTS
This is how others have 

succeeded

20

SIMPLIFICATION
Focus on integration & 

simplification—make their 
life easier.

19

GET BOARD BUY-IN
Help them build a board-

level business case.

18

LANGUAGE OF OUTCOMES
Speak the language of 
outcomes, not features

17
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Connect With Us

Become A Member: https://www.factor-insights.com/memberships
Become A Partner: https://www.factor-insights.com/partnerships

Stay connected to the latest insights

Stay ahead with deep insights into current and emerging trends. Our 
research and advisory services equip leaders like you with data-
driven strategies for lasting success. Each year, Factor helps 
enterprise organisations forge enduring technology partnerships.

Thank you

https://www.factor-insights.com/memberships
https://www.factor-insights.com/partnerships

