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1. Introduction

802.1X is an IEEE standard for network access control, providing authentication before a device can connect to a
network. This document outlines the implementation of 802.1X authentication on network switches to enhance
security and prevent unauthorized access.

1.1 1.1 Purpose Of this document

The purpose of this document is to provide a structured approach for implementing 802.1X authentication on
network switches. It serves as a guideline for network administrators to ensure secure and efficient
deployment of authentication mechanisms, protecting the network from unauthorized access and ensuring
compliance with security policies.

2. Purposed solution
To implement a secure and efficient 802.1X authentication framework, the following approach is proposed:

e Deploy 802.1X-capable switches as authenticators to control network access.

e Utilize a RADIUS authentication server to validate user credentials and enforce security policies.

e Configure supplicant devices (endpoints) to support 802.1X authentication using EAP (Extensible
Authentication Protocol).

e Implement VLAN assignment policies to segregate authorized and unauthorized devices dynamically.

e Enable fallback mechanisms such as MAC authentication bypass (MAB) for non-802.1X-compliant
devices.

e |Integrate with directory services (Active Directory, LDAP) to streamline user authentication and policy
enforcement.

e Monitor authentication logs and implement automated alerting for authentication failures or anomalies.

3. BOQ
HW Software
Switch family (HSP-10-24GE4XS-C3A+)
or (HSP-10-24GE4XS-C3PA+) v24.01.241 or later
Aruba ClearPass (CPPM) 6.12.0.300732
Laptop

Table 1: BOQ
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4. Network Topology

802.1x Setup Diagram

CPPM Server

g/ Switch E/
B

Printer
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5. Switch Configuration

5.1 802.1X system configuration with Guest VLAN, Auth Fail VLAN and Server
Unreachable VLAN

< authentication timer inactivity 60
< system-auth-control

< timeout quiet-period 35

< guest-vlan 160

< max-reauth-reg 1

« feature guest-vlan

« feature authfail-vlan

« authfail-vlan 158

« feature svr-unreach-vlan
< swr-unreach-vlan 288

5.2 Enable CoA in switch

Configure CoA port 3799

RADIUS Server #1:
Host name : 192. 168
Auth port : 1812

Acct port : 1813

CoA port : 2799
Timeout : 5 seconds
Retransmit : 3 times

5.3 802.1X Based configuration

Detailed call flow diagram of 802.1X-based authentication
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A
802.1x Massage Flow
Supplicant Authenticator Authentication Servers
Client Edge Switch
- S

i ! 1
I EAPOL-Stantf - =~ = - - = - »! I
1 .- I
| & === -| EAP-Request / Identity | :
[ ! [
1 I ) 1
i EAP-Response | Identity - = = =3 || RADIUS Access-Reguest - - - - "I
1 e ——— — .
[ op—— - EAP-Request | OTP | < - - - - RADIUS .&cccss-challanmw
EEAP:Respnnserﬁﬁ; ----- )-:' RADIUS Access-Request - ~ = = = »>1

1
1«- - - - - - - - {EAP-Success| < - - - - J RADIUS Access-Accept|
| 1

1
i Port Authorized "

{!lEhFOLaLoguH bissessiad > : I

st lcild

1
! Port Unauthorized 1

All mandatory AVP (Attribute value pairs)

1: User-Name (1) - Identity of the user/device (e.g., username or MAC address for MAB)
: NAS-IP-Address (4) - IP address of the authenticator (switch or wireless controller)

: NAS-Port (5) - Physical or logical port number on which the request came in

: Called-Station-1d (30) - MAC address of the NAS (e.g., AP or switch port)

: Calling-Station-Id (31) - MAC address of the endpoint (user device)

: NAS-Port-Type (61) - Type of port (e.g., Ethernet = 15, Wireless = 19)

: EAP-Message (79) - Carries EAP payload used in 802.1X authentication

: Message-Authenticator (80) - Ensures message integrity and security

: State (24) - Used during multi-round authentication (e.g., EAP challenge/response)

OooNOUDhWN

Configure Switch port for 802.1X Based authentication

interface GigabitEthernet 1/5
no spanning-tree

t1x port-control single

802.1X Authentication Status in switch

HSP-I0-24GE4» 3PA# show dotlx

Interface Admin Port State a : Last ID S VLAN Guest Monitor Whitelist Fallback
61 1/ MAB

GiL 1/2 Auth

Gi 1/3 MAB

Gl 174 Auth

Gi 1/5 Sigle Auth

GL 1/6 MAC L L
Auth
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Authentication status in CPPM

&3 ¢

arvba

Men
Dashboard '] Monitoring » Lve Monitoring » Access Tracker

© Access Tracker may 14, 2025 10:07:07 IST

U A #° 192.168.180.12/tips/tipsCantent action¥tipsDashbioard action

- Live Monitoring

)\ ccess Tracker
¥ accounting
& OnGuard Activity
B analysic & Tranding
n System Monitor

~ 1 Profiler and Metwark Scan
B0 endpaint profilar
& Metwork Scan Results

el

Packet capture

o TF B @ 8 =

ClearPass Policy Manager

@& Auto Refresh

The Access Tracker page provices 2 real-nime display of per-seceinn socess activity on the selected sarver or domain.

‘ N [All Requests] § CPPMNAC {182.168.160.12) #:" Last 1 week before Today
Filter: Request ID ~|lcontains || i

Q & &= 192:168.180.1 2/tips/tipsContlent action#t psDashboard action

| Request Details

Show | 1000 ~ | records
Sowrce

Usemame

Login Status
Switch_802.1x_Wired ACCEPT

Request Timestamp « Enforcement Profiles

RADIUS hfd - 2025/05/14 10:06:04 Downloadable ACL

Ec B @ a3 =

T oo

Login Status:
Session Identifier:
Date and Time:
End-Host Ldentifier:
End-Host Profile:
End-Host Status:
Username:

Access Deavice IP {Port):
Access Device Name:
System Posture Status:

Service:
Authentication Method:
Authentication Source:
suthorization Source:
Tips Rola:

enforcement Profiles:
Service Monitor Moda:
Onlina Status:

4 4 Showing 1 of 1-203 records » »

ACCEPT

ROODOODOZ-01-58241db3

May 14, 2025 10:06:04 15T
BC-2B-59-60-8D-C0

Generic / Dell / Undassified Device
Unknown

hfcl

192.168.180.170 (5)

Switch_C3PA+ (Switch_C3PA+ / Cisco)
UNKNOWN (100)

Maric as Known

Policies Used -
Switch_802.1x_Wired

EAP-PEAP

Local:localhnst

[Local User Repository], Switch_Static_MAC
Employes, [User Authenticated]
Downloadable ACL

Disabled

Mot Available

Show Configuration

[Sxor i svow cogs I Ciose
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v Attribute Value Pairs

AVP: t=Framed-MTU{12) 1=6 wval=1344

AVP: t=EAP-Message(79) 1=11 Last Segment[1]

AVP: t=User-Name(1l) 1=6 wal=hfcl

AVP: t=Service-Type(B) l=6 val=Framed(2)

AVP: t=NAS-Port-Type(6l) 1=6 wval=Ethernet(l5s)

AVP:r t=NAS-Port(5) 1=6 val=5S

AVP: t=NAS-Port-Id(87) 1=8 val=Port S

AVP: t=Calling-Station-Id(31) 1=19 val=6c-2b-59-6@-8d-cd
AVP: t=Called-5Station-Id(3@) 1=19 val-8@-8G6-ae-5@-T4-ece
AVP: t=Acct-Session-Id(44) 1=1@ val=818888AB

AVP: t=NAS-IP-Address(4) 1=6 wval=192.163.188.178

AVP: t=Message-Authenticator(88) 1=18 val=B85aB24f7e3d445624al17e4f5b13816c

&

802.1X
Authentication .pca

WOW O WY OV Y Y WYY VN

5.4 MAC Based configuration

Detailed call flow diagram of MAC-based authentication
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RADIUS Server

RADIUS Accounting-Response

F 3

Endpoint Switch
-’
—

: Packet .: |
MAC Address | = = RADIUS Access-RAequest }_J:
Learning i | [AVP: source MAC] I
i i i
i | RADIUS Access-Accept |
Authorization ! " [AVP: WLAN 10, dACL-n] :
E E RADIUS Accounting-Request _i
Accounfing | : [Start] ,E
I | i

All mandatory AVP (Attribute value pairs)

1: User-Name (1) - Identity of the user/device (e.g., username or MAC address for MAB)
: NAS-1P-Address (4) - IP address of the authenticator (switch or wireless controller)

: NAS-Port (5) - Physical or logical port number on which the request came in

: Called-Station-Id (30) - MAC address of the NAS (e.g., AP or switch port)

: Calling-Station-1d (31) - MAC address of the endpoint (user device)

: NAS-Port-Type (61) - Type of port (e.g., Ethernet = 15, Wireless = 19)

: EAP-Message (79) - Carries EAP payload used in 802.1X authentication

: Message-Authenticator (80) - Ensures message integrity and security

: State (24) - Used during multi-round authentication (e.g., EAP challenge/response)

OooNOCUDWN

Configure Switch port for MAC Based authentication

interface GigabitEthernet 1/6
no spanning-tree

ot1x port-control mac-based

MAC Based Authentication Status in switch
HSP-I0-24GE4XS-C3PA# show dotlx s
Interface in Port State EE ) S VLAN Guest Monitor Whitelist Fallback

Gl 1/1 MAB
GL 1/2 Auth

G1 1/3 MAB Downr ab )1sab ot1X-MAB
Gl 1/4 Auth

Gl 1/5 Sigle Down

G1 1/6 MAC 1 A/B unA

Gl 1/7 Auth

GL 1/8 Auth
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L= = O O & =2 192,168,180.12/bps/ripsContent.action#tipsDashboard action

aruba

| [ Live Menitoring
S
& Accourting
& onGuard Actlvity

ClearPass Policy Manager

Menitoring » Live Monitoring » Access Tracker

Access Tracker may 14, 2025 10:28:51 15T

55 Tracker

‘ T [All Requests] [j CPPMNAC (152.168.180.12)

w47

& Auto Refresh

The Access Tracker paga provices 3 real-ome gisplay of par-session accass achivity: en tha relected sarser or domain.

“3" Last 1 wask before Today

|

B analysis & Trending
B system Maonitor

|~ [# Profiler and Metwork Scan Filter: Requestl ~ ~|lcontains -~ | Rl co | crearFirer | Show 1000 v | records
| n Endpoint Profilar Server Name | Source Usemame | Login Status Request Timestamp + Enforcement Profiles
& Network Scan Results 1. | CPPMNAC RADTUS -2 h-59-60-3d-c9 Switch_MAC_Based ACCERT 2025/05/14 10:27:54  [Allow Access Profile]
- S
& & O A 5 192.168.180.12/ips /tivsContent.action#tipsDashboard action

Renues! Details

I

Login Status: ACCEPT
Session Identifier: RDOO00011-01-682422d1
Date and Time:
End-Host Tdentifier:
End-Host Profile:

End-Host Status:

May 14, 2023 10:27:54 15T
6C-28-59-60-8D-C9

Generic / Dell / Undlassified Device
Unknown

6c-2b-59-60-8d-c9

192.168.180.170 (6]

Switch_C3PA+ (Switch_C3Pa+ / Ciscal}
UNKNOWN [100)

Username:

Access Device [P (Port);
Access Device Name:
System Posture Status:

Service:
Authentication Method:
Authentication Sourca:

Switch_MAC_ Based
EAP-MDS
SHL:Switch_Static MAC
Authorization Sourca: Switch_Static_MAC
Tips Role:

Enforcemant Profiles:

[Employee], [Usar Authenticated]
[Allow Access Profile]

Dicabled

Tot Available

14 4 Showing L of 1-31L7 records » »

Sarvice Monitor Moda:
Online Status:

Show Configuraton

Packet capture

Mark as Known

[ ol Show toos [ Ciose |
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¥ Attribute Value Pairs

>

WOoW WO OW W W W WY W YN

AVP:
AP
AVP:
AP
AVP:
AP
AVP:
AP
AVP:
AP
AVP:
AP

t=Framed-MTU({12) 1=6 wval=1344

t=EAP-Message(79) 1=24 Last Segment[1]
t=User-Name(l) 1=19 val=6c-2b-59-68-8d-c9
t=5Service-Type(6) 1=6 wval=Call-Check(1®)
t=NAS-Port-Type(6l) 1=6 val=Ethernet(15)
t=NAS-Port(5) 1=6 val=6

t=NAS-Port-Id({87) 1=8 val=Port &
t=Calling-Station-Id{31) 1=19 wal=6c-2b-59-68-3d-c2
t=Called-Station-Id(3@) 1=19 val-88-85-ac-88-T4-ee
t=Acct-Session-Id{44) 1=1@ wval=BlBBEEER
t=NAS-IP-Address(4) 1=6 val=192.163.188.178
t=Message-Authenticator(8@) 1=18 val=95ec7933a2681bld2esB8d98ecabflesb

&

MAC Based
Authentication.pcaf

5.5 802.1X with MAB based configuration

Detailed call flow diagram of 802.1X-based authentication
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A
802.1x Massage Flow
Supplicant Authenticator Authentication Servers
Client Edge Switch
- S
i ! 1
I EAPOL-Stantf - =~ = - - = - »! I
1 .- I
| & === -| EAP-Request / Identity | :
[ ! [
1 I ) 1
i EAP-Response | Identity - = = =3 || RADIUS Access-Reguest - - - - "I
1 e ——— — .
[ op—— - EAP-Request | OTP | < - - - - RADIUS .&cccss-challanmw
EEAP:Respnnserﬁﬁ; ----- )-:' RADIUS Access-Request - ~ = = = »>1
1
1«- - - - - - - - {EAP-Success| < - - - - J RADIUS Access-Accept|
| 1
1
i Port Authorized "
{!lEhFOLaLoguH bissessiad > : I
1
! Port Unauthorized 1

All mandatory AVP (Attribute value pairs)

1: User-Name (1) - Identity of the user/device (e.g., username or MAC address for MAB)
: NAS-IP-Address (4) - IP address of the authenticator (switch or wireless controller)

: NAS-Port (5) - Physical or logical port number on which the request came in

: Called-Station-1d (30) - MAC address of the NAS (e.g., AP or switch port)

: Calling-Station-1d (31) - MAC address of the endpoint (user device)

: NAS-Port-Type (61) - Type of port (e.g., Ethernet = 15, Wireless = 19)

: EAP-Message (79) - Carries EAP payload used in 802.1X authentication

: Message-Authenticator (80) - Ensures message integrity and security

: State (24) - Used during multi-round authentication (e.g., EAP challenge/response)

OooNOOTUDhWN

Configure Switch port for 802.1X with MAB Based authentication

interface GigabitEthernet 1/3
no spanning-tree

dot1x port-control mac-auth-bypass
dot1x fallback dotlx-mab

802.1X Authentication Status in switch

HSP-I0-24¢(
2 : PA# show
Interface n Port State 3 : Last ID S VLAN Guest Monitor Whitelist Fallback

MAB 1 A/0 unA fc-2b-59-60-8d-c9 hfcl

Auth Downr -
MAE ) -
Auth Down -
Sigle Down -
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Authentication status in CPPM

« = O D A =° 192.168.180.12/tps/tipsContent action#tipsJashboardaction 0% T 2@ 5 =
arvba ClearPass Policy Manager Men —
Dashboard Il Monitoring » Live Monitering » Access Tracker
| ; 5| Auto Rafrash
[§8] Monitoring “ Access Tracker may 14, 2025 10:34:40 15T e
|~ [ Live Moritering The Accass Tracker page provides 2 real-time display of par-session access activity on the salected sarver or domain.
& Accounting ‘ % [All Requests] [ ] CPFMNAC {192.168.180.12) *.* Last 1 week before Today ‘
M onGuard Activity
) analysis 8 Trending
B0 system Monitor -
|~ [ Profiler and Metwork Scan Filter:| Request ID ~| contains  ~ £} m show 1000 ¥ | records
B endpaint profiler # | Server Name | Source Usemame Login Status Request Timestamp « Enforcement Profiles
& Network Scan Results 1. | CPPMNAC RADTUS hifcl Switch_802.1x_Wired ACCEFT 2025/05/14 10:34:20 Downloadable ACL
- A
« y G U G 58 192.168.180.12 ips/tipsContsntactiontipsDashboard.action 5% 1% B @ N =

Request Detatls

v oo

Login Status: ACCEPT

Session [dentifier: R0O0000013-01-68242451
Date and Time: May 14, 2025 10:34:20 IST
End-Host Identifier: 6C-2B-59-60-8D-C9
End-Host Profile: Generic / Dedl [ Unclassified Device
End-Host Status: Unknown Mark as Known
Usermame: hid
Access Device TP (Port): 192.168.180.170 (1}
Arcess Device Name: Switch_C3PA+ [Switch_C3PA+ / Cisoa)
System Posture Status: UNKNOWN {100}
Policies Used -
Service: Switch_802.1x_Wired
Asuthentication Method: EAP-PEAP EAP-MSCHAPYZ
Authentication Source: Local:localhast
authorization Source: [Lecal User Repository], Switch_Static_mMac
Tips Role: Employes, [User Authenticated]
Enforcemant Profiles: wanloadable.ACL
Sarvice Monitor Mode: Disabled
Dnll.ne Sratus: Mot Available

14 4 Showing 1 of 1-319 records b » Show Configuration show Loge

Packet capture
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¥ Attribute Value Pairs

> AVP: t=Framed-MTU(12) 1=6 wval=1344

> AVP: t=EAP-Message(79) 1=11 Last Segment[1l]

> AVP: t=User-Name(l) l=6 val=hfcl

> AVP: t=Service-Type(6) 1=6 val=Framed(2)

> AWP: t=NAS-Port-Type(6l) 1=6 val=Ethernet(1l5)

> AVP: t=NAS-Port(5) 1=6 val=3

> AVP: t=NAS-Port-Id(87) 1=8 wval=Port 3

> AVP: t=Calling-5tation-Id(31) 1=19 val=6c-2b-59-6@-8d-c3

> AVP: t=Called-Station-Id(32) 1=19 val-0@-86-ae-38-T4-ece

> AVP: t=fAcct-Session-Id(44) 1=18 val=Bla882E61

> AWP: t=NAS-IP-Address(4) 1=6 val=192.165.138.17@

> AVP: t=Message-Authenticator(88) 1=18 val=87befl19619d87a728666ea8a631dbl52
SOZ%AB

Authentication(802.

Detailed call flow diagram of 802.1X with MAB-based authentication
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RADIUS Server

Endpoint Switch
-i.--' y?
— -

EAPol: EAP Request-ldentity
EAPolL: EAFR Reguest-ldentity

EAPol: EAP Request-ldentity |

(1) Initiation

e

k

=

@ IEEE 802.1X Timeout

i
i
I
I
|
1
1
i
I
I
|
1
I
i
I
I
[}
1
I
I
1
=

[Start]
RADIUS Accounting-Response

@ Acecounting

- HESERRREE: - (R - - - - -5
A

Packet
@ MAC Address = > RADIUS Access-Request
Learning | [AVP: source MAC] i
i i
i RADIUS Access-Accept i
@ Autherization B [AVP: VLAN 10, dACL-n] :
E RADIUS Accounting-Request __i

el

All mandatory AVP (Attribute value pairs)

1: User-Name (1) - Identity of the user/device (e.g., username or MAC address for MAB)
: NAS-IP-Address (4) - IP address of the authenticator (switch or wireless controller)

: NAS-Port (5) - Physical or logical port number on which the request came in

: Called-Station-Id (30) - MAC address of the NAS (e.g., AP or switch port)

: Calling-Station-Id (31) - MAC address of the endpoint (user device)

: NAS-Port-Type (61) - Type of port (e.g., Ethernet = 15, Wireless = 19)

: EAP-Message (79) - Carries EAP payload used in 802.1X authentication

: Message-Authenticator (80) - Ensures message integrity and security

: State (24) - Used during multi-round authentication (e.g., EAP challenge/response)

OooNOOUDWN

MAC Based Authentication status in switch

HSP-I0-24GE4XS-C3PA# show dotlx status
Interface Admin Port State Last Src S VLAN Guest Monitor Whitelist Fallback

MAB 1 A/8 unA fc-2b-59-60-8d-c9 6c2b59688dco

Auth Down -
MAB Dc -
Auth Down -
Sigle Dowr -

Authentication status in CPPM
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©« 3 ©

aruba

0% 5

U & 2 192.168.18042/tps tipsContentaction#tipsDashboardaction g @ 9

ClearPass Policy Manager

Memy =—
—

Dashboard '] Monltoring » Live Monitoring » Accecs Tracker

[ Live Monitering

¥ OnGuard Adtivity
n Analysks & Trending
) System Monitor

— b Profiler and Network Scan
B Endpoint Profiler
& Network Scan Results

& necourtd ng
|

Packet capture

Auto Refrash
© Access Tracker May 14, 2025 10:32:45 IST @y At Refre

The Access Tracker page provices a real-time display of per-sescion access activity on the salfected server or domain.

‘ T[4l Requests] |1 CPPMNAC (192.168.180,12) “" Lest 1 wesk before Today
Filt=r: | RequestID | [containg.__ v = EX Show [1000 = records

Sarver Name Usarmame

| Spurce

| Login Status
ACCEPT

Reguest Timastamp » Enforcemant Profiles

RADIUS 6e2hS9608dca Switch_Mac_Based 2025/05/14 10:31:58  [allow Access Profile]

O A = 192168 180,12/ tips/tipsContent action#tipsDachboard.action = S g B @ & =
. psftip p

Request Datails

ary Tnput Output

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Hest Profile:
End-Hest Status:

ACCEPT

ROODO0D12-01-582423c6

May 14, 2025 10:31:58 IST
6C-2B-59-60-8D-C9

Generic / Dell / Unclassified Device
Unknown

6c2b59608dc?

192.168.180.170 (1}

Switch_C3PA+ (Switch_C3PA+ | Cisco)
LINKNOWN (100)

Mark as Known

Usemame:

Access Device IP (Port):

Actess Device Name:

System Posture Status:
Policies Used -

Service:

Authentication Method:

Authentication Source: SHL: Switch_Static MAC

Authorization Source: Switch_Static MAC

Tips Role: [Emgl 1, [User Authenticated

Enforcement Profiles: [Allow Access Profile]

Service Monitor Mode: Disabled

Online Status: Mot Available

14 « Showing 1 of 1-318 records » #

Switch_MAC_Based
MAC-AUTH

Show Configuration

(oo [ svow ovs I Cee- |
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v Attribute Value Pairs

L L T O L O . L .

AVP:
AVP:
AVP:
AVP:
AVP:
AVP:
AP
AVP:
AVP:
AVP:
AVP:
AVP:

t=Framed-MTU{12) l=6 val=1344

t=User-Name({1l) 1=14 val=6c2b59688dc?
t=User-Password(2) 1=18 wal=Decrypted: B6c2b59688dco
t=5Service-Type(6) l=6 wval=Call-Check(1®@)
t=NAS-Port-Type(6l) l=6 wval=Ethernet(15)
t=NAS-Port(5) 1=6 val=3

t=NAS-Port-Id(87) 1=8 val=Port 3
t=Calling-Station-Id({31) 1=19 wal=6c-2b-59-68-3d-c9
t=Called-Station-Id(38) 1=19 val=-88-86-ac-538-T4-ece
t=Acct-5Session-Id{44) 1=1@ val=R1B888E3
t=NAS-IP-Address(4) 1=6 wal=192.168.1508.178

t=Message-Authenticator(88) 1=18 val=7d218184192dd3723dd8bbl441bc51681

&

802.1%-MAB
Authentication(MAC
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6. CPPM Configuration
6.1

Add Network Device

Co to Configuration > Network > Devices

Edit Device Details o

m SMNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Mame:
IP or Subnet Address:

Device Groups:

Description:

RADIUS Shared Secret:

TACACS+ Shared Secret:

endor Name:

Enable RADIUS Dynamic Authorization:
Enable RadSec:

6.2 Profile

Add Enforcement profile

& || © crrmnac *
“~ G D G 7= s/ 1921684802 e/t
arubo

Py configuration » Enfarcement = Profl

i Enforcement Profiles
Configuration

HFCL Switch_C3A+ |

[192.168.180.109

(e.g., 192.168.1.10 or 192.168.1.1/24 or 2001:db&:a0b:12f0::1 or 2001:db8:a0b:12f0::1/64)

FCL Switch 24 Port non-PoE

A

[Cisco

Port:

ClearPass Policy Manager

leg = Add Enforcement Prodlis

= m Attributes  Summary

Verify: |o.."...'oo..'o
Verify: [

Copy

bt - g =

R @ & 0 =

£} Methods Tarmplate: = =
& Saurces Emplate: RADAUS Based Endorcemant =
2 Tdentity Name: Switch_Prafila
43 single Skgn-On (550) Description: Switch-ProFile
i Local sers r
3 Endpoints L
£} Static Host Lists Type: RATHIL
£3 Roles Action: & Actept (0 Reject (O Dvop
ir 43 Role Mappings Device Graup Lise: | Switch_Group Add New Device Group
F osture
£ Pasture Policies |
£3 Audit Servers Modify
£3 Agentless OnGuard —Selet— ]

#E Enforcement
13 Policies

W
== Network

1 Devices
3 Device Groups
3 Proxy Targets
3 Evenl Sources

i Mebwork Scan

£ Palicy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP
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4 Back to Enforcement Profiles
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Add Attributes

3 | O cremnac x| |k 5 =

o o e &g =

ClearPass Policy Manager Menuy =

eifiguration » Edorcement = Proflles = Add Enforcement Profls

Wi ity Profile Summary
¥ Mathod
i 2 Type ime Value
{3 Sources
2 Tehentity 1. Radius:1ETF Called-Station-Td = S%{Radius:[ETF; Called-Station- 1D} »
3 Single Sign-0n (550) 2. | Radius!IETF User-Name = a{Radius:IETF;User- Name} & ¥ g 2
3 Local Users 3. | Radius:1ETF MNAS-Part = %{Radius:IETF;NAS-Fort} A ¥ Wy =
13 Endpoints 4. Radius:1ETF NAS-IF-Address = Y%q{Radius:IETF;NAS-IP-Address} a ¥ kg 2
4 Static Host Lists 5| Radius:1ETF MAS-Tdentifler = ou{Radiis:TETF;HAS- Tdentifier) & ¥ B
£ Fale & | Radius:1ETF service-Type - Framed-User (2) a2 ¥ M o
{3 Role Mappings =
1 Posture e FadkanliiE Service-Type = Call-Chack (10} a ¥ M
£ Posture Policies | 8 Radius:IETF Filtes-Td - 2 2 B 2
£3 Audit Servers 9.| Eick o adl
£ Agentlass OnGuard
 Enforcament
13 Policies
9
| == Network
1 Devices
3 Device: Groups:
3 Proxy Targets
3 Evenl Sources
i Mebwork Scan
G ol Simbin € Back o rforcoment roies [ -
© Copyright 2023 Hewlett Packard Enterprise Development LP Feb 12, 3025 10:26:52 IST ClearPass Palicy Manager 6.12.0.300732 an CLABY platform

Hose.fdeCreaE T ewe

All configured parameters are showing in summary

3 | O cremnac x| |k 5 =

e wE iF g g n =

ClearPass Policy Manager Menuy =

Configuration » Endorcemeant = Proflles = Add Enforcement Profils

Enforcement Profiles

Wi Sanfiguiten “ prafile  Attributes

¥ Mathod
i Profile:
{3 Sources
2 Tdentity Temnpiata: RALIUS Based Enforcement
4} Single Sign-On (550) Hame: Switch_Profile
£ Local Users Description: Switch-Profile
L3 Endpoints Type: RADIUS
Skatic Host Lists
o ST Action: Accept
& Rales -
() Rale Mappings Davice Group List: 1. Switch_Group
1 posture Attributes:
Bt e heme el
Audit Se
SEOON Sergee 1. | Radius: ETF Called-Station-1d - G(Radius:IETF;Called-Station-10)
£ Agentlass OnGuard
£ Enforcement 2, | Radius:IETF User-Name = So{Radius: [ETF;User-Name}
3 Policles 3. | Hadius:IETF NAS-PorT = Sl Fadius: IETFNAS-Fort}
ol 4. | Radius;1ETF NAS-1P-Address - Sl Radius:IETF;NAS-1P-Addresst
| =4 etwork 5. | Radius:TETF NAS-Tdentifies = o Ratlus: TETF;MAS-Tdentifier
s Devices 6. | Radius:TETF Senvice-Type - Framed-User {2}
43 Bidion Simugs: 7. | HMadius:IETF Senvice-Type - call-Cherk {10}
3 Proxy Targets |- i - :
{3 Event Sources 8, | Radius:1E Filter-Td = 2
i Mebwork Scan
£ Palicy Simulation € Back to Enforcoment Profiles L m m
© Copyright 2023 Hewlett Packard Enterprise Development LP Feb 12, 3025 10:27:10 IST ClearPass Palicy Manager 6.12.0.300732 an CLABY platform
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6.3 Policies

Add Enforcement policies
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= | Q) cPpMNAC

th e - g =
= = O O B == nipsy/ 192,168 1802/ pidtiosComtent sctions i peiddEnforament Policy, action [V ] @ & 0 =
aruba ClearPass Policy Manager Menuy ==

Dashboard
MonRoring
L, Contiguration

£} Methods
{3 Sources

i Tdentity
4} Single Sign-On (550)
i Local sers
3 Endpoints
{3 Static Host Lists
{3 Rolas.
{3 Role Mappings

1 posture
43 Pasture Policies
43 dudit Servers
£ Agentlass OnGuard

F Enforcament
o
£3 Profiles

-4 Hetwork

3 Devices
3 Device: Groups:
3 Proxy Targets
3 Evenl Sources

i Mebwork Scan

£ Policy Sirmulation

Canfiguration » Enfarcement = Pollces = Add

i Enforcement Policies

TR e senmns
Narma: Switch_Palicy
Description: ‘Guitcn Policy
S
Enforcement Type: & RADIUS () TACACS+ ) WEBAUTH (SNMP/Agent/CLL/CoA} ) Application () Event
Default Profile: Add New Enforcement Profile

Switeh_Profils

B view Details | Modity |

€ Back to Enforcoment Policies

© Copyright 2023 Hewlett Packard

Now Add rules and select created profile

= | Q) cPpMNAC

£ = Ll

Rules Editor

o p Feh 12, 2025 10:31:12 IST ClearPass Palicy Manager 6.12.0.300732 an CLABY platfarm
HoaogeodfdEeC 0@ E A e

th o = a *

D B == s 192168480 2/ i/t Content. 9% L @ g 0 =

Match ALL of the follewing conditions:

Sources [Local User Repository]

10:32
12-02-2025

HasesFAeCrRaE > T

Rule Shown as per below screenshot after created
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@ | O cremnac

|, Configuration
£} Methods
{3 Sources
& Tdentity

4} Single Sign-On (550)

i Local sers
£3 Endpoints
{3 Static Host Lists
3 Roles
{3 Role Mappings
1 posture
3 Posture Policies
43 dudit Servers
£ Agentlass OnGuard
 Enforcament
2
47 Profiles
| ==k Mebwork
1 Devices
3 Device: Groups:
3 Proxy Targets
3 Evenl Sources
i Mebwork Scan
£ Palicy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Endorcement » Pelides » Add
i Enforcement Policies

Enforcement policy has not been saved

et [T s

0% 17

Rules Evaluation Algorithm: @ Salect first match
Enfarcement Policy Rules:
Conditions

Salact all matches

Actions
[RADTUS] Switch_Proflle

1. | (Authorizathen:Sources =004 < [Local User Repository])

4 Back to Enforcement Policies

Feb 12, 2025 10:33:08 IST

Qe fEeCLroa

Configured parameters are shown in policies

@ | O cremnac

o
£} Methods
{3 Sources
& Tdentity

4} Single Sign-On (550)
i Local sers
£3 Endpoints
{3 Static Host Lists
3 Roles
{3 Role Mappings
1 posture
3 Posture Policies
43 dudit Servers
£ Agentlass OnGuard
 Enforcament
fel P
£ Profiles.
| ==k Mebwork
1 Devices
3 Device: Groups:
3 Proxy Targets
3 Evenl Sources
i Mebwork Scan
£ Palicy Simulation

@ Copyright 2023 Hewlett Packard Enterprise Development LP

ClearPass Policy Manager

Configuration » Endorcement » Pelides » Add
i Enforcement Policies

Enforcement policy has not been saved

Enforcoment  Rubes

0% 17

ENG
~ S =l e

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

1033
12-02-2025

Enforcement:

Name: Switeh_Poliey
Description: Switch Poficy
Enforcament Type: RADILUS
Default Profile: Switch_Profile
Rules:

| FRules Evaluation Algorithm: First applicable

{Autherization: Sources

4 Back to Enforcement Policies

BHa@

ENG
~ S =l e

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

1033
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6.4 Services

Add Service

3 | O cremnac x| |k 5 =
= O o aetion W% 1F @ g 0 =
aruvba ClearPass Policy Manager Menuy =

w Add

Canfiguration » Sen

i Services
© e
|| Typa: 802,1% Wired =
| - & Authansication Name: Switch_Sarvica
43 Mathods Description: {REZ.1% Wired Arcess Service for Switch
£} Saurces
- @ dentity 4
& Simgle Sign-0n (550) Monitor Mode: | Enable to monitor netwerk access-without enforcament
{3 Local Users More Optinns: | Authorization ([ Posture C _| Audit End-hasts ) Profils anks [ Proxy
{3 Endpeints Service Rule
£} Static Host Lsts [Matches  arevor @ ALL of the following conditions:
g Roles |
Role Mappings =
i Pns?ure o 1. | Radius:TETF HAS-Port-Type EQUALS Ethermet (15) Wy
. iogin-User (1}, Framed-User (2}, 3
8 A lus: {8 3 = Lo
Fa ] Poﬂ_ur_ Puolicies 2. | Radius:TETF Sarvice-Typa BELONGS_TO Authenticate-Only (8 LR
3 Audit Servers 30| ek te and
4 Agentless OnGuard
- §E Enforcemant

£3 Policies
£ Profiles

- Metwork
£ Davices

£} Device Groups

i3 Procy Targets € Back to Services m m m

© cng\_fflglf\r. 2023 thfletl Paduar_d E_a:lte!nrh_e Dewelepr_nent"l:ll Fg_t_} 12, 2025 10:40:06 IST _lfJe_:_a_ﬂ_l:a_s__s_Pn!‘mf Manager 6.12.0.300732 an CLABY pla_t!nr_m
#ease.dReCcsoa " eam
Add Authentication method and Authentication source
3 | O cremnac x| |k 5 =
& = w17 @ &g g =
aruvba ClearPass Policy Manager Menuy =

Canfiguration » Services » Add

M Services

et P ... FESp

43 Sarvics Templates & Wizards Aurantication Meth bds: e -

Add New Authentication Method
1=~ He Authengication .

& Hethons

5 5

- R 1denti

£ Single Sign-0n (550) — ~

{3 Local Users | —Selert bo Adi— L]

{3 Endpoints

Re

& St et st suthentication Sources: | jicitser Rapostory] lLoca SOLOBT |

| Add News Authentication Ssurce
g Roles |
2 Role Mappings | remore ]

- i Posture

View Details
Fa ] Poﬂ_ur. Folicies Mardify
3 Audit Servers

43 Agentiess OnGuard {=Selact to Add— -
- §E Enforcemant Strip Usemame Rules: | Enable to spetify a comma-separated list of rules to strip usemame prefixes or suffixes
o M;cl’i“” Service Certificate: —Select to Add— = Tt o Dot
3 Profiles
- Metwork
£ Diavices

£} Device Groups

i3 Procy Targets € Back to Services m m m

@ Copyright 2023 Hewlett Packard Enterprise Development LP

e Palicy Manager 6.12.0.300732 on CLABY platform

B Q

A ENG 10:41
W TR e

Click on Add New Role Mapping Policy
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& || © crrmnac w ||

Configuration » Servi = Add

Services

Jc Configuratien Servi

W% 1Y g g n =

Meny ——

£ Service Templates & Wizards

Fole Mapping Policy:

|- B Authentication
3 Methods
£} Saurces
- @ 1dentiey
3 Single Sign-0n (550)
{3 Local Users
{3 Endpoints
£ Static Host Lists
£ Roles |
43 Role Mappings
-~ i Posture
3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups
43 Procy Targets
Adminl ot o
@ Copyright 2023 Hewlett Packard Enterprise Development LP

Role Mapping Policy Detaiks
Description:
Default Role: =
Rulis Evaluation Algueithm: | -

4 Back to Services

B Q

& || © crrmnac w ||

ClearPass Policy Manager

Canfiguration # Tdentity » Role Mapgings = Add

i Role Mappings

= _m Mapping Rulos  Summary

Jc Configuratien

Add Mew Role Mapping Policy

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

ENG 10:42

2 IN =40 o 12-02-2025

b4 = [n} s

W% 1Y @ &g g =

Meny ——

£ Service Templates & Wizards

Policy Name:

Description:
3 Methods
£} Saurces
- @ 1dentiey
3 Single Sign-0n (550)
{3 Local Users
{3 Endpoints
£ Static Host Lists
g Roles
43 Role Mappings
-~ i Posture
3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£} Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups
43 Procy Targets
Adminl ] o
@ Copyright 2023 Hewlett Packard Enterprise Development LP

Default Rale:

4 Back o Services

B Q

Switch_Palicy

Switch Policy

i

Bl view Detais [ mocity |

TEmpiayes]

Add New Rale

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

A ENG 10:43
T IR e
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=] | ) cPPMNAC x| v - 4 3

= o O B == e/ 192,168,480 20 i/t Conte

% 17

Rules Editor

Matches @ ANY or O ALL of the following conditions:

Name Uperator Valua

Authorzation [Local User Repasitory]

Sources

Rala Name:

"EErEE LT LY ST

= | Q crrmnac |14 o 2 a W
= O B == npe 192681800 20 pi/tinsContent sctions 0% 1Y g & 0 =
ClearPass Policy Manager Menuy =

Canfiguration # Tdentity » Role Mapgings = Add

Role Mappings

Role mapping policy has not been saved

£k Service Templates & Wizards

Policy  Mapping Rulas
e [ Sy
-~ He Authentication Policy:
3 Makhods Policy Mame: Switeh_Polley
o Description: Switch Policy
2 e Default Rele: Ex
£} Simgle Sign-0n (550) = - [Employee]
3 Local Users Mapping Rules:
£ Endpeints Rules Evaluation Algorithm: First appiicable
{3 Static Host Lists
fxnales [Local User Repositery])
3 Rale Mappings o T
-~ i Posture
3 Pasture Policies

£ Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups
i} Proxy Targsts

ol:_cl_pydghEllnziHewleﬂPa_dml!__‘ D P Feb 12, 2025 10:43:58 IST ClearPass Palicy Manager 6.12.0 300732 an CLABY platform
0:de
Haoe.fRe C20m & n G sl
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@ | O cremnac

|, Configuration
43 Sarvics Templates & Wizards

1= He Authentgication
3 Methods
£} Saurces
- @ 1dentiey
3 Single Sign-0n (550)
{3 Local Users
{3 Endpoints
£ Static Host Lists
g Roles
43 Role Mappings
-~ i Posture
3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups
43 Procy Targets

@ Copyright 2023 Hewlett Packard Enterprise Development LP

w17 @ @ o =

ClearPass Policy Manager

Meny ——

Canfiguration » Services » Al
Services
Role mapping policy “Switch_Policy” added
Service h m i

Role Mapping Pollcy:

| Switch_Policy Bl woany | Add Hew Role Mapping Policy
Rnole Mapping Palicy Details
Description: Switch Policy
Default Aoke: [Emplovee]
Rutes { Igori first
ditions Role
|1, [Authorization:Sources E0UAL5 [Local User Repository]) IEmpioves]
€ Backto Sorices X
Feb 12, 2025 10:44:16 1ST

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

Click on Add New Enforcement Policy

@ | O cremnac

|, Configuration
43 Sarvics Templates & Wizards

1= He Authentgication
3 Methods
£} Saurces
- @ 1dentiey
3 Single Sign-0n (550)
{3 Local Users
{3 Endpoints
£ Static Host Lists
g Roles
43 Role Mappings
-~ i Posture
3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups
43 Procy Targets

@ Copyright 2023 Hewlett Packard Enterprise Development LP

Qe dRecCFm AT e

: & — A
w17 @ & 0 =

ClearPass Policy Manager Meny ==

Canfiguration » Sen

w Add
Services

Service  Authenlication  Roles m Summary

Use Cached Results:
Enforcement Policy:

| hse cached Rolas and Pastura atiributes from previous sessions

[53mple Aow Access Palicy] ol wodiry | add tiew Enfarcement Pollcy
Enforcement Pelicy Details
Description: Sample policy to allow natwaork access.
refault Profile: [Allw Accass Profike]

Rules Evaluation Algorithm: evaluate-all

ditions Enforcement Profiles
(Date: Day-of-Week Manday, Tueaday, Wed
Saturday, sunday}

[Allow Access Profile]

4 Back to Services

Feb 12, 2025 10:44:34 IST ClearPass Policy Manager 6.12.0. 300732 an CLABY platform
= - s . ENG 1044
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= | Q) cPpMNAC x|

: o R D B == s 192168480 2 i/ tinsContent

ansTpehddEnioncamentPolicy acho isaFadirsciFlagSaDtuesaookicy . 0% T @ & n =

ClearPass Policy Manager

Canfiguration » Enfarcement = Pollces = Add

i Enforcement Policies
|\ i Configuration
gwnhtaﬁ & Wirards TET ‘Switch_Policy
- 4 Authensication Description: ‘Guitcn Policy
5 Mathods &
& d.fm f:”"e’ Enfarcement Tvpe: ® RADIUS () TACACS+ ) WEBALTH (SKMP/Agent/CLL/CoA} T Application () Event
& Single Sign-On (550) [t e Switch_Frofils = [ wodiiy | Add New Enforcement Profile
4 Local Users
{3 Endpoints
{3 Static Host Lists
& Rolas |
43 Role Mappings
-~ i Posture
3 Pasture Policies
£ Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups

i Procy Targats € Back to Services

Summary

o Lp Feb 12, 2025 10:45:56 1T
- ENG 1046
HavesdLeCrmas ~ % e Lol
= | Q crrmnac |14 o 2 a W
|
“— Y O G == s 192968480 2 pi/tinsContent actionstipsdddEnforcamentPolicy actio i3 FradireciFlags3Dtiue%26oolicy . 90% 17 g g a =

Rules Editor

Match ALL of the follewing conditions:

Sources [Local User Repository]

Hoao e FdRe €, B A BE o, e

IN 12-02-2025
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3 | O cremnac x| |k 5 =
R we 7 g & a =
aruvba ClearPass Policy Manager Menuy =

Configuration » Endorcement » Pelides » Add

i Enforcement Policies

|, Configuration

Enforcement policy has not been saved
43 Sarvics Templates & Wizards

Enforcoment  Rubes

|- ke Authentication Enforcement:
3 Makhods Mame: Switch_Policy
3 Saurte Description: Switch Poficy

pef ey Enf T RADILS

£ Single Sign-On (550) il
¢ Local Users Default Profile: Switch_Profile
{3 Endpoints Rules:
3 Static Host Lists Rules Evaluation Algorithm: First applicable
g Roles |
43 Role Mappings

- Posture {Autherization: Sources

3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups

£} Proccy Targets € Back to Services .

ClearPass Policy Manager 6.12.0. 300732 an CLABY platform

@ Copyright 2023 Hewlett Packard Enterprise Development LP

#a@e = AT e
3 | O cremnac x| |k 5 =
« >0 O & = o e v &a =
aruvba ClearPass Policy Manager Menuy =

Comfiguration » Services s Add

M Services

Service  Authenlication  Roles m Summary

Use Cached Results:

£ Service Templates & Wizards

Use cached Roles and Pastyra attributes from previous sessions

| L authensication Enforcement Policy: Switch Policy - IEZ Add New Enforcement Policy
M
g q:ﬁ:’:: Enforcement Policy Details
- 2 1dertity Description: Switch Peficy
3 Single Sign-0n (550) Drefault Profile: Switch_profile
¥ Local Users Rules i first.
{3 Endpoints
:'; stal?'o :osr Lists. ditions Enforcement Profiles
Static 3
£ Roles | 1. (Authorization:Sources F00ALS [Local User Repository]) Switch_Profiie
43 Role Mappings
-~ i Posture

3 Pasture Folicien
3 Audit Servers
4 Agentless OnGuard
- §E Enforcemant
£) Palicies
£ Profiles
- Metwork
£ Davices
£} Device Groups

i} Proxy Targsts € Back to Services

@ Copyright 2023 Hewlett Packard Enterprise Development LP Feb 12, 2025 10:47:52 IST ClearPass Policy Manager 6.12.0. 300732 an CLABY platform
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& | Q cromnac x| 4 84 = g =
= w7 @ @ a =
ClearPass Policy Manager Menuy =

Canfiguration » Se = add

Services

|, Configuration B i Roles m

£ Service Templates & Wizards

Servica

| G Authentication Trpe: BOZ.1X Wired
{3 Mathods Hame: Switch_Service
£ Saurces Description: B02.1% Wired Access Service for Switch

=Rty Monitor Made: Disabled
3 Single Sign-0n (550) e
3 Local Users :
{3 Endpeints Service Rule
o 5‘?“1“ Host Usts [ Hatch ALL of the folloning conditions:
£y Roles
® *
- nns?u::: i Mappings 1. | Radius:IETF NAS-Port-Type EQUALS Ethernat {15)

= n g -

£3 Posturs Policies 2. | Radius:IETF Service-Type BELONGS_TO ﬁm:‘ﬁ (1], Framed-User {2,
Audit Servers it ek e

g Agentless OnGuard Authentication:

- §E Enforcemant suthentication Methods: | [EAP PEAP]
£} Palicies Authientication Sourees: | [Local User Repository] [Local SOL DR]
4y Profiles Strip Usernanie Rules:

+ Net::;:;w Service Certificate:
ces

£} Device Groups

£ Prowy Targsts ¢ Back to Services 2. | scve | Cancel |

@ Copyright 2023 Hewlett Packard Enterprise Development LP ClearPass Policy Manager 6.12.0.300732 an CLABY. platform

P s 1048
é A TR

& | Q cromnac x | 84 = g =
L v @ @ a =

Meny ——

Services
iR Configuratien (=) Service Roles m
£ Sarvice Templates & Wizards | T e T
More Options:
|- ke Authentication
3 Mathods Sarvios Rule
£} Sources Match ALL of the following conditions:
- @ 1dentiey
3 Single Sign-0n (550 1. | Radies:TETF NAS-Port-Type EQUALS Ethemet {15}
(3 Local Users o - Login-User (1], Framed-Usar {2],
Gendoiis 2. | radivs:1ETF Service-Typa BELONGS_TO Athenticare ol (83
1 Static Host Lists | Authenticathon:
Rl
i Raley v authentication Methods: E&4F PEAF
3 Rala M
& Mappings
- Posture Autheatication Sources: | [Local User Repository] [Local SGL DB]
£ Pasture Policies Strip Username Rules: -
0 Andit Sarvers Service Carfificate:
4 Agentless OnGuard Hiplas:
- §E Enforcemant
& Policies Rola Mapping Palicy: Switch_Policy
L profiles Enforcement:
+ Netwl:;l;w Use Cached Results: Enzbled
ces
g Devics Growps Enforement Policy: Switch_Policy
i3 Procy Targets € Back to Services 2. m m
@ Copyrlght 2023 Hewlett Packard Entarprise Development LP Feb 12, 2025 10:48:05 1ST ClearPass Policy Manager 6.12.0.300732 an CLABY. platform
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7. Expected and Actual Results

As per the expected results, 802.1X authentication functioned as expected across all test cases—EAPOL
exchange, RADIUS communication, VLAN assignment, fallback to MAB, and reauthentication were successfully
verified with no discrepancies observed.

7.1 Successfully authentication with 802.1X based

« = O D A =° 192.168.180.12/tps/tipsContent action#tipsJashboardaction W% 2 @ &5 =
arvba ClearPass Policy Manager Men —
Monitoring » Live Monitering = Access Tracker
! ; | frash
(] Monitoring © Access Tracker may 14, 2025 10:34:40 15T W AUt Fealras

— [ Live Monitoring

The Access Tracker page proviges 3 real-time display of par-session access achvity en the relected sarver or domain.
B} siccacs Tracker

M onGuard Activity
) analysis 8 Trending
B system Monitor

& accourting ‘ ¥ [All Requests] ] CPRMNAC {192.168.180.12) *2* Last 1 week before Today ‘

| - [# Profiler and Network Scan Filter: Request® __ ~[contains - | & m snow 1000 v | records
n endpoint Profilar # | Server Name | Source Usemame Login Status Request Timestamp *+ Enforcement Profiles
work Scan Resul : witc 1x_Wire 134 ownloadable
& Network S Results 1 CFPMNAC RADIUS hifcl Switch_802.1x_Wired ACCEPT 2025/05/14 10:34:20 D lpadable acL
-_. PR
« y G U G 58 192.168.180.12 ips/tipsContsntactiontipsDashboard.action 5% 1% B @ N =

Request Detatls

v oo

Login Status: ACCEPT

Session [dentifier: R0O0000013-01-68242451

Date and Time: May 14, 2025 10:34:20 IST

End-Host Identifier: 6C-2B-59-60-8D-C9

End-Host Profile: Generic / Dedl [ Unclassified Device

End-Host Status: Unknown Mark as Known

Usermame: hid
Access Device TP (Port): 192.168.180.170 (1}
Arcess Device Name: Switch_C3PA+ [Switch_C3PA+ / Cisoa)
System Posture Status: UNKNOWN {100}

Policies Used -
Service: Switch_802.1x_Wired
Asuthentication Method: EAP-PEAP EAP-MSCHAPYZ
Authentication Source: Local:localhast
authorization Source: [Lecal User Repository], Switch_Static_mMac
Tips Role: Employes, [User Authenticated]
Enforcemant Profiles: wanloadable.ACL

Sarvice Monitor Mode: Disabled

Online Status: Mot Available

14 4 Showing 1 of 1-319 records b » Show Configuration show Loge




B0Z1¥ Solution document for Switch

O, HFCL HFCL

7.2 Successfully authentication with MAC based

« r G U & 2 192.168.18042/tps tipsContentaction#tipsDashboardaction 9% Ty ¥ @ 851 =
aruba ClearPass Policy Manager Mem —
Moenltoring » Live Monitoring » Accecs Tracker

Autn Refresh
B C‘. Access Tracker May 14, 2025 10:32:45 IST i aEtReus

Live Monitering

¥ OnGuard Adtivity
n Analysis & Trending
) System Monitor

|~ b Profiler and Network Scan
B Endpoint Profiler
& Network Scan Results

& necourtd ng
|

The Access Tracker page provides 2 real-tme display of per-secefon secess actvly on the salected server or domain.

‘ T[4l Requests] |1 CPPMNAC (192.168.180,12) “" Lest 1 wesk before Today
Filter: Request 1D V|[containg ~ = Show [1000 ~ | records

Sarver Name

| Spurce

Usarmame

| Go | Cloar Filtor

RADIUS

Ge2hS9608dca

O & a2 192,168.180.12/ips/tipsContent action#ipsDashboard acticn

Switch_Mac_Based

| Login Status
ACCEPT

Reguest Timastamp » Enforcemant Profiles
2025/05/14 10:31:58  [allow Access Profile]

Request Datails

oo

Oultput

Login Status:
Session Identifier:
Date and Time:
End-Host Identifier:
End-Hest Profile:
End-Hest Status:

Usemame:

Access Device IP (Port):

Actess Device Name:
System Posture Status:

Service:
Authentication Method:
Authentication Source:
Autherization Source:
Tips Role:
Enforcement Profiles:
Service Monitor Mode:

Online Status:

14 « Showing 1 of 1-318 records » #

ACCEPT
ROODO0D12-01-582423ch
May 14, 2025 10:31:58 IST
6C-2B-59-60-8D-C9
Generic / Dell / Unclassified Device
Unknown
6c2b59608dc?
192.168.180.170 (1}
Switch_C3PA+ (Switch_C3PA+ | Cisco)
LINKNOWN (100)

Policies Used -
Switch_MAC_Based
MAC-AUTH
SHL: Switch_Static_ MAC
Switch_Static_MAC
[Emplovee], [User Auth
[allow Access Profile]
Disabled
Mot Available

scated]

Show Configuration

Mark as Known

(oo [ svow ovs I Cee- |
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8. Limitation or Pre-requisites

802.1X requires compatible supplicant devices, a properly configured RADIUS server, switch support, and
fallback mechanisms like MAB for non-802.1X devices; network access is restricted until authentication
succeeds.

9. Conclusion & Recommendation

802.1X authentication effectively enhances network security by ensuring only authorized devices gain access.
It performed reliably across test scenarios, including EAP authentication, VLAN assignment, and MAB fallback.
For production deployment, it is recommended to ensure proper supplicant configuration, RADIUS
redundancy, and robust fallback policies like guest VLAN or fail-open to accommodate non-802.1X endpoints.

Copyright Notice

This document is copyright of HFCL Limited, All Rights Reserved. No part of this document, in whole or in part,
may be used, reproduced, stored in a retrieval system, or transmitted, in any form, or by any means,
electronic or otherwise, including photocopying, reprinting, or recording, for any purpose, without the express
written permission of HFCL Limited.
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Legal Disclaimer

The information contained in this document is subject to change without notice. The information in this
document is provided for informational purposes only. HFCL Limited specifically disclaims all warranties,
express or limited, including, but not limited, to the implied warranties of merchantability and fitness for a
particular purpose, except as provided for in a separate software license agreement.

About HFCL Limited

HFCL is a leading technology company specializing in creating digital networks for telcos, enterprises, and
governments. Over the years, HFCL has emerged as a trusted partner offering sustainable high-tech solutions
with a commitment to provide the latest technology products to its customers. Our strong R&D expertise
coupled with our global system integration services and decades of experience in fibre optics enable us to
deliver innovative digital network solutions required for the most advanced networks.

The Company’s in-house R&D Centers located at Gurgaon & Bengaluru along with invested R&D Houses and
other R&D collaborators at different locations in India and abroad, innovate a futuristic range of technology
products and solutions. HFCL has developed capabilities to provide premium quality Optical Fiber and Optical
Fiber Cables, state-of-the-art telecom products including 5C Radio Access Network (RAN) products, 5G
Transport Products, WiFi Systems (WiFi 6, WiFi 7), Unlicensed Band Radios, Switches, Routers and Software
Defined Radios.

The Company has state-of-the-art Optical Fiber and Optical Fiber Cable manufacturing plants at Hyderabad,
Optical Fiber Cable manufacturing plant in Goa and in its subsidiary HTL Limited at Chennai.

We are a partner of choice for our customers across India, Europe, Asia Pacific, Middle East, Africa, and USA.
Our commitment to quality and environmental sustainability inspires us to innovate solutions for the ever-
evolving customer needs.
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