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All times are Pacific Time (GMT,
A Front-Row Seat to APT Operations: How OPSEC Failures Exposed a Malware
Supplier

Wei-Chieh Chao | Senior Cybersecurity Researcher, CyCraft Technology
Zhao-Min Chen | Cybersecurity Researcher, CyCraft Technology
Format: Briefings

Tracks: Malware, Threat Hunting & Incident Response

What if the most effective way to disrupt APT campaigns isn't to chase individual operators - but to go after the suppliers equipping them?

We have spent years tracking adversaries across the Asia-Pacific region. This Briefing presents what may be our most revealing case: a
single OPSEC failure by a malware supplier that didn't just expose one campaign — it exposed an entire ecosystem.

By abusing a public service as a dead-drop resolver for command-and-control, the supplier inadvertently preserved a detailed, unwiped
record of operator commands and operational artifacts - including thousands of internal screenshots and files. What started as a thread to
pull became a livestream into active campaigns conducted by multiple APT groups, targeting government agencies, telecommunications
providers, defense industry, and NGOs across multiple countries, with concentrated activity against Taiwan. From there, we pivoted deeper.
Inside the supplier's internal development environment, we uncovered a mature, structured business: dedicated evasion engineering, custom
tooling built to operator specification, and an ongoing support relationship that looks far more like a managed service than a loose criminal
marketplace. We call it Evasion-as-a-Service - and the model is more sophisticated than the community has previously assumed.
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Clicked by victim
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FIRST STAGE
PREPARE AND LOAD SECOND STAGE

EXECUTE WINDOWS NATIVE COMMANDS
FOR RECONNAISSANCE (CMD, PING, FIND,
IPCONFIG. CONHOST)

POWERSHELL TO EXCLUDE DIRECTORIES
ON WINDOWS DEFENDER

EXECUTE SECOND STAGE AND

PERSIST VIA SCHEDULED TASKS
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OTHER LEGITIMATE SOFTWARE CONTACT BUCKET TO OBTAIN FURTHER STAGES
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DOWNLOAD LDAT FILE CONTAINING ENCRYPTED URLS
AND FILENAMES FOR FURTHER STAGES DISGUISED AS
IMAGE AND DATA FILES

DISGUISED IMAGE FILES AGIF, B.GIF, C.GIF,
D.GIF, SIPEG AND DATA FILE S.DAT

SECOND STAGE
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THIRD STAGE
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— — — ~ == C:\Windows\SysWOW64\cmd.exe
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C:\PROGRA~1\7-Zip\7z.exe

ESH3I7 > Rl

C:\PROGRA~1\7-Zip\7z.exe a -plaz -mx9 1138.docx “"F:\&
\0822\ N8 %---1148822_withVBA-| pdf"

13672

$-1-5-21-2135503258-1957249238-3452291780-1569
Account MHLEE3
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Information « Parent Process: C:\Windows\SysWOW®64\cmd.exe (PID:8808)
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