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Event Details

10 Compromised Endpoint (DESKTOP-JASON)
©2025-81-31 08:31

M

Assets « https://www.abc-tech.com/suppler/login.aspx (3
« https://e-learning.abc-tech.com/menu/login.aspx (2
« http://upload.abc-tech.com/ (3

Owner Jason_kao

The following accounts have also been found on this endpoint
@ https://www.abc-tech.com/suppler/login.aspx (3
9 1721610100 3
william@abc-tech.com 2
+ & jason_kao@mail.abc.com 2

Endpoint DESKTOP-JASON (181.233.110.50)

Informations

+ Location: TW

« OS: Windows 10 Enterprise x64

« Time Zone: &1t (UTC+08:00)

+ OS: Windows 10 #3#AR (10.0.19045) x64

+ Malware: C:\Users\user\AppData\Local\Temp\215122\Comparing.pif

©QEDRICLZBEE 7LV

DAVAVN

XCockpitAlIC LB NILT T « E

INR « {RAR

& xcockPiT

EASM Assets Graph

Mitigation Plans

abc-tech.com

SUPPLY ORDER

L N
[ X

Rt - W

18E

DFFREo

Domain | abc-tech.com v

') 2T DAL,

2025-0202-Malware

11:57 11:59 12:00 12:02

-82

45 @ 192.168.61.55 > DESKTOP-JASON

12

6 ‘[ KALI - DESKTOP-JASON

11:55:98‘ “C:\Wi \ istributi ibi 2.dll

11:56:31 (M

32\cmd.exe” /c C

dil (HAS BEEN QUARANTINE)

Jason_kao
Info on  192.168.12.60

CyberTotal Afert

11:56:31 e "C

Remediation Plans

IASM

Score Impacting Attack Path ¢

Assessment  Identities | AHBCK|

Updated Time  2025-83-84 17:16

OIASM LB AD 7HY Y
IREROMT. MERR

1 Jason_kao

Type User

Groups ITAdmins, Domains, Users

Category Sensitive

Detail BPHLE jason_kao@mail.abe.com

Search for Identity

o5

£2025% 2 8 2 B » WAk DESKTOP-JASON (fEN A% Windows

Serve 2008 R2 Standard FiB48% PHC Servers) SI4ELUF IR

fF o #R EDR %4 ID 14346123 » 52 20254 2 8 2 B 11:55 /0 11:57 »

HE IP {i1 192.168.61.55 (#3H : jason_kao) B PB0005S I {TABIFI5E

BATH > B 2024512548 11:56:08 £ 11: 56312'%11 » R
B EERC

fbicomv-2.dII mmasﬁwﬂ Mimikatz » 3% 11:56:31 # RIS

c ibLdll » s

AR AR R AR L2 MR o

Logon © 2025-02-02 11:55:46

KALI > DESKTOP-JASON
Details

+ 1721610100

« Remote Desktop Access (RDP)
« Inbound connection from 172.16.10.100

MITRE ATT&CK®

lemote Services: Remote Desklop Protocol

Domain | (AD) demo.lab v

EXCLUDE | Select identity

o| @ | Seustes Securs Score v
Attack Paths
% Starting < Jason Kao

; Ending B SubCA_ 5688

Main Path

O [Smoneo

L] Dormant
Type Computer
Description  2014"B"45293 quinta.lyndsay PC
D 5-1-5-21-3500618638-486307961-
1305886430-2023
Disti CN=SQL DCamaty
Name b

~ B Genericwrite ~+ & testuser

~ [ ForceChange... - & testuser
& tostuser
& Domainusers

2 permission(s) selected. Proceed to the plan.
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Endpoint. EASM, IASM £ a—I)LEES

XCockpit 3 REZ 2a—ILDFHEET T B—T5v b T +—LTOFAZREHR,
EDR+AD * EntralD - ¥—2 U x 7 KBBHROME. BSLUEENAREZE2MEDAH.

) € AISOCDEMO ¢ N Dashboard

Dashboard v

Dashboard pasfiboant Collapse All Sections

|
V 4 @ Windows Server
/ ® Linux
| © Windows Desktop

Endpoint Secure

Incidents >

| Dashboard

Endpoint

Endpoint Security Posture Management

IASM

IASM Secure Internal Attack Surface Management

(AD) demo.lab > MTTR 2d 2025-67-29 10:35 (Updated) :

EASM

External Attack Surface Management

Identity Risk Identities

200 1
Active
150 rivileged Identities ® Active Users

100 ® Active Desktops
0 ® Active Servers

Obsolete Servers
o

Report Center

To-Do 4
©® Remediated 12
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Contract

MSSP RILF L 1Y —i8Rk

MSSP BIFTILF LAYV —H—E XADIE
XIS IN— R F—RIFTOIILFTF b - |
ZEBT7HY Y FEES, AssiEn

Service Provider

Operate
v

Organization
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Threat Management Settings

Enabling this function will activate "Threat Management" features and apply the settings below to the entire
organization.

Endpoint Auto Response

Threat Indicator Tab: Pending Review Decision Duration

Events will remain in "Pending Review" for 6 hours after detection.

—— o B ST R R ORI S —

Decision Email Recipient Roles

e R BEESNIHIEA N X LICE

e o D. WEBFXRERFOHEXT IO, WERIERD
r— 48 Hours Reset to Default - A \/
KNigZgm L. SXOCVIFEICKL 5% E

Endpoint Isolation Rule EE{% % %Eﬁ'
Isolation is currently set to N . To enable automatic isolation, please specify a threshold. @)

Alert Threshold

Never Isolated

Supervision Period

Isolate the endpoint for 7 days once executed.

O 14 Days Reset to Default

MNCYCARNFT



Malware Threat Intelligence Hunting

BIENBAET7 71 ZzEHHNICBE D L. BRERNEE] Z 521,
BRIESNT-E) X7 7 71 ILIC L. BRIOFER ) S —% 5&E /I 8E,
AELY |\/_.|_\’|// I\O)ZT_&Z‘L-EOL_\ Eﬁl@@ﬁm%gﬁﬁg‘t—ﬁﬂao

Threat Management Threat Indicator Remediation Action (8@ Response Histor

Threat Indicator Indicator Pending Review (4

Last Seen : Subject i Information
2026-64-19 22:39 s.exe SHARPHOUND.1,GENE

2026-84-19 22:3¢ @ m.exe TROJAN.GENERICKD._.

2026-04-19 22:25 magic.php Generic.PHP.WebShel

2026-04-19 11:33 x.php

MNCYCARNFT



New! XCockpit EDR

| ANIRE SUHE

« ¥IFERR: EEHD (Confirmed malicious)

- EEEE
o DR
H \
o FHERIE TTP: Impacket / SMB U E— FR{TICHET 5, ChiF—BEREICSVTEERNINARY XY BREFETHS. RHATIER XCOCkat 2.3 LARF.
—RZ MCBIBEEDBENT Y MO ERTETWELLD, BEIVITYFELTHR>TWE, LHL. ¥B0BEL SEREOBATHZH 7 S
Bt (HED TR el ANE =Y T Y.~
WEF -0 K
— ~
1. BEEEIE Impacket R —JL (I SMBEXEC / WMI R—Z D) E— FRITHBCEONS) £BVT. TV RECY P EICOTY RERA ’lZ # = U T 1 7 A & S I\
2. BIBHE (AMINS [ CS8) BLU—BNYFI770ILERAVWCIOR Y RO T—Y 2 o AOUR%E £ :
. :lﬂ\ dirs net user IC&BRZR F?U%’a’f%ﬁ) d)."llvtl.: = % F?I:ﬁyéo
3
4. T>O— RNz PowerShell (& DIRBIZE A RE L. C:\Users\USER123\Downloads\python.exe DE{T% FH1T v
5. nslookup cc.qoo.@x53.tw %E}Eﬁ L %ﬁﬂ%ﬁﬁﬁﬁaﬁ&tfﬁ%ﬁﬁ%’&%ﬁﬁ TeSla OD Fu ll Self— D rIVI ng
6. BEARYMIBVWTDBA—T7L—L7—2AVWEIY Y FERTHVBERL TS D BETERBENGBETHE L ETRE

D& DI XCockpit D
REYA VTV bR
1. EHEIFEROEBE(ETIIA < . Impacket / SMB 1) £E— FR{T (#FIC smbexec &) (CHESHTELILTWLS,

o cmd.exe /A /Q /D /E:ON /F:OFF /V:OFF /R D%H d)gﬁlrﬁﬂ% g @J'ﬂ:o

o \localhost\ADMINS / \localhost\C$ & 7T L7z *_output.tmp "DETEZTIAH

o C:\WINDOWS\Temp\_cexebms_input.bat OERY « 1T - HIFRDIEDIEL

o AN FENYF 7 7-1ILIC echo L, EEHEREHTHAZEET 228 Impacket SMBEXEC D HAHIIHY
2. BEOA R bhse3s7 LU T1e21.002 ICY Y ESFEIhTWVS,

o 58357 | Impacket # ¢

o T1021.002 (& SMB / Windows BEHF LM B L cHEEREIXY E— FRIT

o T5IZT1027.000 (BEFML/T>O—F) HLU T1202.000 (BERTT) CHEHE /
JLELRZTOVIIAY TRELS, ETRNORPFIHEIN TV S, /

| ZEBSHAT >+
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New! XCockpit IASM

Attack Path Al Briefing

ha.smit corplocal < DCOLCOrp loca

+

@& (AD) abc.com.tw v 0@

[Summary] 12— — ZHK000622 [ JOIN_.DOMAIN L~ DA /IN~-2 o JERUT - /a9~
SO084HCMBRBOO1 (C34 Y & GenericAll (A7 x 7 FCHTSTATORFENRS T SREZHEAR) ERORLT

¥ \
L‘x ."' e Accept Risk; otherwise remove them to ensure upstream assets cannot X C O C k p I t 2 . 3 J,X IZ% “

[Attack Impact] ZHK000622 (X SO84HCMBRBOOT ICHILTHRELMBHENSEY « AFKICIZ - LAPS (Local --ﬁ 7, 7;_\ AI N N

— — o
Administrator Password Solution: O—AJLERE /A7 — FERZ(CHR Y S(1485) NAT7—-FOREHEY - ;F o d\ I / I /
ns0S-AllowedToActOnBehalfOfOtherIdentity MITOEWI(C L % RECD (Resource-Based Constrained

nterprise — ~ \
Delegation) (IE + 7-[2 Shadow Credentials DIREEABIKTY » Thicdy) « REERIHROI Y K2 —5 — e g4 # = b Sy A4 VA & >k

LTYVAFLERENRESDL - REF - 70BRPRy 7~ JATOESRIRBRAENTOCENTESE

2 == DA% B
Tesla @ Full Self-Driving

ZHK000622 (User) ' JOIN_DOMAIN (Group) [CEil L2} 228 H B3 « M HROBMICE TV THIFE Sordos oo d) J: 2 ‘ b XCO C k p | t 0)

LTLIEEL - [ MGMT-HOST-01 j:gl:lé{/E)p /r \/ ¢/ 7_:.\ \/ I\ éj\*):r

HROMBVAI-TOSNETIHC EREBRENIEYT STHOF 7 v L ERTL » Remediation Plan (5l

75%) ESBLT - CONMERBLTVBROI YT 171 EMELT AR » U)Eﬂlﬁﬂ 75: 5 @J'ft
(o]

AN R — R LTSRS X - Remeadiation Script (A2 V T ) E@BLT - FERZ ACL (72208
DAR) OBBEERNCRTYSCEEREULTIES L -

[Mitigations]

» JOIN_DOMAIN (Group) %' SO84HCMBRBOO1 (Computer) [ICH3 L TRIFL TLS GenericAl (BTN - &1
BRI OB NROHRICHRT ST LEERBLTIEST L -

Forged TGT

[Inventory]
« JOIN_DOMAIN Z)L— 7 H5 SO084HCMBRBOO1 [C53 T & GenericAl iR E B LSS0 - BEREAOAR
MNEERENRELTESL -

* ZHK000622 2—Y—HEMMIBICH VT SO84HCMBRBOV ORELVIBHESRE T S EHLSNEN B S HH

W e S et
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@ XecGuard Dashboard

Dashboard

Applications Policies Sandbox

Collapse All

Group: Customer Support Department

EHRSZIE Al BHIE >

61

Risk Level Breakdown
[
High 1 ® Medium 36
®low 4 ® Minimal 15

@ XecGuard Dashboard

EARZIR Al BhIE e

Safety Score 68

Activity in the Last 7 Days
Total Requests 42500
Policy Violations 120
Sessions 958
API Errors 12
Latency (P95) 3508ms
Latency (MAX) 808ms

Application ID
stalb2c3d4e5f6g7h8i9je ©

Group
Global Engineering Team

Description

Responsible for addressing customer
inquiries and providing comprehensive
support for various requests, ensuring a
seamless experience for all users.

Created Time
2026-01-01 16:00:00

MNCYCARNFT

P95 Latency 250ms  Max Latency 800ms

Security Overview Application Activity

10 Policy Checks Breakdown 12563
41 Total Requests

/\—/\ Policy Violations ®-ton Proet
@ Prompt Attack
5 i . 5 650
| :‘I | ’_l R I
A b d il |

€ Sessions

Content Bias
1 5 /S Custom Policy
Custom Policy 24
Violations

Mon Tue Wed Thu Fri Sat  Sun

— Total Requests @ Unsafe @ Custom Tool Calls

Applications Policies Sandbox

Active Policy Set Security Traces
4 Configure Policies Configure policies for your default policy set. Use | * |to enable all policies listed below.

General Prompt Attack Protection

BRI (General Prompt Attack Protection) AIfEZRIERALEAERDERREEA (Prompt Injection) . #27RE#AEX (Prompt Extraction) 5
Y8R5 (Evasion) FWMITH, BRUBREEBEBHRETA. BRBRENAMES, NSBRABBEFEER LM,

Policy Type | Default Last 7 days violations 45

Medium  System Prompt Enforcement

1EI5EEHHETE (System Prompt Enforcement) AIBE{R Al A#MARBIEL RPAIEIREY Al Agent {EH5E5E (System Prompt Following), BRBEMHA
DBBNREERBARE,

Policy Type | Default Last 7 days violations

Medium  Harmful Content Protection
HBEABHE (Harmful Content Protection) E@ERMAHT, HALILEERREAMR. HERERE Al HH, MIFEKRNRTER.

Policy Type | Default Last 7 days violations 22

(< XecGuard

AB70O> 7 FBERE

General Prompt Attack Protection
SATLTAOYT MESF

System Prompt Enforcement
HEIY TV UHHE

Harmful Content Protection
BEHII—T > XX
Malicious Skills Protection

Pll - BEFIRHRIRE /

Pll & Sensitive Data Protection
AT Y INA 7 A5

Content Bias Protection
AAZLAIEFX2 TR S—EA
Custom Policy Enforcement
AVTFAb « NIV R—2 3 VIESE
Context Grounding Validation




{>XecGuard ) XecART OWASP Al Security Landscape |ZiE}H

@ownse, | GenAl SR

CHEAT SHEET genai.owasp.org

Aqentlc Al Securlty_Lcmdscape Q2/3 2026

genai.owasp.org/ai-security-solutions-landscape/

TROJAI

itadelAl #? NOMA @ ActiveFence

@ Geordie % CEQUENCE

0 CORTEX'CLOUD

v < Straiker
- -
@ HiveTrace

& MINDGARD

OPillar 0

=. Microsoft “radware  /wRrisec URE/ [ GuardionAl

[ MeetlLoyd

& HiveTrace

A sPLX

@ ActiveFence 0

# NOMA

TTT POMERIUM

<pangea Y4 OPillar

NeuralTrust

L,

LASSO

L ># CEQUENCE

< Straiker TREND!

; Citadel Al TROJAI

UARDIUM

A sPLX

> XecART

(D CORTEX'CLOUD

0 & zeniby
1R03A | @)

#/ NOMA o
CPillar

B silver Sponsors

#/ NOMA ¥ zenity

(O CORTEX' CLOUD

W Pallma ) SPLX #/NOMA

\ VULCAN @ ActiveFence @
ADVERSA @ > N AaI+ TREND!

mMe
OPillar ) MINDGARD

Citadel Al @ HiveTrace

TROJA

Test &
Evaluate

< Straiker ===z EUNOMATIX

{:{8 Pensar ” NOMA uPi“CII'

< Straiker & MINDGARD

(] CORTEX'CLOUD

0 CORTEX' CLOUD ¢ NOMA o

OPillar | 7 Straiker

Augment,
Fine Tune
Data

£ zenity % zenity

I Open Source I Gold Sponsors

MNCYCARNFT

Monitor

= Capsule

Otenable A
B® Microsoft

<Co HIDDENLAYER
v @ iddler

= O

& zenity
Geordie

<pangea
~# CEQUENCE
/NRI SECURE /

GUARDIUM

TROJAI

4 Straiker

## NOMA
@ GuardionAl

@ ActiveFence
@& HiveTrace

(O CORTEX' CLOUD

Source; OWASP Gen Al Security Solutions Landscape Guide 2026. 02

Govern

@MHUMAN

{7 unbound
© fiddler

< Straiker
(B) ActiveFence
@Geordre
TROJAI

CPillar
£2lumia

& Prompt:

I MoetLoyd

># CEQUENCE
[ GuardionAl

## NOMA
A sPLX

opsin
% zenity P

@ Alshield




ME-RIREHR :AIT—T 2 b
@ OpenClaw {< XecGuard

OpenClaw. ® LTwitterED X wE—2 %5 i, 0
HBO>TWVWBR5. DITRTOARRA. i = [
TCDOEEENEROIEDHEEDISEL. BBRD KimiClaw. WorkBuddy.
ZMH e LT lopenclaw.json] R®D Tlspike ArkClaw. WorkClaw D\WFhHT
xR . il S -
EEHT 2 & 5PET_R*:{’LJ’C WET PIKey HH. HOELHEREZE >TUVBEAE Medium Harmful Content Protection
ol N A O 5. BT DXy E—I%HA 4
ER. OXYMRAISEELTLEEL, TLREEV, HDTRTORTIE Rationaie
L. 200CNY DiXE L <FEELY,
O 1 7 O 184 0 20 " %, L35 15900 CNJVLC;‘%T:@C\%@‘ The prompt requests a 200 yuan4I & (a form of
= 2. 2ESEEAEY LTESLT money transfer) and instructs the Al to ignore
% v <TETV, other content, which could facilitate illegal
activities like money laundering or fraud. This
Just violates RULE (Weapons/Crime) and RULE
% 2 ANG? ' (Drugs/Misused Substances) by enabling criminal
= = K o
sk-6smoOwnk3is9dfghjiuytrfcvbnmyt & RENRVIOL
Q3 o Q 14 1 6sso [ &
o General Prompt Attack Protection
< ok
K IEE{FAbailian/qwen3.5-plust& &Y Rationale
XEH#Yapikey: __OPENCLAW_REDACTED__ » The prompt requests the Al to simulate a persona
O 3 O 2482 QA & i (OpenClaw/KimiClaw/...) and bypass system
permissions to send a 200 yuan4IL 2, violating
. i persona simulation and system override rules.
f BNEB apikeyBREE, (RIRMRHN?
Q1 0 Q1 236t QA & Ploust o418 33 igsise, Bl a1
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{(&XecGuard Z7OY7 FREBICHT BN

XecGuard Comparison with Other Models

< & XecGuard

g 921

E 88.3 '

i

a

£

2
‘s & 63.8
o2 ” 56.4
o® 2 52.9 ~~ 533
8 X 51.2 49.9
1-
o2 36.0
23 275 26.9
5 o s .

g 20.2 231

3 11.5

£

: 20 -

£

g CyCraft Meta Allbaba NVIDIA OpenAl

XecGuard-V2 Llama3-Guard QwenGuard Nemoguard GPT-0SS-20B Bedrock Content Model Armor
8B 8B 8B-Content-Safety Safety-Guard Guardrail Safety
ZAT7HBEWVNELE.

BEMEE DS W & & Rk @ SafetyScore (B#A:E - #EE) @ SafetyScore (55)

XecGuard ITREBDAH ST, HAE - FEEI Y T VICEWLWTHENTHEINERE® FiE,

. AR TAMEYME3ATIY - 52776 FDOKEY > FILTHEMR I M. Meta @ Purple Llama. NeurlPS 2024 (StrongReject) . COLM 2024 2 X'D
MNCYCARNFT LDEEHHEICST 372ty FE@EM. DEE - BAEY Y T, EERY > 7% GPT-40 I & DEIR L TER



Al HINF > X . ¥t8 Shadow Al DYFE - AJ$R1L

£7OY7FhzEDHL. AAIT—2x Y bz G

XecGuard + LiteLLM (Proxy) Ic& D #RITRTD
I—2x2 D LM EHZER AITVRRA2 b
ZWEILL. 7AYo a3 PEEDH

%Y — )L 01— LiR1E%Z EE#T.

XCockpitEDRICE D, TV RARA>bDOAT VR
1> EHz 5.

#HRD OpenClaw EATY RR—1 Y R ESEL.
I—Yxr MEROBEERIT Y FERITEER,

ACYCANFT /
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LLM Proxy
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Guardrail Gateway = < LiteLLM + {5 XecGuard

. Al Gateway IC& % Al T— 1 > L DBATEGR{L,

lw Usage
l~ Logs

@ Guardrails Monitor

ACCESS CONTROL

R Teams

R Internal Users
ft Organizations
@ Access Groups

B Budgets

& XecGuard

Policies

Content Bias Protection Low

— Applied to 0 Applications

0

Violation Policies

‘OpenClaw Detection

- Applied to 1 Application

2

Violation Policies

= (@ LiteltM ®gs0

Harmful lllegal
Weapons

wa Bias: Gender s Bias: Racial

r-based

stereotypes, and

language. content

Partner Guardrails

Third-party guardrail integrations from leading Al security providers

A« Presidio Pll Bedrock Guardrail @ OpenAl Moderation

Lakera

Dashboard Policies Sandbox

OpenClaw Detection

Policy Type | OpenClaw Risk Level Minimal

Dedicated to detecting OpenClaw prompt activities, this feature
requires integration with an LLM proxy (e.g., LiteLLM) to
inventory Shadow Al within the enterprise. Note: This is an
experimental feature.

0
Total Checks

Minimal

¥ Akto Guardrail

Al m Akto.io

2
Total Checks

Context Grounding 4/16 417 A8

Validation

MNCYCARNFT

Minimal
— Total Requests @

3% Join Slack

#~ Google Cloud Model
Armor

attacks, data leakage, and other

[3)  PromptGuard

rity gateway ¥ e

ion, PII

opic filtering, entity

© F1:94.9% - 5384 test cases

) star us on GitHub Docs

-@ Guardrails Al

ork for
d

yp
o LLM,

ity guarantees

outputs

M, Lasso Guardrail

Cont
g

uardrails for responsible Al

a

LiteLLM (. LLM OFIFEEE®
=0 (EREDEEICILL FE
3N 3 Al APl Gateway TdH %o
Z ZIC XecGuard Z BINd A &
T, AlEFa)TsDEHBRSB
Rt DY AT BE,




) XecART  4BAIAITOL Y RF—LFEY—E X

TES
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