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CyCraft Guards Trustworthy LLMs

Al Blue Teaming
XecGuard Next-Generation Al Firewall

Outstanding Performance:
XecGuard'’s Industry-Leading Security Protection

Prompt Injection Jailbreak Prompt Extraction

o o

W | W | 731 | . W

46.6

Score (%) (Higher is Better)

30.4 337 32,0
22.3
14.3 108 14.7 2 , 13.4 16.7
=l BZE BZe zll Bz Bz oo Moo WME oo
A O A QO X A RN XN A QO NV A N N A XX A QR A XN A N KN
en zh ip en zh ip en zh ip
A\ Llama-3.2-3B-F1-XecGuard-Instruct OQ Llama-Prompt-Guard-2-86M o9 Llama-Guard-4-12B

Reinforce System Prompt Compliance in Normal Contexts

Reinforce Malicious User Prompt Detection

Prompt Injection Defense

Detect malicious instructions, output manipulation, instruction obfuscation, logical/emotional
appeals, and role-playing attacks, preventing deviations from application-defined System
Prompts to ensure compliance.

Prompt Extraction Defense

Prevent attackers from guiding inputs to exfiltrate application System Prompts, safeguarding
internal logic and confidential information.

Jailbreak Attack Defense

Block safeguard-bypassing context manipulation, preventing outputs that violate ethical norms
or security standards to preserve Al model’s safety and reliability.
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CyCraft Builds Trustworthy LLMs

Al Red Teaming
‘3 XecART Security Assessment

Chatbot Security Assessment Prompt Security Rapid Testing

API
Online Testing

@ Customized LLMs (Finetuned) Common LLMs
g Chatbot System Prompt iy Chatbot System Prompt

Offline Testing
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Al Safety Compliance Mapping

» Prompt Instruction Violation Testing » Model Bias and Hallucination Testing
o Prompt Injection e Content Bias
e Indirect Prompt Injection o Hallucinations
o Sensitive Data Leak e Input Leakage

» Prompt Leakage Testing » Public Moral or

Ethical Standard Violation Testing

* Unsafe Outputs
e Toxic Outputs

o Prompt Disclosure
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