Redflag Indicator Checklist

Reference Check [tems Result
1 BIS The customer or its address is similar to one of the parties found on the Commerce Department’s [BIS7] list of denied persons.
e NN = DM e FA47EHRRES]E HE S5 S50 2ls TAEF siubeh abECh
2 BIS/FTA The customer or purchasing agent is reluctant to offer information about the end-use of the item.
Do} Rl @A B2 £ E S0 dE HEE HE517| & AEuCh
3 BIS/FTA The product’s capabilities do not fit the buyer's line of business, such as an order for sophisticated computers for a small bakery.
o 2 HEe| dz0| Foixia] Ay Holol 2% gguch HE =0, &2 oM FE4E YRt HFEE S ZEUCL
The item ordered is incompatible with the technical level of the country to which it is being shipped, such as semiconductor
4 BIS/FTA manufacturing equipment being shipped to a country that has no electronics industry.
FTETESSHEEE I7I12 7|8 FEX EEEA BEHCL E &Y, S HE B38| 7HEA MEo HEe STR WEEE
FRdcCt.
5 BIS The customer is willing to pay cash for a very expensive item when the terms of sale would normally call for financing.
DU pof EHo WEE 2R Al TEE RStCEE o 0| ¢ ER dd #g22 AlEE 28| Aguch
The customer has little or no business background.
e BISFTA | g nue wiei 2ol 7l g7l Hel giaoh
7 BIS/FTA The customer is unfamiliar with the product's performance characteristics but still wants the product.
IS HES ¥ EdE g 2ET o H HY HEE fEhch
8 BIS/FTA Routine installation, training, or maintenance services are declined by the customer.
Dol Hr1H EE], 2] T 7 @2 M| A F AR ECh
9 BIS/FTA Delivery dates are vague,non common or deliveries are planned for out of the way destinations.
HiE SR S ESHU R I 202 AHE s dFe RSUCh
10 BIS/FTA A freight forwarding firm i listed as the product’s final destination.
EE P& 8 A7 HE= HE Y2 550 fladch
1 BIS/FTA The shipping route is abnormal for the product and destination.
v & H27 sl AHER SH X0l ¥x ghguch
12 BIS Packaging is inconsistent with the stated method of shipment or destination.
FE0| HAl@ viE Y olul S5 X 2 ® &5 g&uch
When questioned, the buyer is evasive and especially unclear about whether the purchased product i for domestic use, for export,
13 BIS/FTA or for reexport.
2= Woy Fas = oo, 5 FoiE A Eol S SR, FESUX, AsESUx ol i =F A tehEch
14 FTA If the price or payment terms for the relevant product are outside the normal range
HE BEESH e PHEEEHOIL RS EX0| S4= 0 ERE HHLE 32
15 FTA In case of requesting security beyond the normal scope regarding information or destination of the relevant goods, etc
Y EE50 U B2 S5E| 50 S0 S &= HWHE HoL: 20E 5709 3R
Are you aware that the purchaser, ultimate consignee, or ultimate user of the goods to be exported intends to use them for purposes
16 FTA such as manufacturing, developing, wsing, or storing weapons of mass destruction?
TENDA He BEEESE TA 2 ESe £ AFALESAT W B RS2 HENY-ALE £ 2@ 52 SEE HEE A
TrelEE dEsEHeETR
Do the items to be exported fall under the items listed in Appendix 2-2 of the Motice on Export and Import of Strategic goods (The
17 FTA goods subject to catch-all approval)?
TEHDA S BES0 HEEAT S DA EH 22247 A ES)Ol HEE=Th
18 FTA Does the buyer, ultimate consignee, or ultimate user a trader belong to “Denial List™ on web site search of (www . yestrade.go.kr)?
T AL, EHEFET EE HFAS AT IS AT EY B2 EH 2 A A (www_yestrade.go.krjoll 4] Z20E 72 Al 7|
Have you ever received a notification from the Minister of Trade, Industry and Energy or the head of a relevant administrative
agency in Korea that an export permit is necessary due to concemns that the relevant goods may be used for the manufacture,
19 FTA development, use or storage of weapons of mass destruction?
T 2ESO TS0 MHPELANT BT ES TANYET|N2 22 RE AT RIS HE-AY-AS ES 2R 222 H
241 Fei7t ol FEHAZIZI HEtchHE Wi BERE @2 R0l )lE7R
The oustomer's website or other marketing materials prior to October 7, 2022, indicated that the company had advertised or
20 BIS otherwise indicated its capability for “developing” or “producing” "advanced-node integrated circuits.”
2022 108 7R o|He DAL B0 E) 7| EFOHE ARl HE T Eal7 DS kS EE HETE I s Y AE T
e HEE H05AY 2 g o2 BAIFECHE gAalslo REsdc
The customer has made representations that the items in guestion are not intended for use in the "development” or "production”
of “advanced-node integrated circuits,” but the items that are being requested to be exported, reexported, or transferred
21 BIS {in-country) to this customer are typically exclusively or predominantly used for the production of "advanced-node integrated
dircuits.”
IWE sl ES0I"2E = TE 278 THY £ LW MZHEE 2T Aol opu2tn H&#x T o| IollA =&,
A& T (FH) ol 2 EZS UvEcz "T85 == 8 2" 440 SHESE == FE AEEUCL
The customer is "known” to "develop” or “produce” items for companies located in Macau or a destination specified in Country
22 BIS Group D:5 that are involved with "supercomputers.”
HE DAE 0172 == 27 25 D50l YA B FEXH Hx#aHERE" A 7|HE Haoll EFa AUWEHU A=
Hez el flaguch
The exporter has “knowledge” indicating this customer intends to “develop™ or “produce”™ "supercomputers™ or integrated circuits
23 BIS in the future that would otherwise be restricted under § 744.23a)(1)(i) or {ap2){i).
TEAHE 0] Do) Belol § 744.23(a)(1)0) £ (@ 2uie o2t HEE CSHE FE = 35 M2 E 7 = AR 2ok el
Che #H & el "% 4"& 715 32 flguich
A non-advanced fabrication facility orders equipment designed for "advanced-node IC” production, (e.g., & 742.4{a){4) ECCMs) that
it would not need given its technology level. This technology mismatch indicates the fabrication facility produces or intends to
produce “advanced-node ICs," and it requires resolution before the exporter, reexporter, or transferor proceeds with the
24 BIS transaction.

HIHEHEE AJE2 HE eS0T MASSE MIE B (0 § 7a2.4(3)(4) ECON)E TR MRS 5 A4S 7| @ S22 Do
Hosa) g2 Dl ook 023 7] & BEAE HE HME Aldo] "HE RS ICE Y47 L MR 2|7 UEE UEdn, 8
R, W5 G b o} el M| Mol s CF el x]ah o @ s ojok BHE elo|gtuic)
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25

BIS

An exporter, reexporter, or transferor receives an order for which the ultimate owner or user of the items is uncertain, such as a
request to ship equipment for developing or producing integrated circuits to a distributor without a manufacturing operation, when
the item is ordinarily customized for the end user or installed by the supplier. Because the distributor would never be the end user
of such equipment, the ultimate owner or beneficiary i unknown to the exporter, reexporter, or transferor. This uncertainty raises
a Red Flag that needs to be resolved before the exporter, reexporter, or transferor proceeds with the transaction, in particular for
itemns where such information would typically be known to an exporter, reexporter, or transferor, such as for advanced computing
iterns, supercomputers, or SME.

@A MrE&A T AT AT ERL HE LRAITE AEAT SHAT FEE e A0 HE Y dlol REYMA HE #
27N EE 4N T E vl geke 28 d Y E50| guiEHo R HE ALEAE HH UE ASEUAY S s Ee
guch FEEHE ol2{§ Bu(=] = E ALEAF) EF] Be2E @A MTEA e YERE 2 E oA EE FHAE S 5 8l
SUch o2 8N E TR, WeEA B REAR HAE HET] Hol siEdol @ WY HEE WYAFIN, 53 HOH
fY &5, AHEAH T S47HA 20| 584 AT T Y7 QSO Z 03 HEE B He ERE IFUS
a¥guUcCh

BIS

An exporter, reexporter, or transferor receives an order or reguest related to an item that would require an export, reexport, or in-
country transfer license from BIS or another jurisdiction that maintains controls on the item, and there is uncertainty about the
license history for the item. For example, there is information known to the exporter, reexporter, or transferor indicating that a
required license was not, or would not have likely been obtained by the end user, such as where the end user or end use, or the
ECCH and end-user destination triggers a license review policy of a presumption of denial. These uncertainties raise a Red Flag that
needs to be resolved before the exporter, reexporter, or transferor proceeds with further transactions related to the item to avoid
the risk of violating & 764.2{e) (“Acting with knowledge of a violation.™). This would include acting on requests to service, install,
upgrade, or otherwise maintain the item of concern.

FEAL MFEA EE BEATES EE Y R0 WE EHE TS O 2 S| H22RE T8, ATE TS =W olE H At
FHER ESY e FRoU 2HE 4D AT ESa #r el ol 2 @ FYdch ol E =0, T8#AL ATE#AE
= BEA7EHE ALEAZHE 2 F HTHE S5 3G S8R g@ntE Fisdo) gEE vEide 32 E gD fe @Rl F
FASREE HE S5, £E EOCN Y 2F ASA SHAT HE £l 02 37 HE B4 8 FUsE 297 2&uch o2 #
UM FET, WS s BEATE Y EST HYE FAHUE S0 Hol 2ok g HE M5 E WA E
To4.2e)("F B Al E B WIS A7) AL HEE SR BUCE K7 ols WY 58 MU, HX], YIM0IE EE 7B/
x| gzl ool tiE =7 ZEEuCH

27

An exporter, reexporter, or transferor receives a reguest to service, install, upgrade, or otherwise maintain an item that was
altered after export, reexport, or transfer by a third-party for a more advanced end use that would normally require a license for
the destination. This scenario raises a Red Flag that the item is employed in a prohibited end use that would need to be resolved
before proceeding further with the transaction.

TR, Y FER CE USRS, MeE EE 2T ¥ HIA SYA cfE HA e BCl MYE HE SCE e e
S0l I Au|a, HX|, @OY0|E £ FE FE 25 28 E gE dFUUCh ol 3%, HT EF0l S HE S2U AME
3D UCkE §E L E7 e, Ml E HAS7) Mol A% $H7} o2 =0 of BUCk

EBIS

An exporter, reexporter, or transferor receives a request for an item or service from a new customer. The new customer's senior
management or techmical leadership (e.g., process engineers that are team leaders or otherwise leading development or production
activities) overlaps with an entity on the Entity List in supplement no. 4 to part 744 of the EAR, particularly if the supplier previously
provided the same or substantially similar item or service to the Entity List entity, most likely prior to the listed entity being added
to the Entity List. This scenario would raise a Red Flag that the entity requesting the item or service is engaged in or supporting the
same prohibited end use as the Entity List entity, and the supplier would need to conduct additional due diligence before proceeding
with the transaction with the new customer.

FEHH, MrEgd T YTy L DU =EE ES T2 o200l i f 28HE gEuch M7 DUe| Iy Al TE 7
& Elci4l(oll: © Elcio|Fu) FHe £ MM BES FESHE TEM 2 oF|L|0|)0| EAR 7445 5 45 2| HE]E) S50l s AEE]
o} E=5E @9, S5 Z2HHIAEE] S50 27157 Hol HElE| S50 2 HEEl0] S 4EHoE RS ES E
= ME|AE HET HT HS 2FSHCEL 0l MUE|Z2E &5 EE MU|2 8§ 2H 5= WEEFIWEE S5 WEE2 SUE SAE
EHE S0 S SHU XD UCHE FH UEE WEAFIN, SSHAES 7 DU Hel & HWST] Hol F7HE2 HALE T
Haljof g ch

9

BIS

An exporter, reexporter, or transferor receives a request from a new customer for an item or service that was designed or modified
for an existing or former customer that is now designated on the Entity List. This scenario would raise a Red Flag that the new
customer has assumed the operations for which the item or service is still needed to engage in or support the same prohibited end-
use for which the Entity List entity was listed. The exporter, reexparter, or transferor must resolve this Red Flag before proceeding
with the transaction.

FEUA AT E5 HSYA M N2 5E I 2 £ ol DM E Hal @M =5 FHE EF 5 My it 23
= YedT, Y &5 B M2 s oA T S50 SHE 71YA SR SFE HE S8 THIA G AW HH e
Y& 4+ 2W0| M= TE 0 fEH LA ey EUCH FEYAL ATEYHA £ YT HAE HAE W] Hol ol fE 4
@ s a0} Eoch

30

BlS

The customer (domestic or foreign) never received exports of advanced computing ICs and for commeodities that contain such ICs
(i.e., items that meet or exceed the parameters in ECCHs 3A090.a, 44090.a, or associated .z ECCMs such as 54992.z) prior to
October 2022.

DU FA =2 2022 108 0| Hol HotEFE IC Y/ EE ST ICT ZEE AE(E, ECON 3A090.a, 44090.a =& #8 ECCN
54992z 2| 7 & S EZS51H L olEls E)8 FEE U2 Ho| ggdch

31

The customer received exports involving advanced computing 1Cs and/ or commodities that contain such ICs prior to October 2022,

but also saw a significant increase in exports thereafter.
ST M2 20024 10W o1Ho HO H RS IC Q/EE AT ICT ERE MBS SEH oL, 0 0|F $E30| 34 Sr S

32

A domestic or foreign customer has a residential address and provides no alternative location where the advanced computing ICs
and for commodities that contain such ICs will be used. This red flag applies only where the quantity of advanced computing ICs is
inconsistent with its individual /personal use.

I £ s TWHo| AFA FoE 7R D e, IF HFE CArES AT ICY ZEHE 4HE0l ALSHE i B E s R B2
E#T, 00 HE M5E D3 HES I8 FH0| K ST WA T BE YFUR HSEUCh
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33

BIS

The company and/or ship-to company, wherever located, has little to no presence online or there are differences between the
English and non-English wersions of the company's website that raise red flags.

ST #Al Ares WlE BAe Yol 2tAEo] 2efolollM Al e MY SESE AU A Aol Eg Ho] HEM e EY HH
Zholl Zhol 7} 2o 91 ME&E 2= @ fedch

34

BIS

The ultimate delivery or installation address is unknown. You are unable to determine whether the headquarters of the customer or
its ultimate parent is located in a destination specified in Country Group D:5 (including China) or Macau, or the customer refuses to
disclose or provides incomplete information about the location of its headquarters or ultimate parent company

EHF HIE Ec g F48 ¥ 7 RISHCL I 5 HE 2HAL 2AP1 371 28 :SES 2E) £ 017120 YAME SHZH
UER] #olE = f1Au, DWo| 2aEE HE 2l Hxlol o HEE S EE @A SeHEEA -  E8s @ gk

35

BIS

Parties to transactions listed as ultimate consignees or listed in the “consign to™ field {e.g., other financial institutions, mail
centers, freight forwarders, retailers not involved in electronics, logistics companies) do not typically engage in business consistent
with requiring a large quantity of advanced computing ICs (including servers containing such ICs).

Z|FE FEAE S5 HAHU HEY ool E58 Mol S 7lE 32 78, 7Y MY, B YA, A HE 29 Aoy
H, BR &ihe gz digde] IZ HAY Y ICT ZEE My ZE3HE R 2 e Ayl = & sE] gisdct

36

BIS

The customer is co-located with, or its address is similar to, one of the parties on the Consolidated Screening List, including the BIS
Entity List, the Office of Foreign Assets Control's Specially Designated Mationals (SDM) List, or the U.5. Department of State’s
Statutorily Debarred Parties List.

2Mo| =3 4 AL =5 (BIS Entity List, 0|= s 21 5RAHEHIS(0FAC) 2| S8 Z|H ST (SDN) =5, Tt ol IRFL HEH 3% o2t}
SEZEH SHE AR S T AR S HFAE 7L UAG FLFFAEET

37

BIS

The reported end user, wherever located, is not a unigue storefront for that organization (for example, a legal office, a virtual
office, a shipping and receiving company)
2IE EHE AESAE FA TR0 AT XD DFE O E0| ol HCHM: §E AHRL, TR AR, 25 W T 84

38

The address of the purchaser is in a destination specified in Country Groups D:1, D:4, or D=5 (except A:5 or Ah), i.e., isina
destination that requires an export license for advanced computing ICs and/or commiodities that contain such ICs, and the
compliance date for that license requirement has already passed

FoiEe| FA47F I3 2E D01, D4 £ D5AS T A6 H 2ol GalE FEHA Edch S, I8 HRE K ArEs HE LI E
HE ME AT TE SRR SHI e, Y HL 22 B¢ =A7L o0 XgEUc

39

BIS

The data center to which the advanced ICs and/or commodities containing such ICs are being exported does not or cannot affirm it
has the infrastructure {e.z., power/energy, cooling capacity, or physical space needed to run servers containing advanced |Cs) to
operate the advanced computing |Cs and/or commodities that contain such ICs

IS A7 BEE AHE0 FEEEdole dele IS HRAYE ICW/EES{RIC TEHE J4EE 2R ol oalhw:
Hejroluz, S 28 £ 23 I ZRE MuE EYsle o §ait Ze|Y ZIHE 50 AUCD SolEE] g gel gk g
guch

The customer providing Infrastructure as a Service (laa5) does not or cannot affirm that users of its services are not headguartered in
the PRC, whether or not such customer is located inside or outside of China and Macauw

Mu| A 242 21 ZEHlaas) & H& s DHE T MU A ARSI S0 2AHE T30 F @3k HE BeEE SR g e
glguch sig DWo] FF A ofFte HE ££ 250l Hex dRe FR28A Bgdch

**BIS : Bureau of Industry and Security , a organization of USA government
“*FTA : Foreign Trade Act , Korea Regulation




