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It’s Software
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Software just works, right?
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Sometimes, it’s not just about software

https://en.wikipedia.org/wiki/Pentium_FDIV_bug

• Logic often in Hardware and Firmware
◦ Even for hardware is very often implemented as code
◦ Hardware cannot be updated (without replacing)
◦ Firmware often inaccessible

• Hardware (and Firmware) can contain bugs too!
◦ Pentium FDIV bug

- On affected processors may result in incorrect division 
operations



• Systems when not executed correctly, may:
◦ lose or leak sensitive data
◦ jeopardise whole operations
◦ result in large financial losses
◦ lead to loss of life, or material damage

Often used for Critical Systems



Infamy

https://en.wikipedia.org/wiki/List_of_software_bugs
https://en.bitcoin.it/wiki/Block_timestamp

• NASA’s Spirit rover became unresponsive a few weeks after landing on 
Mars because it had stored too many files

• The Therac-25 radiation therapy machine was responsible for killing at 
least 5 patients, due to administering massive overdoses of radiation

• Y2K
◦ Year 2038 (32 bit signed integer since 1st January 1970)
◦ Year 2106 (32 bit unsigned integer since 1st January 1970)

- Will affect how Bitcoin stores block time (for current 
implementation)

• ...
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• Developer Support Tools
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Assurances
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• Developer Support Tools
• Testing

Testing - as good as the coverage
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Software Assurances

Code
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Software Assurances
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Software Assurances
• Developer Support Tools
• Testing
• Static verification
• Runtime verification
• Code fixes (where possible)

• Is this good enough?
◦ For many applications, yes

• But not, for certain applications:
◦ Safety critical
◦ When code fixes are not possible



• Decentralised guaranteed execution of logic
◦ Code ‘cannot’ be changed → Immutable
◦ Parties ‘know’ what they are agreeing to

• Code is available for ‘all’ to see

• Smart contract logic is often simple

Smart Contracts and User Assurances



Even Simple Code Could be Buggy
• Smart contracts can be buggy

◦ What do we usually do?
- Developer Support Tools 
- Testing
- Static verification
- Runtime verification
- Code fixes, remember:

▪ Code ‘cannot’ be changed → Immutable
▪ Parties ‘know’ what they are agreeing to
▪ So if there’s a bug, is it there forever?



Innovative Solutions brings ‘Unknowns’
• Innovation -  new, unexplored territories: brings unknowns
• How can we foster innovation, yet keep levels of assurances?

◦ We need a safe place to learn



Sandbox
• The good ol’ days: 
• Software development: 
•

• Regulatory sandbox:

What do they have in common?

If we define Technological sandboxes, how
can we be sure that the technology stays 
within its parameters?



Similar to Hardware and Critical Systems?
• (Often) Cannot update
• Bugs could have critically high costs

• What is typically done in similar industries?
◦ Independent audits to raise levels of assurances
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