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Global Economic  
Crime Survey



PwC’s Global Economic Crime Survey 2018
Crime in the Financial Services Sector
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PwC’s Global Economic Crime Survey in its 9th edition – nearly two decades of conducting primary research.
7,200 respondents across 123 countries



Relevance to Small  
Jurisdictions



Financial Crime is Everywhere
... And it comes in many forms
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KYC Framework (incl. CDD/EDD, Third Party Due Diligence, KYE etc.)

Data & Technology

Data Analytics – E-Discovery – Forensic Technology

Fraud

Fraud is deliberate  

deception to secure  

unfair or unlawful  

gain.

Money  
Laundering/  

Terrorism  
Financing

ML is the process of  

transforming  

proceeds of crime  

into ostensibly  

legitimate money or  

other assets.

TF is the use of  

legitimate or  

illegitimate funds  

ultimately aimedat  

executing acts of  

terrorism.
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Sanctions are  

unilaterally or  

multilaterally  

implemented actions  

taken against a  

targeted individual,  

institution or country  

to influence their  

behaviour.

Sanctions/  
Export Controls Market Abuse

Market abuse  

typically consists of  

insider dealing,  

unlawful disclosure

and market  

manipulation.
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Tax Evasion

legal “tax

avoidance”) non-
of inside information, payment or
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Anti-
Competition

Tax evasion is the Anti-trust or anti-

illegal (as opposed to competition

regulation came into  

being to protect  

trade and

underpayment of tax. commerce from

unlawful restraints  

and monopoliesor  

unfair business  

practices.

Bribery &  
corruption

Bribery is a specific  

offence which  

concerns the  

practice of offering  

something, usually  

money, to gain an  

illicit advantage.

Corruption is an  

abuse of a position  

of trust in order to  

gain an undue  

advantage.
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Data  

Privacy

Stringent, frequently  

changing and  

regional divergence

limitations to cross-

sharing regularly  

lead to unintended  

breaches of relevant  

laws.
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Cyber Crime

Cybercrime takes on  

the form of digital  

theft or digital fraud  

with a number of IT-

based techniques  

being deployed (e.g.  

malware, phising,  

network scanning,  

brute force and  

more.)
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Conduct &  
Culture
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Promoting and  

monitoring the

desired conductof

an employee and the of dataprivacy

compliance culture of regulations and

an organization has

evolved as a result of border information

regulatory  

enforcement and  

damages to the  

reputation of theFS  

sector.
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Current enforcement issues in small jurisdictions
Targeting smaller jurisdictions with a “reputation for financial sleaze”*

Source: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:62019TN0027&from=EN

* Source: https://www.economist.com/europe/2019/01/24/malta-and-cyprus-face-growing-pressure-over-money-laundering
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Source: https://www.fincen.gov/news/news-releases/fincen-names-banca-privada-dandorra-foreign-financial-institution-primary-money

Source: https://www.fincen.gov/news/news-releases/fincen-names-ablv-bank-latvia-institution-primary-money-laundering-concern-and
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Source: https://www.fincen.gov/news/news-releases/fincen-takes-action-protect-us-financial-system

https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX%3A62019TN0027&amp;from=EN
https://www.economist.com/europe/2019/01/24/malta-and-cyprus-face-growing-pressure-over-money-laundering
https://www.fincen.gov/news/news-releases/fincen-names-banca-privada-dandorra-foreign-financial-institution-primary-money
https://www.fincen.gov/news/news-releases/fincen-names-ablv-bank-latvia-institution-primary-money-laundering-concern-and
https://www.fincen.gov/news/news-releases/fincen-takes-action-protect-us-financial-system


What to do?



What to do?
Prepare for what might come!
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Get the mix right

Assess your technology – are monitoring and screening solutions up-to-date, provide meaningful results  

and are integrated across financial crime topic areas?

 Is your technology being used by people who have the skills to understand monitoring or screening

results and refine filters or typologies when deemed appropriate?

Ask yourself some general questions:

 Have we completed a financial crime risk assessment recently? If not, why not?

 Is our financial crime program organization-wide or siloed?

 Do we share alerts and findings on financial crime across our entire institution?

 Do we test our internal financial crime controls frequently to determine if they work effectively?

Consider prioritizing financial crime compliance projects in order to obtain credit for being proactive

 Review your financial crime compliance program to identify gaps or issues

 Perform proactive customer and transaction look-backs in order to assess risk and trigger remediation

 Closely follow European and global AML- and sanctions-related developments

 Define scope and extent of activities performed based on recent enforcement and media coverage
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Thank you!
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