Cyber Security

Digital world risk that cannot be ignored
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Cyber security context
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Cyber security context for Financial Services

Increasing balance between internal and external challenges, threats and demands
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Threats are rapidly increasing and evolving
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b [ (July 2013)
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Employee copies
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Edward Snowden discloses NSA
and GCHQ spying programmes
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What are the threats in Financial Services and how easy are they to mitigate?
Some threats require industry collaboration to effectively mitigate, and some require government intervention
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What’s the impact of a cyber attack?
Consider the impacts of fraud and espionage

Direct Costs

Investigation &

Remediation
£ms in 3™ party specialist fees

Regulatory Sanction
4% of global revenue for GDPR breaches

Customer Redress

Anthem spent ~$100m on customer
redress campaign
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Indirect Costs

Increased Cyber

Insurance Premium
3x increase for hacked organisations

Customer Fraud
Banks underwrite £ms/week of losses

Class Action Law Suit
47k staff sue Sony for stolen data

Intangible Costs

Damage to Brand
Harder to attract new customers

Heads Roll
Target CEO and CTO lose their jobs

Competitive

Disadvantage
Google close Chinese ops after IP thefts




| Cyber Security Confidence Areas

To understand the current state of your cyber security programme, we review cyber programme using the Cyber Governance Health Check six cyber
confidences as the foundation. The confidences cover the key areas we believe are necessary to proactively manage and protect a business to ensure it is fit
for the cyber and digital world in which we operate

It’s not if, but when..
Being aware of and prepared for threats will help you prevent incidents
and react to them quickly enough to reduce their impact.

Seize the advantage..

Some risks are worth taking, but if you're
struggling to manage the downside, you won’t
be able to take advantage of the upside.

You can’t secure everything..
Being prepared for changes in the digital
era will help you get your priorities straight.
A ‘cyber savvy’ governance

and management structure means you can
prioritise opportunities and know where
you can afford to take risks.

Priorities

Confidence in

Your Digital
Future

Their risk is your risk..

We're sharing information, and transacting
digitally, more than ever before. You

need to manage your exposure

effectively so only those who should

have your information do so and your

Connections
information and transactions cannot be
manipulated

People matter..

Make sure your people understand security
and act securely. Ensure you have appropriate
security resources to maintain effective
information security.

)
Fix the basics..

As your business changes so should your technology. While
embracing the new, understand the need to protect vital
information and legacy technology against cyber threats.
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What does this mean for Financial Services Industry- Example AWM?

The Board must be “cyber confident”

Visibility of risk Ownership of risk

Cyber risk must be managed across the whole value chain

Financial Advisors Fund Managers Custodian Administrators
| |
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! Crown Jewels? Cyber Threats? Vulnerabilities? !
| |
| « Investor personal data * Data sold on black market * Poor investor ID&V |
I « Investment strategies * Fraudulent transactions » Lack of data encryption I
| |
| |

Maintain the trust of your customers and the regulator

I
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How are we helping our clients?

Client Trigger

I’ve been breached!

Am I secure?

How to best protect
myself?
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Our Service

Breach Aid

Respond, investigate & remediate

Security Assurance
Assess, test & exercise

Security Transformation
Plan, design & build

Outcome

Damage
Limitation

Confidence

Return on
Investment
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This publication has been prepared for general guidance on matters of
interest only, and does not constitute professional advice. You should not
act upon the information contained in this publication without obtaining
specific professional advice. No representation or warranty (express or
implied) is given as to the accuracy or completeness of the information
contained in this publication, and, to the extent permitted by law,
PricewaterhouseCoopers LLP, its members, employees and agents do not
accept or assume any liability, responsibility or duty of care for any
consequences of you or anyone else acting, or refraining to act, in reliance
on the information contained in this publication or for any decision based
on it.

© 2015 PricewaterhouseCoopers LLP. All rights reserved. In this
document, “PwC” refers to PricewaterhouseCoopers LLP (a limited liability
partnership in the United Kingdom) which is a member firm of
PricewaterhouseCoopers International Limited, each member firm of
which is a separate legal entity.
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Cybersecurity is
more than anIT
challenge—it’sa
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A changed business enviroament

demands a new approach:

1. A focus from enterprise to business
ecosystems Businesses are more
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