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l. Introduction

1. General Introduction

This user guides shows you how to configure your 4G+ Portable Hotspot 900.

For this purpose, we will detail the process to set up your device and network. In addition, we
will

present you the process to connect to Web Ul and the different parameters that you can set,
as well

as the meaning of the LEDs that you can see on your device.

2. Presentation of the device and its LEDs

Congratulations, you bought one of our 4G routers, now it is the time to present the device
before
configuring it for its first use.

The 4G+ Portable Hotspot 900 works with a micro SIM card that must be inserted in the SIM
card slot. This manipulation

must be done before switching on the device. Moreover, for your network to work you might
need to unlock the SIM card by entering its pin code in the Web Ul, for more information
please see,

Inserting your SIM card and Entering your PIN code in the Web Ul.

On the screen of the device, you can see a few icons that give you information about the
status of the network.

Mobile dataand/or data roaming

. — TheSIMcard s detected and the PIN code is entered.
are working.

Battery s charged.  —

New message.

2.4 GHz Wi-Fi Network 2.4 GHzWi-Fi Network.
is activated. “ is deactivated.
.

5GHzWi-Fi Network is deactivated. SGHz Wi-Fi Network s activated.

Mobile data and/or data roaming No battery is inserted. The SIM card is detected and the PIN codeis not entered.
are deactivated.
No mew message.

2.4 GHzWi-Fi Network .-

2.4 GHz Wi-Fi Network -
is deactivated.

is deactivated.

b "
™ 5GHzWieFi Network is deactivated. 5GHz Wi-Fi Network is activated.

In the Web Ul top bar, you can see a few icons that give you information about the status of
the network.
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There is no mobile data network.
Maobile data and/or data roaming Battery is low.

are not working \
X SIM SYS ’«';-i schzwi-ri Ty [ 8 20%
l \ |

Mo SIM card is inserted. S Eneunmadmessigs: Battery is charged to 20%.

And one device is connected,

The device is working properly.

Thers is no maobile data netwark.

The device is working properly, Mobile data and/or data reaming Battery is charging.

are not working.

! .

x SIM SYS 0:\' 5GhZ Wi-Fi AR 50 %
\' 1
The SIM card is locked by a PIN cade. Wik Is activated. B s s Battery is charged to 20%.

And cne device is connected.

Mi-Fi is connected to moebile data netwark.

‘ The device is working properly. Mobile d_ata and/or data roaming Battery is charged.
are working.
[ T ces 0
1 @sv sys @ schzwi-ri Ty [ 100 %
ul .
The 5IM card is detected and unlocked. Wi-Fi i activated. V. — Battery is fully charged.
And one device is connected, OF NO NEW Mmessage,

3. Presentation of the Web Ul

The top bar of the Ul, shows you information about the SIM card, mobile data network, Wi-Fl
messages and the battery level.

Then, you can perform the following actions:

e System Status: Where you can see the information regarding your device, your network, the
DHCP configuration and Wi-Fi Network.

¢ Internet Settings: Where you can see the APN settings, the network and the SIM card
configuration as well as the data usage limit.

e  Wi-Fi: Where you can choose the Wi-Fi frequency, set up the Wi-Fi network information and Wi-Fi
advanced Settings.

e Device:Where you can set up your DHCP, DNS, UPNP, lock frequency bands and assign a fixed IP
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and a route.

e SMS: Where you can read the SMS received on the SIM card and write SMS.

e PhoneBook: Where you can save your contacts

e Firewall: Where you can setup the firewall, DMZ, Port Forwarding, Port Filtering, IP filtering, MAC
Filtering, IP MAC binding, URL Filter,DDOS protection and access control.

e Management: Where you can reboot, reset and update your device as well as setting up an
admin password, time zone and launching diagnosis.

®SIM ®AT T S5GHzWI-Fi T 5 [T 9ok English 9

() System Status
w1y, VAL N o,
@ Internet Settings ¥ __‘\ CPU . / ;.\ e z =~ Flash F
S = [2 ;Ji = - =
T Mk N 7 \‘.I \ _"/ S ) _’-’ \'.
15 72 2
= .Device CPU Usage: 15% Memory Usage: 72% Flash Usage: 2%
& SMs &
Device & Version Information

&  Phonebook

Madel AG+MIFI900D
©)  Firewall % Software Version 1119
% Management Running Time DHour 17Min 18s

USE Speed

Modem Information

IMEI 860557 060010703

IS

IGCIN

MSISON

Il. Configuring your device and network

1. Inserting your SIM card

A nano -SIM card must be inserted in the SIM card slot of the 4G PORTABLE HOTSPOT 900. You must
insert your SIM card before switching on the device.

Follow the steps in the schema below:
1. Take your nano SIM card.
2. Remove the back cover to see the battery and remove the battery.

3. Insert the SIM card.
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4. Put the battery and the back cover and switch on the device.

NANO SIM CARD STEP BY STEP

@ 3
)

WHICH TYPE OF SIM CARD IS USED IN OUR PRODUCT?

{i@" ,I B

MICRO SIM CARD STANDARD SIM CARD NANO SIM CARD

WARNING: If your SIM card is not detected by the device, please check its position and
if you inserted it the right way.

2, Switching on the device

To turn on or turn off the device, press the power button for 5 seconds. The power button is located
on the right side of the device.
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A Warning: Please make sure that the device battery is charged before turning on the
device. Alternatively you can plug the USB C cable to a power supply to charge your
device.

3. Connecting to the Wi-Fi and accessing the Web Ul for the first time

To access the Web Ul, you must be connected to the Wi-Fi of your 4G+ PORTABLE HOTSPOT 900
DISPLAY after positioning the SIM card in the slot.

1. Todo so, enter the SSID (Wi-Fi Network Name) and Wi-Fi password of the router in your device.
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Wi-Fi name: STRONG_XXXX
Wi-Fi Password: XXXXXXXX
IP: 192.168.0.1

Input: DC 5V 3A or 9V 2.22AK

Available Wi-Fi Network
2R STRONG_XXXX
XXXXXXXX

2. Then, enter the following IP address in your browser: 192.168.0.1

192.168.0.1

3. Once, you have browsed to the IP address, you must set up your admin password. To set the new

password enter the following information before clicking OK:
O New Password: Enter a password that contains at least 8 characters and includes a

combination of uppercase, lowercase, number and special characters. only the following

special characters are allowed: @5$%*&.
O Confirm New Password: Enter the same password as in the previous field.
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Set Password

* New Password

* Confirm New Password

@TIP: To display your password, click the eye icon.

4. Connecting to the Web Ul

To access the Web Ul, you must be connected to the Wi-Fi of your 4G+ PORTABLE HOTSPOT 900 after
positioning the SIM card in the slot.
1. Todo so, enter the SSID (Wi-Fi Network Name) and Wi-Fi password of the router in your device.

-

Wi-Fi name: STRONG_XXXX
Wi-Fi Password: XXXXXXXX
IP: 192.168.0.1

Input: DC 5V 3A or 9V 2.22AK

J

Available Wi-Fi Network
2R STRONG_XXXX
XXXXXXXX

2. Then, enter the following IP address in your browser: 192.168.0.1
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192.168.0.1

3. Once, you have browsed to the IP address, you must enter your password before clicking Login.

STRONG 4G+MIFI900D

@
)

Password

Femember Password

Login

|

@TIP: To display your password, click the eye icon.

5. Changing the administrator password in the Web Ul

1. To access the web Ul please refer to Connecting the Web Ul
2. Inthe Management section, click System Settings and Change Password.
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STRONG J146 @sM @A = schwiR o OO ) 30% Engiish Y

[2) System Status i

Systemn Settings Change Password Time Settings
@ Internet Settings il @

Change Password

FOWiFi >

*Old Password
= Device A4

* New Password
4 Sms ~

= Confirm New Password
& Phonebook 3

Firewall - save

Management o
-

Auto Restart

User Log

Systemn Upgrade

Diagnosis

(=
3. Then, enter the following information before clicking Save:

o 0ld Password: Enter your current password.

o New Password: Enter a password that contains at least 8 characters and includes a
combination of uppercase, lowercase, number and special characters. only the following
special characters are allowed: @5%*&.

O Confirm New Password: Enter the same password as in the previous field.
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STRONG 146 @M @AT B soHzwiF (0 30 English™ e

System Status %
Q yst System Settings Change Password Time Settings
@B Internet Settings il
Change Password

= WiFi v

*0ld Password @
== Device v

*New Password @
& SMS ~

* Confirm New Password @
O  Phonehook ¥
@ Firewall - save @
{§} Management el

Auto Restart

User Log

System Upgrade

Diagnosis

A WARNING: if you forgot your password, please reset the device to its factory
settings.

6. Entering your PIN code in the Web Ul

After inserting your SIM card and entering its PIN code from the LCD screen of the Mi-Fi, the PIN code is
automatically deactivated.

You can check if the PIN code is deactivated by following the steps below:
1. To access the Web Ul, follow the steps written here ; Connecting to the Web Ul
2. Enter the PIN code and click Continue.
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PIN Verification

Continue ®

7. Editing the APN Settings

Sometimes, you can encounter issues with the mobile data network after configuring your device and
entering your PIN code. In this case, follow the procedure below to check you APN information.

1. To connect to the Web Ul, please follow this procedure Connecting to the Web UI.
2. Click Internet Settings and APN Configuration. Then, click Add APN.
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Internet Settings o
Metwork Settings

APN Configuration @

SiMecard PIN Code

Data Usage Limit

= WiFi ¥
==  Device 3
M SMS .
&  Phonebook ¥
@ Firewall ¥
{§} Management o

STRONG
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NAT

“MTU

PDP Type
Default Data APN Name
® Orange

Orange IPvd

Orangeentreprises

NRJ WEB

4G+ @ SIM @ AT 2 5GHzWi-Fi T E;o

Main APN
1500
IPV48NvE
Save
APN List
APN
orange
orange.fr

orange—mib

ofnew.fr

@ Add AP

Save

ITh

Authentication

NONE

NONE

NONE

NONE

english ~ €Y

Operate

Reset

3. Enter the following information before clickingSave:
o Data APN Name: Enter the APN name provided by your service provider.
O APN: Enter the APN provided by your service provider.

O Authentication: Select the authentication type from the list based on the information
given by your service provider.
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Add Rule

* Data APN Name

Authentication

8. Changing the SSID (Wi-Fi Network Name) and password

1. Please follow the steps listed here to connect to the Web Ul
2. Click Wi-Fi and 5 GHz Wi-Fi Settings.

4G @ SM @ Sys = 5cHzwiE t P 7 29%

Main Wi-Fi Settings
@ Internet Settings N

= WiFi @ Wi-Fi

VWiFi Frequency

8

SSID Broadeast

8

* 551D M90-BFBE17-5G
5 GHz Wi-Fi Advanced
Settings
_ WEP Auth Type WRAMIPAZ-PSI
=z Device N
= sms . “Wi-Fi Password e
€ Phonebook w @ Some terminals do not recognize OR codes due to their compatibility, please try to connect to this Wi-Fi manually
& Firewall v EI#‘
Wi-Fi OR Code D
&% Management v :

3. Edit the SSID and Wi-Fi Password and click Save.
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46 @ SM @ Sys = 5cHzwiEi 4 P 7 29%

{2 System Status
Main Wi-Fi Settings
Internet Settings - o

Z OWi-Fi ~ Wi-Fi

Wi Frequency SSID Broadeast

® ©88

“85ID Mynewnetworkname
§ GHz Wi-Fi Advanced
Settings
. WEP Auth Type WPAMYPAZ-P S
Z; Device N
& sms » “Wi-Fi Password 000000(1 23
Phonebook N

Firewall N
Wi-Fi QR Code

Management

4. Write down the new network information.
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SSID: Mynewnetworkname
Wi-Fi Password: XXXXXXX123

9. Updating the device Firmware

You can perform an automatic upgrade or a manual upgrade in the Web Ul.

case 1: Automatic upgrade.
1. Follow the procedure below to access the Web Ul.
2. Click Management and System Upgrade.
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SI RONG 4G ®SIM @ Sys &, 5GHzWI-Fi 1 D 3 a9

System Auto Upgrade @D
Phonebook

. Check for upgrade
Firewall

Management
Manual System Upgrade
System Settings
Intelligent Settings
User Log

System Upgrade

Diagnosis

3. Check if the System Auto Upgrade toggle is activated and click the Check for upgrade button.

SI i QONG L14G ®SIM @Sys = 5GHzWiFi 4 (D 74y

System Auto Upgrade @D @

Phonebook
Check for upgrade
Firewall s @

Management

Manual System Upgrade

System Settings

Intelligent Settings

User Log

System Upgrade

Diagnosis

4. Wait for the system to look for the upgrade if there is one the system will ask you to download it.

=

Waiting...

5. If your device is up to date the following message is displayed.
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The current version is the |latest
version

Confirm 0

10. Resetting the device to its factory configuration

There are several ways to reset your device to its factory settings:
O From the reset button.
O From the Web Ul

10.1. Reset button

To do so, remove the cover on the rear side of the router and press the RESET button for 5 seconds
with a paper clip.
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Battery

Battery

10.2. Web UI

1. Please follow the steps listed here to connect to the web UL.

2. Click Management, System Settings and Restore.
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4G @ SIM @ Sys = S5GHzWi-Fi 1T (_/o [ 10%

System Status
System Settings Change Password Time Settings

Internet Settings
System Settings

Reboot Reboot
Device

Restore Restore

Phonebock

Firewall

Management

Intelligent Settings

User Log

Systern Upgrade

Diagnosis

3. Click Confirm

Prompt

o Are you sure you want to restore to factory

settings?

Cancel Canfirm

4. Please wait, the router will turn off and turn on, once the process is finished.

11. System Status

You can see the detailed information of your network.
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11.1. Device Information

You can see useful information such as the device model, IMEI, SN and the firmware version.

SI RONG 4G @SIM @Sys & 5GHzWIi-Fi & O [F24%

Device Information

Network Information A iy,

S 2
Flash
DHCP Information
5 GHzWi-Fi “ ¥ “ s/ “ v/

71 4

CPU Usage: 5% Memory Usage: 71% Flash Usage: 4%

Information

Internet Settings

Wi-Fi Device & Version Information

Device v Model 4G+MIFI900D
Software Version 1130
sMs

Running Time OHour 18Min 34s
Phonebook
USB Speed

Modem Information

IMEI 860597060010927

IMsI 208101593760789

ICCID 89331015220840714455

MSISDN

11.2. Network Information

You can see the APN, Total traffic information, Mobile data network information as well as the 4G
neighbourhood information
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Mobile Network

APN Information

4G Neighborhood Information

11.3. DHCP Information

You can see the DHCP information of your device.
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S I RONG 4G+ @ SIM @ Sys = 6GHzWI-Fi T ) [@ 100% English ~ 9
(2} System Status
DHCP
Device Information
LAN MNetwork 192.168.0.1
Metwork Information
DHCP Server Enahle
Subnet Mask 25528525510
& GHz Wi-Fi
Infarmation Begin IP 192.165.0.100
@  internet Settings End IP 192 165.0.200
= Wi-Fi MAC 95494212 BB 14
3= Device
Device List
1 sms
9 Phonebook NO Host MAC Address P
1 * 0A:36:EB:57:13:2B 192.168.0.113
) Firewall
% Management

11.4. Wi-Fi Information

You can see the information of your Wi-Fi network as well as the list of connected devices.

4G @ SIM @ Sys # 5GHzWIFi T & [ 98% English

STRONG :

System Status

Device Infarmation

Metwark Infarmation

DHCP Information

Internet Settings

Device

Phonebook

Firewall

Management

5 GHz

Current Wi-Fi Mode

Current Working Mode

Enatle Wi-Fi

551D Broadcast

5310

Channel

Eandwidth

Authentication Type:

Wi-Fi MAC

DFS

Connected Device List

AP Mode

Tafmsac

Enable

Enafble

MWMA0-8FB817-2G

Autn (157)

BOMHZ

WRANYPAZ-PSK

98:A9428F BE1T7

Disable

MAC Address P

0A:36:EB:57:13:28 192.168.0.113

SSID

MI0-8FBB17.5G

Copyright © STRONG GROUP 2025. All Rights Reserved. - 25/66

Wi-Fi RSSI (dBm)

-44




4G+ MI-F1 900 - User Guide - 26/66

12. Customized Settings

12.1. Advanced Settings

12.1.1. Device

12.1.1.1. DHCP

You can edit the DHCP settings of your network.

Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that automatically
provides an Internet Protocol (IP) host with its IP address and other related configuration
information.

This feature of the Web Ul enables you to assign a specific IP Address to a client to define a
specific Domain Name Service (DNS).

1. Click Device and DHCP Settings.

STRONG 4G ®SM @ Sys = 5GHzWIFi % © [ 9% Engish -~ €3

System Status

Main DHCP Setting
Internet Settings

Wi-Fi “LAN IP 192.168.0.1

Device = Subnet Mask 255.259.255.0

DHCP Settings

DHCP Server [ @)
Route Settings
Primary DNS 192.168.0.1
Advanced Settings
Secondary DNS
SMS
“IP Address Pool 192.168.0.100 - 192 168.0.200
Phonebook
Firewall “Lease Time 24 Hour

Management Save

2. Edit the following information before clicking Save:

O DHCPIP Pool: Starting and ending IP addresses that are automatically assigned to the
devices that are connected to the router.

O DHCP Lease Time: Time for which each device will have this IP Address.
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W45 ®SM @ Sys & 5GHzWI-Fi 4 © [ 91% English ~ 9

System Status

Main DHCP Setting
Internet Settings

“LAN IP 192.168.0.1

Device “8ubnet Mask 255.285.255.0

DHCP Settings
& DHCP Server [ @]
Rioute Settings
Primary DNS 192.168.0.1
Advanced Settings

Secondary DNS
SMS

. |P Address Pool 192.168.0.100 - 192.168.0.200
Phonebaok

“Lease Time 24 Hour

® Save

Firewall

Management

A WARNING: The IP Address and DHCP DNS should not be changed as their IP

12.1.1.2. Static IP

You can allocate static IPs for devices.

1. Click Device and DHCP Settings. and Add Rule.

STRONG 4G @ SIM @ Sys =, 5GHzWIFi T & [ 91% English ~ 9

DHCP Server
System Status @

Internet Settings Primary DNS 192.168.0.1

Secondary DNS
Device *IP Address Pool 192.168.0.100 - 192.168.0.200
DHCP Settings

“ Lease Time 24 Heour
Route Settings

Save
Advanced Settings
SMS
IP Address Reservation

Phonebook
Firewall P MAC Operate

No Data

Management

10/page n

@ Add Rule Clear All Save
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2. Enter the TP address and Mac address of your device before clicking Save.

Add Rule

Cancel m

12.1.1.3. Route

Static routing is a type of routing that can be configured by a network administrator or user by adding
entries to the Static Routing Table in the Web Ul. The routing information that you just set guides the
router to forward the data packets to a specific destination.

1. Click Device, Route Settings and Add Rule.
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STRONG . 4G+ @ SIM @ AT E 5GHzWi-Fi T E»o 33% English - e

() System Status &
Route Settings

& Internet Settings -
= Wi-Fi ~ i Status Interface Destination IP Address Subnet Mask Gateway Operate
== Device 0 No Data

DHCP Settings T Upage u

Route Settings @

Add Rule Clear All

Advanced Settings
&9 SmMs b
9 Phonebook o
@ Firewall o
{@} Management a

2. Enter the following information before clickingSave:
0 Destination IP Address: Enter the IP Address of the device.
0 SubNet Mask: Default value is 255.255.255.0.
0 Gateway: Enter the IP Address of the gateway.
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Add Rule
Interface WA
Status O “alid Irvalid Status

* Destination IP Address

* Subnet Mask

= Gateway

SIS,

Cancel Save @

Dynamic DNS (DDNS) is used to automatically update a DNS Server. You can choose between two
DDNS provider in the Web Ul, you will have to create an account and register before being able to set
up the DDNS for the router.

12.1.1.4. DDNS

1. Click Device, Advanced Settings and DDNS. Then, click the DDNS toggle button to activate
it.
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STRONG L 4G+ @sIM @ AT = 5cHzwiR o o9 a2y English ~ 9

Systemn Status
ﬂ Frequency Band UPHP
Internet Settings 85 9

Wi-Fi

Device

DHCP Settings

Route Settings

Advanced Settings

SMS

Phonehook

Firewall

Management

2. Enter the following information before clicking Save:
o Dynamic DNS Server: Choose your service provider in the list (dydns.org or no-ip.com)
O Username: Username of the account.
o Password: Password of the registered account.
o Domain Name: Enter the name of the domain
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STRONG 4G @ SIM @ AT  5GHzWI-Fi T 5-9 30% English ~ 9

System Status
DDNS Frequency Band UPHP

Internet Settings

Wi-Fi

Device

Dynamic DNS Server
DHCP Settings

Route Seftings *Username

Advanced Settings

SMS

Phonehook
DDNS Status Disconnected

Firewall

Management ®

12.1.1.5. Frequency Band

You can use this feature if you need to authorise access only to specific bands of the mobile network.
1. Click Device, Advanced Settings and Frequency Band. Then, click the 3G Lock Band

On/Off and 4G Lock Band On/Off to activate the Band locking for specific frequencies of
your 4G and 3G mobile data network.
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2. Select the bands to lock before clicking Save.
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12.1.1.6. UPnP

Universal Plug and Play (UPnP) enables the devices of your network to detect compatible devices
and to communicate with them automatically.

Click Device, Advanced Settings and UPNP.Then, click the UPNP toggle button to activate the
feature before clicking Save.
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12.1.2. Wi-Fi Settings

12.1.2.1. Wi-Fi Frequency

You can choose if you want to use the 2.5GHz or the 5 GHz Wi-Fi frequency.

Click Wi-Fi and Wi-Fi Frequency. Then, select the Wi-Fi Frequency from the list and click Save.
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12.1.2.2. Wi-Fi Settings

To change the information of your Wi-Fi network, please refer toChanging the SSID (Wi-Fi Network
Name) and password.

A WARNING: If you click the Wi-Fi toggle, it will deactivate the Wi-Fi network and all
the devices connected to it. If you press the SSID Broadcast toggle, the SSID will not
appear in the available network and you will not be able to connect to it.

12.1.2.3. Wi-Fi Advanced Settings

You can change the channel and Wi-Fi mode of your router.

Click Wi-Fi and 5GHz/2.5GHz Wi-Fi Advanced SettingsSelect the channel, Wi-Fi mode and
Bandwidth from lists before clicking Save.
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12.1.3. SMS

12.1.3.1. SMS Settings

You can deactivate the SMS function which means that you won't view the SMS on the device or be
able to answer them through the Message Center.

Click SMS and SMS Settings. Then, press the SMS function toggle.
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12.1.3.2. Message Center
1. Click SMS and Message Center.
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2. Then you can perform the following actions:
O Create a new SMS click the Pen icon. Then, enter the recipient and write your message
before clicking send.
O To delete all the message from the box click the “ icon.
To read a message, click the message and it will be displayed at the center of the screen
o Search for specific messages, enter keywords in the search bar.

@)
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12.1.3.3. Draft Box

You can see all your draft messages in the draft box.

Click SMS and DraftBox.
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12.1.4. PhoneBook

You can add contacts to the PhoneBook of your router.

1. Click PhoneBook and Add.
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2. Enter the contact Name and phone number before clicking Confirm.
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Cancel Zonfirm

12.1.5. Firewall

You can activate or deactivate the Firewall of your router.

Click Firewall and then click the On/Off toggle. Then, click Save.
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12.1.5.1.DMZ

A Demilitarized Zone (DMZ) is a subnetwork that is separated and isolated from the main local
network (LAN) and from Internet by a Firewall. On this network, you can configure the devices that
needed to access the Internet without accessing your LAN.

1. Click Firewall and DMZ. Then, click the DMZ On/Off toggle before clicking Save.
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2. Click IP and Save.
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12.1.5.2. Port Forwarding

Port Forwarding is used to forward queries from internet to a specific device. This feature can be used
to forward queries to a game console for instance when you are hosting a peer-to-peer game.

1. Click Firewall and Port Forwarding. Then, click Add Rule.
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2. Enter the following information before clickingConfirm:
O Protocol: Choose the type of protocol in the dropdown list (TCP+UDP, TCP or UDP)

O Source Port: For a HTTP service enter 80 For more information about the different port
services, see.

O Destination Port: For a HTTP service enter 80 For more information about the different
port services, see.

o Destination IP address: IP address of the device.
O Remark: Enter a name for the port mapping rule.
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® Cancel Confirm

12.1.5.3. Filtering rules

a. Port Filtering

This feature enables you to allow or block network packets into or out of a device or the network
based on their application (port number).

1. Click Firewall and Filtering Rules. Then, click Port Filtering and Add Rule.

Copyright © STRONG GROUP 2025. All Rights Reserved. - 47/66



4G+ MI-F1 900 - User Guide - 48/66

146+ ®SIM ®AT = 5GHzwWiF T 9 [T 305 English ~ 9

Internet Settings

System Status
Default Settings Port Filtering IP-Port Filtering MAC Filtering

Port Filtering
Wi Fi

Enable Rule Priority IPvd/IPvG Protocol Remark Operate
Device

No Data

10/page n

Phonehook

Add Rule Clear Al
Firewall

Firewall OnfOf
DMZ

Paort Forwarding
Filtering Rules
URL Filter

IP MAC Binding
DDOS Protection

Access Control

{@} Management

2. Enter the following information before clicking Confirm:
o IPv4/IPv6:Choose one value.
o Protocol: Choose the protocol between TCP and UDP.
o Port: Enter the port number.
o Remark: Enter a name for your rule.
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This section enables you to configure IP Filters for you WAN and LAN connection.

b. IP Filtering

1. Click Firewall and Filtering Rules. Then, click IP-Port Filtering and Add Rule.
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2. Enter the following information before clicking Confirm:
o IPv4/IPv6:Choose one value.
Protocol: Choose the protocol between TCP, UDP and ICMP.
Source Address: Enter the source IP Address.
Destination IP: Enter the destination IP Address.
Source Port: For a HTTP service enter 80 For more information about the different port
services, see.
O Destination Port: For a HTTP service enter 80 For more information about the different
port services, see.
o Remark: Enter a name for the port mapping rule.

@)
@)
O
@)
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c. MAC Filtering

You can configure a list of devices that are allowed or denied to use the Wi-Fi network.
1. Click Firewall and Filtering Rules.. Then, click MAC Filtering and Add Rule.
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2. Enter the following information before clicking Confirm.

o |Pv4/IPv6: Select a value between IPB4, IPV4/IPV6 and IPV6.
o MAC Address: Enter the MAC Address of the device.
o Remark: Enter the device name to easily identify it from the list.

Add Rule -

IPvd4/1Pvh o P P4/ E B

= MAC Address

Remark

1) ‘
Cancel Confirm ®
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® TIPS: If you want to add several mac addresses at the same time, click the
Batch Add button. Then, enter each MAC Address and separate them by using
comas before clicking Confirm.

12.1.5.4. URL Filter

This feature enables you to block or allow specific websites by adding their URL addresses to a list in
the Web UL.

A Warning: the type of URL filtering is set in the Default Settings tab, to access it, click
Firewall and URL Filter. Then select the type of list and click Save.

@ ® [ #

ooooooooooooo

ccccccccccccc

1. Click Firewall and URL Filter. Then click URL Filter and Add Rule.
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2. Enter the following information before clicking Confirm.

o |Pv4/IPv6: Select a value between IPB4, IPV4/IPV6 and IPV6.
o URL: Enter the URL of the website.
o Remark: Enter a name for your rule.

Add Rule =
IPvd/IPvh Q P4 IP%5
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12.1.5.5. DDOS Protection

Distribution Denial of Service (DDoS) protection is a setting used to prevent cyber-attacks on your
network that makes your resources and services unavailable.

You can disable the DDOS protection.

Click Firewall and DDOS Protection. Then, click the DDOS Protection On/Off toggle before
clicking Save.
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12.1.5.6. IP Mac Binding

12.1.5.6. IP Mac Binding
IP MAC Address binding is used to prevent attacks like IP Address spoofing.

1. Click Firewall and IP MAC Binding. Then, click Add Rule.

Copyright © STRONG GROUP 2025. All Rights Reserved. - 55/66



4G+ MI-F1 900 - User Guide - 56/66

L 46 ®@SIM ®AT = scHzwi-Fi t £D I a0% English ~ 9

System Status
IP MAC Binding
Internet Settings

Wi Fi Enahle Rule Priority IPwd/IPvE MAC Address Remark Operate

Device No Data

Fhafabook @ Add Rule Clear All

Firewall

10/page n

Firewall Qnidi

D2

FPort Forwarding

Filtering Rules

URL Filter

IP MAC: Binding @
DDOS Protection

Access Conirol

Management

2. Enter the following information before clicking Confirm:
o IPv4/IPv6:Choose one value..
o |IP: Enter the IP Address.
o MAC Address: Enter the MAC Address of the device.
o Remark: Enter a name for the rule.
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12.1.5.7. Access Control

Access Control is used to define the access rules to the device, the Web Ul and the ping rules.

1. Click Firewall and Access Control. To edit one of the rules, click the pen icon.
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addresses and select the status before clicking Confirm.
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12.1.6. Management
12.1.6.1. System Settings

a.Time

You can set the time zone for your device

Click Management and System Settings. In the Time Settings tab, click the time zone drop-down
list and select your time zone from the list. You can also deactivate the NTP server before clicking Save
and Update Network Time.
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b. Reboot

You can reboot your device from the Web UL.

1. Click Management and System Settings. In the System Settings tab, click Reboot.
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2. Click Confirm.

Prompt

Are you sure you want to reboot?

Confirm

<
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D

c. Restore

For more information about the factory reset, please see Resetting the device to its factory settings.

d. Admin password

For more information about the administration password, please see Changing the administrator
password in the Web Ul

12.1.6.2. Auto restart

You can schedule an automatic reboot.
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1. Click Management and Intelligent Settings. Then, click the Enable toggle.
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2. Enter the following information before clickingSave:
O Restart time: Enter the time on which the device should restart.
O Restart day: Select the days from the list.
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12.1.6.3. User Logs

To see the user activity, you can consult the logs.

Click Management and User Log. A list will display the detailed activity.
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[3] [192.168.0.137] 0] [2025.01-28 10:42:46] -
[3] [192.168.0.137] 0] [2025.01-28 10:42:46] -
[3] [192.168.0.137] 0] [2025.01-28 10:41:20] -
[3] [192.168.0.137] 0] [2025.01-28 10:41:20] -
[3] [192.168.0.137] 0] [2025.01-28 10:41:16] -
[0] [192.168.0.137] [0] [2025 0128 10:41:10] -
[3] [192.168.0.167] [0] [1960 0106 01:04:50] -
[3] [192.168.0.167] [0] [1960 0106 01:02:06] -
[3] [192.168.0.167] [0] [1960 0106 01:02:06] -
[3] [192.168.0.167] [0] [1980.01.06 01:01:34] -
[0] [192.168.0.167] [0] [198001.06 01:01:29] -
[3] [192.168.0.167] [0] [2024 12 26 12:23:25] -
[3] [192.168.0.167] [0] [2024-12 26 12:05:54] -
[3] [192.168.0.167] 0] [2024-12 26 12:05:54] -
[3] [192.168.0.167] 0] [2024-12 26 12:05:07] -
[0] [192.168.0.167] 0] [2024-12 26 12:05:04] -
[3] [192.168.0.167] 0] [2024-12 26 19:00:22] -
[3] [192.168.0.167] 0] [2024-12 26 18:50:06] -
[3] [192.168.0.102] 0] [2024-12 26 17:58:18] -
[3] [192.168.0.123] 0] [1980.01.06 08:01:58] -

12.1.6.4. System Upgrade
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wireless conf set - Response Success
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Restore default settings - Response Success
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wireless conf set - Response Success
LOGIN - SUCCESS

Change p. d - Resy S

Restore default settings - Response Success
wireless conf set - Response Success
wireless conf set - Response Success
LOGIN - SUCCESS

Change p: d - Resy S

Restore default settings - Response Success
LOGIN - SUCCESS

LOGIN - SUCCESS

LOGIN - SUCCESS

English )

For more information about the process to update your device, please refer to Updating the device

Firmware.

12.1.6.5. Diagnosis

You can perform pin and trace route tests.

a. Ping

Click Management, Diagnosis and Ping. Then, enter the URL or IP address before clicking Start.
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b. Trace

Click Management, Diagnosis and Trace. Then, enter the URL or IP address and the service port
before clicking Start.
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12.1.7. Statistic Settings

12.1.7.1. Data Management

You can set up the data usage limit to prevent overconsumption on your subscription.

1. Click Internet Settings and Data Usage Limit. Click the toggle to active the option.

2. Enter the data usage limit and select the unit from the list (GB, KB or MB) before clicking Save.
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lll. Accessing the FAQs

You can access the FAQs here:

4G+ Portable Hotspot 900
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