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MISSING PEER 

ISOLATION

That little check box that keeps Wi-Fi 
endpoints from being able to talk 
directly to other Wi-Fi endpoints. 
 ﻿
It's a CHECKBOX
Why so hard? ¯\_(ツ)_/¯



MPSK W/O 

SEGMENTATION

MPSK-PPSK-UPSK-IPSK - does 
not natively/default to 
segmenting same-key traffic 
on all platforms. 



M.I.A. WIRED 

SEGMENTATION

82% of networks have 
multiple SSIDs tied to the 

same wired VLAN with 
incorrect filtering/ACL. 



Unfettered lateral movement supports 

propagation of ransomware and other malware 

through an infrastructure.

Malware Spread

Attacks

Helps the adversary identify targets, 

credentials, roles, trust relationships, and 

pathways for lateral movement.

Enumeration & Discovery

Aside from ransomware, overly permissive 

networks including those allowing direct 

communication and zero conf protocols expose 

endpoints to numerous vulnerabilities.

Endpoint Exposure

Missing segmentation can lead to several attacks
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Unless RadSec is implemented, RADIUS 
shared secrets are sent in the cleartext 
everywhere. A large number of admins 

have configured shared secrets to 
match high level root admin passwords. 

SHARED SECRET, 

SHARED SHAME
RADIUS: Now with 100% of Your 

Root Password



at times configured for other services, 

sometime accidentally or unwittingly

﻿ ﻿

﻿ ﻿

because we clicked all the boxes, it 

finally worked, we don't know why, and 

now we're not touching it!

BAD EAPS!

Legacy and deprecated EAP types

Overly permissive EAP list



Common misunderstanding about inner 

auth and secured outer tunnels for EAP 

often means insecure inner methods are 

allowed without their hard outer shell. 

Especially common (and risky) in 

PEAP/MSCHAPv2 use cases. 

NAKED EAP
802.1X Gone Commando AKA 

Your Creds are Showing...

EAP-ing Tom... strikes again!



NAKED EAP
802.1X Gone Commando AKA 

Your Creds are Showing...



RADIUS policies are often missing even 

basic binary Boolean logic, missing out on 

the most basic security controls such as 

ensuring the thing connecting is BOTH a 

known user AND a known device.

LACK OF LOGIC

AND, OR, IF, THEN are our 
friends



but... 

the WORST 

RADIUS SIN 

of ALL



NOT 

VALIDATING the 

FREAKIN' 

SERVER 

CERTIFICATE



Pivoting through neighbor organizations using 

802.1X/EAP with username/password creds 

scaped from the dark web is the latest hotness.

Nearest Neighbor Attack

Attacks

On-path, evil twin, and a host of adversary-in-

the-middle attacks are easy when server cert 

validation is bypassed. 

Adversary-in-the-Middle

Unknown and unauthorized endpoints on a 

presumably secured internal 802.1X network 

are extremely dangerous for myriad reasons.

Rogue Endpoints

Bad RADIUS-ing can lead to countless attacks and a false sense of security
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These examples are equal-

opportunity offenders — every 

vendor has had their turn 

breaking the rules. No vendors 

were harmed during the 

creation of this presentation.

no shade, 
just facts...

DISCLAIMER



Securing WPA3-Personal 

Networks Dragonblood: 

Don't call it a 

comeback, it 

never left!

Mist only uses AKM:24 on 6GHZ * Wi-Fi 6



Vendors are still using AKM:8 

instead of AKM:24 Dragonblood: 

Don't call it a 

comeback, it 

never left!

Mist only uses AKM:24 on 6GHZ * Wi-Fi 6



Vendors are still using AKM:8 

instead of AKM:24 Dragonblood: 

Don't call it a 

comeback, it 

never left!

Ubiquiti Wi-Fi 7 
on 6GHz, no 
AKM:24 in sight

However, they do 
have H2E enabled



Vendors are still using AKM:8 

instead of AKM:24 Dragonblood: 

Don't call it a 

comeback, it 

never left!

All vendors Wi-Fi 7 on 6GHz, 
by default are advertising 
AKM:8... no AKM:24 in sight
 ﻿



PMF integrity probably still works... ? 

¯\_(ツ)_/¯ PMF group 

mgmt. suite 

advertisements 

missing

Expected.... at the end of RSNE

Missing... 



MPSK... PPSK.. UPSK... IPSK.. 

DPSK... no workie on WPA3 

securely and easily
Proprietary Not-

Secure MPSK 

on WPA3

Ruckus telling everyone WPA2 is secure... and then instructing 
towards a downgrade to pre-connect to bind the DPSK before 
moving to 6GHz.



WPA2 with PMF Required...

Myriad Configs 

for Shooting 

Oneself in the 

Foot

Meraki UI allows WPA2 only with PMF required... 
supported but definitely not ideal



THANK YOU! 

﻿ ﻿
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