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What is the Wired Side of Wi-Fi
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The Wired Side of Wi-Fi — My Top 10 Checklist

TCP High Latency Check IRTT (initial Round-Trip-Time) < 100ms
Slow DNS DNS Latency above 250ms starts affecting user experience
RADIUS/RADSEC Check RADIUS congestion, AAA latency < 300ms
DHCP Check DHCP exhaustion, DHCP latency < 300ms
MTU and Fragmentation Check ICMP messages like “Type3,Code4 - Fragmentation Needed”
BUM Traffic Storms Check Packet drops on AP po_rt, AP CP_U spikes, I
Switch Port Configuration Check Native VLAN for management and missing VLANs on Trunk ports
Switch Port 802.1X status AP as 802.1 endpoint failed auth and fallback to Guest VLAN
PoE Negotiation Check Allocated vs Requested Power value
Cable Status AP may sync at lower link speed if cables are in bad shape < CAT6A
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BUM traffic

BUM = Broadcast, Unknown and Multicast (ARPv4, NSv6, DHCP, MDNS,

BUM traffic grows exponentially with the number of Wi-Fi clients

Beacons ProbeReq  Wildcard Roaming  Rewies Probes BC-MC DATA CONTROL  MGMT
eth.dst[0] &1 ~ T
ARP for 10.170.4.37 (Request)
A m 170.197.177 224.0.0.251 MDNS Standard query 0x8000 TXT Lily’s iPad._companion-ink._tcp. local, "QU" questi.
8703 0.000 60 €B:df:05:01 Broadcast ARP Gratuitous ARP for 10.170.128.93 (Request) (]
8704 0.000 60 €8:df:05:dd Broadcast ARP Gratuitous ARP for 10.170.16.130 (Request)
8705 0.000 60 e8:1:08:35 Broadcast ARP Gratuitous ARP for 10.170.161.152 (Request)
8706 0.000 60 €8:d1:08:99 Broadcast ARP Gratuitous ARP for 10.170.176.87 (Request)
8707 0.000 60 Broadcast ARP Who has 10.170.160.17 Tell 10.170.161.213
8708 0.000 60 Broadcast ARP Gratuitous ARP for 10.170.197.236 (Request)
8709 0.000 180 fe8o: 1os7 c51e sm_ 1102::1b MDNS Standard query 0x0000 TXT Lily’s iPad._companion-link._tcp.local, "QU" questi.
8724 0.010 376 0.0.0.0 255.255.255.255  DHCP DHCP Request - Transaction ID Oxce8cBae2
8725 0.6001 567 10.170.160.158 224.0.0.251 MDNS Standard query response 8x0000 TXT, cache flush PTR _companion-link._tcp. loca..
8726 0.600 587 fe80::149b:c71d:9164.. £102::fb MONS Standard query response 8x0080 TXT, cache flush PTR _companion-Link._tcp. loca..
8741 0.007 175 fe80::898:74ea:65b4:.. £102::fb MONS Standard query 0x8000 TXT MacBook Pro (2)._companion-link._tcp.local, "QU" qu..
8742 0.000 155 10.170.198.66 224.0.0.251 MONS Standard query 0x0000 TXT MacBook Pro (2)._companion-link._tcp.local, "QU" qu.
8764 0.010 64 DecntaTechno_36:¢7:96 Broadcast ARP Who has 169.254.2,237 Tell 10.170.16.176
8795 0.017 22 10.170.195.53 224.0 MDNS Standard query response 8x0080 TXT, cache flush NSEC, cache flush Lily’s iPad..
8796 0.000 242 MONS Standard query response 8x000 TXT, cache flush NSEC, cache flush Lily’s iPad..
8797 0.000 %0 ffle:foe ICHPVG Neighbor Solicitation for fe8o::29:21c2:c71e:f@e from 14:7a:e4:68:0b:1f
8820 0.005 60 €2:76:b3:27:2a:86 Broadcast ARP Who has 10.170.200.67 Tell 10.170.199.74
8825 0.001 60 €2:76:b3:27:2a:86 Broadcast ARP Who has 10.170.198.1187 Tell 10.170.199.74
8827 0.002 60 Intel_97:3d:53 Broadcast ARP Who has 192.168.1.17 Tell 10.170.160.68
8851 0.010 60 MojoNetworks_62:47:3f Broadcast ARP Gratuitous ARP for 10.170.4.37 (Request)
8852 0.005 60 12:bf:e8:df:05:01 Broadcast ARP Gratuitous ARP for 10.170.128.93 (Request)
30 (Request)
Frame 8724: 376 bytes on wire (3008 ms), 376 hy(es captured (3008 bits) f f 11 £f £f {1 60 45 2e e3 05 df 81 00 08 35 SE 5
Ethernet II, Src: Intel_e3:05:df (68:45:2e:e3:05:df), Dst: Broadcast (ff:ff:ff:ff:ff:ff) g: gg b By g: :; g: g;” gg é; ;: :: :“’ g? € "’n ot
NSt“‘atiD;" Brosdcastilin fflgft;ff,) 06 90 ce 8c Ba e2 90 00 00 00 00 00 00 00 00 00
5 % it: Locally administered address (this is NOT the factory default) 0 00 60 65 60 66 60 86 00 89 60 45 26 €3 05 df ‘E. a mp e pca p On an
= IG bit: Group address (multicast/broadcast) 00 00 00 00 00 00 0 00 00 00 80 08 00 00 00 00
€3:05:df) 00 00 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 H
LG bit: Globally unique address (factory default) 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 AP po rt W|th 50
ceve vee® eeit wuee wees ew. = IG bit: Individual address (unicast) 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Type: 802.10 Virtual LAN (8x8100) 0090 00 00 00 00 00 00 0D 00 00 00 00/00160760100100 H
[Stresa 1idex: ‘536] 2030 0 00 @0 00 00 00 B0 00 00 00 00 00 00 00 00 00 C||ents and 5 SS'DS
802.1Q Virtual LAN, PRI: @, DEI: 0, ID: 2101 500 80/109;09,00) 00,00 00\80,1100,90 00,80, 90, 09,160, 9
y : s 000 00 00 00 00 00 60 00 00 00 00 00 00 00 60 00 00
Internet Protocol Version 4, Src: 0.0.0.@, Dst: 255.255.255.255 20d0 0 00 00 00 60 00 03 00 00 00 00 00 60 60 03 00
User Datagram Protocol, Src Port: 68, Dst Port: 67 20c0 0 00 00 B0 00 00 0B 00 00 00 00 B0 00 09 00 00
~ Dynamic Host Configuration Protocol (Request) 000 00 0 00 00 00 00 0D 00 00 00 00 00 00 00 00 00
Message type: Boot Request (1) 0100 0 00 00 00 00 60 00 00 00 00 00 00 00 60 00 00
Hardware type: Ethernet (0x01) o11e :g g: :? :: :: :: ‘2“ 5; gg :: g; :ﬁ 23 52 3i :;
X e e a aa a
:z;zwa;e addreas:Lenpth: .0 @c Of 50 4c 50 46 34 53 50 48 33 36 4d 41 44 56 PH36MADV
i 4c 5119 00 00 00 50 4c 50 46 34 53 50 48 33 36 L PFASPH36
Transaction Iy 5‘(25““2 4d 41 44 56 4c 2e 75 65 6d 2e 65 73 3c 08 4d 53 m.es<
Seconds _elapsed: 46 54 20 35 2e 30 37 0f 01 03 06 Of 1f 21 2b 2c 7 !
Bootp flags: axam (Unicast) 2a 2¢ 77 70 %0 6- 7> e -

Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: .0.0.0
Relay agent IP address: 0.0.0.0
@ 7 Destination Hardware Address (eth.dst), 6 bytes
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Bridge-mode SSID Scale Up to

10,000 Clients
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Tunnel-mode SSID Scale Up to

200,000 Clients

5--- Firewall is DGW
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Scalability is limited by the
MAC address table of the
Tunnel Teminators

Middle switches don’t need
to learn WiFi Client’s MAC
addresess
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Tunnel-mode SSID — DC redundancy T
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Tunnel-mode SSID — DC redundancy

DC #1 DMZ o o= DC #2 DMZ

Multi-Homing

ES (Ethernet Segment)
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Mega Scale Campus Mobility Scale Up to

30,000 APs

with Virtual ES with Path Aliasing (VESPA) 500,000 Clients

EVPN VXLAN

EVPN updates MAC/IP
bindings among Gateways
everytime there’s a new
client or a client roam

MRO (MAC Rewrite Offload)
AP acts as a L2 proxy for all
connected clients, so Gateways only
need to learn the AP MACs, not the
Clients MACs
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Summary

« The Wired side matters for Wi-Fi, build your own Wired-side checklist

« Best practices to achieve large scale wireless fabric:
- Control Plane: Run it on the APs
- Data Plane: Use standard Tunneling protocols, like VxLAN

« Best practices to build a scalable and reliable fabric:
- Move from Flood-and-Learn to EVPN/VxLAN
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