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Compatibility Mode buys interoperability.

The price is which clients land on WPA2.

Jim’s Claude.ai agent who did all the work
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Two ways to offer more than one AKM
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Compatibility Mode

RSNE: AKM 2 only (PSK)

+ RSNE Override: AKM 8 (SAE)

+ RSNE Override 2: AKM 24 (SAE-GDH)

Three separate elements. A client that doesn't 
recognize the override elements never sees them 
— not confusion, invisibility.

WPA3 Specification v3.5 §14

Transition Mode

RSNE:

AKM 2, 6, 8

(PSK, PSK-SHA256, SAE)

One element, every AKM merged together. Every 
client reads the whole list and picks what it 
understands.



Three elements, one OUI
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Type 41

RSNE Override

AKM 8 — SAE

CCMP-128

MFP Required

Type 42

RSNE Override 2

AKM 24 — SAE (GDH)

GCMP-256

EHT only

Type 43

RSNXE Override

SAE Hash-to-Element

Supported

Confirmed independently in WiFi Explorer and Wireshark, against the same captured beacon.

OUI 50-6F-9A (Wi-Fi Alliance) · WPA3 Spec v3.5 §14.4







One AP, one SSID, four devices, four results
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wlan8 · MRSNO · 5 GHz, ch 36 · RSN Override enabled, Mixed mode · pre-production standalone build

Device Radio OS AKM Role

Samsung Galaxy A6 Wi-Fi 5 Android 10 2 = PSK* Non-WPA3 floor

Apple iPhone 14 Wi-Fi 6 iOS 27.0.1 8 = SAE Mid-tier cap

Google Pixel 8 Wi-Fi 7 Android 17 24 = SAE-GDH Top tier

Apple iPhone 17 Pro Wi-Fi 7 iOS 26.6.2 2 = PSK* The surprise

Every result that follows is read directly from a captured frame, not inferred.

*Stay tuned



One AP, one SSID, four devices, six results
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wlan8 · MRSNO · 5 GHz, ch 36 · RSN Override enabled, Mixed mode · pre-production standalone build

Device Radio OS AKM Role

Samsung Galaxy A6 Wi-Fi 5 Android 10 2 = PSK Non-WPA3 floor

Apple iPhone 14 Wi-Fi 6 iOS 27.0.1 8 = SAE Mid-tier cap

Google Pixel 8 Wi-Fi 7 Android 17 24 = SAE-GDH Top tier

Apple iPhone 17 Pro Wi-Fi 7 iOS 26.6.2 2 = PSK The surprise

Samsung Galaxy A6 Wi-Fi 5 Android 10 6 = PSK-SHA256 RSN Override 

Disabled

Apple iPhone 17 Pro Wi-Fi 7 iOS 26.6.2 24 = SAE-GDH RSN Override 

Disabled

Every result that follows is read directly from a captured frame, not inferred.



Rubber, Meet “The Road”



The floor, working as designed
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Samsung Galaxy A6
Android 10 · pre-WPA3 hardware

AKM 2 PSK

Never saw the override elements — 
only the base RSNE, which is all this 
device can read.



Override-aware — capped by its own radio
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iPhone 14
iOS 27.0.1 · Wi-Fi 6, Dual band

AKM 8 SAE

The Probe Response offered AKM 24 too. 
This phone selected the highest tier its 
Wi-Fi 6 radio can actually use — AKM 24 
is EHT-only.



PSK vs SAE – A Quick Tell
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1. Probe

2. Authentication (2 Frames)

3. Association

4. 4-Way Handshake

1. Probe

2. Authentication (4 Frames)

3. Association

4. 4-Way Handshake

PSK

SAE



The Top Tier, reached
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Google Pixel 8
Android 17 (Oct 5 2026, patch) · Wi-Fi 7, Tri-band hardware

AKM 24 SAE-GDH · GCMP-256

Wi-Fi 7 hardware, current OS, full 
recognition of the override stack — the only 
device in the room that reaches the top tier.



iPhone 17 Pro — one phone, two results
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RSN OVERRIDE: OFF

AKM 8 — SAE

Ordinary merged RSNE. 4 auth frames. Full WPA3.

RSN OVERRIDE: ON

AKM 2 — PSK

Base RSNE only. 1 auth frame. Downgraded to 
WPA2 — on a newish iPhone model.

Same MAC, same AP, same SSID. Nothing else changed.

Compatibility Mode

RSNE: AKM 2 only (PSK)

+ RSNE Override: AKM 8 (SAE)

+ RSNE Override 2: AKM 24 (SAE-GDH)

Three separate elements. A client that doesn't 
recognize the override elements never sees them 
— not confusion, invisibility.



iPhone 17 Pro – RSNO Enabled
iOS 26.6.2 · Wi-Fi 7 Tri-band hardware

AKM 2 PSK

Never saw the override elements — only the 
base RSNE, which is all this device can read.

wlan8-5ghz-iphone17pro-override-off-sae.pcapng



iPhone 17 Pro – RSNO Disabled
iOS 26.6.2 · Wi-Fi 7 Tri-band hardware

AKM 8 is the top end of the Transition Mode 
offered on the SSID, not of the device.

wlan8-5ghz-iphone17pro-override-{on,off}.pcapng

AKM 8 SAE



The Floor; Revisited
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Galaxy A6
Android 10 · pre-WPA3 hardware

AKM 6 PSK-SHA256

Override off, the device peaked at AKM 6, 
PSK-SHA256. This is the device top end.



Three Devices, Four Ceilings, Four Reasons
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Device AKM 
Reached

What Capped It Type of Limit

Samsung Galaxy A6 6 = PSK-SHA256 The device itself – no SAE support, 
override On or Off

Hardware

iPhone 17 Pro 
(Override off)

8 = SAE Transition mode structurally caps here – 
AKM 24 only exists in override elements

Protocol

iPhone 17 Pro 
(Override on)

2 = PSK iOS 26.6.2 doesn’t recognize the override 
elements – iOS 27 DOES!

Software

Pixel 8 24 = SAE-GDH Nothing – hardware, protocol, and 
software all working together

None

Compatibility Mode doesn’t lower the ceiling – it reveals 
which clients CAN’T REACH IT.



Same as it ever was: 
Test before you deploy, 
Or the field will test it for you. 

Also Jim’s Claude.ai agent who did all the work
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Sources
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WPA3 Specification v3.5 — Wi-Fi Alliance. §2.3 (Transition Mode, 6 GHz prohibition), §14 (RSN overriding mechanism), §14.4 (element formats) https://www.wi-

fi.org/system/files/WPA3%20Specification%20v3.5.pdf 

WPA3 and Wi-Fi Enhanced Open Deployment and Implementation Guide v1.0 — Wi-Fi Alliance https://wi-fi.org/system/files/WPA3%20and%20Wi-

Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf 

WiFi Explorer Pro 3 — Adrian Granados / Intuitibits — live Compatibility Mode detection https://www.intuitibits.com/products/wifiexplorerpro3/ 

Wireshark — native decode of RSNE Override, RSNE Override 2, RSNXE Override https://www.wireshark.org/ 

Wi-Fi Alliance Product Finder — RSN Override certified device list https://www.wi-fi.org/product-finder 

All device results in this talk: captured directly, last week, on a pre-production RUCKUS build.

PCAPs — Full pcaps available on request – ping me

https://www.wi-fi.org/system/files/WPA3%20Specification%20v3.5.pdf
https://www.wi-fi.org/system/files/WPA3%20Specification%20v3.5.pdf
https://www.wi-fi.org/system/files/WPA3%20Specification%20v3.5.pdf
https://wi-fi.org/system/files/WPA3%20and%20Wi-Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf
https://wi-fi.org/system/files/WPA3%20and%20Wi-Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf
https://wi-fi.org/system/files/WPA3%20and%20Wi-Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf
https://wi-fi.org/system/files/WPA3%20and%20Wi-Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf
https://wi-fi.org/system/files/WPA3%20and%20Wi-Fi%20Enhanced%20Open%20Deployment%20Guide_v1.0.pdf
https://www.intuitibits.com/products/wifiexplorerpro3/
https://www.wireshark.org/
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder
https://www.wi-fi.org/product-finder



	Title
	Slide 1: Multi-RSN Override in the Wild

	Premise
	Slide 2: Compatibility Mode buys interoperability. The price is which clients land on WPA2.
	Slide 3: Two ways to offer more than one AKM
	Slide 4: Three elements, one OUI
	Slide 5
	Slide 6
	Slide 7: One AP, one SSID, four devices, four results
	Slide 8: One AP, one SSID, four devices, six results

	Testing Section
	Slide 9: Rubber, Meet “The Road”
	Slide 10: The floor, working as designed
	Slide 11: Override-aware — capped by its own radio
	Slide 12: PSK vs SAE – A Quick Tell
	Slide 13: The Top Tier, reached
	Slide 14: iPhone 17 Pro — one phone, two results
	Slide 15
	Slide 16
	Slide 17: The Floor; Revisited

	Summary
	Slide 18: Three Devices, Four Ceilings, Four Reasons
	Slide 19: Same as it ever was:  Test before you deploy,  Or the field will test it for you. 
	Slide 20: Sources
	Slide 21


