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We appreciate the opportunity to respond to the Department of the Treasury’s (“Treasury”) request for comment 
on the use of innovative or novel methods, techniques, or strategies to detect and mitigate illicit finance risks 
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Spruce Systems Inc. (dba SpruceID) is a U.S.-headquartered company with a stated mission of letting users 
control their data across all digital interactions. SpruceID provides end-to-end solutions for digital licensing, 
permitting, and identity. We specialize in delivering lifecycle management systems for government-issued 
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verifiable digital credential (VDC) technology, which reduces the cost and complexity of in-person verification 
while protecting individual privacy in online interactions. 
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Executive Summary 

The Bank Secrecy Act (BSA), enacted in 1970 to detect and deter financial crime in a paper-based era, now 
underpins a vast anti–money laundering and countering the financing of terrorism (AML/CFT) regime that has 
become increasingly costly and inefficient in the digital age. Despite continuous expansion, the current system 
delivers limited impact: U.S. financial institutions spend roughly $59 billion annually on financial crime compliance, 
yet only an estimated 0.2% of illicit proceeds are ultimately seized. Rising costs fall disproportionately on smaller 
institutions—community banks devote up to 9% of non-interest expenses to compliance—driven by manual 
processes, false positives, and fragmented data systems. The result is a regime that encourages “de-risking” and 
the exclusion of vulnerable customers: as of 2023, 4.2% of U.S. households remained unbanked and 14.2% 
underbanked, with the highest rates among low-income, minority, and single-parent households. Modernization of 
the BSA/AML framework is therefore imperative to enhance effectiveness, reduce burdens, and promote 
equitable financial inclusion in the digital economy. 

The technology to strengthen and improve this out-dated system exists today. Verifiable digital credentials (VDCs) 
such as mobile driver’s licenses (mDLs) and cryptographic trust identity frameworks have proven scalable and 
secure in other domains. Seventeen U.S. states now issue mDLs, with more than a dozen others developing 
programs,1 and the TSA already accepts them at over 250 airports.2 These digital credentials are bound to a 
user’s device, resistant to tampering, and capable of selective disclosure—enabling, for instance, proof of age 
without revealing full identity details. Combined with modern cryptography and open APIs, these technologies are 
ready to integrate directly into financial institutions’ compliance systems today, provided there is a regulatory 
environment that recognizes and approves their use for AML/CFT compliance. These technologies can be 
leveraged as powerful AML/CFT tools that make compliance more effective without the financial and social costs 
of third party surveillance. 

The Identity Trust model enables regulated entities, such as banks or state- or nationally-chartered trusts, to 
verify individuals, issue pseudonymous cryptographic credentials, and manage lawful access through auditable 
key systems. It operates within existing regulatory frameworks, limited to contexts that explicitly require 
identification under laws like the BSA. The model unfolds in four stages: 

1.​ Identifying: A regulated Identity Trust verifies individual identities and issues encrypted, pseudonymous 
credentials protected by multi-party keys. 

2.​ Transacting: Transactions use one-time-use identifiers to preserve unlinkability while maintaining 
auditability. 

3.​ Investigating: Lawful access is granted through threshold key recovery, balancing enforcement needs 
with individual privacy. 

4.​ Monitoring: Enables real-time screening for suspicious activity and sanctions list updates with 
continuous attestations, such as credit or sanctions status, conducted in a privacy-preserving, 
policy-driven and auditable manner. 

These mechanisms create a foundation for a more adaptive and privacy-preserving compliance regime—one that 
aligns regulatory oversight with modern technology. To enable their adoption at scale, we propose several policy 
updates and regulatory clarifications for Treasury’s consideration. Our top requests and their reasoning are 
summarized in the following table: 
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Summary of Suggested Recommendations: Modernizing AML/CFT Rules for 
the Digital Asset Economy 

 

Request for Consideration Reasoning and Impact 

1. Recognize verifiable digital credentials (VDCs) 
issued by many acceptable sources as valid evidence 
under Customer Identification Program (CIP) and 
Customer Due Diligence (CDD) obligations, including 
as “documentary” verification methods when 
appropriate. 

Treasury and FinCEN should interpret 31 CFR § 
1020.220 (and corresponding CIP rules and guidance) to 
include verifiable digital credentials if they can meet 
industry standards, such as a baseline of National 
Institute of Standards and Technology (NIST) SP 
800-63-4 Identity Assurance Level 2 (IAL2) identity 
verification or higher, issued directly from government 
authorities, or through reliance upon approved institutions 
or identity trusts. 

These verifiable digital credentials (VDCs), such as those 
issued pursuant to the State-Endorsed Digital Identity 
(SEDI) approaches, should be treated as “documentary” 
evidence where appropriate. The principle of data 
minimization should become a pillar of financial 
compliance, enabling VDC-enabled attribute verification 
encouraged over requiring the sharing of unnecessary 
personally identifiable information (PII), such as static 
identity documents, where possible. 

 

Current CIP programs largely presume physical IDs, 
limiting innovation and remote onboarding, even as the 
statute is not prescriptive in medium or security 
mechanisms. 

Verifiable digital credentials issued by trusted authorities 
provide cryptographically proven authenticity and higher 
assurance against forgery or impersonation, to better fulfill 
the aims of risk-based compliance management programs. 

Recognizing VDCs as documentary evidence would 
enhance verification accuracy, reduce compliance costs, 
and align U.S. practice with FATF Digital ID Guidance 
(2023) and EU eIDAS 2.0, promoting global 
interoperability. 

Attribute-based approaches to AML, such as 
“not-on-sanctions-list” or “US-person,” should be preferred 
whenever possible as they can effectively manage risks 
without the overcollection of PII data, avoiding a 
“checkpoint society” riddled with unnecessary ID 
requirements. 

2. Permit financial institutions to rely on VDCs issued 
by other regulated entities, identity trusts, or 
accredited sources via verified real-time APIs for 
AML/CFT compliance. 

Treasury and FinCEN should authorize institutions to 
accept credentials and attestations from peer financial 
institutions or identity trust networks when those issuers 
meet assurance and audit standards. 

Congress should further consider the addition of a new § 
201(d) to the Digital Asset Market Structure Discussion 
Draft (Sept. 2025) clarifying Treasury’s authority to 

While current CIP programs still assume physical ID 
presentation, the underlying statute is technology neutral 
and does not mandate any specific medium or security 
mechanism. Recognizing VDCs can modernize onboarding 
by reducing costs and friction, improving AML data quality 
and transparency, and enabling faster, more collaborative 
investigations across institutions and borders—all while 
minimizing data-collection risk. 

Statutory clarity ensures that Treasury’s modernization 
efforts rest on a durable, technology-neutral foundation. 
This amendment would future-proof the U.S. AML/CFT 
regime, align it with G7 digital-identity roadmaps, and 
strengthen U.S. leadership in global digital-asset 
regulation. 
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recognize and accredit digital-identity and 
privacy-enhancing compliance frameworks. 

3. Permit privacy-enhancing technologies (PETs) to 
meet verification and monitoring obligations. 

Treasury should issue interpretive guidance or rulemaking 
confirming that zero-knowledge proofs, pseudonymous 
identifiers, and multi-party computation may be used for 
CIP, CDD and Travel-Rule compliance if equivalent 
assurance and auditability are maintained. 

 

PETs enable institutions to prove AML/CFT compliance 
without exposing underlying PII, minimizing data-breach 
and insider-risk exposure while maintaining verifiable 
oversight. 

Recognizing PETs would modernize compliance 
architecture, lower data-handling costs, and encourage 
innovation consistent with global privacy and 
financial-integrity standards. 

4. Modernize the Travel Rule to enable verifiable 
digital credential-based information transfer. 

Treasury should amend 31 CFR § 1010.410(f) or issue 
guidance allowing originator/beneficiary data to be 
transmitted via cryptographically verifiable credentials or 
proofs instead of plaintext PII. 

The current Travel Rule framework was built for wire 
transfers, not blockchain systems. Verifiable digital 
credentials can carry or attest to required information with 
integrity, selective disclosure, and traceability. 

This approach preserves law-enforcement visibility while 
protecting privacy, ensuring interoperability with FATF 
Recommendation 16 and global Virtual Asset Service 
Providers (VASPs). 

5. Establish exceptive relief for good-faith reliance on 
accredited identity trust, VDC and Privacy-Enhancing 
Technology (PET) systems. 

Treasury should use its § 1020.220(b) rulemaking 
authority to provide exceptive relief deeming institutions 
compliant when they rely on Treasury-accredited 
credential or PET frameworks meeting defined assurance 
standards. 

Institutions adopting accredited compliance tools should 
not face enforcement liability for third-party system errors 
beyond their control. Exceptive relief would provide 
regulatory certainty and clear boundaries of accountability. 

Exceptive relief incentivizes adoption of privacy-preserving 
identity systems such as identity trusts, reducing costs 
while strengthening overall compliance integrity. 

6. Leverage NIST NCCoE collaboration for technical 
pilots and standards. 

Treasury and FinCEN should partner with NIST’s National 
Cybersecurity Center of Excellence (NCCoE) Digital 
Identities project to pilot mDLs, VDCs, and interoperable 
trust registries for CIP and CDD testing. 

The NCCoE provides standards-based prototypes (e.g., 
NIST SP 800-63-4 and ISO/IEC 18013-5/-7 mDL) that 
validate real-world feasibility and assurance equivalence. 

Collaboration ensures technical soundness, interagency 
alignment, and rapid deployment of privacy-preserving 
digital-identity frameworks. 
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7. Direct FinCEN to engage proactively with industry 
on adoption of advanced technologies that enhance 
AML compliance, investigations, and privacy 
protection. 

Treasury should issue formal direction or guidance 
requiring FinCEN to establish an ongoing public-private 
technical working group with industry, academia, states, 
and standards bodies to pilot and evaluate advanced 
compliance technologies. 

Continuous engagement with the private sector ensures 
that FinCEN’s rules keep pace with innovation and that 
compliance tools remain effective, privacy-preserving, and 
economically efficient. 

This collaboration would strengthen AML/CFT 
investigations, reduce false positives, and alleviate the 
compliance burden on financial institutions while upholding 
privacy and data-protection standards. 
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Introduction  

The Bank Secrecy Act of 1970 (BSA) established the foundation of the United States’ anti–money laundering and 
countering the financing of terrorism (AML/CFT) framework. Originally intended to detect and deter criminal 
activity in a paper-based financial system, the BSA has evolved into a vast compliance regime that has struggled 
to adapt to the realities of the digital economy. 

Despite decades of refinement, the system remains inefficient, costly, and only marginally effective. A 2023 
LexisNexis study found that U.S. financial institutions spent $59 billion on financial crime compliance—averaging 
$9 million per bank, with the largest institutions spending over $1 billion annually.3 Yet these expenditures yield 
limited results: the United Nations estimated that in 2009, approximately $1.6 trillion (about 2.7% of global GDP) 
was laundered, while just 0.2% of criminal proceeds were ultimately seized or frozen.4 

Compliance costs continue to rise, disproportionately affecting smaller institutions. According to the Federal 
Reserve Bank of St. Louis, large banks (with $1-10 billion in assets) spend between 2.7 and 3.0% of their 
non-interest expenses on compliance, midsized banks spend between 4.0 and 5.9%, and small community banks 
spend between 6.8 and 9.1%.5 Key cost drivers include operational inefficiencies such as manual reviews and 
non-interoperable systems, high false-positive rates that divert resources from genuine threats, and growing 
regulatory and reputational pressures that encourage risk aversion. 

As compliance burdens mount, many institutions engage in “de-risking”—terminating or denying accounts for 
customer categories perceived as high risk. This practice disproportionately affects low-income, unbanked, and 
marginalized populations, pushing them toward unregulated financial channels. The FDIC’s 2023 National Survey 
of Unbanked and Underbanked Households found that 4.2% of U.S. households (5.6 million) were unbanked and 
14.2% (19 million) were underbanked.6 Unbanked rates were significantly higher among lower-income, 
less-educated, and minority households, as well as single-parent households and adults with disabilities. 

Efforts to modernize compliance infrastructure have been uneven. Large institutions such as JPMorgan Chase, 
which employs over 63,000 technologists and invests $18 billion annually in technology, can internalize 
compliance costs and innovate.7 By contrast, the more than 4,000 community banks in the U.S. rely on a small 
number of legacy core processors. These vendors dominate the market through long-term contracts that include 
high termination fees, exclusivity clauses, and costly integrations,8 leaving smaller banks dependent on outdated 
systems and unable to access or leverage their own data efficiently. 

The BSA, once pioneering, was drafted for a pre-digital world in which transactions were primarily cash-based 
and bank-intermediated. The financial landscape today encompasses fintech platforms, mobile applications, and 
decentralized finance, yet the statutory framework has not evolved accordingly. The Supreme Court’s early review 
of the BSA upheld its constitutionality but acknowledged potential First, Fourth, and Fifth Amendment privacy 
concerns.9 Justices Powell and Blackmun justified the Act’s $10,000 reporting threshold as “reasonably high” and 
not unduly invasive—yet that figure has never been adjusted for inflation. In today’s terms, $10,000 in 1970 
equals roughly $83,000. 

Because the threshold remains static, U.S. financial institutions filed 20.8 million Currency Transaction Reports 
(CTRs) in FY 2023, a 62% increase since 2002.10 A 2024 GAO report concluded that had the threshold been 
inflation-adjusted, CTR filings would have dropped by at least 90% annually since 2014, and that law enforcement 
accessed fewer than 3% of those reports.11  

Similarly, Suspicious Activity Reports (SARs)—triggered by subjective suspicion rather than confirmed 
wrongdoing—have increased by more than 50% between 2020 and 2024.12 Institutions, wary of regulatory 
penalties, frequently engage in “defensive filing.” In 2024, 27.1% of SARs related to identity theft, while reports 
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linked to synthetic identity fraud have been increasing 37% year over year, driven in part by advances in 
generative AI.13 

In the U.S. financial sector, digital identity remains in an early stage of adoption. Most institutions still rely on 
uploading scans of physical documents—passports, driver’s licenses, and utility bills—that were never designed 
for online verification. Security features such as holograms or UV-activated inks are rendered ineffective when 
converted to images, and this already-weakened process is now further undermined by the proliferation of 
AI-generated deepfakes of documents and biometrics.14 

By contrast, emerging verifiable digital credential (VDC) implementations such as mobile driver’s licenses (mDLs) 
and state-endorsed digital identity (SEDI) offer a more secure, interoperable, and privacy-preserving foundation 
for identity verification. These technologies encode verified facts in a machine-verifiable, tamper-resistant format, 
enabling reliable authentication without exposing unnecessary personal data.15 Unlike scanned documents, VDCs 
are designed for digital exchange and are resistant to forgery. 

Adoption is expanding rapidly: seventeen U.S. states currently issue mDLs, with more than a dozen others 
developing programs.16 Over 75 million Americans are eligible to enroll, and the TSA now accepts mDLs at more 
than 250 airports.17 Bound to a user’s device and protected by native authentication mechanisms, mDLs are 
harder to counterfeit and enable selective disclosure—for instance, confirming legal age without revealing full 
identity details. These developments demonstrate a growing technical foundation for secure digital identity that 
can improve both financial inclusion and compliance integrity within existing regulatory frameworks. 

Enabling a New Compliance Architecture 

We have the opportunity today to restructure the entire Know Your Customer (KYC)/AML process to be less 
burdensome, more privacy-preserving, and more effective for enforcement operations. By combining digital 
credentials with modern cryptography, the U.S. can reimagine how financial compliance is performed. SpruceID 
refers to this forward-looking concept as the Identity Trust framework, a model for how identity verification and 
cryptographic safeguards could be structured in future compliance frameworks. 

This Identity Trust architecture is meant to be applied only to activities subject to these obligations, as defined 
under the GENIUS Act (i.e., payment stablecoins) and under the forthcoming Market Structure Bill (i.e., digital 
securities and digital commodities) where identification is explicitly necessary. The principle of data minimization 
should be used in all other cases to prevent unintended consequences such as compliance overreach, privacy 
risks, and chilling effects to financial innovation. 

The Identity Trust model works in four stages: 

1.​ Identifying. A regulated entity (the Identity Trust, of which there can be many) is responsible for verifying 
an individual’s identity using digital and physical methods, based on modern best practices such as NIST 
SP 800-63-4A for identity proofing. Once verified, the trust issues a pseudonymous credential to the 
individual and encrypts their personal information. Conceptually, the unlocking key is split into three parts: 
one held by the individual, one by the Trust, and one by the courts, with any two sufficient to unlock the 
record (roughly, a “two-of-three key threshold”). 

2.​ Transacting. When the individual conducts financial activity, the individual presents their pseudonymous 
credential. Transactions are then tagged with unique one-time-use identifiers that prevent linking activity 
across contexts, even if collusion were attempted. Each identifier carries a cryptographically-protected 
payload that can only be “unlocked” with the conceptual two-of-three key threshold. Entities and 
decentralized finance protocols processing the identifiers are able to cryptographicly verify that the 
identifier is correctly issued by an Identity Trust and remains valid. 
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3.​ Investigating. If law enforcement or regulators demonstrate lawful cause, conceptually both the court 
and the Identity Trust decide to operate their keys to reach the two-of-three threshold to designate 
authorized access to specific limited data justified by the circumstances. The Identity Trust must have a 
robust governance framework for granting access to law enforcement that respects privacy and due 
process rights with law enforcement needs through judicial orders. Once the keys from the two entities 
are combined, the vault containing the relevant information about the identity can then be decrypted if it 
exists, revealing the individual’s information in a controlled and auditable manner, including correlating 
other transactions depending on the level of access granted by the lawful request. Alternatively, the 
individual is able to combine their key with the Identity Trust’s key to gain the ability to see their entire 
audit log, and also create cryptographic proofs of their actions across their transactions. 

4.​ Monitoring. The Identity Trust performs these continuous checks against suspicious actors and sanctions 
lists in a privacy-preserving manner with approved policies for manner and intervals, with the auditable 
logs protected and encrypted such that only the individual or duly authorized investigators can work with 
the Identity Trust to access the plaintext. Individuals may also request attribute attestations from the 
Identity Trust, for example, that they are not on suspicious actors or sanctions lists or attestations for 
credit checks.  

The Identity Trust framework can be implemented through existing BSA-regulated entities—such as banks, trust 
companies, or supervised private vendors—without requiring new rulemaking. It is explicitly designed to fit within 
current regulatory structures, allowing for issuance of credentials from state-chartered or nationally-chartered 
trusts, as well as other non-depository institutions already under federal and state supervision. In other words, 
Identity Trusts can operate today under existing authority and oversight, provided they meet the applicable 
requirements for Treasury registration, recordkeeping, fiduciary duty, and criminal liability. These institutions would 
issue and verify digital credentials under current AML and fiduciary standards, aligning with established 
supervisory models. This structure extends the Credential Service Provider (CSP) approach from NIST18 and GSA 
to the financial sector, allowing private CSPs to operate as or alongside regulated entities for compliant credential 
issuance, verification, and lifecycle management. The result is a clear, auditable, and privacy-preserving identity 
infrastructure built on existing regulatory foundations. 
 
Benefits 

Reduced compliance costs. KYC obligations cost the financial sector an estimated $2.9 billion annually by 
2025. Consolidating identity verification within regulated Identity Trusts removes duplicative effort and allows costs 
to be offset by digital efficiencies. 

Improved quality of KYC processes. Identity Trusts specialize in identity management, allowing them to excel 
at data quality, customer service, use of advanced technologies, and security measures. This is in contrast to 
smaller financial institutions already facing resourcing constraints for their core banking functions, resulting in 
varying levels of implementation success for identity onboarding, monitoring, reporting, and security management. 
​
More effective reporting, monitoring and investigations. With transactions tied to pseudonymous credentials, 
SARs and CTRs could be augmented so that they can resolve individual identities after legal due process in a 
standard manner. With the same technical standards used across transaction types, this would create 
interoperability across blockchain transactions, ACH transfers, and even SWIFT transactions. The level of 
metadata connectivity allows for transaction-level reporting, and standardized, machine-readable formats to 
enable regulators and financial institutions to apply advanced analytics and AI-driven tools for more efficient 
monitoring and investigation of illicit activity.  
​
Stronger privacy protections. Individuals transact pseudonymously, protecting them from data brokers, 
blockchain observers, and excessive government collection under the third-party doctrine. This can eliminate the 
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need for BSA entities to collect and retain digital copies of sensitive documents such as passports, driver’s 
licenses, and et cetera. 
​
Improved investigative access. Law enforcement retains lawful access to identities when authorized by a court, 
creating a transparent and verifiable balance between privacy and enforcement. This approach allows for an 
auditable legal process to prevent abuse and also expedient access to data without delay when rightfully attained. 

How This Frames Our Response 

The Identity Trust model offers a path for APIs, AI, digital identity verification, blockchain monitoring, 
privacy-enhancing technologies (PETs), and Trusted Execution Environments (TEEs) to be deployed in ways that 
are privacy-preserving, auditable, and regulatorily sound. Each section of this response applies the GENIUS Act 
factors to the Identity Trust model to show how Treasury can guide adoption of these technologies, maximizing 
effectiveness against illicit finance while reducing systemic risk and compliance burdens. 
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Q1 - Greatest Trends and Risks 
In your experience, what illicit finance risks and vulnerabilities pose the greatest risk in the digital asset 
ecosystem? What key trends in illicit finance risks have financial institutions observed in the digital asset 
ecosystem?  
 

The digital asset ecosystem exposes financial institutions to both well-known illicit finance risks and new 
challenges that are unique to decentralized technologies. One of the most significant is synthetic identity fraud. 
Because onboarding processes often vary in rigor across institutions, criminals can combine real and fabricated 
information to create new identities that pass initial checks. The Government Accountability Office reported that 
banks flagged more than $182 million in suspicious activity linked to synthetic identity fraud in 2021,19 and the 
Federal Reserve estimates that related losses grew to over $35 billion in 2023, with generative AI accelerating the 
scale and sophistication of these schemes.20 

The rise of deepfakes and other AI-enabled fraud is also reshaping the risk landscape. Generative AI now 
produces convincing synthetic images, voice samples, and video streams that can defeat remote onboarding and 
undermine biometric verification. Academic studies warn that identity verification systems face growing difficulty 
detecting adversarial deepfake inputs.21 At the same time, the use of “agentic” AI tools that transact on behalf of 
individuals raises new questions about liability and accountability when such tools are misused. 

A growing illicit finance risk in the digital asset ecosystem is the migration toward privacy-focused blockchains22 
and mixers23, which obscure transaction flows and make it difficult for institutions and law enforcement to 
distinguish legitimate privacy from concealment of illicit activity.24 As adoption of these “privacy chains” expands, 
traditional blockchain analytics tools will lose visibility, complicating monitoring, investigations, and regulatory 
oversight. One potential safeguard is to embed privacy tags—cryptographic markers linked to a user’s verifiable 
digital identity—within transactions. These tags would preserve anonymity for ordinary use but allow identity to be 
lawfully referenced only under warrant and due process, creating a system that upholds both financial privacy and 
accountable enforcement. 

Another growing concern is cross-chain obfuscation. Criminal actors increasingly use bridges, token swaps, and 
mixer services to move assets across multiple blockchains and disrupt traceability. Cross-chain crime, or 
‘chain-hopping,’ has fast become a mainstream money-laundering technique.25 Researchers have noted 
persistent limits in attributing complex, multi-network laundering paths with confidence.26 Similar to above, there 
are technology advances through a digital identity and verifiable digital credentials that can mitigate this risk. 

These risks are already being exploited by state-sponsored groups, ransomware operators, and sanctions 
evaders. Chainalysis reported in July that illicit digital asset volumes in 2025 are on track to meet or surpass last 
year’s estimated $51 billion.27 Against this backdrop, financial institutions are beginning to explore portable, 
verifiable digital credentials as a way to improve the quality of identity data while reducing unnecessary exposure 
of personal information. These tools can help close gaps in KYC and transaction monitoring, offering a path 
toward compliance methods that are both more effective and more privacy-preserving.  

SpruceID Response for U.S. Treasury Request for Comment on Innovative Methods to Detect Illicit Activity Involving Digital Assets​            10 



 

Q2 - Application Programming Interfaces (APIs)​ ​ ​ ​  
What innovative or novel methods, techniques, or strategies related to APIs are financial institutions 
using to detect illicit activity and mitigate illicit finance risks involving digital assets? What are the risks, 
benefits, challenges, and potential safeguards related to APIs?  
 

APIs are critical tools already in broad use for enabling financial institutions to manage compliance obligations, 
and their evolution to use the latest technologies and software industry approaches will be critical to enable the 
digital asset ecosystem’s continued growth. When designed with appropriate safeguards, incorporation of new 
technologies such as digital signatures, high throughput real-time messaging, and advanced access control for 
granular data sharing can allow compliance frameworks to meet the rapid pace of financial innovation in the digital 
asset ecosystem while also reducing fraud. 

Importantly, the use of APIs for compliance and supervision is already authorized and in practice under existing 
rulemaking—financial institutions routinely integrate with regulatory systems, payment networks, and reporting 
portals via APIs. Expanding these capabilities to verifiable and real-time architectures can occur within current 
legal and supervisory frameworks, leveraging existing regulatory permissions for data transmission, 
recordkeeping, and reporting. We believe that financial APIs can be modernized to great effect by (1) becoming 
verifiable by incorporating VDCs or other cryptographic elements for verified identity and attributes, and (2) 
becoming real-time by leveraging technical standards for common messaging protocols and data formats. 

Examples of APIs which are “verifiable” include the UK’s Open Banking28 and EU PSD229, which use digital 
signatures to verify counterparties and important authorizations. Many of these systems are built on technologies 
such as the OpenID Financial API (FAPI) profile and/or mutual TLS, which require that the counterparty and 
payload are cryptographically verifiable. They can also include new systems that include identifiers (such as W3C 
Decentralized Identifiers or blockchain smart accounts) with guaranteed properties, such as being able to be 
resolved to an individual’s and organization’s identity after legal due process. 

“Real-time” means event-driven machine-to-machine (M2M) exchange, which can work across different 
counterparties. Examples of these systems include the private sector settlement network CHIPS® Network, which 
migrated to ISO 20022 for messaging in April 2024 and processes $1.8 trillion in payments daily.30 Similarly, 
Fedwire Funds completed its ISO 20022 migration in 2025.31 Finally, advanced protocols such as x402 combine 
blockchain transactions with the HTTP internet protocol to produce a seamless payments interface for developers, 
and are extensible to be verifiable as well.32 

For the remainder of our response, we will designate APIs with these improvements as “verifiable real-time APIs”.  

Today, FinCEN already supports electronic submissions for filings such as SARs, CTRs, and other forms via 
batch upload in their online portal.33 Financial institutions must hold required BSA/CIP records for 5 years,34 which 
can contain troves of PII such as passport scans, driver’s license scans, and other sensitive documents from 
individuals that are not relevant to those particular financial services other than for identity onboarding and 
customer due diligence. The quality of these collection processes for KYC and CDD and data security practices 
may vary depending on the abilities of the financial institution, as we elaborate on in Q4 - Digital Identity 
Verification. 

Electronic filing processes can be enhanced with the use of verifiable real-time APIs. These APIs incorporate 
verifiable digital credentials and identifiers, which can rely upon parties such as the Identity Trust described above 
(an example of a verifiable real-time API) and/or participating BSA-regulated entities. This modernization builds 
directly upon existing electronic filing and reporting authorities, enabling a range of regulated institutions—such as 
banks, trust companies—to participate in the Identity Trust framework as credential issuers. It enables 
interoperable, secure, and compliant data exchange with government systems without requiring new rulemaking. 
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This approach allows investigators to gain secure, auditable, and efficient lawful access to compliance data in real 
time, while minimizing the amount of PII shared across organizations. The result is a system that improves 
investigative efficiency, enhances individual privacy, and reduces opportunities for data misuse or unauthorized 
access.  

The cycle of reporting relevant data, analyzing patterns, detecting suspicious activity, gathering further 
information, and starting an investigation can currently take between days and weeks to coordinate all the 
different parties, and to coordinate and normalize data within the same system. The addition of implicit 
transaction-based monitoring for blockchain transactions adds complexity to this process, requiring new 
techniques and approaches for assets such as stablecoins and digital securities, which then must be integrated 
into an organization's risk-based compliance management strategy, increasing the burden. 

By upgrading financial service APIs to also support real-time messaging protocols and data formats that can 
cover the entirety of these functions, machine-to-machine approaches for compliance become possible, and in 
many cases they can reduce the process from days and weeks to minutes. With these improvements, institutions 
can transmit standardized data directly to regulators in near real time, improving both the speed and quality of 
suspicious activity reporting. 

These protocols can be implemented with improved security, counterparty authentication, and reliability using 
cryptography, extensible data schemas, and modern messaging architectures. For example, these features could 
support encrypted subgroup exchanges for use under Section 314(b) Voluntary Sharing Among Institutions35, 
allowing institutions to share information securely within defined peer groups. In this model, only authorized U.S. 
participants can view shared data, while FinCEN retains visibility into privileged fields where necessary. This 
creates a more targeted and auditable reporting ecosystem. 

Specifically, this is a non-exhaustive list of open technical standards which can be considered for adding verifiable 
digital credentials to financial APIs: 

●​ NIST SP 800-63-4 
●​ eIDAS 2.0 / EUDI wallet 
●​ ETSI EN 319 411 EU Qualified Trust Service Providers 
●​ vLEI (GLEIF) 
●​ W3C Digital Credentials API 
●​ ISO/IEC 18013-5 Mobile Driver’s License (mDL) 
●​ ISO/IEC 18013-7 Online mDL 
●​ W3C Verifiable Credentials 
●​ W3C Decentralized Identifiers 
●​ FIDO2 / WebAuthn (passkeys) 
●​ IETF Selective Disclosure JWTs (SD-JWTs) 
●​ IETF SD-JWT-VC 
●​ IETF OAuth 2.0 
●​ IETF RFC 5280 Internet X.509 Public Key Infrastructure Certificate and CRL Profile 
●​ OpenID Connect 
●​ OpenID FAPI 2.0 
●​ OpenID Identity Assurance (eKYC/IDA) 
●​ OpenID Federation 1.0 
●​ OpenID Shared Signals (SSE) with CAEP/RISC for zero-trust eventing/webhooks 
●​ OpenID for Verifiable Credentials, including: 

○​ OpenID for Verifiable Presentations (OID4VP) 
○​ OpenID for Verifiable Credential Issuance (OID4VCI) 
○​ Self-Issued OpenID Provider (SIOP) 

●​ Google Longfellow ZK 
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●​ Key Event Receipt Infrastructure (KERI) 

Additionally, this is a non-exhaustive list of open technical standards which can be considered for creating 
interoperable messaging layers with strong security features: 

●​ ISO 20022 
●​ IETF RFC 8705 OAuth 2.0 Mutual-TLS Client Authentication and Certificate-Bound Access Tokens 

(mTLS) 
●​ IETF RFC 9180 Hybrid Public Key Encryption (HPKE) 
●​ IETF JOSE and COSE (including Post-Quantum Cryptography) 
●​ IETF RFC 6455 The WebSocket Protocol 
●​ IETF RFC 6120 Extensible Messaging and Presence Protocol (XMPP) 
●​ IETF RFC 9420 The Messaging Layer Security (MLS) Protocol 
●​ The Matrix Protocol 
●​ W3C ActivityPub 
●​ The AT Protocol 

Benefits. Properly deployed, the use of verifiable real-time APIs improves compliance outcomes by enabling 
faster detection of suspicious activity, reducing duplicative KYC processes, and lowering integration costs across 
institutions. It creates a consistent foundation for interoperability that can extend to decentralized finance (DeFi) 
protocols and other existing or novel environments: blockchains, privacy blockchains, FedNow, ACH, SWIFT, EU 
TIPS, and more. 

Risks and Challenges. Without adequate safeguards, automated reporting could expose sensitive data or create 
uncertainty about regulatory acceptance. Key risks include unauthorized access to API endpoints, misuse of 
credentials, and inconsistent implementation across the sector. Smaller institutions may face barriers to adoption 
due to cost or lack of technical capacity, although this transition cost will likely be quickly recouped by decreased 
reporting costs. 

Safeguards. These risks can be mitigated with strong authentication and authorization requirements, end-to-end 
encryption, digital signatures, rate-limiting, and independent certification of implementations. The principle of least 
privilege should guide design, ensuring that the API exposes only the minimum data necessary to meet 
compliance requirements. A robust ecosystem of vendors and experts built from open standards, many already 
existing, would increase the implementation quality, cost basis, and speed for these improvements. 

 
a)​What factors do financial institutions consider when deciding whether to employ APIs for AML/CFT and 

sanctions compliance purposes? For financial institutions that use or plan to use APIs for these 
purposes, what specific compliance functions do/will APIs support? For financial institutions that 
decided not to use APIs, please provide additional details on the rationale for that decision. ​  

When evaluating whether to adopt verifiable real-time APIs, financial institutions focus primarily on whether 
FinCEN and other regulators will accept these functions (e.g., CDD processes, automated filings, data sharing 
under Section 314(b)) as compliant under the Bank Secrecy Act36 and considerations during examinations and 
best practices that can create mitigations during penalties. Regulatory clarity is often more determinative than 
technical capability.37 Institutions also weigh the sensitivity of the data being transmitted, the availability of 
common standards, vendor ecosystem maturity, and integration costs with existing case management systems.38 
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b)​How are financial institutions using API tools in AML/CFT and sanctions compliance efforts in relation to 
other tools (e.g., in testing phase while using existing tools, to augment existing tools, or to replace 
existing tools)? Please explain and, if possible, compare the effectiveness of API tools with other existing 
or previous tools used for similar purposes. ​  

Today, most institutions are deploying APIs as a way to augment existing compliance systems with more layers 
rather redesigning them39 to use a digital-native approach that incorporates real-time fraud signals that can be 
automated, extended with modules, and utilized with AI anti-fraud agents. Over time, some institutions have 
begun to use APIs to replace legacy batch uploads and manual entry,40 which improves timeliness and reduces 
clerical errors. When combined with verifiable digital credentials and messaging protocols, these new APIs can 
become more efficient and consistent, but full effectiveness depends on regulatory acceptance of automated, 
credential-enabled reporting to allow FinCEN and investigators to utilize these new tools as well. 

 

c)​Are there regulatory, legislative, supervisory, or operational obstacles to using APIs to detect illicit 
finance and mitigate risks involving digital assets? Please provide any recommendations related to 
identified obstacles.​  

The largest obstacles are regulatory and supervisory ambiguity. Institutions need confirmation that automated 
submissions via verifiable real-time APIs will satisfy BSA obligations, what evidentiary artifacts (e.g., digital 
signatures, audit logs) must be retained, and how liability is assigned across participants and vendors. Models for 
addressing such constraints already exist in adjacent sectors—most notably in the standardized agreements and 
liability frameworks that govern relationships between payment networks, issuing banks, and 
merchants41—demonstrating that clear, interoperable trust arrangements can balance compliance assurance with 
operational scalability. Without this clarity, institutions risk building duplicative systems. Operationally, legacy 
systems may lack compatibility with credential-addressed APIs,42 and smaller institutions face the fixed costs of 
secure endpoint development and monitoring.43  

Legislative gaps also exist: Section 314(b) safe harbors were not designed for encrypted subgroup APIs, and the 
BSA does not give examiners guidance on recognizing privacy-preserving, attribute-level attestations as 
compliant for different required processes. 

Our recommendations are detailed in the next section, part (d).  

 

d)​What steps, if any, should the U.S. government take to further facilitate effective, risk-based adoption of 
APIs for detecting illicit finance involving digital assets?  

Treasury and FinCEN should take concrete steps to enable compliant, privacy-preserving digital credentials 
adoption across the financial system. This includes formally recognizing use of pseudonymous identifiers in  
SAR/CTR submissions, recognizing standardized technical specifications for their operation across investigations, 
and establishing a certification framework for vendors and institutions. Treasury should also clarify that 
privacy-preserving, attribute-level data exchanges through verifiable real-time APIs meet compliance obligations 
when policy objectives are achieved. 

1.​ Formally recognize API-based usage of verifiable digital credentials for identity verification for 
filings as compliant, publish technical approaches which satisfy the needs of the legal process and 
investigators (e.g., OpenAPI/JSON schemas, standardized error codes, uptime, and retry SLAs), and 
provide a certification path for filers and vendors. Existing FinCEN e-filing standards44 should inform and 
be developed in alignment with, the use of verifiable digital credentials ;  

SpruceID Response for U.S. Treasury Request for Comment on Innovative Methods to Detect Illicit Activity Involving Digital Assets​            14 



 

2.​ Issue joint guidance with OFAC on API evidence necessary for sanctions screening, including required 
audit trails, retention periods, and human-in-the-loop controls; 

3.​ Endorse least-privilege, attribute-level exchanges—including selective-disclosure proofs—as 
satisfying Customer/Enhanced Due Diligence (CDD/EDD) where policy objectives are met; 

4.​ Encourage modernization of Section 314(b) implementations to explicitly cover encrypted, subgroup 
information-sharing via APIs along with strong incentives for firms to participate fully to enhance detection 
of illicit activity; 

5.​ Align with standards bodies such as NIST, ISO, W3C, and IETF for identity and cryptographic 
guidance and reference interoperable standards (e.g., NIST SP 800-63-4A IAL2 for remote identity 
verification baselines or OpenID4VC for credential exchange) for identity-related or message-streaming 
API flows; and 

6.​ Provide space for responsible innovation and collaboration, such as exceptive relief and 
implementation grants or shared services for non-bank entities under GENIUS Act, community banks, 
and credit unions to lower initial compliance and security costs.  

Together, these measures would modernize regulatory reporting, strengthen collaboration between institutions, 
and make compliance both more efficient and more privacy-protective. By clearly signaling that APIs are a 
compliant, trusted channel for regulated information exchange, Treasury and FinCEN can accelerate innovation 
while enhancing oversight, auditability, and financial integrity across the digital asset ecosystem. 

These same principles can also be applied to cross-institution and cross-border information exchange under the 
“Travel Rule.” As detailed later in this response Question 4 (d), verifiable digital credentials and standardized API 
protocols can enable financial institutions and virtual asset service providers to meet Travel Rule transmission 
obligations through privacy-preserving, machine-readable attestations, rather than transmitting raw personal data. 

 

e)​Treasury will evaluate APIs and consider their impact based on the research factors identified in the 
GENIUS Act. Provide any information pertinent to those factors.  

 

1.​ Improvements in the ability of financial institutions to detect illicit activity involving digital assets. 
Verifiable real-time APIs with these improvements allow financial institutions to validate and exchange 
verifiable identity credentials at the time of transaction, binding attributes such as age, citizenship, or 
sanctions status directly to payment events. By automating the collection of high-assurance, 
cryptographically signed attributes, the improved APIs raise data quality and reduce synthetic identity 
fraud—a major entry point for money laundering. Because verifiable real-time APIs support automated, 
encrypted reporting to FinCEN and 314(b) subgroups, they shorten the time from suspicious activity 
detection to regulator notification, improving system-wide responsiveness. 

2.​ Costs to financial institutions. The main cost of these improvements is initial integration—building 
secure endpoints, aligning with wallet/verifier standards (e.g., W3C Digital Credentials API, OIDF’s 
OpenID4VP), and upgrading compliance workflows. However, these investments replace fragmented, 
manual identity checks with reusable credential validation across institutions. Over time, this lowers 
operational costs by reducing false positives, duplicate KYC efforts, and inefficient manual reporting. 
Smaller institutions could benefit from a shared API service layer which supports verifiable digital 
credentials and advanced messaging protocols, or Treasury-supported reference implementation. 
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3.​ The amount and sensitivity of information that is collected or reviewed. Unlike current processes, an 
API with these improvements enables least-privilege exchanges: only the attributes required by policy are 
revealed (e.g., “is over 18” or “not on OFAC list”), not full documents or extraneous PII. This reduces the 
amount of sensitive data institutions must collect and store, shrinking the attack surface and the 
compliance burden associated with long-term data retention. 

4.​ Privacy risks associated with the information that is collected or reviewed. The verifiable real-time 
API’s design mitigates privacy risks by using selective disclosure proofs and encrypting all data in transit 
and at rest. Access can be restricted to authorized subgroup participants (e.g., U.S.-only 314(b) 
members), and cryptographic receipts provide auditability without exposing raw personal data. Compared 
to legacy systems that routinely transmit entire identity documents, verifiable real-time APIs substantially 
reduces privacy exposure. 

5.​ Operational challenges and efficiency considerations. Institutions will need to update compliance 
systems to interoperate with wallets and credential issuers, which may pose challenges for legacy 
infrastructure. However, once deployed, an improved API consolidates multiple compliance 
functions—KYC, sanctions screening, SAR preparation, and 314(b) sharing—into a standardized, 
automated workflow. This reduces duplication, improves data consistency, and allows compliance teams 
to focus on higher-value investigations rather than clerical review. 

6.​ Cybersecurity risks. Like any API, even improved APIs can introduce risks such as credential theft or 
endpoint compromise. These can be addressed through mutual TLS, OAuth 2.0 with dynamic client 
registration or OIDF Financial API (FAPI) 2.0 Security Profile, FIPS-validated cryptography, rate limiting, 
and continuous monitoring. While APIs are not inherently more secure than databases, they can enable 
more privacy-preserving architectures. Moreover, by minimizing the amount of sensitive raw PII stored in 
institutional databases, a ‘honey pot’, the API significantly reduces both the likelihood and the potential 
impact of a data breach. 

7.​ Effectiveness of methods, techniques, or strategies at mitigating illicit finance. Verifiable real-time 
APIs strengthen AML/CFT efforts by combining stronger identity assurance with more targeted data 
exchange. They enable faster detection of synthetic identities, improves sanctions screening, and 
reduces opportunities for regulatory arbitrage across institutions. Its effectiveness depends on clear 
rulemaking from FinCEN confirming that automated, API-based filings and attribute-level credential 
exchanges meet Bank Secrecy Act obligations. With that clarity, verifiable real-time APIs can scale across 
the ecosystem as a common compliance backbone. 
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Q3 - Artificial Intelligence 
What innovative or novel methods, techniques, or strategies related to AI are financial institutions using 
to detect illicit activity and mitigate illicit finance risks involving digital assets? What are the risks, 
benefits, challenges, and potential safeguards related to AI? Please describe the use of AI to conduct 
analysis of transactional data, including transactions that occur on blockchains, and to identify complex 
illicit financial networks, as well as key lessons learned from use of AI in this context. ​  
 

Artificial intelligence is increasingly viewed as a force multiplier for AML/CFT compliance,45 particularly when 
combined with structured data flows from verifiable real-time APIs. By automating analysis of large 
datasets—including blockchain transactions, sanctions lists, and credential-based identity attributes—AI can help 
financial institutions detect illicit activity earlier and with greater precision than manual or rules-based methods 
alone.46 

Innovative Applications. Financial institutions are piloting AI systems that analyze blockchain transaction data to 
identify patterns of layering, obfuscation, and cross-chain movement associated with illicit finance.47 Machine 
learning models can detect typologies that span multiple ledgers, such as rapid movement of funds through 
mixers and bridges. AI is also being applied to compliance reporting, where natural language systems assist in 
drafting Suspicious Activity Reports (SARs) based on transaction patterns flagged by monitoring tools. These 
SARs are then reviewed and verified by human analysts before submission, improving efficiency without removing 
accountability.48 

Another novel strategy is the use of AI agents that operate within credential-based frameworks. With delegated 
authority, an AI agent can transact on behalf of a customer using derived, pseudonymous identifiers. These 
derived credentials can be tied back to the principal through cryptographic proofs, preserving accountability if the 
agent is misused. This approach anticipates a future where agentic AI plays a direct role in financial transactions 
and ensures that compliance systems can attribute actions accurately. 

Benefits. AI improves the ability of institutions to detect complex, cross-network illicit finance networks that are 
difficult to identify using rule-based systems. It reduces manual workload by triaging alerts, lowering false 
positives, and highlighting higher-risk patterns for human review. AI can also bring consistency across institutions 
by applying shared models to standardized data streams, such as those provided through verifiable real-time 
APIs.49 

Risks and Challenges. The most significant risks include false confidence in model outputs, potential bias or 
blind spots in training data, and the ability of adversaries to use AI themselves—for example, through deepfakes 
or synthetic identities designed to evade detection. Recent research50 (shared with Treasury under this RFC) 
underscores these concerns as synthetic and AI-generated data can undermine financial integrity if provenance 
and identity linkages are not preserved. There is also a risk of over-reliance: an AI-generated SAR that is too 
persuasive could be accepted without sufficient human review. Additionally, resource-constrained institutions may 
struggle to deploy and maintain explainable, well-governed AI systems that meet supervisory expectations.51 AI 
agents that operate on behalf of a financial institution should be identified and linked back to an organizational 
identity or specific individual; otherwise, regulatory accountability and auditability would be compromised, eroding 
the traceability required for risk management and supervisory oversight. 

Safeguards. Effective safeguards include maintaining human-in-the-loop oversight for enforcement-related 
actions, establishing model risk management frameworks that address explainability, accuracy, and concept drift, 
and retaining auditable records of inputs and outputs for examination. AI systems should be tested regularly 
against adversarial scenarios, such as deepfake-based onboarding attempts or novel cross-chain laundering 
typologies. Integration with verifiable real-time APIs also provides a safeguard, as AI can operate on verified, 
minimal identity attributes rather than unstructured documents, reducing data quality issues and privacy risk. 
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a)​ What factors do financial institutions consider when deciding whether to employ AI for AML/CFT and 
sanctions compliance purposes? For financial institutions that use or plan to use AI for these purposes, 
what specific compliance functions does/will AI support? For financial institutions that decided not to use 
AI, please provide additional details on the rationale for that decision.​  

When evaluating whether to employ AI for AML/CFT and sanctions compliance, financial institutions primarily 
consider regulatory acceptance,52 data quality, and operational readiness.53 Institutions are more willing to deploy 
AI when there is clear guidance that its outputs—such as alert triage or SAR drafting—will be recognized as 
compliant so long as human oversight is maintained. They also weigh whether they can access structured, 
trustworthy data feeds (for example, from verifiable real-time APIs) that allow AI models to operate effectively 
without amplifying errors or privacy risks.54 Finally, institutions assess the costs of developing explainable models, 
training compliance staff, and maintaining audit trails that examiners can review.55 

Where adopted, AI can support several compliance functions. It can be used to analyze blockchain transaction 
patterns for obfuscation and layering, triage alerts to reduce false positives, screen transactions in real time 
against sanctions and watchlists, and assist in drafting SARs by generating narratives from flagged patterns. AI 
can also play a role in detecting synthetic identities and deepfakes by analyzing biometric and document data for 
anomalies that human reviewers might miss. 

However, institutions cite concerns about model explainability, supervisory uncertainty, and the risk of regulatory 
pushback if AI-generated outputs are seen as replacing rather than supporting human judgment.56 Smaller 
institutions, in particular, worry about the cost of acquiring or developing models, the need for continuous tuning, 
and the burden of meeting examiner expectations for model governance. As a result, many have taken a “wait 
and see” approach. 

​  

b)​ How are financial institutions using AI tools in AML/CFT and sanctions compliance efforts in relation to 
other tools (e.g., in testing phase while using existing tools, to augment existing tools, or to replace 
existing tools)? Please explain and, if possible, compare the effectiveness of AI tools with other previous 
or existing tools used for similar purposes. 

Financial institutions are largely using AI to augment existing compliance tools rather than to replace them.57 In 
practice, AI models run alongside rule-based transaction monitoring systems and manual case review, providing 
triage and pattern-detection capabilities. Some institutions operate AI in testing or shadow mode, validating 
outputs against traditional methods before expanding adoption. Compared to legacy tools, AI is more effective at 
surfacing complex cross-chain or synthetic identity risks, but its outputs still require human review to meet 
regulatory expectations and address the ethical and operational risks inherent in autonomous decision-making. 

 

c)​ Are there regulatory, legislative, supervisory, or operational obstacles to using AI to detect illicit finance 
and mitigate risks involving digital assets? Please provide any recommendations related to identified 
obstacles.​  

The biggest obstacle to using AI in AML/CFT is regulatory and supervisory uncertainty.58 Financial institutions are 
reluctant to rely on AI-generated outputs without clear guidance from FinCEN and prudential regulations on how 
these tools will be evaluated during examinations. In particular, institutions need to know whether AI-assisted 
suspicious activity detection and AI-drafted SARs are acceptable so long as human review remains in place. 
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Without this clarity, many firms continue to run AI in pilot or shadow mode rather than integrate it into production 
workflows, and not capture most of the efficiency and accuracy gains it offers. 

Model governance expectations are another barrier. Current frameworks under the Bank Secrecy Act do not 
explicitly address explainability, adversarial testing, or concept drift for AI models. Examiners often apply 
standards developed for credit risk models, which may not map neatly to transaction monitoring or identity 
verification use cases. This lack of fit discourages adoption and creates inconsistent supervisory outcomes. 

Operational challenges also remain. Smaller institutions face high costs to acquire models, train staff, and 
maintain the infrastructure needed for continuous monitoring and retraining. Data quality is a further obstacle: 
legacy systems often provide fragmented or unstructured data, making AI outputs unreliable unless paired with 
structured, verifiable data feeds such as those enabled by verifiable real-time APIs.59 

Our recommendations are detailed in the next section, part (d).  

 

d)​ What steps, if any, should the U.S. government take to further facilitate effective, risk-based adoption of 
AI for detecting illicit finance involving digital assets? ​ ​  

Treasury and FinCEN should: 

1.​ issue guidance clarifying that AI may be used in AML/CFT programs when supported by human 
oversight, with specific expectations for SAR drafting and alert triage;  

2.​ publish supervisory standards for AI model risk management tailored to financial crime compliance 
(covering explainability, adversarial testing, and recordkeeping); 

3.​ support pilot programs where institutions can test AI models with regulator participation; and  
4.​ encourage adoption of structured, privacy-preserving data sources—such as portable digital identity 

credentials—so that AI operates on high-quality inputs.  

These steps would reduce uncertainty, promote consistent supervision, and allow institutions to deploy AI in ways 
that enhance both effectiveness and accountability. 

 

e)​ Treasury will evaluate AI and consider its impact based on the research factors identified in the GENIUS 
Act. Provide any information pertinent to those factors.  

1.​ Improvements in the ability of financial institutions to detect illicit activity involving digital assets. 
AI significantly enhances detection capabilities by identifying complex, cross-chain laundering typologies, 
obfuscation techniques, and synthetic identities that are difficult to capture with rules-based systems. 
When paired with structured, high-assurance inputs from verifiable real-time APIs, AI models can operate 
on verified attributes rather than noisy or incomplete data, which improves both precision and recall in 
compliance monitoring.60 

2.​ Costs to financial institutions. AI adoption entails material upfront and ongoing costs: acquiring or 
developing models, curating training datasets, hiring skilled staff, and maintaining infrastructure for 
continuous retraining. Large institutions are better able to absorb these costs; smaller firms may find them 
prohibitive unless shared services, reference models, or government-supported pilots are available. Over 
time, efficiency gains—such as reducing false positives and accelerating SAR preparation—can lower 
compliance costs relative to manual-only systems. 
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3.​ The amount and sensitivity of information that is collected or reviewed. AI itself does not require 
more information than existing systems, but the quality and format of the information matter. Operating on 
portable, attribute-level credentials exchanged via verifiable real-time APIs allows AI to function effectively 
with less raw personal data, mitigating the need to ingest and store full identity documents or sensitive 
biometrics. 

4.​ Privacy risks associated with the information that is collected or reviewed. Without safeguards, AI 
could encourage over-collection or retention of sensitive data. These risks are reduced when AI operates 
on selective-disclosure proofs or other least-privilege data provided through trusted APIs. Privacy 
protections are further strengthened by retaining auditable logs of AI decision-making rather than 
retaining unnecessary personal data. 

5.​ Operational challenges and efficiency considerations. AI models require continuous tuning to remain 
effective against evolving illicit finance typologies. Institutions must also establish governance processes 
for explainability, error handling, and examiner review. When integrated with APIs that deliver 
standardized, machine-readable inputs, AI can streamline workflows, improve efficiency, and reduce 
duplicative manual review. 

6.​ Cybersecurity risks. AI systems are vulnerable to adversarial manipulation, including synthetic inputs 
(deepfakes, fabricated credentials) designed to evade detection. Attackers may also attempt to probe or 
corrupt training data. Mitigation requires adversarial testing, red-teaming, and integration with verified 
data sources such as verifiable real-time APIs. Using cryptographically signed credentials and enforcing 
provenance for training data reduces exposure to manipulated inputs. 

7.​ Effectiveness of methods, techniques, or strategies at mitigating illicit finance. When deployed with 
strong governance, human oversight, and high-quality data inputs, AI improves the ability of financial 
institutions to detect and report illicit finance in digital assets. Its effectiveness depends on regulatory 
clarity that AI-assisted outputs—such as alert triage or SAR drafting—are acceptable with documented 
oversight, and that privacy-preserving data exchange mechanisms are recognized as valid sources for 
model inputs. With this clarity, AI can deliver measurable improvements in both compliance outcomes and 
systemic resilience.  
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Q4 - Digital Identity Verification 
What innovative or novel methods, techniques, or strategies related to digital identity verification are 
financial institutions using to detect illicit activity and mitigate illicit finance risks involving digital assets? 
What are the risks, benefits, challenges, and potential safeguards related to digital identity verification? 
Please describe the portable digital identity credentialing tools in use and how such tools are being used.  

Digital identity verification is shifting from repeated document-based KYC checks toward portable, 
cryptographically-verifiable credentials issued by authoritative entities.61 These credentials can be presented 
through user-controlled wallets and validated by financial institutions at the point of onboarding or transaction. 
This model strengthens AML/CFT programs by providing high-assurance attributes—such as proof of legal name, 
age, citizenship, or sanctions-screening status—without exposing full documents or unnecessary personal data. 

This traditional identity verification model also underpins how transaction-level compliance is implemented, 
including the Travel Rule which requires the transmittor’s bank to send the transmittor’s PII to the recipient bank 
for each transaction. By using verifiable digital credentials to transmit authenticated, privacy-preserving proofs of 
originator and beneficiary information, financial institutions can satisfy Travel Rule requirements while reducing 
exposure of sensitive personal data. This approach links digital identity modernization directly to secure, 
interoperable data exchange across the financial system. 

In practice, this shift feels similar to the evolution of consumer trust systems like Disney’s MagicBand—a 
wristband that lets park visitors seamlessly enter attractions, unlock hotel rooms, and make purchases without 
repeatedly showing tickets or ID. It’s voluntary, privacy-preserving, and feels effortless to the user, yet it’s powered 
by deep technical assurance behind the scenes. In the same way, digital identity wallets could let customers verify 
who they are across banks, apps, or exchanges through a single, secure interaction. 

Adoption and Technology. Portable digital identity verification is no longer theoretical—governments are already 
issuing credentials. mDLs are live in over seventeen states62 and accepted at over 250 airports by the 
Transportation Security Administration (TSA).63 In California, over two and a half million mobile driver’s licenses 
have been issued through the mobile driver’s license program.64 Across the United States, an estimated 71.5 
million people are eligible to enroll in their state’s mobile driver’s license program.65  

Importantly, the NIST National Cybersecurity Center of Excellence (NCCoE) is leading a mobile driver’s license 
project that brings together banks, technology providers, and state agencies to define how ISO 18013-5/7 
compliant mDLs can be used for KYC in financial services.66 This initiative demonstrates the feasibility of portable, 
standards-based credentials for regulated onboarding and offers a blueprint for integrating mDLs into AML/CFT 
compliance workflows. Specifically, these VDCs can be used as evidence for achieving NIST SP 800-63A-4 IAL2, 
and digital identity evidence strength is determined by the same strength qualities as physical evidence. These 
can be combined with industry certification frameworks such as FIDO certification for Identity Verification which 
includes Document Authenticity (DocAuth) and also Face Verification. 

Additionally, the European Union is rolling out its Digital Identity Wallet67, and cross-industry groups like NIST, 
AAMVA, FIDO, and the W3C are driving interoperability standards.68 Credential formats such as ISO mDLs, W3C 
Verifiable Credentials, and SD-JWTs (IETF) are being demonstrated in production pilots, supporting selective 
disclosure of attributes and minimizing over-collection of user data.69 These tools are increasingly integrated into 
compliance workflows through APIs that request only the attributes required for a given regulatory obligation. 

Voluntary identity frameworks like TSA PreCheck and CLEAR demonstrate the success of public and private 
models that provide secure identity verification that meets legal requirements. Similar to how travelers opt in to 
share verified data once and gain expedited passage everywhere the program is recognized, digital identity 
credentials could create a trusted traveler experience for finance: a “pre-vetted lane” for compliance that still 
upholds rigorous AML/CFT controls. 
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Financial institutions are beginning to see digital credentials the way the payments industry once saw EMV chips 
in payment cards—an upgrade in trust infrastructure.70 Just as EMV introduced shared accountability among 
merchant acquirers, issuing banks, and the card network, credential-based identity verification can distribute 
liability and assurance among issuers, verifiers, and wallet providers. A regulated set of verifiable real-time APIs 
could act like the payment rails, allowing multiple participants to transact securely under common governance. 

Policy Foundations. The TSA’s acceptance requirements for mDLs at airports provide a strong technical 
baseline. Those standards—covering issuance, authentication, and cryptographic binding—can be adapted to 
financial services, as demonstrated in the NIST National Cybersecurity Center of Excellence mobile driver’s 
license initiative, to ensure credentials meet AML/CFT and sanctions compliance needs.71 Similarly, NIST SP 
800-63 provides the federal benchmark for digital identity assurance; expanding its normative profile to include 
modern cryptographic methods (PKI, zero-knowledge proofs) would better align with portable credential use in 
finance.72  

The U.S. AML/CFT framework could be improved to explicitly recognize verifiable digital credentials—including 
government-issued digital IDs, such as mDLs and/or state-endorsed digital identity (SEDI) credentials, regulated 
financial institution-issued credentials, and interoperable verifiable credentials that meet defined assurance 
standards—as valid forms of documentary evidence under the CIP rule. See Part (d) below for further explanation 
of how this could be implemented. 

At the state level, Utah’s State-endorsed Digital Identity (SEDI) program, codified at Utah Code § 63A-16-1201, 
establishes a legal framework for issuing and recognizing verifiable digital credentials. California has also 
advanced digital identity legislation through SB 786, and other states continue to pass mDL bills. This bipartisan 
momentum demonstrates a growing consensus that digital credentials can enhance both trust and privacy in 
identity verification. The American Civil Liberties Union, along with a coalition of civil society groups, has 
published guidelines for digital identity programs that are aligned with the principles encoded in the Utah SEDI 
program, showing that strong identity assurance can be advanced without compromising user rights.73  

Concrete operational shapes for an Identity Trust could include entities already permitted under existing BSA 
requirements. For example, a Federally Regulated Bank—whether state- or nationally-chartered—could serve as 
such an organization, issuing and verifying digital credentials as part of its existing customer identification and 
record-retention duties. A State-Chartered or Nationally Chartered Trust Company could act as a specialized 
identity fiduciary, maintaining verified customer data under current fiduciary and AML obligations. A non-bank 
private vendor could also fulfill this role under a supervised model, functioning as an outsourced service provider 
or technology intermediary to a regulated institution—similar to how payment processors or credit bureaus 
operate today—subject to the same BSA, data-retention, and audit standards. Each of these entities functions 
without requiring rule changes, aligning this hypothetical ecosystem role with current supervisory frameworks 
while expanding verifiable access across the financial ecosystem. 

Importantly, an Identity Trust can be viewed as an evolution of the Credential Service Provider (CSP) model 
recognized by the General Services Administration (GSA) for federal digital identity assurance. Private-sector 
CSPs already perform credential issuance, validation, and lifecycle management for government and enterprise 
systems under NIST SP 800-63 accreditation. Extending this model to the financial sector—where a CSP partners 
with or operates as a BSA-regulated entity—would provide a clear, auditable path for compliant credential 
issuance and verification. In practice, a private CSP could serve as the operational arm of an Identity Trust, 
handling credential provisioning and revocation while the regulated institution maintains ultimate responsibility for 
AML/CFT compliance and supervisory reporting. This approach leverages existing policy precedent and 
procurement pathways, reducing regulatory friction while ensuring that private credential providers meet the same 
assurance, retention, and audit standards as financial institutions. 

In this way, emerging identity frameworks could mirror existing co-regulatory ecosystems—like how CLEAR 
operates under TSA rules but with private execution, or how credit card networks enforce rules across member 
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banks. Public-private credentialing partnerships could achieve both scale and oversight, creating a shared 
backbone for trustworthy digital identity, much like the card networks created standardized payments. 

Benefits. The move to portable credentials reduces duplication of KYC processes, improves data quality, and 
lowers the operational costs of onboarding. It also enhances privacy by enabling selective disclosure—for 
example, proving a user is “over 18” or “not on the OFAC list” without sharing their full date of birth or government 
ID number. Regulators also benefit from verifiable audit trails tied to cryptographic proofs rather than unverifiable 
scans or PDFs. 

For users, this could feel like an everyday upgrade—akin to moving from a paper ticket to a digital wallet pass, or 
from swiping a magnetic card to “Tap to Pay.” For institutions, it parallels the evolution from manual paper 
processing to EMV and tokenized transactions: fewer points of failure, better traceability, and higher assurance 
built into the system design. 

Benefits for Investigations. Other important benefits include more accurate reporting, monitoring and 
investigations as described below: 

1.​ Cryptographic provenance & chain of custody: Each credential is signed by a trusted issuer and 
time-stamped; validation and revocation checks create a tamper-evident audit trail that strengthens 
evidentiary reliability.​
 

2.​ Higher data quality = fewer false positives: Attributes can be proofed to NIST SP 800-63A-4 IAL2 or 
above, and lifecycle-managed (updates/revocations), improving sanctions/KYC screening quality and 
reducing noise in alerts and case queues.​
 

3.​ Rapid entity resolution: Reliable and stable digital identifiers and standardized schemas (W3C VC, DID, 
mDL) enable fast de-duplication across institutions, linking related accounts/wallets and accelerating 
network-analysis.​
 

4.​ Selective disclosure with lawful expandability: Day-to-day use can minimize PII exposure 
(ZK/SD-VCs), while lawful process can retrieve full underlying data—improving privacy and investigative 
depth as required by regulations.​
 

5.​ Interoperable cross-border cooperation: Trust registries and common schemas make cross-jurisdiction 
verification faster, improving responsiveness to 314(a) requests and mutual legal assistance.​
 

6.​ Revocation intelligence: Real-time revocation/status checks provide fresh signals (e.g., issuer revoked 
after fraud report), useful for triage and dynamic risk scoring.​
 

7.​ Attribution and accountability of issuers: Each claim is traceable to an accredited issuer, clarifying 
who is responsible for accuracy and enabling targeted follow-up or subpoenas.​
 

8.​ Travel Rule correlation: VDC references can bind originator/beneficiary assertions to transfers, 
simplifying counterparty identification and funds-flow reconstruction.​
 

9.​ Device/app binding (where used): Possession proofs and authenticator binding (Authenticator 
Assurance Level 2: AAL2 or above) help attribute actions to a user/device pair, tightening circumstantial 
links in case building. 
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Risks and Challenges. Challenges include varying assurance levels across issuers, a lack of uniform wallet 
certification, and the risk of normalization of over-collection if financial institutions request full credentials when 
only partial attributes are needed.  Another is clarifying who bears responsibility when a credential is misissued or 
misused. Established models in payments—such as the liability frameworks among networks, issuers, and 
merchants—show how standardized agreements can balance compliance assurance with scalability.74 Legacy 
banking systems may also lack the ability to integrate verifiable credential flows without significant upgrades. 

Safeguards. Adherence to recognized standards (NIST SP 800-63, ISO 18013-5/-7, W3C VC, SD-JWT, FIDO) 
and independent certification of wallets and verifiers are key to ensuring consistent quality. Privacy safeguards 
should include least-privilege design and regulatory endorsement of selective disclosure as a best practice. 
Treasury should also encourage alignment with state-level initiatives such as Utah’s SEDI framework and with 
civil-liberties recommendations to avoid overreach in implementation. Establishing uniform assurance levels and 
certification processes across diverse participants would promote trust and interoperability without imposing 
unnecessary concentration of responsibility or restricting innovation. 

Takeaway. Governments are already issuing digital identity documents in portable, cryptographically verifiable 
formats, and financial institutions are beginning to incorporate them into AML/CFT compliance. Through an 
Identity Trust, these credentials can be integrated into reporting and monitoring systems, offering higher 
assurance against synthetic identities, reducing privacy risks, and creating a more efficient compliance foundation 
for both centralized and decentralized financial services. 

 

a)​ What factors do financial institutions consider when deciding whether to employ digital identity 
verification for AML/CFT and sanctions compliance purposes? For financial institutions that use or plan 
to use digital identity verification for these purposes, what specific compliance functions does it/will it 
support? For financial institutions that decided not to use digital identity verification, please provide 
additional details on the rationale for that decision. ​  

When considering whether to implement digital identity verification for AML/CFT and sanctions compliance, 
financial institutions weigh several factors: regulatory acceptance, assurance of credential quality, integration 
costs,75 and the likely adoption of credentials by customers. Institutions are most likely to invest when they have 
confidence that portable, standards-based credentials will be recognized as meeting Bank Secrecy Act and 
sanctions obligations.76 They also assess whether credentials originate from trusted issuers such as Department 
of Motor Vehicles (DMVs) or passport authorities and whether they can be validated through cryptographic proofs. 
Just as importantly, institutions consider whether customers will actually adopt and use these credentials. 
Adoption tends to be driven by utility in everyday transactions—for example, when an mDL can be used both at 
airport security and to open a financial account, the convenience creates a stronger incentive for customer 
uptake.77 

For those moving forward, digital identity verification supports critical compliance functions. Portable credentials 
can be used to strengthen KYC at onboarding, prevent synthetic identity fraud, and support ongoing customer 
due diligence.78 Attribute-level credentials (e.g., “over 18,” “U.S. person,” “not on the OFAC list”) can also be 
bound to transactions in real time through an Identity Trust, improving the accuracy of sanctions screening and 
reducing the risk of illicit actors accessing services. These tools also create cryptographically verifiable audit trails 
that simplify examinations and investigations. 

Institutions that have not yet adopted digital identity verification typically point to regulatory uncertainty,79 lack of 
infrastructure readiness, and uncertainty around consumer uptake. Without explicit guidance from FinCEN and 
prudential regulators, some firms are hesitant to invest in credential-based workflows for fear they may need to 
maintain duplicative document-based processes. Others—particularly smaller institutions—cite the challenge of 
upgrading legacy systems to interoperate with wallets and APIs.80 If customers do not see clear benefits to 
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adopting and presenting digital credentials, institutions face the risk of building compliance processes that are 
underused in practice. Broader adoption will depend not only on clear supervisory expectations and uniform 
assurance standards, but also on ensuring that digital credentials are useful across multiple high-value contexts, 
so customers have a reason to carry and present them. 

 

b)​ How are financial institutions using digital identity verification tools in AML/CFT and sanctions 
compliance efforts in relation to other tools (e.g., in testing phase while using existing tools, to augment 
existing tools, or to replace existing tools)? Please explain and, if possible, compare the effectiveness of 
digital identity tools with other existing or previous tools used for similar purposes. ​  

Financial institutions are primarily using digital identity verification tools to augment existing KYC/AML controls, 
often in pilot or parallel-run modes. Institutions keep legacy workflows for audit continuity while measuring error 
rates, reviewer effort, and examiner feedback on the credential-based flow. Where pilots mature—such as in 
NCCoE-style mDL-for-KYC configurations—firms can begin progressive replacement of manual document 
reviews for well-scoped use cases (e.g., domestic retail onboarding), while retaining traditional methods for edge 
cases or low-assurance issuers. Based on our experience, major financial institutions are mainly piloting 
workflows utilizing digital identity credentials for risk-focused use cases such as account recovery and pre-transfer 
confirmations, as they lack sufficient guidance from regulators on their applicability within risk-based compliance 
management programs, despite their potential benefits. 

Compared with prior tools, digital identity credentials generally show higher data quality and lower friction. 
Cryptographic binding to authoritative issuers reduces synthetic and tampered-document risk; selective disclosure 
lowers over-collection of user data and downstream PII handling; and machine-readable proofs cut re-keying and 
clerical errors. In parallel runs, institutions report faster analyst cycle times and fewer false positives stemming 
from inconsistent identity data. Credentials also improve auditability: verifiers retain signed receipts of what was 
asserted and when, rather than screenshots or PDFs of uncertain provenance. 

In effect, this shift resembles the transition from handwritten checks to modern payment networks, where 
verification is built into the process rather than mainly conducted after acceptance. Cryptography and 
liability-sharing agreements, identity credentials embed compliance logic directly into onboarding and transaction 
flows. 

Effectiveness gains are most pronounced where (1) the credential’s assurance level is clear (e.g., ISO 18013-5/-7 
mDL, NIST SP 800-63-aligned issuance), (2) the verifier flow is least-privilege (attribute-only rather than full 
document), and (3) customer adoption/utility is high (e.g., the same mDL works at TSA and at account opening). 
By contrast, traditional tools (document scans, knowledge-based checks, fragmented database lookups) are more 
error-prone, slower, and create larger privacy and breach surfaces due to broad data capture and storage. 

Credential effectiveness depends on issuer coverage and wallet assurance, consistent regulatory acceptance, 
and legacy integration readiness. As those conditions are met, institutions can shift from “augment” to “replace” 
for defined segments, using the Identity Trust as the backbone for standardized ingestion, logging, and evidence 
retention.​ ​  

Over time, digital identity credentials could serve financial compliance much like EMV chips did for 
payments—quietly upgrading trust and reducing fraud behind the scenes, while making the user experience 
simpler and more secure. 
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c)​ Are there regulatory, legislative, supervisory, or operational obstacles to using digital identity verification 
to detect illicit finance and mitigate risks involving digital assets? Please provide any recommendations 
related to identified obstacles. ​  

The most significant barriers to using digital identity verification for AML/CFT and sanctions compliance stem from 
outdated laws and regulatory uncertainty.81 Current Bank Secrecy Act provisions and Section 314(b) frameworks 
were designed for paper-based processes and have not yet adapted to cryptographically verifiable or 
privacy-preserving credentials. 

1.​ Outdated statutory and regulatory definitions. The BSA and its implementing rules under 31 CFR § 
1020.220 were drafted around paper-based and manual “documentary” identity verification. These 
provisions do not explicitly recognize digitally signed, cryptographically verifiable credentials or 
zero-knowledge proofs as valid methods of identity verification or ongoing customer due diligence. 

2.​ Absence of recognition for privacy-preserving methods. Existing AML frameworks implicitly assume 
that compliance requires full disclosure of personal data. PETs such as selective disclosure and 
zero-knowledge proofs can allow verification of identity attributes (e.g., sanctions-screened, age-verified, 
U.S.-resident) without exposing underlying personal data, but there is no regulatory pathway for their use. 

3.​ Supervisory uncertainty and lack of examiner guidance. Financial institutions face inconsistent 
supervisory treatment when adopting new identity solutions. Examiners lack clear criteria for acceptable 
assurance levels, credential issuers, revocation processes, or evidence retention for verifiable credentials. 

4.​ Operational barriers for smaller institutions and VASPs. Community banks and VASPs face high 
vendor costs, limited access to interoperable APIs from core processors, and the absence of 
pre-approved standards or vendor lists for digital identity verification.82 

5.​ Fragmented federal and state initiatives. State-level initiatives are moving forward quickly, highlighting 
the need for federal alignment. Utah’s State-endorsed Digital Identity (SEDI) program, codified at Utah 
Code § 63A-16-1201, provides a legal framework for issuing and recognizing verifiable digital credentials. 
California’s SB 786 has created a pathway for digital identity pilots in that state, and several other 
legislatures have advanced mDL bills. While this activity demonstrates bipartisan momentum, the lack of 
consistent federal guidance risks producing a fragmented system where compliance obligations vary by 
jurisdiction. 

In short, the landscape today resembles the early days of card payments—when each region, network, and 
merchant had slightly different rules. Just as the EMV standard eventually unified the ecosystem through shared 
liability and technical conformity, digital identity will need harmonized regulatory acceptance and wallet 
certification to scale securely.​  

Our recommendations are detailed in the next section, part (d).  

 

d)​ What steps, if any, should the U.S. government take to further facilitate effective, risk-based adoption of 
digital identity verification for detecting illicit finance involving digital assets?  

To modernize the U.S. AML/CFT framework for a digital economy, Treasury should focus on the following 
foundational actions: 

1.​ Regulatory clarity. Treasury and FinCEN should issue guidance clarifying that portable digital identity 
credentials meeting NIST SP 800-63 assurance levels satisfy BSA customer identification, CDD, and 
sanctions obligations. 
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2.​ Supervisory consistency. Treasury and federal banking agencies should publish examination 
handbooks and related guidance that address digital identity verification explicitly, ensuring consistent 
supervisory treatment and examiner expectations across agencies. 

3.​ Interoperability and standards. Treasury should coordinate with state and federal issuers to support 
interoperability profiles (built on standards like ISO 18013-5/-7, W3C Verifiable Credentials, IETF 
SD-JWT) and promote a wallet/verifier certification program, similar to how FIDO Alliance certifies 
authenticators. 

4.​ Implementation support. To ease operational burdens, Treasury could sponsor an Identity Trust 
reference implementation and work with the NIST NCCoE mDL project to extend KYC pilots, providing 
smaller institutions with tested patterns for adoption. 

5.​ Legal modernization. Congress could update statutory language to explicitly recognize attribute-level, 
privacy-preserving credential exchanges as compliant evidence, reducing reliance on over-collection.​  

These measures establish the operational and regulatory foundations for verifiable digital credentials—ensuring 
that identity assurance, privacy protection, and supervisory oversight advance together. The following deep-dive 
sections outline how these principles can be implemented in practice through updated regulatory guidance, 
public-private credentialing models, and legislative reform. 

Customer Identification Program (CIP) 

As noted above, the U.S. AML/CFT framework could be improved to explicitly recognize verifiable digital 
credentials issued by trusted authorities—including government-issued digital IDs, such as mDLs and/or 
state-endorsed digital identity (SEDI) credentials, regulated financial institution-issued credentials, and 
interoperable verifiable credentials that meet defined assurance standards, particularly NIST SP 800-63A-4 (IAL2 
or higher)—as valid forms of documentary evidence under the CIP rule. 

Leveraging “documentary methods” under the CIP Rule 

Under the current framework (31 CFR § 1020.220 et seq.), “documentary methods” have been historically thought 
about in terms of physical documents, such as government-issued photo IDs on printed plastic cards, passport 
parchment, or utility bills received in the mail. The rules are technology-neutral, and the Financial Action Task 
Force 2020 Digital Identity Guidance already affirms that digital identity solutions can satisfy CDD requirements 
where they provide equivalent reliability.83 

However, the statute itself does not prescribe specific media (e.g., paper, plastic, or digital), security features (e.g., 
holograms, security ink, cryptographic signatures), or method of delivery (e.g., fully in person, mail-in, online 
through a web portal, live video call, or email), or procedures for inspection (e.g., inspecting security seals, 
processing machine-readable barcodes, validating digital signatures against trust frameworks, use of 
AI-generated content detection tools). Thus, firms have taken it upon themselves to interpret this statute and 
implement internal policies as part of their risk-based compliance management programs. 

This has resulted in varying degrees of quality across processes to accept CIP requirements or meet CDD 
obligations, especially for internet-based use cases such as online retail banking. For example, smaller 
community banks or credit unions may not have IT security experts working alongside their compliance teams, 
and sometimes may accept easy-to-counterfeit PDF or image uploads over email as evidence, without checking 
for document authenticity using a verification service or digital signatures. To the hardworking compliance 
professionals used to scanning a torrent of physical documents with the customer present at their physical 
location, it may look very similar to what they are used to checking, and therefore reasonable. To the document 
security expert who also has experience with digital documents, this is a disaster waiting to happen, as most 
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security features of a physical document do not translate (holograms, UV security ink, etc.) when naively captured 
as a photo from the user’s device. New emerging threats enabled by AI-generated deepfakes, increased 
availability of AI computation, are turning these gaps into fissures and creating existential risk for the financial 
sector. 84  

FinCEN could interpret the definition of “documentary methods” to include digital identity credentials that are 
cryptographically verifiable, issued by trusted authorities and financial institutions that meet a minimum assurance 
level consistent with NIST SP 800-63-4 (IAL2 or higher). 

Leveraging “non-documentary methods” under the CIP Rule 

At the same time, FinCEN should clarify when non-documentary methods are applicable to digital credentials. 
These non-documentary methods could include independent information sources, such as corroboration via third 
party credential registries, blockchain-anchored attestations, or aggregated KYC utilities. To maintain integrity, 
such non-documentary verification via independent information sources should be permissible only when the 
financial institution documents its risk-based rationale for relying on that method and demonstrates independent 
corroboration of identity attributes. 

Leveraging exemptive relief under CIP Rule 

If the other pathways for improving the CIP Rule described above are not sufficient, §1020.220(b)(2) authorizes 
the Secretary of the Treasury, acting through FinCEN, to exempt any bank or type of account from the 
requirements of this section “by order or regulation” if such exemption is consistent with the purposes of the Bank 
Secrecy Act. This statutory flexibility provides an existing legal pathway to recognize modern digital identity 
technologies without requiring a wholesale rewrite of the CIP rule. 

In addition to the CIP rule improvements described above, FinCEN can also exercise its authority to issue a 
conditional exemption or interpretive order clarifying that institutions may satisfy their “documentary verification” 
obligations under §1020.220(a)(2)(ii)(A) by using verifiable digital credentials that meet defined assurance and 
authenticity standards. Such credentials could include government-issued digital IDs, regulated financial 
institution–issued KYC credentials, or interoperable verifiable credentials that are cryptographically bound to the 
customer and attest to identity attributes verified at NIST IAL2 assurance level or higher. 

This exemption would not weaken AML/CFT controls — rather, it would strengthen the “reasonable belief” 
standard by leveraging cryptographic assurance, tamper-evidence, and ongoing verification. It would also reduce 
identity theft and false positives by ensuring identity data is verified once by a trusted source and then reused 
securely across institutions. 

Specifically, FinCEN could: 

●​ Issue a pilot or class exemption allowing participating institutions to treat digital identity credentials 
meeting defined criteria as “documentary evidence” under CIP; 

●​ Require that such credentials be issued by entities subject to AML/CFT supervision (e.g., banks, money 
service businesses, government agencies, or approved trust frameworks); 

●​ Permit institutions to rely on shared credential registries or trust frameworks that ensure interoperability 
and auditability across institutions; and 

●​ Maintain examiner access by requiring retention of the credential metadata, issuer information, and 
validation logs for a defined period (e.g., 5 years). 
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This exemption would be fully consistent with the purposes of the BSA — namely, to ensure that financial 
institutions “know their customers,” prevent misuse of the financial system, and safeguard national security — 
while enabling the use of 21st-century identity verification methods that are both more accurate and 
privacy-protective than legacy document scans. 

FinCEN has previously used this authority to accommodate innovation while maintaining AML/CFT safeguards 
(e.g., prepaid access rules, CVC guidance, and pilot exemptions for low-risk accounts). A similar approach here 
would provide a risk-based, technology-neutral framework that advances the Administration’s digital identity 
objectives and aligns the United States with FATF’s Digital ID Guidance and other international standards. 

FinCEN could also structure this exemption as an exemptive relief for equivalent assurance — allowing 
institutions to adopt digital identity methods that demonstrably achieve a “reasonable belief” of customer identity 
equal to or greater than that provided by traditional documentary methods. This would create a dynamic 
compliance framework that promotes innovation without undermining risk integrity. 

This modernization would align the U.S. AML/CFT practice with the FATF Digital ID Guidance (2023) and the EU 
eIDAS 2.0 framework, enabling interoperable, privacy-preserving verification that enhances compliance 
effectiveness while reducing friction and fraud. Recognizing verifiable digital IDs as valid documentary 
evidence—and defining clear guardrails for non-documentary digital verification—would provide regulatory 
certainty for both traditional financial institutions and emerging VASPs, strengthening the integrity and inclusivity 
of the U.S. financial system. 

Leveraging NIST’s NCCoE Digital Identity Work to Strengthen CIP Implementation 

FinCEN should collaborate with the NIST and NCCoE to accelerate the safe adoption of digital identity 
technologies in compliance with the CIP requirements under 31 CFR §1020.220. The NCCoE’s ongoing work on 
mobile driver’s licenses, verifiable credentials, and digital identity assurance provides a ready technical foundation 
for this modernization.85 

The NCCoE’s pilot projects have already demonstrated that cryptographically verifiable, privacy-preserving 
credentials can achieve assurance levels equivalent to or higher than traditional documentary methods, consistent 
with NIST SP 800-63-4 IAL2. These implementations also provide auditable, privacy-by-design mechanisms for 
identity proofing and attribute sharing—precisely the controls envisioned by the CIP “reasonable belief” standard. 

We recommend that FinCEN leverage the NCCoE’s findings and technical playbooks to: 

●​ Establish a joint FinCEN–NIST pilot program to evaluate how mDLs and other NIST-validated digital 
identity credentials can satisfy “documentary verification” under CIP; 

●​ Develop technical implementation guidance for banks and money services businesses on how to 
integrate digital credentials that meet NIST IAL2 or higher into their CIP procedures, including use of 
particular evidence evaluation techniques recommended such as document authentication or biometric 
matching; 

●​ Create or approve a trust registry usable for the financial sector recognizing approved digital credential 
issuers (e.g., state DMVs, regulated financial institutions, and certified identity providers) consistent with 
NCCoE interoperability standards; and 

●​ Use the exemptions authority under §1020.220(b)(2) to permit early adopters to treat NCCoE-validated 
credentials as acceptable documentary evidence for CIP compliance. 
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By drawing on the NCCoE’s applied research and testbeds, FinCEN can ensure that digital identity verification 
under the BSA is both technically robust and operationally interoperable, providing financial institutions with clear 
standards while maintaining strong AML/CFT safeguards. 

Travel Rule: Modernizing the Travel Rule Through VDCs 

Just as modernizing the CIP rule would improve how institutions verify identities at onboarding, reforming the 
“Travel Rule” would modernize how verified identity information moves between institutions. The Travel Rule 
governs the transmission of originator and beneficiary information during funds transfers, but its current 
design—built for paper-based and intermediary systems—forces institutions to share raw personal data across 
multiple networks, increasing privacy and cybersecurity risks. By leveraging verifiable digital credentials and 
standardized API frameworks, the same trust architecture that strengthens KYC can also enable 
privacy-preserving, machine-readable identity exchange at the transaction layer. This approach would transform 
Travel Rule compliance from a manual data-sharing exercise into a cryptographically verifiable proof of 
compliance. 

The existing “Travel Rule” under 31 CFR § 1010.410 was designed for an intermediary-based banking system 
and does not reflect the technological capabilities or privacy expectations of modern digital-asset and 
cross-border payments. Currently, the rule requires financial institutions and VASPs to transmit originator and 
beneficiary information—including PII—with every transaction above the $3,000 or $10,000 threshold, depending 
on the type of originator. While effective in the traditional wire-transfer context, this approach can introduce 
unnecessary privacy, data security, and interoperability risks in digital environments. 

To strengthen compliance integrity while protecting consumer privacy, the Treasury Department and FinCEN 
should modernize the Travel Rule to allow financial institutions and VASPs to meet their information-transmission 
obligations through verifiable digital credentials. These credentials, built on cryptographically secure, 
privacy-preserving, and interoperable standards, would enable institutions to exchange verifiable proofs of identity 
and compliance, rather than transmitting sensitive personal data in plaintext. 

Specifically, we recommend that FinCEN recognize that originator and beneficiary information may be transmitted 
via a VDC or equivalent digital identity proof if the following conditions are met: 

●​ The credential is issued or attested to by a trusted authority, such as a regulated financial institution, 
government agency, or certified digital-identity provider;​
 

●​ The credential meets a minimum assurance level consistent with NIST SP 800-63-4 IAL2 or higher;​
 

●​ The credential includes, or cryptographically binds to, all information required under § 1010.410(f) and 
allows the receiving institution to verify authenticity, validity, and non-revocation in real time; and​
 

●​ The necessary information for lawful investigations is available upon approved legal request by FinCEN 
or law enforcement. 

The use of verifiable credentials would not weaken AML/CFT safeguards; rather, it would strengthen them by 
ensuring that transmitted identity information is cryptographically authenticated, tamper-evident, and auditable. 
This approach also aligns with FATF Recommendation 1686 and the FATF Digital Identity Guidance (2023),87 both 
of which emphasize the importance of leveraging trusted digital-ID systems to improve compliance efficiency and 
reduce illicit-finance risks. 

Treasury could implement this modernization incrementally by: 
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●​ Launching a FinCEN–NIST pilot program to evaluate how verifiable digital identity credentials can satisfy 
Travel Rule obligations;​
 

●​ Developing technical guidance (in partnership with NIST’s National Cybersecurity Center of Excellence) 
outlining credential schemas, signing standards, and interoperability APIs;​
 

●​ Establishing an Identity Credential Trust Framework that recognizes approved credential issuers and trust 
registries; and​
 

●​ Providing a safe harbor or conditional exemption deeming institutions compliant if they use 
FinCEN-approved credential frameworks, such as an Identity Trust, that offer equivalent or greater 
assurance than traditional methods. 

Modernizing the Travel Rule in this manner would preserve FinCEN’s and law enforcement’s ability to trace illicit 
funds, while reducing systemic privacy and cybersecurity risks associated with transmitting PII across 
intermediaries. It would shift the focus of compliance from data transfer to trust transfer—ensuring that each 
transaction carries cryptographic proof that both counterparties have been verified under the Bank Secrecy Act, 
without exposing sensitive identity data unnecessarily. 

Building on the suggestions above, the pending Financial Innovation and Technology for the 21st Century Act (the 
“Market Structure bill”) provides an important legislative opportunity to update AML provisions for the digital era. 
Congress can use this bill to harmonize digital-asset regulation with 21st-century identity standards and privacy 
technologies by explicitly recognizing verifiable digital credentials and PETs as acceptable identity-verification 
methods. Our recommendation is to amend the BSA/AML section of the bill to authorize Treasury and FinCEN to 
establish standards under which verifiable digital credentials, decentralized identifiers, and zero-knowledge proofs 
may satisfy customer identification, due diligence, and Travel Rule requirements when: the credential is issued by 
a trusted authority (e.g., a financial institution, state DMV, or qualified trust service provider), its integrity and 
revocation status can be cryptographically verified, and it supports selective disclosure or privacy-preserving 
proofs of compliance attributes. 

Taken together, these recommendations on regulatory clarity, customer identification, and the Travel Rule 
establish the operational and policy foundations for a privacy-preserving, interoperable digital identity ecosystem 
within the AML/CFT framework—one that the Market Structure bill could advance as the next legislative step 
toward codifying these standards and harmonizing financial regulation for the digital era. 
 

e)​ Treasury will evaluate digital identity verification and consider its impact based on the research factors 
identified in the GENIUS Act. Provide any information pertinent to those factors. 

1.​ Improvements in the ability of financial institutions to detect illicit activity involving digital assets. 
Portable, verifiable digital identity credentials strengthen AML/CFT controls by ensuring that onboarding 
and ongoing due diligence are tied to cryptographically bound, authoritative attributes rather than 
unverifiable document scans. This reduces the risk of synthetic identity fraud—a major entry point for 
money laundering—and enables consistent sanctions screening. When integrated through an Identity 
Trust, these credentials can also be bound to transactions in real time, allowing illicit actors to be flagged 
before completing a transfer. 

2.​ Costs to financial institutions. Upfront costs include system integration, wallet/verifier deployment, and 
training compliance staff. However, portable credentials reduce duplication across institutions by enabling 
“verify once, reuse many times.” Over time, institutions benefit from lower false positives, faster 
onboarding, and reduced manual review, which collectively reduce compliance costs. Smaller institutions 
may still face barriers without reference implementations or shared service models. 
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3.​ The amount and sensitivity of information that is collected or reviewed. Digital identity verification 
reduces the amount of sensitive personal information collected. Instead of transmitting full identity 
documents, institutions can request only the attributes required for compliance (e.g., “over 18” or “not on 
OFAC list”). This least-privilege exchange minimizes exposure of personally identifiable information and 
lowers long-term retention obligations. 

4.​ Privacy risks associated with the information that is collected or reviewed. The principal privacy risk 
is over-collection—if institutions demand full credentials when only an attribute-level proof is necessary. 
This risk is mitigated by selective-disclosure technologies (e.g., W3C Verifiable Credentials, IETF 
SD-JWT) and by wallet certification standards that ensure user consent and prevent tracking across 
verifiers. Utah’s SEDI law (Utah Code § 63A-16-1201) and ACLU-published principles demonstrate that 
credential frameworks can be designed to advance compliance while protecting privacy. 

5.​ Operational challenges and efficiency considerations. Adoption challenges include uneven state 
issuance of mDLs and other digital credentials, inconsistent assurance levels, and legacy system 
integration. Pilots like the NCCoE mDL project—which brings together banks, technology vendors, and 
state issuers to test ISO-compliant mDLs for KYC—demonstrate that these obstacles can be overcome 
with standard profiles. Once implemented, portable credentials improve efficiency by reducing redundant 
checks and providing standardized, machine-readable proofs. 

6.​ Cybersecurity risks. Like any digital infrastructure, wallets and APIs must be secured against credential 
theft, spoofing, or replay attacks. These risks can be mitigated through FIPS-validated cryptography, 
mutual TLS, signed audit receipts, and independent certification of wallets/verifiers. By reducing the need 
for institutions to store large volumes of raw PII, digital credentials also lower breach impact compared to 
current document-based methods. 

7.​ Effectiveness of methods, techniques, or strategies at mitigating illicit finance. Digital identity 
verification raises the assurance level of customer onboarding, strengthens sanctions screening, and 
prevents illicit actors from exploiting weak KYC to access digital asset markets. State-level initiatives such 
as Utah SEDI (Utah Code § 63A-16-1201) and California SB 786, along with federal pilots at the NCCoE, 
show that portable credentials are already viable in practice. With clear federal guidance that these tools 
satisfy BSA/AML obligations, they can be scaled nationwide, yielding a system that is both more effective 
at detecting illicit finance and more respectful of user privacy. 
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Q5 - Blockchain 
What innovative or novel methods, techniques, or strategies related to blockchain technology and 
monitoring are financial institutions using to detect illicit activity and mitigate illicit finance risks 
involving digital assets? What are the risks, benefits, challenges, and potential safeguards related to 
blockchain technology and monitoring? Please describe how financial institutions are integrating 
information from blockchain analytics with off-chain data and mention any key challenges associated 
with using blockchain analytics (e.g., obfuscation tools and methods that can complicate tracing and 
assessing confidence in attribution or complexities inherent in cluster analysis).  
 

Financial institutions increasingly view blockchains not only as transaction rails but also as a reporting 
mechanism. Every transaction recorded on-chain functions as a form of public reporting, but on its own this data 
is incomplete for compliance purposes. The most effective future models would connect blockchain’s reporting 
function to APIs, allowing on-chain activity to be enriched with sanctions lists, case-management data, and 
verifiable identity credentials. Through an Identity Trust, banks could create compliance records that combine 
blockchain provenance with off-chain identity attestations, resulting in higher confidence and more auditable 
outcomes. 

Innovative or Novel Methods. Institutions today use blockchain analytics to detect cross-chain laundering 
typologies, while monitoring tools parse smart-contract interactions to separate legitimate DeFi activity from 
obfuscation tactics.88 In the future, banks could embed compliance directly into blockchain transactions—for 
example, by enabling a smart contract to query an verifiable real-time API for a sanctions or CDD check before 
execution. This would generate a cryptographic receipt of compliance, creating a new form of embedded reporting 
that goes beyond today’s reliance on after-the-fact monitoring. 

Integration with Off-Chain Data. On-chain analytics alone face attribution challenges. Cluster analysis can 
suggest which addresses are linked, but cannot reliably distinguish custodial accounts or shared wallets.89 By 
linking blockchain activity to portable digital identity credentials through APIs, institutions could ground attribution 
in verifiable attributes. This hybrid model would connect blockchain’s inherent reporting function with trusted 
off-chain data, improving detection while lowering false positives. 

Benefits. Blockchain monitoring enables rapid detection of illicit activity across networks and creates immutable 
records that enhance auditability. If combined with credential proofs exchanged through an API, banks could 
conduct more accurate and privacy-preserving monitoring, sharing only the attributes required for compliance. 
Regulators would then be able to review cryptographic logs instead of unverifiable screenshots or PDFs. 

Risks and Challenges. A strategic risk is the emergence of fully privacy-preserving blockchains. The explosion of 
stablecoins—from just a few billion dollars to more than $250 billion in circulation—shows strong consumer 
demand for digital money, and a portion of that demand is for privacy.90 This latent demand will drive the 
development of private technologies, which will only become more efficient and cheaper over time. Compliance 
programs must be designed with this trajectory in mind or risk being outpaced by market adoption. 

Safeguards. Institutions can mitigate current risks by supplementing blockchain analytics with API-based identity 
exchange, requiring confidence scoring and data lineage in vendor outputs, and adopting a least-privilege design 
for any identity integration. To prepare for privacy-preserving chains, compliance frameworks will need to evolve 
toward policy proofs—cryptographic attestations that confirm sanctions or CDD checks without exposing 
underlying data. Over time, regulators could establish standards for compliance logs, certification of analytics 
vendors, and wallet assurance programs to ensure trust in these systems. 
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a)​ What factors do financial institutions consider when deciding whether to employ blockchain technology 
and monitoring for AML/CFT and sanctions compliance purposes? For financial institutions that use or 
plan to use blockchain technology and monitoring for these purposes, what specific compliance 
functions does it/will it support? For financial institutions that decided not to use blockchain technology 
and monitoring, please provide additional details on the rationale for that decision. 

When considering whether to adopt blockchain technology and monitoring for AML/CFT and sanctions 
compliance, financial institutions weigh several factors. The most important is whether regulators recognize 
blockchain analytics as a valid compliance tool91 and how examiners evaluate the confidence levels of attribution 
based on clustering and heuristics. Institutions also assess the quality and availability of vendor solutions, their 
ability to integrate monitoring outputs into existing case-management systems, and the cost of scaling 
infrastructure to handle high-volume chains. Another factor is whether blockchain’s inherent reporting function can 
be enriched through APIs with identity attributes, since the ability to link on-chain flows to verifiable off-chain data 
significantly affects usefulness. 

Where institutions employ blockchain monitoring today, it primarily supports suspicious activity detection, 
sanctions screening, and transaction tracing. Monitoring systems can flag exposure to mixers, darknet markets, or 
sanctioned entities; trace funds through cross-chain bridges or decentralized exchanges; and provide evidentiary 
packages for SARs.92 In the future, blockchain monitoring could also support embedded compliance—for 
example, enabling smart contracts to check policy proofs via verifiable real-time APIs before executing a 
transaction. This would allow institutions to demonstrate sanctions screening or CDD verification at the point of 
execution, not just after the fact. 

Institutions that have not yet adopted blockchain monitoring often cite uncertainty about attribution confidence, 
cost of integration, and regulatory ambiguity.93 Many are concerned that without clear supervisory expectations, 
they may invest heavily in monitoring systems only to have examiners question the reliability of outputs. Smaller 
institutions may also lack the resources to evaluate multiple vendor platforms, keep up with constant changes in 
obfuscation typologies, or maintain the infrastructure needed for real-time monitoring of high-throughput 
blockchains. 

 

b)​ How are financial institutions using blockchain technology and monitoring tools in AML/CFT and 
sanctions compliance efforts in relation to other tools (e.g., in testing phase while using existing tools, to 
augment existing tools, or to replace existing tools)? Please explain and, if possible, compare the 
effectiveness of blockchain technology and monitoring tools with other existing or previous tools used 
for similar purposes. 

Financial institutions today use blockchain technology and monitoring tools mainly to augment existing AML/CFT 
and sanctions systems rather than replace them. Most deployments run in parallel with legacy sanctions 
screening and transaction monitoring, allowing blockchain analytics to flag wallet exposure to mixers, darknet 
markets, or sanctioned services.94 In some cases, blockchain monitoring has begun to replace manual tracing of 
wallet flows, but broad substitution of traditional tools has not yet occurred. 

Finally, there are recent innovations in the ability for blockchain protocols or smart control layers atop to be able to 
help meet compliance requirements through embedded regulation. For example, it is possible to keep several 
accounts to be mapped to the same pseudonymous individual, which would create event triggers such as 
automatic CTR filings upon reaching a $10,000 threshold of collective transfers, even if used across multiple 
addresses within that system. However, for these approaches to succeed, a balance must be struck across 
market adoption, implementability, and compliance risks. 
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Compared with legacy systems, blockchain monitoring offers greater transparency and speed, since public 
ledgers inherently disclose transaction flows and allow detection of typologies like cross-chain layering and peel 
chains. These tools also generate cryptographically verifiable records that strengthen audit trails. At the same 
time, attribution carries confidence limits that supervisors may not always accept. Traditional systems, by contrast, 
rely on direct identity data and watchlist matching, which are more definitive but vulnerable to synthetic identities 
and over-collection. The most effective model blends the two—using blockchain analytics to harness the reporting 
function of public ledgers while enriching those signals with off-chain data through APIs to produce compliance 
records that are both verifiable and tied to high-assurance identity attributes. 

 

c)​ Are there regulatory, legislative, supervisory, or operational obstacles to using blockchain technology 
and monitoring to detect illicit finance and mitigate risks involving digital assets? Please provide any 
recommendations related to identified obstacles. 

The most significant obstacles to broader use of blockchain monitoring for AML/CFT and sanctions compliance 
are regulatory and supervisory uncertainty.95 While blockchain analytics can surface exposure to mixers, darknet 
markets, and sanctioned wallets, attribution can rely on probabilistic methods, which examiners may not always 
accept as equivalent to direct identity evidence, creating hesitancy among financial institutions. Without clear 
supervisory guidance on how attribution confidence should be assessed, banks risk investing in systems that may 
not be recognized as meeting BSA obligations. 

Legislative and policy gaps also exist. Current frameworks under the Bank Secrecy Act and Section 314(b) do not 
explicitly contemplate the use of blockchain as a reporting mechanism or the integration of policy proofs into 
compliance workflows. This is especially relevant given the anticipated growth of privacy-preserving blockchains, 
driven by latent consumer demand. The explosion of stablecoins demonstrates that digital assets can scale 
rapidly when they meet user needs, and a meaningful percentage of that demand is for privacy. As privacy chains 
grow in adoption, institutions will need clear rules for how compliance can be demonstrated when transaction 
contents are not directly observable. 

Our recommendations are detailed in the next section, part (d).  

 

d)​ What steps, if any, should the U.S. government take to further facilitate effective, risk-based adoption of 
blockchain technology and monitoring for detecting illicit finance involving digital assets. 

Treasury and FinCEN should: 

1.​ Issue guidance clarifying how blockchain analytics can be used to satisfy AML/CFT obligations, including 
expectations for confidence scoring and evidentiary standards. 

2.​ Update statutory and regulatory frameworks to recognize policy-proof mechanisms—cryptographic 
attestations that confirm sanctions or CDD checks without exposing raw transaction data—as acceptable 
evidence of compliance, particularly in the context of privacy-preserving blockchains. 

3.​ Map federal expectations to state initiatives (e.g., Utah SEDI; California SB 786) so identity credentials 
and blockchain monitoring can interoperate across jurisdictions without duplicative document collection. 

4.​ Provide supervisors with examination job aids that explain how to evaluate blockchain monitoring outputs 
consistently across institutions. 
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5.​ Encourage standards-setting around evidence packages and compliance logs to ensure interoperability 
and auditability. 

6.​ Support smaller institutions through reference implementations, shared services, or NCCoE-style pilots 
that demonstrate integration of blockchain monitoring with APIs and identity credentials. 

With these steps, blockchain monitoring can become a trusted complement to existing compliance tools while 
preparing the financial system for a future where privacy-preserving blockchains are widely adopted. 

 

e)​ Treasury will evaluate blockchain technology and monitoring and consider their impact based on the 
research factors identified in the GENIUS Act.22 Provide any information pertinent to those factors.  

1.​ Improvements in the ability of financial institutions to detect illicit activity involving digital assets. 
Blockchains inherently provide a reporting function by recording all transactions on a public ledger. 
Monitoring tools allow financial institutions to trace flows, identify exposure to mixers or sanctioned 
entities, and detect layering through cross-chain bridges or decentralized exchanges. Effectiveness 
improves when blockchain signals are enriched with off-chain identity attributes via APIs, as this shifts 
attribution from probabilistic clustering to verifiable credentials. Looking ahead, policy-proof mechanisms 
will be necessary to sustain effectiveness as activity migrates to privacy-preserving blockchains. 

2.​ Costs to financial institutions. Upfront costs include infrastructure for high-volume data ingestion, 
analytics vendor subscriptions, and integration with case-management systems. Larger institutions are 
better positioned to absorb these costs, while smaller firms may struggle without shared services or 
government-supported pilots. Over time, costs may decline as monitoring tools mature and as APIs 
streamline the process of linking blockchain data to compliance records, reducing manual tracing and 
improving analyst efficiency. 

3.​ The amount and sensitivity of information that is collected or reviewed. Blockchain monitoring 
generates detailed transaction histories but does not inherently contain personally identifiable information. 
When paired with credential-based attestations exchanged via an Identity Trust, institutions can collect 
only the attributes necessary to meet compliance requirements (e.g., sanctions-screening status) rather 
than storing extensive PII. This reduces the sensitivity of information held by financial institutions 
compared to legacy document-heavy methods. 

4.​ Privacy risks associated with the information that is collected or reviewed. The main risk is 
over-collection—if institutions pair blockchain analytics with full identity documents instead of 
attribute-level proofs. Selective-disclosure credentials and policy proofs mitigate this risk, ensuring that 
compliance objectives are met without exposing unnecessary personal data. As privacy-preserving 
blockchains proliferate, there is a risk of regulatory overreach through pressure to demand more invasive 
identity verification; safeguards are needed to keep the balance between effectiveness and user privacy. 

5.​ Operational challenges and efficiency considerations. Monitoring high-throughput chains produces 
large data volumes, requiring constant updates to typologies and analytics models. Attribution confidence 
is variable, as clustering techniques are inherently heuristic. Efficiency improves when monitoring is 
integrated with APIs that deliver structured, verifiable data into compliance workflows, reducing manual 
review. NCCoE-style programs demonstrate that standardized data exchange can lower integration costs 
and improve operational consistency. 

6.​ Cybersecurity risks. Analytics platforms and APIs increase the attack surface, creating risks of 
credential compromise, endpoint misuse, or data manipulation. These risks can be mitigated with strong 
authentication, FIPS-validated cryptography, continuous monitoring, and independent certification of 
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vendor solutions. Importantly, portable credentials reduce systemic risk by minimizing the volume of raw 
PII stored in institutional databases. 

7.​ Effectiveness of methods, techniques, or strategies at mitigating illicit finance. Blockchain 
technology and monitoring strengthen AML/CFT efforts by leveraging the transparency of public ledgers, 
detecting cross-chain obfuscation strategies, and creating immutable audit trails. Their long-term 
effectiveness depends on regulatory clarity around attribution standards and on preparing for a shift 
toward privacy-preserving blockchains. The Identity Trust offers a conceptual path forward, allowing 
institutions to integrate blockchain’s reporting function with portable, privacy-preserving credentials. By 
doing so, compliance programs can remain effective even as consumer demand and stablecoin adoption 
drive greater use of privacy technologies that will only improve and become cheaper over time. 
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Q6 - Other Innovative Technologies 
 
What innovative or novel methods, techniques, or strategies related to any other innovative technologies 
such as cryptographic protocols and other privacy-enhancing tools, cloud-based solutions, on-chain 
compliance tools, oracles, or new verification tools for smart contracts are financial institutions using to 
detect illicit activity and mitigate illicit finance risks involving digital assets? What are the risks, benefits, 
challenges, and potential safeguards related to these other innovative technologies?  
 

Innovative or novel methods. Financial institutions are beginning to apply privacy-enhancing technologies 
(PETs) and trusted execution environments (TEEs) to strengthen AML/CFT while increasing privacy by minimizing 
exposure of personal data. PETs—such as selective-disclosure credentials (e.g., SD-JWT/VC) and 
zero-knowledge (ZK) proofs—allow a customer to prove compliance-relevant facts (e.g., “not on the OFAC list,” 
“over 18,” “U.S. person”) without revealing full identity documents. TEEs (confidential computing) enable 
screening and analytics on encrypted or shielded data, producing signed attestation reports that the right code ran 
on the right hardware against the right inputs. Together, these tools let banks check policy conditions and 
generate verifiable evidence of those checks while limiting raw PII handling. 

Benefits. PETs reduce over-collection and lower breach impact by exchanging only the attributes required for a 
control objective. ZK proofs and SD-JWT/VCs are machine-verifiable, cutting manual review and clerical error. 
TEEs add a run-time trust layer for sanctions screening, list matching, and alert triage on sensitive datasets, 
yielding cryptographically signed receipts suitable for examinations. In combination, PETs and TEEs improve 
precision (fewer false positives from poor data), strengthen auditability, and create a path that remains effective as 
transaction privacy grows. 

Risks and challenges. Key risks include implementation flaws (incorrect proof circuits; misconfigured verifier 
policy), attestation gaps or rollback/side-channel risks in TEEs, key-management weaknesses, and issuer/wallet 
assurance variance that can undermine trust in presented credentials. Operationally, smaller institutions may lack 
in-house expertise; inconsistent supervisory expectations can force duplicative, document-heavy fallbacks that 
dilute PET/TEE benefits. 

Safeguards. Adopt least-privilege design (attribute-only exchanges by default), back proofs with issuer 
authenticity and revocation checks, and require independent certification of wallets/verifiers and TEE stacks. 
Enforce strong key lifecycle, replay protection, and evidence logs that chain inputs to code identity to outputs. 
Establish proof/model governance and maintain clear examiner artifacts: what was proven, by whom, when, with 
what assurance. 

Within an Identity Trust model, PETs supply selective-disclosure proofs from user-controlled credentials, while 
TEEs provide confidential screening and signed compliance receipts. Banks can bind those receipts to 
transactions and, where permitted, automate portions of reporting. This keeps identity verification portable and 
privacy-preserving, yet auditable, and positions programs to remain effective as privacy-preserving blockchains 
and user demand for confidentiality increase. 

 

a)​ What factors do financial institutions consider when deciding whether to employ other innovative 
technologies for AML/CFT and sanctions compliance purposes? For financial institutions that decided to 
use or plan to use other innovative technologies for these purposes, what specific compliance functions 
does it/ will it support? For financial institutions that decided not to use other innovative technologies for 
these purposes, please provide additional details on the rationale for that decision.  

SpruceID Response for U.S. Treasury Request for Comment on Innovative Methods to Detect Illicit Activity Involving Digital Assets​            38 



 

When considering PETs and TEEs for AML/CFT and sanctions compliance, financial institutions focus on 
regulatory acceptance, assurance, and operational feasibility.96 They want confidence that regulators will accept 
cryptographic proofs or TEE attestations as valid evidence, that the technologies are independently certified, and 
that integration will not require duplicative document-based processes. 

Where adopted, PETs enable selective disclosure of identity attributes, sanctions screening based on proofs 
rather than full documents, and verifiable audit logs. TEEs allow institutions to run checks on encrypted data and 
generate signed attestation receipts, improving both privacy and auditability. These tools reduce PII 
over-collection and improve precision by tying compliance outcomes to cryptographic evidence. 

Institutions holding back cite regulatory uncertainty about examiner acceptance, resource constraints (particularly 
for smaller firms), and a preference to wait for standardized certification schemes to avoid dependence on 
proprietary solutions. 

 

b)​ How are financial institutions using other innovative technologies in AML/CFT and sanctions compliance 
efforts in relation to other tools (e.g., in testing phase while using existing tools, to augment existing 
tools, or to replace existing tools)? Please explain and, if possible, compare the effectiveness of other 
innovative technologies with other existing or previous tools used for similar purposes.  

Financial institutions are currently using PETs and TEEs to augment, rather than replace, traditional AML/CFT and 
sanctions compliance tools.97 Selective-disclosure credentials and zero-knowledge proofs are being layered 
alongside conventional document checks to validate their effectiveness, while TEEs are tested in parallel with 
existing screening engines to confirm that attestation receipts meet supervisory expectations. 

Compared to legacy methods, these tools show clear advantages: PETs reduce over-collection of personal data, 
TEEs enable confidential processing of sensitive information, and both provide cryptographically verifiable audit 
trails. However, their ultimate effectiveness depends on regulatory recognition. For now, most institutions continue 
to operate PETs and TEEs in parallel with legacy processes, using them to supplement but not yet fully replace 
established compliance systems. 

 

c)​ Are there regulatory, legislative, supervisory, or operational obstacles to using other innovative 
technologies to detect illicit finance and mitigate risks involving digital assets? Please provide any 
recommendations related to identified obstacles.  

The principal obstacles are regulatory and supervisory.98 Current BSA/AML rules and exam procedures were 
designed around document-centric evidence, not cryptographic proofs or TEE attestation reports. Institutions lack 
clear confirmation that such artifacts will be accepted as satisfying KYC/CDD/EDD and sanctions obligations 
without duplicative document collection. Examiner expectations for what constitutes sufficient proof (inputs, 
algorithms, assurance levels, and audit artifacts) are not standardized, leading firms to run PET/TEE flows in 
parallel with legacy processes, diluting benefits. 

Operational and assurance hurdles also limit adoption.99 PETs and TEEs require mature key management, 
issuer/wallet/verifier assurance, and verified attestation chains from hardware to workload. Side-channel and 
rollback protections, proof/attestation versioning, and revocation handling must be demonstrably in place. Smaller 
institutions face resource constraints to integrate PET/TEE controls into case management and evidence 
retention, and fear vendor lock-in absent interoperable profiles and certifications. 
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Legislative gaps further slow deployment. Neither the BSA nor 314(b) explicitly contemplates attribute-level 
exchanges or privacy-preserving policy proofs as primary evidence. Without statutory or regulatory recognition, 
institutions worry that PET/TEE outputs will be treated as supplemental rather than definitive. 

Our recommendations are detailed in the next section, part (d).  

 

d)​ What steps, if any, should the U.S. government take to further facilitate effective, risk-based adoption of 
other innovative technologies for detecting illicit finance involving digital assets? ​  

Treasury and FinCEN should publish supervisory guidance that:  

1.​ recognizes PET-based proofs and TEE attestation receipts as acceptable evidence when mapped to 
control objectives;  

2.​ defines minimum evidence requirements—what must be logged, signed, time-stamped, and retained—for 
examinations; and 

3.​ aligns with NIST identity and cryptographic guidance to specify interoperable profiles for SD-JWT/VCs, 
revocation, and verifier/wallet assurance.  

They should also create a conformance and certification path for wallets, verifiers, and TEE stacks (e.g., 
FIPS-validated crypto, attestation verification, change control) and provide examiner job aids to drive consistency. 
Modernize 314(b) safe harbors and BSA implementing rules to explicitly permit attribute-only, encrypted 
exchanges and policy proofs.  

Finally, Treasury and FinCEN should sponsor a reference implementation (optionally via an NCCoE-style effort) 
and shared services to lower integration costs for community banks and credit unions.  

These steps would unlock risk-based, privacy-preserving adoption of PETs and TEEs while improving auditability 
and detection performance. 

 

e)​ Treasury will evaluate other innovative technologies and consider their impact based on the research 
factors identified in the GENIUS Act. Provide any information pertinent to those factors.  

1.​ Improvements in the ability of financial institutions to detect illicit activity involving digital assets. 
PETs, such as selective-disclosure credentials and zero-knowledge proofs, allow institutions to verify 
sanctions status, age, or residency without exposing full identity documents, reducing the risk of synthetic 
identities while preserving privacy. TEEs enable confidential processing of sensitive datasets (e.g., 
sanctions screening or watchlist checks) and generate cryptographically signed receipts showing that 
checks were performed. Together, these technologies improve precision and create auditable evidence of 
compliance actions. 

2.​ Costs to financial institutions. Initial implementation requires investment in cryptographic infrastructure, 
wallet/verifier integration, and TEE-enabled cloud or hardware platforms. Institutions must also train 
compliance staff to interpret proofs and attestation receipts. Over time, PETs and TEEs can reduce 
compliance costs by minimizing redundant document collection, lowering false positives, and streamlining 
examiner reviews with machine-verifiable evidence. Shared services or reference implementations could 
help smaller institutions manage upfront costs. 

3.​ The amount and sensitivity of information that is collected or reviewed. PETs support least-privilege 
data exchange, transmitting only the attributes required for compliance (e.g., “not on OFAC list”) rather 
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than full PII. TEEs allow the processing of sensitive data without exposing it to operators or external 
parties. Compared with legacy systems, PETs and TEEs significantly reduce the volume and sensitivity of 
data collected and retained. 

4.​ Privacy risks associated with the information that is collected or reviewed. Poorly implemented 
PETs could still allow over-collection if institutions request entire credentials instead of attribute proofs. 
TEEs may be subject to side-channel attacks or weak attestation verification. These risks are mitigated 
through standards-based implementation, independent certification, and governance frameworks that 
enforce attribute-only queries, strong attestation validation, and auditable logging. 

5.​ Operational challenges and efficiency considerations. Institutions must integrate proofs and 
attestation outputs into case-management systems, ensure key-management robustness, and maintain 
revocation and version control. Smaller institutions may lack in-house cryptographic or attestation 
expertise. Efficiency gains arise once integrated: PETs reduce manual review, TEEs provide verifiable 
runtime evidence, and both shorten examiner validation cycles. 

6.​ Cybersecurity risks. PETs depend on secure key storage and revocation mechanisms; compromise 
could allow forged proofs. TEEs require protection against rollback and side-channel exploits. Mitigations 
include FIPS-validated cryptography, HSM-backed key management, attestation verification, and 
adversarial testing. Compared to legacy processes that store broad PII, PETs and TEEs reduce systemic 
breach risk by minimizing sensitive data exposure. 

7.​ Effectiveness of methods, techniques, or strategies at mitigating illicit finance. By enabling 
attribute-level verification and verifiable runtime compliance, PETs and TEEs improve detection of illicit 
actors while reducing privacy risks. Their effectiveness depends on regulatory recognition that 
cryptographic proofs and attestation receipts are acceptable compliance evidence. With clear standards 
and supervisory guidance, these technologies offer a scalable, risk-based path to AML/CFT compliance 
that remains viable even as digital assets move toward more privacy-preserving architectures. 
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Conclusion 

In summary, the convergence of APIs, AI, digital identity verification, blockchain monitoring, and 
privacy-enhancing technologies offers the United States an opportunity to modernize financial compliance in ways 
that are more effective, more efficient, and more respectful of individual privacy. Each of these technologies, when 
aligned with common standards and supported by clear supervisory guidance, can strengthen the fight against 
illicit finance while reducing the compliance burdens that weigh heavily on financial institutions. The Identity Trust 
model illustrates how these components can be integrated into a coherent framework: regulated entities verify and 
credential individuals, transactions are conducted under pseudonymous identifiers, and regulators gain lawful, 
auditable access when necessary. 

Treasury and its partner agencies have a unique chance to guide this transition. By clarifying evidentiary 
standards, endorsing privacy-preserving approaches such as selective disclosure and policy proofs, and 
harmonizing federal rules with state-led initiatives like Utah’s SEDI and California’s SB 786, the Department can 
foster a compliance ecosystem that is simultaneously more secure, more private, and more cost-effective. With 
thoughtful leadership, the United States can set a global standard for financial integrity and digital trust that 
safeguards both markets and civil liberties. 
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