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Enter the Quantum-Safe 360 Alliance:

a team of industry leaders with expertise spanning
digital trust, cryptographic hardware and software,
and cybersecurity best practices. Addressing the
complex challenges posed by quantum computing is
bigger than one enterprise, which is why the Alliance
has pooled resources and knowledge to accelerate
the development of a unified, collaborative, secure
global transition to post-quantum cryptography

(PQQ).
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https://www.ibm.com/quantum/quantum-safe
https://www.thalesgroup.com/en/global/corporate-responsibility
https://www.keyfactor.com/solutions/crypto-agility/
https://www.quantinuum.com/blog/keyfactor-and-quantinuum-announce-integration-to-help-organizations-further-post-quantum-readiness
https://www.quantinuum.com/products-solutions/quantum-origin

The Quantum Threat: Why You
Need Cryptographic Agility

It is not a question of if quantum computers
capable of breaking encryption algorithms will
arrive, but when. Projections suggest that such
capabilities could emerge as soon as 2030,
prompting leading bodies like NIST to establish
2030 as the deprecation deadline for widely used
algorithms such as RSA and ECC.

This urgency is compounded by immediate
“harvest now, decrypt later” (HNDL) attacks, where
adversaries collect encrypted data today, waiting
for quantum computers to break it tomorrow.
Sensitive information—including personal,
financial, and governmental data—is at risk
without immediate action to secure it.

Quantum computing has the potential to quickly
dismantle current encryption standards that
are foundational to securing the digital world in
which we work, putting everything from sensitive
business data to personal privacy at risk. With
quantum computers’ ability to process vast
amounts of data in parallel, they are capable

of breaking current PKI standards by efficiently
factoring the large prime numbers or solving
the discrete logarithms that are the bedrock of
modern cryptography systems.

The foundation of cryptographic security,
randomness, is equally at risk. Weak or flawed
randomness has already enabled devastating
vulnerabilities, including Randstorm, Polynonce
(leading to $25M in stolen Bitcoin), and Cisco ASA
(exposing enterprise networks for nearly a decade).
These weaknesses often persist undetected for
years, compounding their impact.

Together, the risks of HNDL and randomness flaws
demand immediate and proactive measures.

Both are critical components of a quantum-safe
future and must be addressed as part of any post-
quantum cryptographic migration. Strengthening
cryptographic agility—encompassing algorithms
and randomness—is essential to secure sensitive
data against these intertwined threats.

In this future state, relying on current
cryptographic methods will no longer suffice. The
only viable solution is cryptographic agility—the
ability to swiftly adopt and implement quantum-
safe cryptographic standards that can evolve and
adapt to emerging challenges.

To prepare for the hurricane before it makes
landfall, the transition to quantum-safe methods
must begin now.
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https://csrc.nist.gov/pubs/ir/8547/ipd
https://www.unciphered.com/disclosure-of-vulnerable-bitcoin-wallet-library-2/
https://research.kudelskisecurity.com/2023/03/06/polynonce-a-tale-of-a-novel-ecdsa-attack-and-bitcoin-tears/
https://eprint.iacr.org/2023/912

What is Crypto-Agility?

Crypto-agility is an organization’s ability to adapt cryptographic solutions or algorithms quickly and
efficiently in response to emerging threats and technological advances. It is both a measure of
preparedness and a design principle for updating, replacing, and adapting cryptographic systems with
minimal disruption to operations and architecture.

As defined by FS-ISAC, crypto-agility involves implementing, updating, and adapting cryptographic
solutions and policies with no significant architectural changes, minimal operational disruption, and
rapid transition times. This is essential in a world where quantum computing (and potentially other
specialized computational threats) challenge the integrity of encryption.

Post-quantum cryptography (PQC) represents the next evolution of secure encryption. It
combines cryptographic resilience through proven randomness, quantum-resilient algorithms,
and flexibility. Quantinuum Senior Solutions Architect Roy Stephan says crypto-agility is the
ability to respond to encryption threats quickly. “PQC is an example of just one type of threat,”
he says. "Solutions should be designed to withstand an unbounded attacker regardless of

the mechanism they are currently using.”

The Stakes of Inaction

If the 10-year shift from SHA-1to SHA-2 is any indication, the migration
to quantum-safe cryptography will be a multi-year process for most
enterprises. And true quantum readiness is much more than just

new algorithms—it encompasses agility in infrastructure, key
management, and application design. Future threats could combine
quantum computing and Al to break encryptions, making real-time
responses indispensable.

It is clear to the Quantum-Safe 360 Alliance that organizations
must embrace cryptographic agility to navigate the unknowns
of the future. Prioritizing adaptability enables resilience both
against quantum threats and an evolving landscape of
cybersecurity challenges.

Crypto-agility is the ability to respond

to encryption threats quickly. PQC is

an example of just one type of threat.
Solutions should be designed to withstand
an unbounded attacker regardless of the
mechanism they are currently using.

- Quantinuum Senior Solutions Architect, Roy Stephan
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https://www.fsisac.com/knowledge/pqc
https://www.csoonline.com/article/550478/all-you-need-to-know-about-the-move-from-sha1-to-sha2-encryption.html

Frameworks: How To Think
About Your PQC Journey

from more than 200 global IT
leaders


https://cpl.thalesgroup.com/blog/data-security/thales-joins-ibm-consulting-to-accelerate-pqc-readiness
https://cpl.thalesgroup.com/blog/data-security/thales-joins-ibm-consulting-to-accelerate-pqc-readiness

Case Study: Building
Quantum-Safe Operations

THE CHALLENGE

THE SOLUTION

This is just one example



https://cpl.thalesgroup.com/sites/default/files/content/case_studies/field_document/2023-12/thales-luna-hsms-and-quantinuum-for-financial-service-company-cs.pdf

Beginning the Journey
to Quantum Safety



2. Incremental Implementation

A gradual, phased approach is essential for transitioning to
PQC without disrupting ongoing operations. Our suggestions
for an incremental implementation process:

Testing and staging.

& Begin with small-scale tests and pilot
projects to validate PQC solutions in
Re @ SS controlled environments, including
///I ) opportunities to strengthen randomness

and improve the cryptographic
ecosystem. Use these learnings to refine
implementation strategies, evaluating
them for efficiency and effectiveness.

Iterative deployment.

Address known risks in stages,

o\ =0 integrating PQC into existing
o IT processes while minimizing
6 disruptions. Build flexibility and

adaptability into the deployment
by focusing on modular updates,
improving with each iteration.

- Continuous monitoring and improvement.

- Regularly evaluate the effectiveness of

deployed solutions and adjust strategies
to respond to evolving threats and

technological advancements.

3. Leverage Alliance Expertise for a Seamless Transition

The Quantum-Safe 360 Alliance brings together market-ready solutions and deep expertise to facilitate
an agile and secure PQC transition. Equipped with combined tools and strategies designed to address
the specific needs of diverse industries, alliance members can help your organization:

L0 Yox @

o o 101010
Implement quantum-safe Securely manage Maintain operational
cryptographic algorithms. and protect data continuity while addressing

throughout its lifecycle. emerging threats.



Case Study: Application
Modernization with
Cryptographic Agility

Thales supports a large financial services organization in
leveraging existing application modernization workstreams
to introduce a series of crypto-agile pilots. The organization
recognizes that managing Post-Quantum Cryptography
(PQC) risks requires cryptographic agility, particularly across
an evolving application portfolio. They sought to ensure that
cryptographic operations were abstracted from application
logic, allowing algorithms to be changed and tested at scale
for various reasons—such as security, performance,

or compliance—with minimal cost and disruption.

The objectives for the pilot included establishing
cryptographically agile application data protection and
key management services that are both easy for DevOps
to consume and easy for Security teams to govern.

Thales collaborated with both stakeholder groups to design
and architect a catalog of highly scalable, API-driven
microservices based on defined architecture patterns

and application profiles. Additionally, the pilot services are
required to meet the organization’s stringent resiliency,
performance, and regulatory requirements.

Key capabilities and technologies utilized included:

* Application data protection services using Thales
CipherTrust RESTful Data Protection (CRDP) and
Data Protection Gateway (DPG)

* Container level data protection and access controls
services using CipherTrust Transparent Encryption
for Kubernetes

* Key Lifecycle Management services using Thales
CipherTrust and CipherTrust Cloud Key Manager

* Key Generation, Storage, and Cryptographic
Operations using Thales Luna HSM

* Automation and Orchestration using Terraform
and Ansible

Quantum-Safe 360 Alliance 10



Common Challenges to
Organizational Buy-In for
Cryptographic Agility

The truth is, you may be fully aware of the potential ramifications of ignoring
or postponing your organization'’s transition to post-quantum cryptography.
If you face challenges with internal buy-in for PQC, you're not alone. We've
found a few common hurdles—many of which may be overcome by clearly
communicating the stakes of imminent technology.

Awareness vs. Action

Many organizations are still grappling with foundational
questions like, “How do | get started?” and, “When should
| act?” This hesitation occurs despite the clear and
present reality of "harvest now, decrypt later” attacks.

Threat actors are exploiting weak randomness and
classic key attacks today, targeting data with long
lifecycles (such as SSNs) that can be decrypted when
quantum capabilities become viable. Delaying action
only increases exposure to these risks.

Myths and Misconceptions

Misunderstandings about the quantum computing
timeline and the nature of PQC can hinder progress, as
well. Common myths:

* “Q-Day is 2030, so we have time.” While 2030 is
often cited as the quantum readiness deadline,
organizations should not wait until the last minute to
act. The complexity of transitioning to PQC demands
years of preparation.

* “Therisks aren’t so great; it'll all work out.” You
don't want to be caught out when the zero-day for
quantum comes. The shift to quantum-resilient
cryptography is unavoidable. Quantum computing
technology will significantly impact global
standards and protocols. Early adoption is critical
to risk mitigation and maintaining compliance as
regulations evolve in kind.
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Leadership Disconnect and
Organizational Challenges

While CIOs and CISOs are becoming increasingly aware of
PQC priorities, there is often a disconnect between technical
teams and budgetary decision-makers. Reaching agreement
between these stakeholders requires long-term commitment,
as PQC preparation spans years and demands investments
in hardware, software, and operational processes. Quantum-
safe transformation is a strategic, organization-wide initiative
that requires executive leadership to align strategy, enhance
procurement practices, update governance, and foster agility
to maintain business resilience and security in the face of future
quantum risks.

Additionally, industries like finance, defense, government, and
telecommunications are leading PQC adoption, while retail and
local governments lag behind. Organizations in these slower-
moving sectors face the challenge of catching up to avoid
vulnerabilities.

Maintaining PQC Over Time

Sustainability is another key organizational concern. Gone are
the days of a “set it and forget it” cryptographic solution; instead,
PQC requires continuous monitoring, patching, and updates by
a skilled workforce. Enterprises beginning their crypto-agility
journey must approach PQC as an evolving process, similar to
other contemporary security options (such as SOC tuning).

Operational and Technical Challenges

The technical complexity of transitioning to post-quantum
cryptography presents significant hurdles. Lack of centralized
visibility over current cryptographic assets makes it difficult
for organizations to maintain a comprehensive inventory,
hindering planning efforts or posing surprise problems during
implementation.

Legacy systems, constrained Internet of Things (IoT) devices, and
outdated hardware often struggle to support the computational
demands of PQC—and the combination of larger key sizes and
longer handshake times can introduce performance challenges
for even the most advanced tech stack.

Quantum-Safe 360 Alliance 12



Strength Imperatives
for Success

In the face of these challenges, our guidance is to
build the road to crypto-agility one brick at a time.
Follow these strategic imperatives:

1 Start Now

Early adopters gain the opportunity to
shape regulations, establish best practices,
and lead their industries.

2 Centralize Planning

Establish centers of excellence to coordinate
PQC transition efforts. Leverage alliances
like Quantum-Safe 360 to share resources,
expertise, and scalable solutions.

3 Build Expertise

Address the knowledge gap by investing
in skilled practitioners and experienced
leaders to drive PQC migration efforts.

4 Plan Iterative Implementation

Itterative implementation is much more

than a buzzword for strategy. Breaking the
transition into manageable phases is essential
to addressing the immediate risks first while
planning for long-term adaptability.

Tackling these challenges head-on and co
structured transition makes it possible fo
to build a secure, quantum-resilient fu
minimizing disruptions to your curre



Viable quantum computing could arrive in less than five years, which means time is a precious commodity
for security practitioners. When quantum computers achieve the ultimate cryptographic breakthrough,
the resulting vulnerabilities could trigger unprecedented data theft risks and economic consequences,
potentially leading to the largest transfer of wealth in recorded history.

Organizations must invest in foundational systems and practices to achieve cryptographic agility,
according to Chris Hickman, Chief Security Officer at Keyfactor. “We have a responsibility to get it right
the first time,” he says. “The biggest risk is sitting around, waiting.” To that end, the Quantum-Safe 360
Alliance offers market-ready solutions for enterprises at every stage of quantum resilience.

Strategy

IBM Consulting offers

to guide organizations through the
entire quantum-safe transformation journey.
From identifying quantum-related risks and
conducting cryptographic discovery to designing
roadmaps, implementing procurement and
supply chain strategies, and embedding crypto-
agility practices, our approach ensures secure,
scalable, and sustainable transitions tailored
to industry-specific needs. We also focus on
organizational change management to embed
quantum-safe principles across all levels of the
business.

Proprietary cryptographic discovery

assets, such as

remediation playbooks, and Gen Al-powered
analysis to accelerate risk assessments,
pinpoint vulnerabilities, and tailor targeted
solutions

Frameworks and processes to ensure all
new IT initiatives, vendor engagements, and
software supply chains align with quantum-
safe principles, preventing future risks

End-to-end services, from technical
migrations and remediation efforts to
organizational change management,
enabling long-term crypto-agility and
quantum resilience.

PKI

As an industry leader for PKI solutions, Keyfactor
emphasizes the importance of centralized
certificate lifecycle management, encryption
and key management, and crypto-agile
development practices.

Enterprises can explore the

for tools and resources to visualize
and test quantum-safe protocols before
implementation.

Key Management

Paired with Thales' like
or
organizations can become quantum ready with:

Application Protection as an API-driven
encryption microservice

Centralized, automated Enterprise and Cloud
Key Management with hybrid-certificate
support

Key generation and storage

High performance data-in-motion
encryption

Thales offers the

for assessing
PQC readiness and identifying vulnerabilities,
enabling organizations to see what needs
improvement first.

Randomness

Quantinuum is advancing the development of
quantum-safe cryptographic solutions that
integrate quantum technology to enhance
security and resilience against emerging threats.

Quantum Origin is the first quantum random
number generator of its kind. Read the

for a comprehensive
understanding of why unpredictable proven
randomness enhances security.

Quantinuum’s solutions are designed to
integrate into existing infrastructures and
future-proof customer security systems in
preparation for the quantum era.

These foundational investments create a
resilient infrastructure capable of adapting to
emerging cryptographic challenges, setting
your organization up for success defending
against new tools and tech.


https://www.ibm.com/services/quantum-safe
https://www.ibm.com/services/quantum-safe
https://www.ibm.com/quantum/quantum-safe#software
https://www.keyfactor.com/post-quantum-cryptography-lab/
https://www.keyfactor.com/post-quantum-cryptography-lab/
https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility
https://cpl.thalesgroup.com/encryption/data-security-platform
https://cpl.thalesgroup.com/encryption/hardware-security-modules/general-purpose-hsms
https://cpl.thalesgroup.com/encryption/data-in-motion
https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility-tool
https://cpl.thalesgroup.com/encryption/post-quantum-crypto-agility-tool
https://cdn.prod.website-files.com/669960f53cd73aedb80c8eea/66da564bce3f80e2827db453_6670683dc0f4a03b3ac9def3_quantum-origin-technical-whitepaper_r03.pdf

Resourcing: The Investment
iIn Quantum Safety

Open Quantum Safe



https://openquantumsafe.org

Key Takeaways

The advent of quantum computing represents

a pivotal moment in the evolution of technology
and cybersecurity. Its unprecedented
computational power heralds transformative
potential—accompanied by profound risks for the
cryptographic systems underpinning our digital
world. The urgency to act cannot be overstated: The
time to begin preparing for quantum resilience is
now.

The Quantum-Safe 360 Alliance has emerged

as a beacon of collaborative strength, bringing
together industry leaders with unparalleled
expertise to address this challenge. Our mission

is to guide organizations to secure their data,
infrastructure, and operations against the looming
quantum threat by fostering cryptographic agility
and leveraging cutting-edge technologies.

This collaborative approach is key—organizations
do not need to navigate the complexities of
transitioning to post-quantum cryptography alone.

Through structured methods, phased
implementation, and incremental progress,

your organization can embark on the journey to
quantum safety without overwhelming resources.
Investing in foundational systems, demanding
vendor accountability, and leveraging the
expertise of trusted partners are critical steps
towards achieving a secure, agile, and resilient
digital future.

There's no denying the stakes are high: a quantum
breakthrough could very well trigger a seismic shift
in cybersecurity. Understanding the problem is
the first step. Now it's time to take decisive action
to mitigate the risks of financial, operational, and
reputational consequences—and position your
business as a leader in the new quantum era.

Together, through foresight, collaboration,
and innovation, we can build a future where
digital trust thrives in the face of quantum
advancements.

Let the journey to quantum safety begin.

Quantum-Safe 360 Alliance 16
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