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ARTICLE INFO ABSTRACT

Dataset link: https://github.com/xujiahuayz/cr
ypto-wallets

With the advent of decentralised digital currencies powered by blockchain technology, a new era of peer-to-
peer transactions has commenced. The rapid growth of the cryptocurrency economy has led to the increased
use of transaction-enabling wallets, making them a focal point for security risks. As the frequency of wallet-

Iég;ircdjr rency wallet related incidents rises, there is a critical need for a systematic approach to measure and evaluate these attacks,
Attacks drawing lessons from past incidents to enhance wallet security.

Defences In response, we introduce a multi-dimensional design taxonomy for legacy and emerging wallets. We
Key management classify existing industry wallets based on this taxonomy, identify previously occurring vulnerabilities and
Wallet security discuss the security implications of design decisions. We also systematise threats to the wallet mechanism
Wallet design and analyse the adversary’s goals, capabilities and required knowledge. We present a multi-layered attack

framework and investigate 85 incidents between 2012 and 2025, accounting for a total loss of $6.98B.
Following this, we classify defence implementations for these attacks on the precautionary and remedial axes.
We map the mechanism and design decisions to vulnerabilities, attacks, and possible defence methods to
discuss various insights.

1. Introduction This paper introduces a novel multi-dimensional cryptocurrency
wallet taxonomy that extends beyond earlier approaches by covering
both legacy and emerging wallets. The taxonomy reveals how specific

design decisions correlate with known threat occurrences (Section 5).

Pioneered by Bitcoin [1], peer-to-peer transactions have evolved
into a digital ecosystem of decentralised financial applications on

the blockchain. Building on this foundation with self-executing smart
contracts on blockchain networks such as Ethereum, decentralised fi-
nance (DeFi) protocols enable decentralised lending [2], exchanges [3],
derivatives [4], insurance [5], and numerous other financial applica-
tions [6-8]. As the user-facing component, wallets intricately trigger
various transactions.

A wallet is a transaction-facilitating tool that manages user authen-
tication to enable digital signing of transactions. It broadcasts these
messages to a blockchain network to confirm their validity. When
initiating a transaction, wallets use a private key to sign and broadcast
the signature to the blockchain network [9]. Private key security is
therefore critical, as incidents such as the Mt. Gox exchange attack
(850,000 BTC) have resulted in significant financial losses for individ-
ual users and entities relying on the service [10]. Additional attacks
on KuCoin [11], Vulcan Forged [12], Infarno [13], WazirX [14], and
ByBit [15] have demonstrated that both custodial and non-custodial
wallets present attractive targets.

* Corresponding author.
E-mail address: yebo.feng@ntu.edu.sg (Y. Feng).
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We systematise threats (Section 6) and attacks (Section 7), which
enables us to suggest potential defence strategies (Section 8). We then
discuss our analysis of design elements, attack vectors, and defence
types in Section 10. In summary, our contributions are as follows:

» Wallet Design Taxonomy: We provide a taxonomy to analyse the
design of various existing wallet types and propose new wallet
designs. We also outline the threats to existing wallet designs
based on our threat model.

Wallet Attacks Framework: We systematise and analyse various
attack methods, techniques and targets in literature. We then
analyse 85 notable wallet incidents between 2012 and 2025 and
investigate the attack gaps between academia and industry.
Defence Strategies: We recommend defence methods based on
the overall mitigation approach, incorporating both proactive and
reactive approaches. We also analyse the influence of defence
methods in mitigating attacks.
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To facilitate independent verification, all datasets and code used in
this study are publicly available.!

2. Related works
2.1. Key management

Several studies have explored key management mechanisms. Cour-
tois and Mercer [16] compare key management solutions with a focus
on stealth addresses. Mangipudi et al. [17] investigate key management
from the wallet users’ perspective. He et al. [18] propose a secure key
management scheme based on semi-trusted social networks. Di Angelo
and Salzer [19] analyse the functionality of smart contracts for key
management through transaction data. Most recently, Chatzigiannis
et al. [20] propose a framework that formally evaluates hybrid recov-
ery setups, highlighting key-management choices. Our study adopts a
threat-centric view, mapping each key management technique in our
multi-dimensional design taxonomy to specific attacks.

2.2. Wallet taxonomy

Prior research has proposed various methods to classify key man-
agement mechanisms [21-24]. Early wallet taxonomies by Bonneau
et al. [21] and Eskandari et al. [22] survey key management techniques
such as password-protected files, paper-based methods, hardware secu-
rity module (HSM) systems, password-derived wallets, and hosted ser-
vices. However, this classification was confined to a single axis of key
storage. Karantias [23] contributes a protocol-centric taxonomy, exam-
ining light, full, and superlight clients and evaluating performance and
security trade-offs. However, this approach does not extend to design
elements such as key recovery methods or smart contract wallets, and
lacks a mapping to threats and attack methods. Homoliak et al. [24]
introduce an authentication-focused classification, examining k-factor
and threshold-based co-signing solutions. While this emphasises the
importance of multi-factor authentication in wallets, it only examines
one of the several design elements we analyse.

By contrast, our taxonomy unifies multiple design dimensions into
one integrative framework. These dimensions include custody model,
key distribution, infrastructure (software or hardware), authentication,
authorisation policies, and user recovery mechanisms. We include hard-
ware wallets, exchange-based custodial solutions, shared-custodial im-
plementations, non-custodial wallets, multi-party computation (MPC)
wallets, and smart contract wallets in a consistent scheme. This ap-
proach bridges the gap between academic and industry viewpoints.

2.3. Wallet attack and security

A broad line of work surveys blockchain vulnerabilities and de-
fences [25-28]. Chen et al. [27] focus on Ethereum’s protocol-layer
issues. Researchers also analyse specific wallet mechanisms; in partic-
ular, HSM-focused defence studies [29,30]. Additional studies inves-
tigate specific vectors such as phishing [31] and desktop-wallet RPC
pitfalls [32]. Others scope security across wallet types [33], access
key management impacts [34], and review attacks and defences in
academia [35].

Our work differs by adopting a multi-layered defence perspective
and incorporating real-world incident analysis to evaluate how design
choices influence attacks. This approach bridges academic models with
industry practice.

1 GitHub repository at https://github.com/xujiahuayz/crypto-wallets.
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2.4. Addressing literature gaps

Despite various studies on specific wallet types, mechanisms, and
attack vectors, there is a lack of comprehensive examination spanning
wallet design taxonomy, attack methods, incident analysis, security
measures, and case studies, as shown in Table 1. Moreover, our de-
sign taxonomy is mapped with a detailed threat model and defence
strategies, allowing a systematic evaluation of each design’s security
trade-offs. This comprehensive coverage and empirical attack data
distinguish our work from prior classification-focused surveys. Our
study bridges this gap, providing a holistic understanding crucial for
advancing wallet security.

3. Generalised wallet mechanism

Cryptocurrency wallets facilitate state transitions by securely man-
aging cryptographic keys and authorising transaction execution on the
blockchain. To analyse wallet design and security, we first define a
wallet. This definition underpins our mechanism, taxonomy, threat
model, attack taxonomy, and security measures.

Definition 3.1 (Cryptocurrency Wallet). A wallet is a system that typi-
cally generates a private key, also known as the secret key (sk), and se-
curely stores it in an encrypted form (enc_sk), enabling an authenticated
owner to sign transactions that are broadcast to the blockchain.

3.1. Key generation

The wallet initialisation process, detailed in Algorithm 1, specifies
private key generation, public key generation, public address derivation
and private key encryption for secure storage. As shown in Fig. 1,
the internal flow of the wallet begins with private key (sk) generation
from a random seed (rdm_seed). The corresponding public key (pk) is
then derived from sk using the signature scheme and curve required
by the target chain. Bitcoin, Ethereum, and Avalanche? all rely on the
Elliptic Curve Digital Signature Algorithm (ECDSA) over the secp256kl1
curve by default [48]. Solana and Hedera default to the Edwards-curve
Digital Signature Algorithm (EdDSA) curve ed25519 [49], whereas the
XRP Ledger supports both ECDSA/secp256k1 and EdDSA/ed25519.

Once the key pair is generated and pk is obtained, the wallet hashes
pk to produce the address (addr). Users share this address to receive
funds. In account-based blockchains, the wallet queries addr via an
remote procedure call (RPC) to fetch the current nonce (nonce). The
nonce is initialised to 0 and preserves the sequential order of outgoing
transactions.

Beyond curve selection, contemporary wallet software adheres to
a concise suite of public standards. Bitcoin Improvement Proposal
(BIP) 32 [50] and SatoshiLabs Improvement Proposal (SLIP) 10 [51]
define hierarchical deterministic (HD) key derivation for secp256k1 and
ed25519 curves, respectively.

Mnemonic phrases, as defined in BIP-39 [52], are the widely adopted
standard for representing seeds in a human-readable form. SLIP-39 [53]
extends this by applying Shamir’s Secret Sharing to mnemonic phrases,
enabling distributed or threshold-based recovery of wallet seeds. These
mechanisms enable secure sk recovery in case of device loss or failure
(see Section 5.8). At the account level, wallets use standard derivation
paths such as BIP-44 [54], BIP-49 [55] and BIP-84 [56] to deter-
ministically derive multiple accounts and address types from a single
seed.

2 Avalanche’s C-Chain is Ethereum Virtual Machine (EVM) compatible and
therefore inherits secp256k1. Hedera introduced optional secp256k1 accounts
in 2023 for EVM compatibility; however, ed25519 remains the default.
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Algorithm 1 Wallet initialisation

1: Input: rdm seed: bin, pw: str

2: sk = (rdm_seed)
3: pk = (sk)
4: enc_sk = (sk, pw)
5. addr = (pk)

6: nonce = 0

3.2. Key storage

Following its generation, sk is stored and encrypted using a key
encryption key (KEK) that we refer to simply as the password (pw), as
shown in Algorithm 1. In practice, pw is an abstract input that may be a
traditional text password, a numeric PIN, a device-derived biometric se-
cret, or a composite value obtained through multi-factor authentication
(MFA). The ensuing key derivation function (KDF) output serves as the
KEK. KEKs are typically derived with a password-based key derivation
function (PBKDF), such as PBKDF2-HMAC-SHA-256 [571, scrypt [58],
or the memory-hard Argon2id [59]. The resulting KEK then protects
sk under an authenticated encryption with associated data (AEAD)
cipher such as AES-256-GCM [60] or XChaCha20-Poly1305 [61]. The
encrypted private key (enc_sk) remains secure, with pw required for
both decryption and transaction signing. Secure sk storage is governed
by the interplay of several factors described in Section 5.

3.3. Transaction management

Definition 3.2 (Transaction). A transaction (txn) is a structured mes-
sage created by a wallet that enables state change executions on the
blockchain. These state changes include token transfers and smart
contract interactions.

3.3.1. Transaction generation

Transaction generation begins with creating the transaction message
(txn) by inputting the state transition information (state_trans_info). The
message (txn) is then hashed to produce the transaction hash (txn_hash).
Following transaction creation, the sender signs the transaction and
provides pw to decrypt the private key (sk). The signing algorithm takes
the decrypted private key (sk) and txn_hash as inputs to generate the
signature (¢), which authorises the transaction (see Algorithm 2).

3.3.2. Transaction broadcast

The signature (o) is verified using the sender’s public key (pk)
to assert its validity, as shown in Algorithm 3. If ¢ is invalid, the
transaction is rejected and not processed further. Conversely, if ¢ is
valid, the transaction is broadcast to the blockchain.

4. Methodology

Our methodology systematically bridges academic research and
industry practice by analysing cryptocurrency wallet security across
four axes: design, vulnerabilities, attacks, and defence measures.
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1. Wallet Initialisation
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2. Transaction Generation

Fig. 1. Generalised cryptocurrency wallet mechanism showing Algorithms 1,
2 and 3.

4.1. Procedure

4.1.1. Design taxonomy and vulnerability

Our wallet design survey is structured as follows. We first perform
reverse-engineering of specific vulnerable wallets to map vulnerabilities
explicitly to underlying design features. Unique wallet features relevant
to security were carefully documented and compared across wallet
categories. The results of this analysis are summarised systematically in
our wallet taxonomy table (Table 2), enabling structured comparisons
and insight into security-usability trade-offs.

4.1.2. Attack methods

Following our design and threat analysis, we examine wallet attack
methods in both academia and industry through a three-phase process.
First, we conduct a comprehensive review of academic literature and
industry incidents. We examine 33 peer-reviewed papers alongside
85 real-world incidents (2012-2025) documented in grey literature
sources such as Rekt News and Slowmist.

To expand the reviewed literature scope, we conduct forward and
backward reference searches. Following this, we categorise attacks us-
ing a three-tier framework to establish clarity and consistency. Attacks
are classified hierarchically by their mechanism-centric goal (e.g. by-
pass the authentication mechanism), method (e.g., credential cracking),
and vector (e.g., dictionary attack). We analyse industry incidents and
identify patterns related to our design taxonomy or attack categori-
sation. Lastly, we perform a gap analysis to evaluate the alignment
between academic research and industry practices.

Algorithm 2 Transaction generation

1: Input: nonce: int, state_trans_info : str, enc_sk: bytes, pw: str

2: Output: ¢: bytes

3: nonce +=1

4: txn = (state_trans_info, nonce)
5. txn_hash = (txn)

6: sk = (enc_sk, pw)

7: 6= (txn_hash, sk)

8: return: o
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4.1.3. Security measures

Our security measures analysis begins by identifying proposed and
implemented defensive strategies documented within the 33 academic
papers focused on attack methods. We employ forward and backward
reference searches to expand the scope of our reviewed literature to
61 unique references, retrieving an additional 28 academic papers. In
addition, we consult grey literature sources on security measures. Each
security measure is mapped to an identified wallet attack vector and
classified based on the approach (e.g. proactive or reactive).

4.1.4. Case studies

We conduct in-depth case studies to illustrate the practical ap-
plication of our framework. We systematically select representative
wallet incidents based on severity and distinctiveness. Each case study
follows a structured approach: (1) describing the wallet’s design using
our taxonomy, (2) detailing exploited vulnerabilities and threats, (3)
outlining the adversary’s goals, capabilities, and attack sequences and
(4) recommending security measures. By integrating these real-world
examples, we provide actionable insights into the interplay of wallet
design, threats, and mitigation strategies.

4.2. Data sources

We sourced design variation, vulnerability, attacks and defence
methods data from the following:

» CVE Database: We query the Common Vulnerabilities and Ex-
posures (CVE) databases to retrieve previously identified wallet
vulnerabilities.

Academic Papers: We systematically retrieve academic papers,
which serve as the primary data source for a range of wallet attack
vectors and defence implementations.

Grey Literature: We discover incidents on custodial and non-
custodial wallets between 2012 and 2025, with most sources from
Rekt News and Slowmist. Grey literature is also employed to
retrieve additional vulnerabilities and security measures.

4.3. Inclusion criteria

Our resulting data conformed to the inclusion criteria below:

» General Scope: We limit our scope to exclude attacks on the
blockchain protocol and on DeFi protocols from our discussion
or analysis.

Vulnerability Inclusion: We include wallet solutions with at
least one CVE or previously detected vulnerability from searches.
Design Inclusion: We include wallets with previously identified
vulnerabilities, as well as those with significant user bases (such
as MetaMask, Trust Wallet) or assets under management (AUM)
(centralised exchanges such as Coinbase Exchange, Binance Ex-
change) and wallets with novel features (Argent, Safe (previously
Gnosis Safe), ZenGo and Ngrave).

Attack and Defence Inclusion: We include only attack meth-
ods and defence implementations, which can be mapped to key
components within the underlying mechanism.

Case Studies Inclusion: We include two notable incidents ex-
hibiting: one custodial breach with the largest recorded monetary
loss and one non-custodial compromise affecting the widest user
base. These also provide comparative coverage of attacks against
smart contract, hardware, and mobile wallet infrastructures.

Algorithm 3 Transaction broadcast

1: Input: o: bytes, pk: hex

2: verified = (o, pk)

3: (verified, “transaction failed”)
4: (o, pk)
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Summary

Industry wallet design variations and breadth of identified threat exposures, showing (for each wallet) the number and percentage of distinct threat categories observed (# and %). The denominator is the total
Name

number of threat types catalogued 15; a higher percentage means the wallet has experienced a greater diversity of threat categories. (@: include, ©: part-inclusion, O: not include) [62,63].

Binance Web3 Wallet

Coinbase Exchange
TON Space

Trezor
Binance Exchange

Trust Wallet

Kraken Exchange
Argent

Ledger
Coinbase Wallet

Bitcoin Core
Electrum
MetaMask
Exodus

Safe (Gnosis)
Atomic
Tangem
Ngrave
ZenGo
Biconomy
Web3Auth
Brave
Phantom
Slope
HashPack
Kraken Wallet

Table 2
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Fig. 2. Multi-dimensional wallet design taxonomy for traditional and emerging wallets. Fig. 3 maps industry wallets on three dimensions based on this taxonomy.

5. Wallet design taxonomy

We propose a design taxonomy for classifying and developing wal-
lets that integrates traditional models and recent advances, as illus-
trated in Fig. 2. To develop this framework, we analyse various designs
of wallets within the industry. We also identify known vulnerabilities
and previous attacks associated with these wallets, as summarised in
Table 2.

5.1. Infrastructure

This design factor is centred on the private key (sk) or transac-
tion management infrastructure (see Section 3) the controlling entity
employs.

5.1.1. Software wallets

Software wallets are applications that manage private keys (sk) or
transaction authorisation conditions within a software environment.
Existing software infrastructure designs include desktop, browser, mo-
bile and smart contract wallets, as demonstrated within Fig. 3. Desktop
wallets are installed on computers and typically store enc_sk in a local
file within the computer’s file system. Browser wallets present an
alternative setup, with programs installed or built into the web browser
and credentials are typically stored in the browser’s local storage [88].
Two existing designs are browser extensions, such as MetaMask and
Phantom, and built-in browser-native wallets, such as Brave [89].

Another prevalent wallet type is the mobile wallet, which is in-
stalled on devices with limited computing power and storage capability
in comparison with PCs. Mobile wallets also typically store enc sk
locally and can enhance security through mobile OS integrations such
as the Android Keystore and iOS Keychain [90]. However, if vulnera-
bilities are present in the operating system Section 6.1, susceptibility to
specific attacks that exploit these weaknesses exists (see Section 7.2.3).

To mitigate the risk of sk and rdm seed loss, smart contract wallets
(e.g., Argent and Safe) are deployed on the blockchain to abstract
typical sk management (see Section 3) and create advanced transac-
tion functions such as multi-factor authentication (MFA), ownership
assignments, spending limits, and recovery mechanisms, often through
integration with centralised or decentralised relayers [19,91].

TON Space, another smart contract wallet, allows users to create
and sign transactions without leaving the chat by interacting through
TON’s standard Wallet-V4 account model [92]. The key management
functionality, bot-based transfers, and cloud backups are mediated
through Telegram IDs and WebView sessions. This approach shifts part
of the trust boundary from the mobile operating system to Telegram’s
API and bot infrastructure, introducing centralisation risks [93] and

exposing generic WebView attack surfaces [94]. Despite their capabil-
ities, smart contract wallets are susceptible to library vulnerabilities,
implementation flaws, and access-control misconfigurations. These ap-
plication logic vulnerabilities have resulted in significant financial
losses in several cases [15,95,96].

5.1.2. Hardware wallets

Hardware wallets typically involve sk management within a secure
element (SE) (e.g., microcontroller or smart card) to protect against
tampering and facilitate the execution of cryptographic operations,
such as transaction signing (see Section 3). Isolated in design with no
internet connectivity, their mechanism performs all cryptographic oper-
ations on an offline hardware device. They typically require a distinct
online device to create and broadcast transactions [97]. As shown in
Fig. 3, the connection between both devices can be achieved through
Bluetooth (e.g., Ledger), USB (e.g., Trezor), Near Field Communication
(NFC) (e.g., Tangem) and QR codes (e.g., Ngrave). Specific hardware
wallet vulnerabilities [98-101], and attacks [102-105] are discussed in
Sections 6.1.4 and 7.4 respectively.

5.2. Custody

The degree of sk control by an entity or between one or more entities
defines custody design. Custody setups include custodial, non-custodial
and shared-custodial.

5.2.1. Custodial

In this model, enc sk is stored by a trusted custodian (e.g., Coin-
base Exchange, Binance Exchange, Kraken Exchange) who signs user-
initiated transactions. The user relinquishes sk security to the custodian
who fully controls the wallet operations (see Section 3), while the user
solely crafts transaction messages. Although most of the design factors
for custodial wallets are not disclosed (see Table 2), a classification of
their design can be conducted using our framework. In the table, we
denote “@” representing user-facing infrastructure and “@” the internal
infrastructure employed by the custodian.

Two notable design variations exist in custodial wallets. First, an
omnibus setup aggregates and controls all users’ funds under a few
shared addresses, without a one-to-one correspondence between user
accounts and addresses. Second, a segregated setup assigns each user a
unique blockchain address, with the custodian retaining control of the
associated private keys (sk) [106].
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Fig. 3. Wallet design taxonomy showing three of our eight dimensions (infrastructure, custody, and distribution), as detailed in Sections 5.1, 5.2 and 5.4.

5.2.2. Non-custodial

In non-custodial wallet architectures (e.g., MetaMask, Phantom,
Ledger), the user does not relinquish control to any custodian party.
Instead, a direct interaction between the user and the blockchain net-
work exists in these setups with the user in full control of sk, to facilitate
all the wallet operations (see Section 3). With full autonomy, the user
is solely responsible for securing sk and is more susceptible to insecure
user interaction threats as well as other vulnerabilities (see Section 6.1)
and attacks such as social engineering attacks and malware-based
attacks (see Section 7.2) which aim to exploit user negligence. While
non-custodial wallets are expected not to have credential control, a
few incidents in the past (e.g., Slope Wallet [107]) have resulted in
sk compromise due to poor implementation practices, insecure storage
of sensitive information, or inadvertent leaks [87].

5.2.3. Shared-custodial

Shared-custodial wallets strike a balance between custodial and
non-custodial models by enabling joint control of the secret key (sk)
between a user and a custodian. In this setup, the sk is split or dis-
tributed across two or more parties, allowing the user to delegate a
degree of transaction authorisation rights and trust to the custodian.
This arrangement gives both parties partial control over the wallet’s
signing and recovery operations [108,109]. As a result, even if one
party’s security is compromised, the risk of a complete sk compromise is
mitigated. For example, ZenGo’s operational model implements shared
custody with multi-party computation (MPC) by storing one part of the
sk on ZenGo’s centralised server, while the other part remains on the
user’s device [110]. Other shared custodian models are discussed in
Section 5.4.

5.3. Initialisation

This pertains to the creation of the wallet through sk generation
(see Section 3.1) or contract deployment. During initialisation in smart
contract wallets, user account contracts are typically created by inter-
actions made by the relayer. In conventional wallets, the sk generation
scheme can be non-deterministic, deterministic, or hierarchical de-
terministic, depending on the degree of randomness and flexibility
required. Another interesting design option is the KDF choice. Typ-
ically, most wallets (e.g., Ledger [111]) employ password-based key
derivation function (PBKDF); however, novel research into threshold
multi-factor key derivation function (MFKDF) construction could in-
fluence current cryptographic designs [112,113]. While this improves
security, more processing time and power may be required to generate
the derived key [81].

5.4. Distribution

This is the degree of authorisation (see Section 5.6) or sk distri-
bution between storage mechanisms. Single or variations of shared
authorisation between multiple user devices, multiple users or a user
and a custodian (see Section 5.2) are observable setups. Single setups
allow for sole authorisation by a user or custodian, while authorisation
is distributed in the shared setup to avoid a single point of failure.

Multi-distributed designs typically exist in two forms: smart wallet-
enabled multi-sig (on-chain multi-sig) and threshold MPC. For smart
contract wallets that follow Ethereum Improvement Proposal (EIP)
4337, the account contract may adopt any of these schemes: sin-
gle key, multi-sig, or MPC, as the standard merely asks the contract
to prove validity to validateUserOp. On-chain multi-sig typically
has authorisation dispersed between multiple private keys (sk), while
MPC wallets divide a single sk into “key shares”, which are then
distributed [114,115]. Design flexibility in some MPC wallets also
allows for a hierarchical sub-shard distribution (e.g., Web3Auth) if
necessary [116]. While both offer authorisation distribution, trade-offs
exist between the two (see Sections 5.6 & 5.7).

5.5. Authentication

Authentication is the process of verifying the legitimate wallet
owner before granting access, either by decrypting enc sk with the
key encryption key (KEK) (see Section 3.2) or by employing other
methods defined within the underlying logic. Existing authentication
methods include single-factor (pw or PIN), multi-factor authentica-
tion, and novel password-abstracted authentication methods such as
passkeys enabled by smart contract or MPC wallets. For instance, the
Binance Web3 Wallet uses MPC to generate three key-shares: one
secured by Binance, one stored on the user’s device, and one encrypted
with a user-defined recovery password and backed up to the user’s
iCloud/Google Drive. The wallet uses a 2-of—3 threshold scheme to
authorise transactions, so Binance’s single share is insufficient on its
own [117].

5.6. Authorisation

Authorisation in the context of wallets is defined as a direct or
indirect confirmation of a state change transaction (see Definition 3.2)
by a single signature or multiple signatures (¢). In the EIP-4337 flow,
the user signs a UserOperation. However, a Bundler/Relayer au-
thorises the on-chain transaction by submitting the batch to the shared
EntryPoint [91]. We therefore mark every 4337 wallet as “Relayer”
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in Table 2. MPC key shards produce a single signature while being
distributed among various parties with individual public addresses
hidden.

Multi-sig smart wallets demonstrate authorisation through multiple
signatures, each associated with an individual public address. This ap-
proach does not enhance privacy since all involved addresses are visible
on the blockchain. EIP-4337-enabled smart contract wallets employ a
relayer (bundler) to aggregate multiple users’ state transfer messages
into a single authorised transition. Another factor that influences the
authorisation setup is the choice of signature scheme.

5.7. Validation

Transaction validation typically refers to authentication against the
blockchain using the user’s pk [24,36]. In addition to single distributed
wallets, MPC wallets also produce a single pk from key shards, which
can be employed to validate the transaction. On the other hand, native
multi-sig wallets validate each party’s public key. EIP-4337 allows more
flexible validation variations, as an EntryPoint contract validates
and executes state changes sent by authenticated users [91]. Addition-
ally, recent developments (ERC-1271 [118] & ERC-6492 [119]) have
enabled standardised and improved signature validation methods for
smart contracts.

5.8. Recovery

Recovery serves as a method to retrieve sk or lost transaction autho-
risation rights and typically follows the initialisation (see Section 5.3)
and distribution (see Section 5.4) setups selected.

5.8.1. Seed recovery

The industry standard fallback for a user wallet is the Bitcoin
Improvement Proposal (BIP) 39 mnemonic recovery phrase, usually 12
or 24 English words that encode the master hierarchical deterministic
(HD) seed [52]. Specifically, 128-256 bits of random entropy are
appended with a checksum and split into 11-bit chunks, each of which
indexes one word in the 2048-word BIP-39 list. When the user re-
enters the phrase, it is processed through 2048 iterations of PBKDF2
(Password-Based Key-Derivation Function v2) using HMAC-SHA-512 (a
keyed-hash message-authentication code) to yield a 512-bit seed. This
seed forms the root of the wallet’s HD key tree, from which every
subsequent sk is derived [52].

Two notable design variations to the default mnemonics setup exist
to offer additional security. First, the optional portability passphrase
(“25th word”) in BIP-39 allows plausible deniability if the base phrase
is coerced [120]. Second, SLIP-39 Shamir-Secret-Sharing mnemonics
fragment the seed into shares, requiring a quorum (e.g., m-of-n) to
restore the wallet [121,122]. Some mobile wallets go further by pairing
mnemonics with encrypted cloud backups (e.g., Coinbase Wallet using
iCloud/Google Drive), improving usability while keeping control with
the user [123].

Despite convenience gains, mnemonic phrases remain prime tar-
gets for social engineering and clipboard-scraping malware, reinforcing
the need for offline generation and, where feasible, distributed-share
approaches. Social platforms such as Telegram extend cloud backups
into custodial-assisted models. For example, TON Space encrypts the
seed locally and synchronises it with Telegram Cloud, binding recovery
to the user’s Telegram ID. After re-authenticating that account, the
Mini App reinjects the seed into a Wallet-V4 contract. This incurs no
on-chain fee; however, it creates a single point of failure, as loss or
compromise of the Telegram account threatens both availability and
confidentiality [92,93].
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5.8.2. Seedless recovery

Seedless recovery eliminates mnemonic phrases and re-establishes
user authorisation rights without a seed. Single or multi-party varia-
tions exist, with common instantiations including contract-based social
recovery, MPC re-sharing, and other implementations such as Decen-
tralised Recovery (DeRec) [115,124,125]. Implementations differ and
create distinct cost profiles in smart contract and MPC wallets. MPC
wallets perform recovery off-chain through key fragment reconstruc-
tion and thus incur no on-chain network fees. By contrast, smart
contract wallets (e.g., Coinbase Smart Wallet) implement recovery as
an on-chain signer/owner change that requires a network fee [126].
However, one smart contract wallet, Argent, circumvents this by offer-
ing users off-chain recovery [127]. More recently, the DeRec standard
proposes an interoperable, multi-party key recovery framework that
allows users to regain access across different wallets and services
without relying on a single custodian [125].

5.9. Other design factors

Table 2 shows other design factors such as transparency and ag-
nosticism. The underlying mechanism of existing hardware, software,
non-custodial and shared-custodial wallets often functions in degrees
of transparency. While open-source models benefit from public au-
dits, open knowledge of mechanisms can provide an advantage to
an adversary. Chain support is another important factor, as integra-
tion with multiple blockchain networks defines blockchain-agnosticism.
As blockchains often operate as fragmented systems, heterogeneous
designs foster enhanced interoperability.

6. Threat model

We analyse threats to the wallet mechanism, considering adversary
goals, knowledge, and capabilities. Using our design taxonomy (Ta-
ble 2), we also identify industry threats and highlight gaps between
industry and academia (Table 3).

6.1. Classification

Our threat classification is structured around distinct operations
within the wallet mechanism across three stages: wallet initialisa-
tion, transaction generation, and transaction broadcast. Threats to the
system can be categorised into five areas: network, authentication,
application, storage and memory, and cryptanalysis.

6.1.1. Network

The wallet communicates with the blockchain to retrieve and broad-
cast state trans_info using internet protocols. The network enables the
secure transmission of messages within and outside of the system. Vul-
nerabilities in the communication channels can be targeted, as shown
in Table 5. Service providers in the network can also be compromised,
rendering messages vulnerable to interception and alteration.

6.1.2. Application

Wallets rely on application libraries [130], and operating sys-
tems [39,131], which may possess vulnerabilities that the adversary
can exploit. Vulnerabilities in these systems include application logic
vulnerabilities such as key recovery [86], signature verification [74],
and input validation [85] flaws, which can result in privilege esca-
lation. Additionally, malware exposure [39,138], insecure third-party
interactions [83,84], and user negligence [139] can threaten the se-
curity of the sk, rdm seed, or pw. For instance, projects integrating
TON wallets have experienced silent exfiltration of mnemonic phrases
via malicious application libraries [140,141]. Web3 wallets embedded
in social platforms amplify supply-chain risk. Malicious npm mod-
ules impersonating TON SDKs (e.g., @ton-wallet/create) execute
clipboard-sniffers that forward seed phrases to attacker-controlled Tele-
gram bots [140,142]. Since wallet logic is tightly coupled to chatbot
APIs, a single rogue Mini App link can invoke in-chat transaction
authorisation by users, as seen in the June 2025 phishing wave [143].
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Classification of threats (Section 6.1) showing the targeted operation, and the capabilities (Section 6.3), knowledge and accessibility of the
adversary. A gap analysis of threats is also conducted to compare industry and academia [64-73,78-80,128,129].

Gay Target Adversary’s capability summar Knwl Acc
Category Threat j 8 Y P ¥ y _
9 1%
] g
Network Insecure Network Channel [65-67] Intercept transactions or deny service to wallet.
W
Compromised Network Protocol [130] Misroute transactions via protocol flaws.
Application Logic Flaw [96,129] Exploit the programming logic of functions.
OS Vulnerabilities [131] Exploit OS to bypass security.
Library Vulnerability [68,69] Exploit vulnerabilities in third-party libraries.
Application Coding Errors [96] Exploit coding errors to bypass security.

Insecure Interaction [83]
Application Provider Compromise [132]
Data Misrepresentation [133]

Exploit users through UI deception.
Exploit provider infrastructure to inject code.
Misrepresent transaction data on user interface.

Inadeq. Authentication [134]

Authentication
Low-strength Password [41,135]

Bypass authentication mechanisms.
Brute-force weak passwords.

Insecure Boot Environment [136]
Insecure Permissions [70,71]
Inadequate Encryption [64,87]
Data Remanence [81,82]

Hijack boot to execute malicious code.
Escalate file-system permissions.
Read unencrypted secrets at rest.
Recover keys from memory remnants.

Storage . . .
Data Manipulation [81,82] Tamper with stored data.
Micro-electrical Exposure [105] Probe chip side-effects.
Storage Provider Compromise [87] Breach external storage vendor.
Predictable RNG [72,73] Predict or replay RNG outputs.

Cryptanalysis ~ Weak Signature [137] Forge signatures under weak crypto.
Side-channel Leakage [78-80] Extract secrets via side-channels.
Insider Collusion [128] Collude with insiders.
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6.1.3. Authentication

Authentication is a critical process in modern wallets, as only an au-
thorised owner can decrypt an encrypted private key (enc_sk) and sign
transactions (refer to the and functions in Algorithm 1
and Algorithm 2, respectively). Authentication attacks aim to compro-
mise the wallet function that verifies the user’s identity, thereby gaining
unauthorised access to wallets. The authentication functions, which
handle the encryption and decryption of the enc sk, can be vulnerable
to insecure boot environments [136] and single-factor authentication
methods and low-strength passwords (pw).

6.1.4. Storage and memory

Data stored can be vulnerable to threats of extraction, manipulation
and disruption. Exploitation of the wallet’s storage mechanism (see
Section 3.2) can lead to the compromise of sk, rdm_seed or pw. Storage
mechanism vulnerabilities include data remanence [136], unencrypted
data [144,145], and physical security vulnerabilities [105] that can be
exploited by the adversary.

6.1.5. Cryptanalysis

Cryptographic vulnerabilities may exist in the signature scheme
( s s ) as a result of the direct implementation or
unintended data leakages from side channels. These vulnerabilities
include hash function vulnerabilities [146], weak signatures (¢) [137],
predictable random number generator (RNG) [147], and data leakages
from side-channels [148,149].

6.1.6. Other threats

Threats can occur via other avenues, such as an insider who may
have access to transactional information, user credentials and other
security details. These can arise from insiders acting maliciously or by
exploitation through coercion or social engineering methods. Custodial
(Section 5.2.1) and Shared-custodial (Section 5.2.3) architectures are
more vulnerable to these threats due to their more centralised archi-
tecture. Non-custodial setups (see Section 5.2.2) may be vulnerable if

third-party services are employed for functionalities such as pw man-
agement or if inadequate access controls are relied upon (e.g., Ledger
incident [150]).

6.2. Adversary’s goals

We define an adversary, A, who aims to exploit threats described
above to trigger unauthorised transactions to an adversary-controlled
wallet address or disrupt operations. The major goals of A include:

» Credential Compromise: A aims to compromise sk, rdm_seed
and pw by exploiting wallet mechanism vulnerabilities or user-
interactions.

+ State Transition Information Manipulation: A aims to modify
the state trans_info created by the user such as recipient address.
Following this, A deceives the user into signing the transaction.
A may also manipulate the state_trans_info displayed on the wallet
interface

6.3. Adversary’s capabilities

Table 3 details the various capabilities of A, illustrating how iden-
tified vulnerabilities can be exploited to achieve an objective with
various degrees of knowledge and access. A can possess public, re-
stricted and insider knowledge. Public knowledge includes information
that is openly accessible to anyone, such as open-source code, publicly
available audit reports, discussions in open forums, websites, and appli-
cations. Restricted knowledge refers to information that is not readily
accessible to the public and often requires specific roles, permissions,
or effort to obtain. Information that is only accessible to individuals
within an organisation is defined as insider knowledge, particularly in
setups where custodians have some level of authorisation (Section 5.2).
A can also execute several attack capabilities remotely or physically.
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7. Attack taxonomy

In this section, we present a comprehensive taxonomy of wal-
let attack vectors, systematically examining the methods, techniques,
and targeted components involved. Building on our generalised wallet
mechanisms and threat model taxonomy, we outline a broad spec-
trum of attacks, as illustrated in Fig. 5. These attacks are categorised
according to the specific functions and components targeted within
the wallet infrastructure (see Section 3) and the threats exploited (see
Section 6.1). We further incorporate the infrastructure layer of our
design taxonomy to capture the multi-layered nature of these threats,
as summarised in Table 5.

7.1. Network

7.1.1. Connection hijack

These attacks aim to compromise the communication channel be-
tween wallets and other network participants using man-in-the-middle
(MITM) attacks to intercept and modify the txn message generated by
Algorithm 2. Various types of MITM attacks include Rogue AP [130],
DNS spoofing [151,152], IP spoofing [146], and Border Gateway Pro-
tocol (BGP) hijacking [153], as shown in Table 5. Hardware wallets are
vulnerable to these attacks if the online wallet client (see Section 5.1.2)
is compromised. Ledger has previously reported susceptibility to MITM
attacks.

The Rogue access point (AP) vector functions through unautho-
rised WiFi hotspots that can intercept transactions by exploiting the
txninit function. This allows an attacker to modify state_trans_info be-
fore blockchain forwarding, potentially redirecting funds to a differ-
ent address than the recipient’s address [130]. The Domain Name
System (DNS) spoofing vector occurs when a DNS resolver, which
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Fig. 5. Attack classification on wallet mechanism showing targeted operations
and components (see Table 5).

translates human-readable domain names into IP addresses, is compro-
mised [154]. This leads to fraudulent cryptocurrency service website
redirection. One notable example is the 2017 EtherDelta DNS hijack,
where attackers altered DNS records to redirect users to a phishing
clone [155]. An attacker can also execute a Border Gateway Protocol
(BGP) hijacking attack that maliciously advertises false BGP routes
to divert traffic intended for legitimate blockchain nodes (see Algo-
rithm 3) or wallet API endpoints [153]. The MyEtherWallet attacker
employed the BGP hijacking vector [156]. Another connection hijack
avenue, the Address Resolution Protocol (ARP) spoofing vector, is
initiated when attackers broadcast fraudulent ARP messages across a
local network. This links their MAC address with the IP address of a
legitimate network host to redirect the user’s transaction data generated
in Algorithm 2 [130,153].

7.1.2. Service denial

This is executed using adversary-controlled devices to orchestrate
distributed denial-of-service (DDoS) attacks which overwhelm the net-
work infrastructure with an excessive volume of requests, causing a
decline or cessation of wallet operations (see Section 3) [157]. These
attacks often target the Internet Control Message Protocol (ICMP),
Transmission Control Protocol (TCP) handshake mechanism, and other
network infrastructure [20]. One common medium of conducting a
DDoS attack is through botnets, which involves an adversary using a
network of computers [158].

The Internet Control Message Protocol (ICMP) flooding vector over-
loads a wallet with network requests (ICMP echo request packets) at
a rate exceeding the processing capacity. This results in a decline or
cessation of transaction management operations (see Section 3.3) [20].
An adversary may also disrupt the wallet network by exploiting the
Transmission Control Protocol (TCP) handshake mechanism, which
establishes a connection between the wallet application and its servers,
through synchronise (SYN) attacks [20].

7.2. Application

7.2.1. Malware execution

This attack intrusively exploits system vulnerabilities to steal trans-
action data, the sk and password credentials, or to manipulate wal-
let operations as described in Section 3. Malware threatens the wal-
let mechanism by replacing the recipient address via clipboard hijack-
ers [39] or through input monitoring via keyloggers [138] and other
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Fig. 6. Notable wallet incidents (in million USD) between 2012-01 and 2025-04, classified on the custody axis (Section 5.2.1). More detail is provided in Table

4.

spyware types [139,159]. Hardware wallets are also vulnerable to
clipboard hijack attacks [102,160]; malware can be injected through
interactions between the wallet and removable media such as USB
drives [161].

Malware can also be engineered to monitor user actions and re-
trieve the user’s password (pw) or private key (sk) [139,159]. Spyware
includes keyloggers which can track every keystroke executed on an
infected wallet device to steal confidential data [136,138]. The cus-
todial wallet Cashaa [107] and non-custodial wallets BitKeep [162]
and Bittensor [163] have previously been exploited by malware-based
vectors. Malware can also be combined with other attack methods, such
as social engineering or privilege escalation, to achieve hacks as noted
in the ByBit case (see Section 9.1) (see Fig. 6).

7.2.2. Social engineering

These attacks aim to manipulate the user to divulge confidential
data. Phishing attacks, for instance, aim to deceive wallet users into
revealing sk or pw by mimicking legitimate services. Once success-
ful, attackers can leverage additional vectors to gain unauthorised
access [158].

Notably, malware delivered through phishing, such as Pink Drainer,
Monkey Drainer, Venom Drainer, and Inferno, has been particularly
effective against non-custodial wallets (see Table 4). Phishing attacks
have also been effective against custodial wallets [164,165] and no-
table individuals [163]. Adversaries have also exploited third-party
dependencies by targeting their personnel, thereby extending the reach
of social engineering campaigns [133].

Telegram-embedded wallets heighten social-engineering exposure.
Coordinated Telegram bots and rogue Mini App have drained millions
from users [143,166]. Address-poisoning adds yet another twist: attack-
ers inject look-alike addresses into a victim’s history so that a routine
copy-and-paste transaction quietly redirects funds [167].

7.2.3. Privilege escalation

These attacks aim to circumvent standard access controls to acquire
elevated permissions. In Android root privilege attacks, the adversary
can gain unauthorised root access to mobile wallets through vulnera-
bilities in the operating system (OS) [131]. Another OS-related attack,
Android USB debugging [131], exploits operating system (OS) vulner-
abilities in mobile devices by wireless debugging, using a computer
connected to the same network. Following this, the adversary gains
unrestricted access to manipulate the execution flow of the wallet and
capture sk, rdm_seed, and other sensitive data [131].

7.2.4. Logic exploitation

Logic flow exploitation encompasses several wallet types and in-
volves identifying and exploiting flaws in the programming logic of a
wallet mechanism (Section 3) to gain unauthorised access or manip-
ulate wallet functions [96]. Notable incidents include WazirX (2024),
where investigators linked the drain to a malicious Safe module that
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slipped through the upgrade mechanism and rewired the wallet via
DELEGATECALL [163]. In ByBit (2025), attackers pushed a forged im-
plementation contract into the exchange’s cold-wallet proxy, overwrit-
ing storage and seizing ownership by abusing Safe’s upgrade path [15]
(see Section 9.1). The classic Parity library bug (2017) involved an
uninitialised contract that allowed the adversary to gain ownership
and drain multi-sig wallets [95]. These cases map to two recurrent
sub-patterns: (1) upgrade-path hijack, where the authorised proxy-
upgrade or module-installation channel is abused to introduce attacker-
controlled logic (ByBit, WazirX); and (2) constructor hijack, where the
init function is left callable after deployment (Parity).

7.3. Authentication

7.3.1. Credential cracking

This category of attacks systematically attempts different credential
values to bypass the authentication mechanism. Brute-force attacks
involve an adversary systematically trying all possible character com-
binations to bypass the authentication function and decrypt enc sk.
If successful, the adversary can create malicious transactions using
Algorithm 2 [135]. Dictionary attacks, on the other hand, leverage
commonly used words to predict rdm seed phrases for access. Unlike
brute-force attacks that exhaust all possible combinations, dictionary
attacks are computationally less demanding, and their success rate
increases with the use of leaked password datasets [134,202].

7.3.2. Identity spoofing

For enhanced KEK security, wallets leverage supplementary user
authentication methods, such as user biometrics and two-factor authen-
tication (2FA) implementations.

The identity spoofing attack method bypasses these verification
mechanisms (see Algorithm 1) by impersonating the user to decrypt
enc_sk and authorise malicious transactions. In fake biometric attacks,
an adversary employs synthetic or reconstructed biometric data to
achieve this goal [203]. To circumvent SMS-based 2FA, an adversary
can also use SIM swap attacks, which execute the transfer of the user’s
phone number to an adversary-controlled mobile device [204]. Mobile
wallets, smart contract wallets and other infrastructures that integrate
SMS-based 2FA or biometric verification can be vulnerable to these
attacks (see Table 5).

7.4. Storage and memory

7.4.1. Physical tampering

These primarily involve physically altering a wallet’s hardware to
bypass security protections. In evil maid attacks, the attacker physically
modifies the unencrypted storage of a device to capture credentials
or manipulate the system [205]. In contrast, microscopy attacks use
advanced techniques, such as electron microscopy, to examine the mi-
croelectronic components of a wallet. These attacks can extract critical
data or identify vulnerabilities, often without altering the hardware
itself [105].
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Wallet attack incidents in the industry. We retrieve 85 notable attack incidents involving both custodial and
non-custodial wallets. Several attack methods remain unknown (-) or undetailed, we indicate undetailed
incidents with * [168-199].

Name Custody Design ~ Date Loss ($)  Attack Category Attack Name
ByBit [133] Custodial 2025-02 1500M Application Logic exploitation
US Govt. [188] Non-custodial 2024-10 50M - -

BigX [163] Custodial 2024-09 52M - -

Indodax [179] Custodial 2024-09 22M - -

WazirX [14] Custodial 2024-07 235M  Application Logic exploitation
Bittensor [163] Non-custodial 2024-07 8M Application Malware
BTCTurk [163] Custodial 2024-06 55M - -

Loopring [163] Non-custodial 2024-06 5M  Authentication Identity spoofing”
Lykke [107] Custodial 2024-06 22M - -

DMM Bitcoin [163] Custodial 2024-05 305M - -

Axie Co-Founder [188] Non-custodial 2024-02 oM - -

Fixed Float [163] Custodial 2024-02 26.1M - -

kirilm.eth [163] Non-custodial 2024-02 5.IM  Application Phishing

Ripple Co-Founder [186] Non-custodial 2024-01 112.5M - -

HTX (Huobi) [164] Custodial 2023-11 13.6M - sk compromise”
Pink Drainer [200] Non-custodial 2023-11 12M  Application Phishing, malware
Monkey Drainer [200] Non-custodial 2023-11 16M  Application Phishing, malware
Venom Drainer [200] Non-custodial 2023-11 27M Application Phishing, malware
Infarno [13] Non-custodial 2023-11 66M  Application Phishing, malware
Poloniex [200] Custodial 2023-11 126M - sk compromise”
Lastpass [200] Non-custodial 2023-10 37M Authentication -

Fantom Fdn. [195] Non-custodial 2023-10 7M - -

HTX (Huobi) [164] Custodial 2023-09 8M Application Phishing

Fake Voucher [200] Non-custodial 2023-09 4.5M  Application Phishing
Remitano [200] Custodial 2023-09 2.7M  Application -

CoinEx [107] Custodial 2023-09 55M - sk compromise”
Monero [184] Non-custodial 2023-09 0.5M - -

AlphaPo [200] Custodial 2023-07 60M - sk compromise”
Atomic Wallet [107] Non-custodial 2023-06 100M - -

Bitrue [163] Custodial 2023-04 23M - sk compromise”
GDAC [107] Custodial 2023-04 13M - sk compromise”
MyAlgo [107] Non-custodial 2023-02 9.2M - -

BitKeep [162] Non-custodial 2022-12 8M  Application Phishing, malware
FTX [178] Custodial 2022-11 450M Authentication Sim swap attack
Deribit [177] Custodial 2022-11 28M  Application -

Wintermute [196] Custodial 2022-09 160M Authentication Brute force

Slope [107] Non-custodial 2022-08 8M  Storage and memory -

MetaMask [162] Non-custodial 2022-04 0.65M  Authentication Phishing
Crypto.com [163] Custodial 2022-01 30M Authentication -

Lympo [107] Custodial 2022-01 18.7M - -

LCX [191] Custodial 2022-01 8M - sk compromise”
Vulcan Forged [12] Non-custodial 2021-12 140M  Application sk compromise”
BitMart [165] Custodial 2021-12 196M  Application Phishing

Liquid [194] Custodial 2021-08 90M Application sk compromise”
Roll [172] Custodial 2021-03 5.7M  Application sk compromise”
MetaMask [163] Non-custodial 2020-12 8M - -

KuCoin [11] Custodial 2020-09 275M Application sk compromise”
Cashaa [107] Custodial 2020-07 3.1IM  Application Malware

Trinity Wallet [192] Non-custodial 2020-02 2.3M  Application -

Altsbit [199] Custodial 2020-02 72.5M Application -

Upbit [201] Custodial 2019-11 49M Application Phishing, malware
Bitpoint [183] Custodial 2019-07 36.5M - -

Vindax [197] Custodial 2019-11 0.5M - -

Bitrue [189] Custodial 2019-06 4.5M  Authentication -

Gatehub [198] Custodial 2019-06 9.5M - -

Binance Exchange [187] Custodial 2019-05 40M Unknown -

Bithumb [172] Custodial 2019-03 13M  Other Insider job
Coinbene [107] Custodial 2019-03 99M - -

DragonEX [172] Custodial 2019-03 1M  Application -

Cryptopia [190] Custodial 2019-02 16M - sk compromise”
LocalBitcoins [172] Custodial 2019-01 0.02M  Application Phishing
Electrum [175] Non-custodial 2018-12 0.75M  Application Phishing
Maplechange [171] Custodial 2018-10 6M - -

Zaif [172] Custodial 2018-09 100M - -

Coinrail [172] Custodial 2018-06 40M - -

MyEtherWallet [156] Non-custodial 2018-04 0.15M  Network BGP hijacking
Gate.io [185] Custodial 2018-04 234M - -

CoinSecure [172] Custodial 2018-04 3.5M  Other Insider job
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Bitgrail [181] Custodial 2018-02 146M Other Insider job
CoinCheck [180] Custodial 2018-01 560M - -

BlackWallet [182] Non-custodial 2018-01 0.4M Network DNS spoofing
EtherDelta [155] Custodial 2017-12 1.4M Network DNS spoofing
Parity [95] Non-custodial 2017-07 30M Application Logic exploitation
Yapizon [107] Custodial 2017-04 53M - -

Bitfinex [172] Custodial 2016-08 623M  Application -

Gatecoin [172] Custodial 2016-05 2.1M - -

Shapeshift [170] Custodial 2016-04 0.23M  Other Insider job
Bitstamp [174] Custodial 2015-12 5M  Application  Phishing

BTER [172] Custodial 2015-08 1.65M Application -

Mintpal [193] Custodial 2014-07 2M  Other Insider job
Poloniex [173] Custodial 2014-03 0.05M Application -

Mt. Gox [10] Custodial 2014-02 460M - -

Bitcash [176] Custodial 2013-11 0.1M Application Phishing
Bitfloor [168] Custodial 2012-09 0.25M Application sk compromise”
Bitcoinica [169] Custodial 2012-03 0.09M  Application sk compromise”
Summary: 85 incidents 2012-2025 6.98B

7.4.2. Fault injection

These attacks manipulate the wallet’s components by forcing an
erroneous system state to bypass the security mechanisms [102]. For
instance, fault injection attacks on hardware wallets often exploit vul-
nerabilities in volatile memory (such as SRAM) by manipulating envi-
ronmental factors. Data remanence vulnerabilities in the Trezor wal-
let have been exploited to demonstrate these attacks [81,82]. Fault
injection attacks on smart contracts have also been shown in the
literature [103].

7.4.3. Other non-invasive techniques

Other non-invasive storage and memory attacks exist which are not
based on fault injection methods. In cold boot attacks, the attacker ex-
ecutes a cold restart on the wallet device to exploit the data remanence
properties of volatile memory, such as dynamic random-access memory
(DRAM) and static random-access memory (SRAM), to retrieve sensi-
tive data [136]. Similarly, PUF attacks exploit the unique characteris-
tics of hardware defence implementations known as physically unclon-
able function (PUF). These implementations have challenge-response
functionality that exhibits physical unclonability [104,206].

7.5. Cryptanalysis

7.5.1. Side-channel analysis

Non-invasive key extraction attacks on cryptographic functions, in-
cluding timing and power side-channel analysis (SCA), are executed by
exploiting side channels. These attacks exploit leakages in behaviours
exhibited by cryptographic functions (see Section 3) through side chan-
nels to measure and extract values such as time and power [136,148].
Timing-based SCA measures the cryptographic function execution time.
Successful implementation of a timing-based side-channel attack has
been demonstrated on a Trezor One hardware wallet [149]. Power-
based SCA analyses the cryptographic function’s power trace, including
the hash function. SCA on the hash function has been utilised to extract
the rdm_seed [207].

7.5.2. Direct exploitation

These attacks directly target implementation errors within the cryp-
tographic surface area. Weak signature (o) attacks, for example, target
weaknesses in the signing algorithm due to improper implementation,
weak or outdated cryptographic algorithms or errors in encryption
logic [137]. In addition, an adversary can exploit vulnerabilities in
Algorithm 2 by reusing a nonce during transaction authorisation [147].
Such reuse can compromise the security of wallets by resulting in sk
leakage [208].

13

8. Security measures

This section builds upon the framework outlined in Section 7 by
presenting mitigation approaches against wallet attacks. We aim to
examine defence mechanisms for each identified attack vector affecting
wallets.

8.1. Network

Suspicious network activity can be detected through machine learn-
ing techniques, including anomaly detection models [209] and clas-
sification algorithms [138]. Additionally, dynamic network parameter
adjustments [210] and other intrusion detection mechanisms [161,211]
further contribute to identifying such anomalies.

To mitigate these attacks, wallets can adopt network security proto-
cols that validate and authenticate IP addresses [229] and incorporate
additional security layers within the wallet’s network to prevent poten-
tial txn modification attempts by adversaries [224]. To limit or prevent
distributed denial-of-service (DDoS) attacks, wallets must distinguish
malicious and authentic network traffic using classifiers such as the
decision tree algorithm [230] and reinforcement learning approaches
to analyse patterns in network data [225]. Another mitigation approach
involves analysing the network for unusual patterns, such as repeated
request attempts from the same IP address [226].

8.2. Application

To mitigate the risk of message alteration by clipboard hijack-
ers, wallets can employ features such as NFC and two-dimensional
codes to prevent recipient address modification during transaction
creation [39]. From a user perspective, human-readable addresses such
as ENS [231] aid in detecting address tampering, though they have
certain security vulnerabilities [232]. Wallets can also prevent system
behaviour modifications by addressing specific attack vectors. Attack
vectors that attempt these modifications by targeting vulnerabilities
in the OS can be mitigated by employing code obfuscation [227]
and runtime protection mechanisms [228]. Furthermore, by enforcing
Control Flow Integrity (CFI) measures, wallets can ensure that control
flow cannot be hijacked to deviate from intended control flow paths for
malicious transactions [233].

8.3. Authentication

Wallets can incorporate features either as direct protection against
specific attack methods or as general authentication bypass protection.
By directly integrating improved functionalities to obstruct access to
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predictive text data, wallets can prevent dictionary attacks [134].
Additionally, to prevent brute-force attacks, only complex passwords
should be allowed in the initialisation stage [202]. Biometric falsifying
attacks can be prevented by incorporating liveness detection features
in wallets [203].

To prevent single points of failure, wallets can enhance authenti-
cation levels (Section 5.5) through multi-factor authentication (MFA),
multi-party computation (MPC) [115] and multi-signatory features
such as BIP-11’s M-of-N standard [114] (Section 5.4). To mitigate social
engineering attacks, wallets can incorporate phishing-resistant MFA
techniques such as FIDO2 [234]. This feature enables communication
with the original wallet website to verify authenticity before allowing
access to the wallet [235].

8.4. Storage and memory

An effective defence method against these attacks involves incorpo-
rating physically unclonable function (PUF) to generate cryptographic
keys on demand, without storing sk on the wallet’s chip. This method
also prevents microscopy attacks, some other physical tampering at-
tacks, and side-channel attacks (see Section 8.5) [44,207]. Physical
tampering through the evil maid attack can be limited by imple-
menting trusted boot mechanisms [236]. Possible mitigations against
non-invasive manipulation, such as the cold boot attack, involve adopt-
ing features which algorithmically clear the wallet’s memory follow-
ing intrusion [237]. For example, Ledger has introduced a secure
layer which detects chip intrusion and erases sk following extraction
attempts [238].

8.5. Cryptanalysis

Exploiting cryptographic vulnerabilities can lead to sk extraction.
Attacks that aim to exploit weak cryptographic signatures (¢) can
be counteracted by employing stronger hashing algorithms [137],
while deterministic nonce selection prevents nonce reuse attacks [147].
Non-invasive attacks on cryptographic functions, including timing and
power SCA, are executed by exploiting side channels. Effective pre-
vention methods include data leakage protection and disguising data
access patterns as noise injection [102,207,239,240]. These affect the
adversary’s ability to interpret leaked information effectively [241].

9. Case studies

In this section, we present detailed case studies of notable wallet
security breaches. We apply our wallet design taxonomy (Section 5),
threat model (Section 6), and attack taxonomy (Section 7). Each case
study systematically analyses the wallet’s architecture, identifies ex-
ploited vulnerabilities, and explores the sequence of attack events.
We conclude each study with recommended and implemented security
measures.

9.1. Case study: ByBit custodial wallet hack

In February 2025, ByBit experienced a significant security breach
that resulted in a loss of approximately $1.5 billion in Ethereum, mark-
ing the largest cryptocurrency theft to date [133]. This sophisticated
attack aligns with the attack vectors outlined by our taxonomy. We
provide a detailed analysis below using our frameworks for design clas-
sification, threat assessment, attack sequence analysis, and mitigation
strategies.

9.1.1. Design
Using our design taxonomy in Section 5, we analyse the ByBit wallet
design below:

+ Custody: ByBit maintained full custody of user funds, with users
relinquishing sk control to the exchange. This particular case
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pertains to the sk, which controlled the Ethereum assets of the
exchange.

Infrastructure: ByBit employed a multi-faceted infrastructure de-
sign, integrating hardware wallets with a smart contract-enabled
proxy architecture. The primary proxy contract delegated logic
execution to a separate implementation contract via delegate-
Call. It stored the implementation contract’s address in storage
slot 0 to facilitate future upgrades [242]. However, the design did
not enforce strict access controls on this critical operation. This
became a key factor exploited in the attack, as described in the
threat analysis (see Section 9.1.2).

Distribution: sk management was distributed securely with au-
thorisation rights shared among multiple private key (sk) holders
in the multi-sig scheme across different hardware devices. The
multi-signature scheme prevented unilateral transactions, man-
dating consensus among multiple trusted individuals.
Authorisation: Transactions were generated via Safe’s web in-
terface. Signers reviewed transaction details on the web user
interface and hardware wallet screens. Only after confirmation on
their Ledger hardware wallet devices were transactions broadcast
to the blockchain.

Validation: After obtaining the necessary approvals, transactions
underwent validation to ensure compliance with ByBit’s internal
security policies. This included verifying adherence to address
whitelisting protocols and transfer limits. The multi-sig smart
contract enforced these policies by executing transactions only
when the requisite number of valid signatures was present.

9.1.2. Threats and dependencies

ByBit’s security architecture relied significantly on several inter-
connected elements, including the Safe user interface, which proved
vulnerable to the adversaries’ attempts. We outline the threats, which
were exploited by the adversary inline with our threat model below:

Insecure Interaction: Insecure interactions resulted in the sys-
tem’s exposure to threats. The adversary likely exploited these
interactions to achieve infiltration of the Safe developer’s ma-
chine [15].

Application Provider Compromise: ByBit’s operational security
was heavily dependent on the integrity and security posture of
third-party service providers, in this case, Safe’s web interface.
Data Misrepresentation: The adversary compromised the accu-
racy and reliability of transaction data presented to authorised
signers through Safe’s user interface. This highlighted a critical
vulnerability in wallet user interfaces.

Application Logic Flaw: The infrastructure design permitted
unrestricted use of the delegateCall instruction, allowing
malicious actors to overwrite critical storage slots. Specifically,
the attackers exploited the ability to overwrite the logic pointer
stored in storage slot 0, leading to unauthorised control of the
proxy’s logic [15]. This violated the principle of least privilege
and directly facilitated the privilege escalation step of the attack.
Blind Signing: ByBit’s reliance on hardware wallet confirmation
processes did not sufficiently address the blind signing risk. Sign-
ers assumed the hardware wallet displays were a trustworthy
verification source and approved transactions without explicit
visibility into critical transaction metadata. This included dele-
gateCall operations and underlying implementation changes.

9.1.3. Adversary goal and capabilities

A aimed to gain unauthorised rights by masking adversary-created
transactions as benign. The capabilities of A significantly evolved dur-
ing the attack as extended knowledge was gained, starting from re-
stricted external knowledge and progressing to insider-level knowledge
and access:
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- Initial Phase: A remotely exploited publicly accessible informa-
tion to exploit Safe developer interactions and gain restricted
internal access.

Intermediate Phase: Having achieved insider-level knowledge
and privileges following a successful repository compromise, A
could inject malicious software into operational components of
the wallet software.

Final Phase: A could exploit application logic to deceive sk hold-
ers, achieving credential compromise. Subsequently, A gained full
wallet control and authorisation rights.

9.1.4. Attack sequence

The ByBit incident represents a sophisticated combination of sev-
eral coordinated attack vectors identified in our Application threats
taxonomy:

» Social Engineering: A phishing attack method enabled the ex-
ecution of subsequent attack vectors. Social engineering and
malware were combined to compromise ByBit, as seen in past
incidents (e.g., BitKeep [162], Upbit [201], and wallet drain-
ers [200]). This gave the adversary direct access to Safe’s front-
end code repository, highlighting the importance of secure devel-
oper environments.

Malware Execution: The compromised machine enabled the in-
jection of malicious JavaScript into Safe’s front-end code, target-
ing the transaction approval interface. The malware modified the
transaction data displayed to sk holders. While legitimate trans-
action details were displayed in the Safe wallet user interface, the
data sent to the hardware wallet was altered.

Privilege Escalation: The approved transaction altered the smart
contract’s logic. The attackers exploited storage slot hijacking by
crafting a transaction that used delegateCall to execute a
spoofing contract. This contract’s transfer () function wrote
the attacker’s malicious implementation address to storage slot
0 via the Ethereum Virtual Machine (EVM) SSTORE opcode,
overwriting the proxy’s logic pointer. With the proxy now del-
egating to the attacker’s contract, all subsequent transactions
executed attacker-controlled code in the proxy’s context, granting
full authorisation rights.

9.1.5. Security measures

Before the breach, ByBit used a layered security model: most funds
were in a Safe contract, private keys on six Ledger devices, requiring
4-of —6 multi-sig. These measures were bypassed. After the incident,
industry experts highlighted the following additional controls:

» Independent Transaction Hash Verification: The use of tools
such as safe-tx-hashes to independently verify transaction
hashes against on-chain data mitigates the risk of Ul-level decep-
tion [243]. By enabling signers to cross-reference actual trans-
action payloads outside of potentially compromised interfaces,
this approach detects malicious operations such as unauthorised
delegateCall or logic pointer overwrites before execution.

Transaction Policy Enforcement via On-Chain Gatekeeping:
Preventative solutions such as Halborn’s Seraph simulate signed
transactions before execution and block operations that violate
predefined organisational policies [133]. In the context of the
ByBit attack, this approach could have flagged and halted the
unauthorised upgrade triggered by the malicious delegate-
Call, enforcing a secondary layer of validation beyond signer
intent.

Hardware Wallet Clear-Signing: Require devices that support
the on-device display of the complete destination, value, func-
tion selector, and raw calldata (clear-signing) before approval.
This enables signers can independently verify every field and
avoid hash-only blind signing, a weakness exploited in the ByBit
breach [242].
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» Wallet Auditing: Conducting regular audits focusing on storage
layout consistency and delegateCall whitelisting and other
wallet-related code is pertinent [132]

9.2. Case study: Slope non-custodial wallet hack

In August 2022, Slope Wallet experienced a severe security inci-
dent, resulting in the compromise of over 9200 user wallets on the
Solana blockchain and a loss of approximately $4.1 million in SOL and
USDC [87]. We provide a detailed analysis below using our frameworks
for design classification, threat assessment, attack sequence analysis,
and implemented security measures.

9.2.1. Design
Applying our design taxonomy, we analyse the Slope wallet design
below:

+ Custody: Slope utilised a non-custodial model where users re-
tained complete control over the private key (sk). This case
pertains to the management and leakage of the user’s private key.
Infrastructure: Slope used a mobile software wallet that relied
on a self-hosted Sentry monitoring stack [244,245]. This setup
collected application data for debugging but inadvertently logged
sensitive information due to a faulty logging function.
Distribution: Slope used a single-distribution model, with all
cryptographic operations and storage conducted solely on the
user’s mobile device. No advanced key distribution methods, such
as MPC or multi-signature schemes, were integrated.
Authorisation and Validation: The standard Solana Ed25519
signature flow was executed locally on the user device. Transac-
tion broadcasting was performed via Slope’s own RPC endpoints.

9.2.2. Threats and dependencies

Slope’s security architecture relied heavily on interconnected de-
pendencies, particularly its integrated application-monitoring stack, as
detailed below:

Application-Monitoring Dependency: Slope utilised an on-pre-
mise implementation of the Sentry SDK, designed to assist de-
velopers in debugging. A single improperly added toString()
method circumvented built-in security filters, resulting in sensi-
tive wallet private keys being unintentionally logged in plain-
text [244].

Data Leakage: Multiple defensive measures were used (collec-
tion filtering, Transport Layer Security (TLS) certificate pinning,
database encryption at rest). However, collection filtering and
database encryption were disabled, causing plaintext private keys
to be stored in the database.

Third-Party Supply-Chain Threat: Slope employed a self-hosted
version of the third-party monitoring solution (Sentry), inher-
iting risks associated with configuration drift, patch manage-
ment latency, and internal operational errors. This on-premise
deployment introduced vulnerabilities typically mitigated by a
SaaS-managed setup.

Insecure User Interaction: Users continued to interact with
wallets whose keys had potentially been exfiltrated. No built-in
key-rotation prompt existed.

9.2.3. Adversary goal and capabilities

The adversary, A, aimed primarily for credential compromise,
specifically targeting the user’s private key (sk). The capabilities lever-
aged by A included:

+ Initial Phase: A used knowledge of Slope’s logging vulnerability
(via reverse engineering or insider information) to target the
timeframe and method to extract logged private keys.
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 Intermediate Phase: A employed remote network access, either
directly to the internal database or by intercepting TLS traffic
prior to 18 July 2022. This remote capability allowed the ex-
traction of plaintext private keys despite the security measures
initially in place.

Final Phase: A employed legitimate wallet signing authority
using stolen keys and subsequently drained user funds directly via
standard blockchain transactions without triggering conventional
anomaly detection.

9.2.4. Attack sequence
In this incident, the adversary employed the logic exploitation
vector to compromise credentials, as summarised below:

» Logic Bug Introduction: Slope utilised a helper function (to
String()) to streamline debugging, unintentionally bypassing
established security filters. This bug directly caused private keys
to enter plaintext logging pipelines.

Data Pipeline Restart: Slope utilised Kafka for data processing.
After restarting, Kafka inadvertently flushed cached logs contain-
ing private keys in plaintext format directly into a PostgreSQL
database.

Log Exfiltration: A accessed the misconfigured Sentry instance
and retrieved the plaintext seed phrases, fully compromising user
private keys.

Wallet draining: A utilised legitimate signing authority gained
from compromised private keys and drained assets from 9229
wallet addresses within seven hours.

9.2.5. Security measures

Following the Slope Wallet breach, the development team initi-
ated several immediate reactive security measures. The team promptly
disabled the self-hosted Sentry server within 15 min of identifying
the vulnerability and advised users to transfer their assets to new
wallets [246]. Additionally, audits conducted by OtterSec and Slowmist
confirmed that sensitive data, including private keys, had been inad-
vertently logged [247,248]. In response, Slope removed all sensitive
logging functionalities and implemented a beforeSend whitelist to
filter out confidential information [249].

To prevent such incidents in the future, it is crucial to ensure that
application monitoring tools, such as Sentry, are meticulously config-
ured to exclude sensitive data from logs. This involves implementing
stringent data scrubbing protocols and avoiding the logging of private
keys or seed phrases. Proper calibration of these safeguards is essential
for preserving the confidentiality and integrity of user credential data.

10. Insights

We discuss insights on design, threats, attack methods, and security
measures from academic papers, industry incidents, and case studies
below:

10.1. Influence of design on threats

Despite a wide range of security setups, we observe that the majority
of the design combinations of existing wallets surveyed have been
threatened by multiple vulnerabilities, as shown in Table 2. This is
due to similar implementations i.e., the use of replicated libraries
and commonly integrated implementation proposals (e.g., EIP-4337).
We also observe that some wallets have had numerous vulnerabili-
ties discovered in industry and academia. Most notably, Ledger and
Trezor have several data remanence, data manipulation and insecure
cryptographic vulnerabilities. Furthermore, in mapping vulnerabilities
to attacks, we observe that some vulnerabilities can lead to numerous
attack vectors as shown in Fig. 4. These include inadequate authentica-
tion, insecure permissions, insecure user interactions, and particularly
data leakage. The Slope Wallet incident exemplifies this, where an
improperly configured debug logging mechanism led directly to private
key leakage.
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10.2. High occurrence of signature verification logic flaws

We observe that signature verification logic flaws account for the
most vulnerability occurrences in various wallets surveyed, constituting
19%. Another interesting observation is the occurrence of this vul-
nerability in three diverse wallet security enhancement architectures,
namely hardware, smart contract and MPC wallets [74-77].

10.3. Gap analysis on wallet threats

Conducting a gap analysis across industry and academic reports is
difficult because many incidents do not disclose precise attack methods.
We generally observe a high correlation between identified threats
in industry and academia, except for insider and external threats.
Specifically, in the following threats: malicious insider, compromised
insider and compromised service provider threats. Although several
custodial designs have been proposed by academia along with threat
models, an investigation into the potential external threats and at-
tacks in custodial setups would be highly beneficial for the industry.
Notably, most industry attacks target exchanges and other custodial
setups, as large funds are concentrated within a few wallet addresses.
Additionally, research into these areas will also be pertinent due to
the fact that wallet designs are gradually evolving into shared-custodial
or other setups which require authentication from a centralised party
(e.g., passkey, 2FA).

To address the gaps identified in Table 3, we propose the following
measures:

» Responsible Disclosure Policies: Create a standardised incident
template for responsible disclosure of wallet-related incidents.
This could employ a uniform reporting format for exchanges
and custodians to use when disclosing incidents, enabling both
industry and academic audiences to analyse them consistently. A
notable example in industry is Immunefi’s vulnerability disclosure
platform [250].

Public-Private Collaborations: Formalise partnerships between
exchanges, blockchain security firms, and academic institutions
to analyse incident data. Successful models exist, including as
IC3 and Chainlink partnership [251] and the Stanford Centre for
Blockchain Research’s industry partnerships [252].

Open-source Incident Registry: Develop an open repository
where vetted blockchain incident post-mortems can be deposited
by operators and accessed by researchers, policymakers, and
other exchanges. An existing example is the SlowMist Hacked
incident archive [253].

10.4. Difference in academia and notable industry incidents

Identifying attack vectors within the industry remains challenging,
as sources often lack specificity. Notable attack vectors are significantly
less clear (46% unknown) and show a lower spread compared to attacks
described in the literature (see Table 5). This might be attributed to
a lack of detailed post-mortem analysis in several incidents and an
adversary’s tendency to prioritise cost-effective methods. Academia, on
the other hand, shows a high percentage (93%) and spreads across
various attack methods. Our case study on the ByBit incident also ex-
emplifies the complexity of real-world incidents compared to academic
models. While academic literature often isolates attack vectors, the
ByBit incident involved a multi-stage, multi-vector attack with a chain
of sub-goals linked to the main goal of sk compromise.
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Table 6
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Defence methods categorised by type showing classification frequency (#) and percentage (%). Precautionary methods proactively prevent attacks; remedial

methods provide attack detection, response, or data recovery [254,255].

Possible defence methods

Classification I B T8 83 /BRI LEITZEEEEITZIE ST YD S EE #w
g -0 a8 8 8 e 29838 3838388 =320 820 20 2020 8388 aq
Prevention O O O O O @€ O O @€ O O O O O O O @€ O O O O O O O O O O O O 3(10%)
Precautionary Protection @ @ @@ O O @ @€ @€ O © @ @€ O O @ @ O @ @¢ O O @ @ O O O @ O @ 17(58%)
Limitaton O O O @€ O O O O O O O O @€ O O O O O O e @€ O O @@ O O O e O 61%
Detection O O O @€ O O O O O O O O O @€ O O O O O O O O @ O e @€ O O O 5(17%)
Remedial Response O O O @€ O O O O O O O O OO O O O O OOOOOOO O O O O 1(3%)
Recovery O O O O @€ O O O O O O O O OO OO O O OO OO O O O O O O 13%)
Summary Precautionary: 26(89%) Remedial: 7(24%) Total unique methods 29(100%)

10.5. High-risk third-party dependencies

The ByBit attack highlights a critical systemic risk in modern wallet
architectures: third-party dependencies can nullify even highly secure
solutions. Despite ByBit’s use of hardware wallets, multi-sig authori-
sation, and transaction policies, its reliance on Safe’s third-party Ul
created a single point of failure. Similarly, Slope Wallet’s reliance on
a self-hosted instance of a third-party monitoring solution (Sentry)
introduced vulnerabilities due to misconfiguration and operational er-
rors. This further underscores how third-party integrations significantly
impact wallet security. This demonstrates that wallet security inherits
the weakest link in dependency chains. To mitigate these risks, wallets
must adopt resilient architectures and proactively manage third-party
risks through multi-layered audits and adversarial scenario modelling.

10.6. Comparison of custodial and non-custodial attacks

Our incident analysis reveals that custodial wallets and non-custodial
accounts for 70% and 30% of attacks, respectively. Additionally, un-
known methods are significantly higher in custodial wallets (50%)
than in non-custodial wallets (36%). Incidents show a high degree of
similarity between custodial and non-custodial attacks. For instance, in
comparison to other attacks, phishing attacks account for a relatively
high percentage of both custodial (10%) and non-custodial (36%)
wallets, especially factoring in the number of unknown attacks.

10.7. High malware and phishing attack occurrence

We also find that application attacks account for a significant per-
centage of incident occurrences (43%), with 34% in custodial wallets
and 48% in non-custodial wallets. Our data also indicates that malware
and phishing attacks are the most common attack vectors, accounting
for 10% and 18% of total incidents, respectively. We also find that
phishing-malware attacks constitute 48% of total non-custodial wallet
attacks.

10.8. Limitations of security measures

The majority of defence implementations in academia are particu-
larly tailored to specific advanced attacks such as PUF for microscopic
attacks, correlation elimination sounds for non-invasive side channels,
and PUF attacks. Despite this, academia does not account for sophis-
ticated attacks, which may leverage multiple attack vectors. Further-
more, distributed architectures prevalent in the industry are insufficient
if dependencies remain centralised. The ByBit breach demonstrates that
security measures must extend to third-party components, requiring
redundant safeguards such as on-chain transaction simulation to detect
UI spoofing or logic hijacking. In addition, the Slope Wallet incident
demonstrates how inadequate configuration of application monitoring
tools can undermine otherwise secure implementations, highlighting
the need for strict data scrubbing and monitoring configurations.
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10.9. Comparison of precautionary and remedial defence methods

Our study presents defence methods applicable to various attack
vectors, with the majority offering either precautionary or remedial
strategies, as illustrated in Table 6. Notably, precautionary defences
significantly outnumber remedial approaches, comprising roughly 89%
of all methods observed. Within the precautionary category, protection-
focused implementations are the most prevalent, accounting for 58%.
Among remedial defences, detection methods are the most common at
17%, while response and recovery measures each represent a mere 3%.
This disparity highlights a critical gap in reactive mitigation techniques,
indicating a potential area for further development in response and
recovery-focused defences.

11. Discussion
11.1. Limitations

One significant limitation of our study is the quality and complete-
ness of the data available on wallet attacks. As highlighted, many
recorded incidents from custodial and non-custodial wallet providers
contain a high degree of uncertainty regarding attack vectors (see
Table 4). This ambiguity restricts our capability to perform detailed
quantitative analyses of wallet attacks, thereby limiting the precision
of our analysis.

11.2. Future work

To address these limitations, we propose the following research
directions to improve wallet security:

11.2.1. Enhanced transaction validation measures

Our study highlights the uncertainty in recorded attack vectors,
underscoring the need for enhanced transaction validation approaches.
Advanced validation methods, such as independent transaction hash
verification and proactive policy enforcement through on-chain gate-
keeping, should be explored to improve transaction data clarity and
reliability. Furthermore, integrating hardware wallets capable of clear-
signing raw transaction parameters will significantly mitigate risks
associated with deceptive UI interactions and unauthorised operational
logic.

11.2.2. Addressing signature verification logic flaws

Given the prevalence of signature verification logic flaws across
wallet architectures, targeted research is crucial for developing se-
cure and robust signature verification frameworks. Future work should
prioritise the formal verification of signature verification algorithms,
exploring cryptographic approaches specifically designed to mitigate
known logic vulnerabilities. This will directly enhance the integrity and
trustworthiness of wallet systems.
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11.2.3. Development of reactive defence mechanisms

Our study identified a substantial gap in reactive security measures,
with an evident imbalance favouring preventive strategies. Future re-
search should emphasise the development of advanced reactive mit-
igation strategies, including real-time anomaly detection, responsive
incident management protocols, and automated recovery frameworks
tailored explicitly for wallet incidents. Enhancing reactive defence
capabilities will substantially improve resilience and responsiveness to
evolving threat vectors. By addressing these targeted research areas
informed by our identified limitations, the community can significantly
advance wallet security practices. This will lead to improved theoretical
understanding and enhanced practical outcomes.

12. Conclusion

This paper systematically analyses the design, threats, attack vec-
tors, and defensive strategies associated with cryptocurrency wallets.
We introduce a comprehensive multi-dimensional taxonomy of wal-
let architectures, providing a structured and detailed framework to
effectively understand and navigate the complex security landscape
across various wallet types. By systematising diverse attack vectors,
our framework offers clear insights into vulnerabilities and protective
measures relevant to each wallet category.

Our analysis extends to examining 85 significant security inci-
dents, accounting for financial losses exceeding $6.98 billion. Through
this systematic review, we propose targeted mitigation strategies cor-
responding to identified attack vectors and informed by our design
taxonomy and security framework. Furthermore, our mapping of wallet
mechanisms to specific design choices, threat profiles, attack method-
ologies, and existing defensive implementations underscores the critical
interplay between different security dimensions and elucidates best
practices.

We conduct a comparative analysis of incidents documented in
industry contexts and vulnerabilities identified in academic research,
revealing key gaps and convergence points between practical security
threats and theoretical understandings. To further illustrate the practi-
cal applicability of our taxonomy and framework, we conduct detailed
case studies, demonstrating its effectiveness in analysing and mitigating
real-world wallet vulnerabilities and attacks.

By presenting an integrated perspective combining theoretical in-
sights with empirical findings, our work lays the foundation for future
research and practical advances, significantly enhancing the security
and reliability of cryptocurrency wallets.

Acronyms

2FA Two-factor authentication

AEAD Authenticated encryption with associated data
AES Advanced Encryption Standard

AP Access point

API Application programming interface
ARP Address Resolution Protocol

AUM Assets under management

BGP Border Gateway Protocol

BIP Bitcoin Improvement Proposal

CFI Control Flow Integrity

CVE Common Vulnerabilities and Exposures

DDoS Distributed denial-of-service
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DeFi Decentralised finance
DeRec Decentralised Recovery
DNS Domain Name System
DRAM Dynamic random-access memory
ECDSA Elliptic Curve Digital Signature Algorithm
EdDSA Edwards-curve Digital Signature Algorithm
EIP Ethereum Improvement Proposal
ENS Ethereum Name Service
ERC Ethereum Request for Comments
EVM Ethereum Virtual Machine
GCM Galois/Counter Mode
HD Hierarchical deterministic
HMAC Hash-based message authentication code
HSM Hardware security module
ICMP Internet Control Message Protocol
IP Internet Protocol
KDF Key derivation function
KEK Key encryption key
MFA Multi-factor authentication
MFKDF Multi-factor key derivation function
MITM Man-in-the-middle
MPC Multi-party computation
NFC Near Field Communication
OS Operating system
PBKDF Password-based key derivation function
PUF Physically unclonable function
RNG Random number generator
RPC Remote procedure call
SCA Side-channel analysis
SE Secure element
SHA Secure Hash Algorithm
SLIP SatoshiLabs Improvement Proposal
SRAM Static random-access memory
SYN Synchronise
TCP Transmission Control Protocol

TLS Transport Layer Security
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