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Introduction

Let's face it—cybersecurity analysts have far too much data to analyze these days. We've written time
and time again how complex the modern enterprise is getting. Today, organizations scale hybrid
environments across the globe and support an equally complex remote workforce. Security analysts
are charged with protecting these complicated environments. However, many large enterprises are
not performing real-time analytics of their largest data environments.

In this SANS First Look, we examine MixMode, a platform designed to focus on providing cybersecurity
teams full visibility and real-time threat detection—at enterprise scale. Via its proprietary artificial
intelligence (Al), MixMode boasts a self-learning platform that can ingest various data types, from
cloud to network to endpoint, and help analysts identify adversarial threats, from run-of-the-mill
known attacks to never-before-seen novel attacks. MixMode can significantly reduce false positives
and noisy data, allowing analysts to focus on the threats that matter now.

Bring All Your Data

The folks at MixMode know that enterprise security teams have large amounts of data to monitor as
part of their daily jobs. And we mean a lot of data. Think about all the data the modern enterprise
generates:

- On-prem network data, ranging from NetFlow to full packet capture (PCAP) from multiple
geographic locations

- Network device data, to support physical and virtual assets
- Endpoint telemetry, including endpoint detection and response (EDR) data and raw system logs

- Cloud-centric logs and telemetry streams, ranging from logs to third-party outputs
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However, collating, correlating, and wrangling all this data into one place is much
easier said than done. And this is where many organizations simply stop and rely
on limited data to hopefully detect threats to the environment. Additionally, even
with “all” the data in one place, security analysts must still be

able to find threats among the noise. Unfortunately, missed or We have been saying for years that the more data, the
overwhelming data means adversaries can slip through. better. However, standard cybersecurity programs often

For this reason, MixMode encourages organizations to bring
all data to the table—the more context, the better. Couple
that strategy with its advanced Al detection capabilities and detection systems.
security analysts no longer must rely on signature-based
detection systems. Meaning, detection

at enterprise scale is achievable.
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Detecting and Investigating Threats

Of course, ingesting data into a centralized location and layering it with efficient
Al capabilities is only half the battle. Once a threat has been detected, that's
where humans “take over” to review and triage. For this reason, the MixMode
platform is broken into three high-level functions that represent various stages of
security operation center (SOC) detection and analysis:

* Alerting is the initial view and includes the various types of telemetry brought
into the organization, the status of Al, and threat intelligence associated with
observed telemetry.

« Investigation allows analysts to view indicators of detection in a timeline
manner, query logs, and review packet captures as observed from network
telemetry.

 Reporting is exactly as it sounds—reports and insights into the platform,
including data ingestion and bandwidth statistics.

We envision that analysts will spend most of their time between the Alerting
and Investigation options, reviewing alerts and conducting further analysis to
determine impact and response options. The Alerting screen, shown in Figure 2,
provides high-level details analysts can drill into to gain more context.

fail as organizations can’t make sense of it all. MixMode’s
Al lets you jump that barrier to find threats among all the
noise, including novel attacks designed to bypass legacy
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Figure 1. Multitenant Sensor Dashboard
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Figure 2. MixMode Alerting Screen
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Notice in Figure 3, the Alerting screen is coupled with
various filtering and assignment options. These allow
SOC analysts and managers to assist alerts, escalate
if necessary, and utilize the platform in daily ticket
management and response.

Beyond alerting, analysts can use the Investigation
options to triage various datasets in the platform to
gain more context around alerts. Figure 4 provides a
snippet of network data as observed and categorized by
the MixMode platform.

During our First Look of MixMode, we continually saw
examples of significant data reduction and alerting
that would serve many enterprise security teams very
well. As we've stated before, finding signals among the
noise is paramount, especially within extremely large
datasets. MixMode's Al platform is constantly learning
as new data is brought in, giving cybersecurity analysts
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Figure 3. Alerting Function
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the advantage they need to detect all types of attacks in real time.
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Figure 4. Investigation Screen Showing Network Data

Analyst Program il

Self-Supervised Learning Cybersecurity Platform for Threat Detection 3



Takeaways

Conquering the vast amounts of data generated by the modern enterprise is something many
SOC teams have only dreamed of. The data is there, and they know the value of good telemetry,
but it is too much manual effort to sift through it all to try to make sense of the noise. This
approach also can be costly, as analysts take time to determine what data is useful, all the
while racking up ingestion and storage fees.

Armed with a platform like MixMode, this problem is no longer as massive as it seemed. With
MixMode, organizations can:
- Bring any and all data to the table—from cloud providers to network devices to endpoint—
and use it to detect both known and novel threats within the environment.
- |dentify the threats that matter using its proprietary Al algorithms and bring those to the
surface for analysts.

- Make their analysts’ lives easier with a single point of analysis and triage, allowing them to
focus on responding to threats rather than swimming through data.

It should come as no surprise that enterprises will continue to generate more and more
data, especially as we see integration of new products and migration to cloud providers.
Don't let your security team fall behind all these changes. A platform like MixMode will
help ensure that a complex environment doesn’t prohibit the detection and prevention of
threats to the environment.
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