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Module Academic Hours
1 Introduction to Cyber Security 5
2 Networking Fundamentals 50
3 Operating Systems: Windows 50
4 Operating Systems: Linux 50
5) Python Fundamentals 50
6 Cyber Offensive: Ethical Hacking 75
7 Cyber Offensive: Web Hacking 45
8 Red Project 10
9 Cyber Defense: Breach prevention 75
10 Cyber Defense: Forensics 30
1 Blue Project 10
Total 450
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Module 1: Introduction to Cyber Security 5 hours
Introduction to the Course and - Ildentifying Roles, Actors, and
Learning Pathways Common Mitigation Strategies
Cyber Security Fundamentals: - The CIA Triad: A Fundamental
Concepts and Glossary Overview

Module 2: Networking Fundamentals 50 hours

IM72 OT{77177 7122 .01 TN 122701 7710 TN W TNNWA ,1I0171 12 112000
JT1901712 JIIWTTNN JTIWA 111713100 JIX 117 WATI 73771 ,07 fI7WN Q132 711171100

i1 1N1NJ12 0701V7 N1 11N ,010] VT 113771 O117i1 7V 111 71710 .J11ID711 iTXNI10IX ,iTNVANX
JIIDI11 MXNI0IX ,INVAX P, TIITION 1P, "W  ImMiwy7 JIWN7 v 7w Ao IT -

Networking devices - TCP three-way handshake and
UDP protocol

LAN/WAN, network topologies - Application layer: HTTP, SSH, DNS
The OSI reference model, TCP/IP - IP routing

Physical layer and ethernet - DHCP and NAT

ARP and ICMP - Network monitoring with Wireshark

IP addressing: IPv4, VLSM, IPv6
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Module 3: Operating Systems - WindowsSecurity 50 hours

TN MW TN 7130171 12 12'Nq,071V2 X193 17V9i11 T1D1VN X171 Windows
7VOT171 127 TIIN 7V NWATIN TTINTNM VT TIXR 77 71377 711 71710 .01 710 122701 71711
TV 10D 77 W10 17X T117127 TIV1 XT7XR1011 DU TN ,iT7V9ii J1DVN NIX
.OT7XIXI0IO DN

Introduction to Windows - Windows and cloud networking and
security

Introduction to Windows, domains, - Microsoft Active Directory

and the Azure cloud and identity

Building a Windows client machine +  Group policies

and cloud computing

Cloud services, resources and «  Windows services (RDP, DNS, DHCP,
solutions File and printer sharing)
Managing processes and services + Intro to CMD and PowerShell scripting
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Module &: Operating Systems — Linux 50 hours

211 ;19N MITLinux. 0100120 Oi1 YT TINVANXIT 1700 012 17V9i1 T121VDN 131 Linux
Q121X 121011 VXN .117VO TIDIVN AT1IX 72 JINTON 10712 7V 000120 1IVil TNOXND
JIRY TIIWYT7 wWATIN 070210 VT JIXR 77 {73V1 71710 .11 1121202 '71V97 0172100 17

Introduction to Linux and - Searching for specific files
Linux distributions

Building a Linux virtual machine « Linux networking
The Linux file system - Managing processes
Text processing and regular -+ Installing programs and services
expressions (webserver, mysql, ssh, dhcp)
Access control and file permissions - Bash scripting
Module 5: Python Fundamentals 50 hours

WINW7 fTO1WO JITINXI1Y X171 1210i1 O1NT12 7112 71117191911 T113D71 J19W X1 117119

TTXNIVIX VIXT TWOXY 17D 17111 ,]1711192 0121710 VTN JINVAXRI 70N 011 .112NTA7 71351
L1712V 1D171171 N9

Introduction to programming - Functions and modules

Python environment - String handling and regular expressions
Introduction to Python - Working with files

Expressions, variables, - Introduction to the Requests library
data and types for HTTP requests and responses

Loops and conditionals
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Module 6: Cyber Offensive - Ethical Hacking 75 hours

D1D171171i11 DMO™0Qi1 017211 JIX TNT7T1 DTN NN J1TM77V97 WT7INY TR 77101 1
JIIN17N 1WA T1212021 D1TR TINXD NIIT971 1TN 7177 T2 VIX1A7 DI T

OSINT, WHOIS and DNS enumeration -+ The Metasploit database

Discovering live hosts Brute force attacks

Network, port scanning and OS Privilege escalation: Windows

fingerprinting (Nmap)

Vulnerability analysis Privilege escalation: Linux

Remote control Lateral movement

Module 7: Cyber Offensive - Web Hacking 45 hours

13777 711NN .0INOIRT PV TINX7179X T X1 01X 71717 MTNT X193 T 01D

T11{713007 19WNT1 71TING 777102 .T0IN0INR TIX7Y7OX 7W INTN 7177722 1320 717101
JIN 71100120 J1X7179X 7197711 N1

HTTP and the web stack OS command injections

OWASP top 10 Denial of Service

Local File Execution (LFI) and Remote

SQL injection
File Inclusion (RFI)

Client-side injections (XSS, CSRF) +  Working with Burp Suite
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Module 8: Red Project 10 hours

Module 9: Cyber Offensive - Web Hacking 75 hours

72110 WX 10171 TITIWIT 7V 1217 T'R 0107191 DMOMIXRTI 0172 TN177 13777 717NN
(SOC) mj72i1 YO JMYXNNXA

Vulnerability management - Security Incident and Event
Management (SIEM)

Risk management - Security Operation Centers (SOC)
Security controls - Introduction to Check Point technologies
Network segmentation - Monitoring traffic and connections

with Check Point

Network monitoring and
malware detection
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Module 10: Cyber Defense - Forensics 30 hours

JIMX NT1I7 72100 7171 TR §10X7 72100 T11717 11N 0210 VIR WNATIN TWXRD

TIVIN'T7 71132 017D TN AWONX™M 717111 YX1AY TI71V9i1 TIX 7172 1127 1120XK7 QIWONT i
271N VINIX

Network forensics and packet analysis Creating timelines

Extracting files Malware analysis

Memory forensics with Volatility Windows memory forensics

Disk and filesystem analysis Linux memory forensics

Module 11: Blue Project 10 hours

W7 71NX17 01019
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