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1. Executive Summary

1.1. Project Objective

Our primary goal within this project was to provide the Organization with an understanding of the
current level of security in the web application and its infrastructure components. We completed
the following objectives to accomplish this goal:

e Identifying application-based threats to and vulnerabilities in the application

e Comparing Organization current security measures with industry best practices

e Providing recommendations that Organization can implement to mitigate threats and
vulnerabilities and meet industry best practices

1.2. Scope & Timeframe

The section defines the scope and boundaries of the project.

I. Constraints and Limitations
The assessment was performed with the knowledge shared by the Company Onboarding team
about the target. Pragya Cyber conducted the assessments, and the result(s) / finding(s) made
are highly subjective to target system(s) and service(s) visibility and availability at that given
point of time.

. Target Scope
Identify weaknesses that might be exploited by adversaries who have authorized or
unauthorized access to Company Technical Skill Test and underlying infrastructure:

o Test access credentials were provided. It was a Grey-Box Testing.
o The objective is to mimic an adversary and identify the threats and vulnerabilities.

The following application was in the scope of the penetration test. Automated as well as
manual security testing was conducted

Sr.no Application Type URL/IP/Domain

1 Web application (Organization) https://XXXXXXXXX.com/

1.3. User Accounts provided by Organization

URL/IP/API Username

https://xxxxxxxxx.com/ o Username: XxxXxxxxx
Password: XXXXXXXX



1.4. Vulnerability Summary

Critical

High Medium Total

1.5. Summary of Business Risks

Vulnerability

Session Hijacking via
Insecure Session
Management

Missing Security
Headers

Browser Cache
Weakness

Improper Error
Handling & SQL
Validation Issues
Clickjacking

Cross-Site Request
Forgery (CSRF) Token
Manipulation

Business Risk Criticality

Attackers can hijack user sessions to gain CRITICAL
unauthorized access to company’s systems,

leading to data breaches, financial fraud, or

disruption of digital services. This can result in

regulatory penalties, reputational damage,

and loss of customer trust.

Lack of security headers increases exposure to
attacks like XSS and clickjacking,
compromising patient data

security.

Storing sensitive information in cache may
lead to data leaks if an attacker gains access
to a shared or compromised device.

Unhandled errors and weak SQL validation may
expose database structures, leading to data
breaches or injection attacks.

Attackers can trick users into performing
unauthorized actions, potentially leading to
data manipulation or financial fraud.

Exposure of server details increases the risk
of targeted attacks by providing attackers
with insights into system configurations and
weaknesses.



CORS Misconfiguration ~ Misconfigured CORS can allow unauthorized LOW
access to internal APIs, exposing sensitive
business logic and patient data

TLS Cookie Without Cookies transmitted over HTTP can be LOow
Secure Flag Set intercepted, leading to session hijacking
and unauthorized system access.
Expired Token Still Valid Reuse of expired tokens can allow LOW
unauthorized access, bypassing authentication
and leading to data
integrity risks.

1.6. Standards Followed

e OWASP
e OSSTMM
e PTES

e WASC-TC



2. Technical Details

2.1 Methodology

Penetration Testing Execution Standard (PTES)

OWASP Top 10 Application Security Risks
WASP W rity Testin i

Open-Source Security Testing Methodology Manual (OSSTMM)

Web Application Security Consortium Threat Classification (WASC-TC)

2.2 Terminology and score

CVE -

is a dictionary of publicly known information security vulnerabilities and exposures. CVE’s

common identifiers enable data exchange between security products and provide a baseline
index point for evaluating coverage of tools and services. An information security "vulnerability"
is a mistake in software application, configuration or operating system that can be directly used
by a hacker to gain access to a system or network.

Vulnerability - A weakness which allows a hacker to break into / compromise a system's security.

Exploit - Code which allows an attacker to take advantage of a vulnerable system.

Payload - Actual code which runs on the system after exploitation.

CWE - Common Weakness Enumeration is a tangible set of software weaknesses that

Priority Level Severity Scale CVSS Score Description of Vulnerability

9.0-10.0 Vulnerabilities that affect all users of the
platform, and /for affect the security of the
platform or host system

P1

7.0-2.9 Vulnerabilities that affect more than one user of
the platform, and that require little or no user
interaction to trigger.

P2

P3 4.0-6.9 Yulnerahilities that affect more than one user
but may also require interaction or a specific

configuration

P4 = S . 0.1-3.9 Issues that affect singular users and require
' o interaction or significant prerequisites (MITM)
to trigger

PS5 = 0.0 Issues that leaking very basic information which
might lead to information disclosure



http://www.pentest-standard.org/index.php/Main_Page
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testing/
https://www.isecom.org/OSSTMM.3.pdf
http://projects.webappsec.org/w/page/13246978/Threat%20Classification

2.3 Security tools used

Manual testing: Burp Suite Pro

Vulnerability scan: Nessus, Wapiti, nikto, ZAP, commix
Directory enumeration: gobuster, dirsearch

Injection testing tools: DOM Invader, SQLmap

Encryption: sslscan



3. Finding Details

3.1 Summary of Findings

Vulnerabilities

CritscalHigh Medium Low
u | u

3.2 Critical Severity Findings

3.1.1 Vulnerability: Session Hijacking via Insecure Session Management

Description

Session hijacking was identified during penetration testing, where an attacker could manipulate
session- related values such as loggedinusertype and userinfo to escalate privileges. The
application does not enforce strict session validation, allowing a lower-privileged admin to modify
session attributes and impersonate a higher-privileged admin.

Specifically, by altering the values of cookies, loggedinusertype, and userinfo, the session was
successfully elevated without requiring authentication or revalidation. This indicates a flaw in the
session handling mechanism, where the server trusts client-side session parameters instead of
verifying them securely on the server.

Impact
e Privilege Escalation: Attackers can gain unauthorized admin access.

e Data Exposure: Sensitive information accessible only to higher-privileged users can be
compromised.

e Account Impersonation: Attackers can act as legitimate users or admins.
e Compliance Risks: Violates security best practices (OWASP A07:2021 - Identification and
Authentication Failures).
CVSS Score
e 91



Severity

e Critical
Mitigation
Enforce Server-Side Session Validation:
o Never trust or rely on client-side session attributes (e.g., loggedinusertype, userinfo).
o Maintain session state and privilege levels securely on the server.
Use Strong Session Tokens:
o Generate and validate cryptographically secure session tokens on every request.

o Use JWT (JSON Web Tokens) with proper signing and expiration or server-stored
session IDs.

Regenerate Session IDs on Privilege Changes:

o When a user’s privilege level is changed, invalidate old sessions and generate a new
session ID.

Restrict Direct Access to Sensitive Variables:
o Ensure loggedinusertype and userinfo are never stored or modifiable on the client side.
o Validate user roles and permissions on the server-side for every request.
Implement Role-Based Access Controls (RBAC):
o Enforce strict role validation on sensitive endpoints.
o Implement least privilege access to minimize exposure.
Session Monitoring & Anomaly Detection:
o Log session activities, including privilege escalations and user role changes.

o Use multi-factor authentication (MFA) for administrative access.

Evidence
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In the above fig, we can see that the highest privileged admin has the access to add
organisations and access it while the lesser privileged admin does not have organisation access.
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Local session storage

- Navigate to inspect element -> Application -> Local storage.
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Replace the content in the box

Replace the contents in the box such as loggedinUserType, token, userinfo and UserPermissions
from higher privileged to lesser privileged admin.
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- We can see that now on the right-hand side, we have access to the organisation and can modify
the organisation data.
- Hence, Session Hijacking is present in the application.

3.3 High Severity Findings
NONE

3.4 Medium Severity Findings

3.4.1 Vulnerability: Missing Security Headers

Description

Security headers are essential HTTP response headers that enhance web application security by
mitigating various threats, including Cross-Site Scripting (XSS), Clickjacking, MIME type sniffing,
and insecure transport mechanisms. The absence or misconfiguration of these headers can
expose applications to client- side attacks, unauthorized content embedding, and data leakage.

Key security headers include:

Content-Security-Policy (CSP): Restricts resource loading to prevent XSS and data injection
attacks.

e X-Frame-Options: Mitigates Clickjacking by controlling frame embedding.
e Strict-Transport-Security (HSTS): Enforces secure HTTPS communication to prevent SSL

stripping attacks.

e X-Content-Type-Options: Prevents MIME-type sniffing to block content-type spoofing attacks.

Impact

Referrer-Policy: Regulates the amount of referrer data sent with requests to prevent
information disclosure.

Increased Attack Surface: Without proper security headers, web applications are more
susceptible to a wide range of attacks such as XSS, clickjacking, and code injection.

Sensitive Data Exposure: Lack of security headers like Strict-Transport-Security can lead to
the interception of sensitive data.

Content Spoofing: Missing headers can allow attackers to manipulate the MIME type of
content, leading to content spoofing attacks.

Cross-Site Scripting (XSS): Absence of Content-Security-Policy increases the risk of
XSSattacks.

Reputation Damage: Successful exploits due to missing security headers can damage the
reputation of the organization.

12



CVSS Score
e 43

Severity

[ J
Mitigation
o Implement Content Security Policy (CSP):
e Define a CSP to control resources the user agent is allowed to load.
e Example: Content-Security-Policy: default-src 'self'; script-src 'self' 'unsafe-inline'
e Use X-Frame-Options Header:
e Prevent clickjacking by restricting framing.
e Example: X-Frame-Options: SAMEORIGIN
e X-Content-Type-Options:
e Prevent MIME type sniffing.
e Example: X-Content-Type-Options: nosniff
e Referrer-Policy:
e Control the amount of referrer information sent with requests.
e Example: Referrer-Policy: no-referrer-when-downgrade
e Permissions-Policy:
e Control which features and APIs can be used in the browser.

e Example: Permissions-Policy: geolocation=(self), microphone=()

Evidence
L il
AP hdddraik = J
Wmparn Teras Fasky LR O [}
e [ ot s Scurty | o X pns 2-Cosamt-ppoption |
[ St vy
e ==
) Miazing Headars

Canirnt Sraursy Pelly
Edreme-Opioms,
K furipa Type-Opsans

T

LEPL SN TATHR e
L% ~

Headers missing

- Hence, Security headers are missing in this application.
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3.4.2 Vulnerability: Browser Cache Weakness

Description

The application fails to properly manage session expiration and caching policies, allowing

unauthorized access to protected pages. After logging in, if a user copies the URL and opensiitin a

new tab or even after closing and reopening the browser, the application directly loads the

dash

This issue arises due to the lack of proper cache-control headers and session expiration
mechanisms, which results in sensitive pages being stored in the browser cache and served

board without re- authentication.

without verifying the active authentication state.

Impact
o Unauthorized Access: Users who should be logged out may still access restricted pages.
e Session Persistence Risks: If a user leaves a shared or public system without logging out,
another person could access their session.
e Data Leakage: Sensitive information remains accessible even after the user session is closed.
® Compliance Risks: Violates security best practices such as OWASP A3:2021 - Sensitive Data
Exposure and A7:2021 - Identification and Authentication Failures.
CVSS Score
e N/A
Severity
[ J
Mitigation
e Prevent Browser Caching of Sensitive Pages:
Configure the application to instruct browsers not to store authenticated pages. Set
response headers that prevent caching of protected content.
® Enforce Session Expiry and Reauthentication:
Ensure that each request to the dashboard validates an active session on the server.
Implement session expiration policies and force users to re-authenticate after a certain
period of inactivity.
® Invalidate Sessions on Logout or Browser Closure:
Ensure that once a user logs out, the session is immediately invalidated on the server.
Configure session cookies to expire when the browser is closed.
® Implement Server-Side Authentication Checks:
Do not rely on cached authentication states; instead, enforce session validation on every
request.
® Monitor and Log Session Activities:

Implement session timeout policies and log out inactive users. Track session activity to

detect abnormal login behaviour.

14



Evidence

* O 0
+ 5 ) T ) wisgldocument/ @ coune oot ) OwasPTep 10 Vuin. ) Coune IGSSCADA. @ b Counie FOA - Feri »

@ Home Home > LLM Configiration

& LLM Configuation
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T4 LLM Name v T4 Maodal v TL APIVersion T Action
st gpi-aSAurbo-16k 20240215 preview ¢ B

gpt-aSuibo-T6k 2024-02-15-preview

Dashboard view of the application

- After authentication, the above fig shows the dashboard view.
- Let’s close the tab and open a new tab by copying the dashboard URL.

L
» @ NewTab X+

C m

wihg/document/d-.. @ Course B0 270012, m DWAEP Top 10 Vuln M

Paste the URL in a new tab
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Home > Applications o

& A Aplcaion

In the above fig, we can see that the dashboard view has opened without any authentication in
place.

The URL should technically be redirected to the login page instead of directly opening the
dashboard page.

Hence, Browser cache weakness is present in the application.

3.4.3 Vulnerability: Improper Error Handling & SQL Validation Issues

Description

During penetration testing, it was observed that the application exposes detailed SQL error messages
in the HTTP response. When an invalid or malicious payload was injected, the server returned a 500
Internal Server Error, along with database query details, including table names, column names, and
constraints.

This occurs due to improper error handling and lack of input validation, which allows attackers to
gather sensitive database information. Additionally, the application does not sanitize SQL inputs,
making it susceptible to SQL injection attacks.

Impact

Information Disclosure: Attackers can gather critical database details (table names, column
names, constraints).

SQL Injection Risks: If inputs are not properly validated, attackers may exploit SQL injection to
manipulate or exfiltrate data.

System Stability Issues: Unhandled exceptions can lead to crashes or performance degradation.

Compliance Violations: Violates security best practices such as OWASP A9:2021 - Security
Logging and Monitoring Failures and A3:2021 - Injection Attacks.

16



CVSS Score
e Canvary(3.8-7.0)

Severity
e Low

Mitigation

Implement proper error handling to return generic messages instead of SQL errors.
Use parameterized queries and input validation to prevent SQL injection.

Suppress detailed database errors in production environments.

Monitor logs for suspicious SQL queries and enforce security controls.

Evidence

Results  Positions E
7 Capture filter: Capturing all items Apply capture filter !
V View filter: Showing all items 3

§
Request Pasition Payload Status code Response received  Error Timeout Length Comment H
&
[es 1 evall echo J0000000000000C000000000000R0000... 500 282 2935 ]
93 1 exec £cho 1D000000000C0CONO000000000CONO0NK... 500 283 2935
247 1 «7php system("echo X000000B00000C0C00000000,... 500 294 2960 ¢
317 1 system( echo J00B00000C0CO000000000000O00000.._ 500 258 2935
382 1 ) 21, /ust/bin/per| -¢ ‘print \"Content-Tye: text/pl... 500 304 1759 2
H
Request Response -
LD £
Pretty  Raw  Hex w n o= &
— T
€
"result": false, <
"statusCode":500,
“STAEUSC ntInperpal Server Errort |
"message":
“could not execute batch [Batch emtry 0 insert imto roles (ap) ion_id,created by,created ts,customer_id,description,role_details_json,role_name,status,updated by,updated_t {E
id) values (('Edd421cf8-5edB-459b-a9b3-£236e5Tb7094 ), (NULL), ( 03-03 07:25:37 212400'), (MULL), (' ewwnw' ), (NULL), ('eval (' echos 203000

shumac

e
TRUE' ), (NULL), ('2025-03-03 07:25:37.212400'), ('Ealb£h43-a200-40a0-a0bf-09a57d041d0E 1) vas aborted: ERROR: value too long for type character varying(255) Call gecNexcException to se
[insert into roles (application_id,created by,created ts,customer_id,description,role_details_json,role_name, status, updated by, updated_ts,role_id) walue
L limserc into roles (application id,created by,creaced ts,customer id,description,role details json,role name,status,updated by,updaced ts,role id) val

e other errors in the batch
s (2,7,7,1,2,7,2,1,2,2,111

ues (7, 2,2,1,2,2,7.m1",
"response’ :null
¥
@& €3] [seamn P Onighlights

500 error with SQL error disclosure

- The application exposes detailed SQL error messages, revealing database structure and internal
query logic.
- The application fails to handle exceptions properly, leading to direct SQL error disclosure.



3.4.4 Vulnerability: Clickjacking

Description

Clickjacking, also known as Ul redressing, is an attack where a malicious actor tricks a user into
clicking on something different from what the user perceives, thereby performing actions without the
user’s intent. This is typically achieved by overlaying or embedding a transparent or opaque layer
over a legitimate webpage element, causing the user to interact with the concealed element.

Impact

e Compromised Security: Clickjacking can lead to unintended actions such as changing user
settings, initiating financial transactions, or downloading malicious software.

e Information Disclosure: Attackers can gain unauthorized access to sensitive information.

o Session Hijacking: Attackers can exploit user sessions, leading to unauthorized access to
accounts.

o Reputation Damage: Users may lose trust in the affected website or service if they are tricked
into performing unintended actions.

CVSS Score
e 54

Severity

Mitigation
e Set X-Frame-Options Header: Use DENY or SAMEORIGIN to prevent unauthorized framing of
the web page.
e Implement Content Security Policy (CSP): Use frame-ancestors 'self' to restrict iframe
embedding to trusted domains.

e Use JavaScript Frame Busting: Detect if the page is loaded inside an iframe and force it to
break out.

e Perform Regular Security Testing: Conduct penetration tests and security audits to detect
potential clickjacking vulnerabilities.

Evidence
& CLICKBANDIT Csandboxiframe? i8S Baltin Record mode £
H M (] Disable click actions
4 »
ik [0 Elements Console Sources Network Performance Memory Application  Security Lighthouse  Recorder DOM Invader Ay E7 8 X
B @ tpr @ Y Fitter Defaultlevels v 1lssus: B 8

var 1nitialioomFactor = '1.¢°, Win, 68, Width, heignt, clicks = [[;
function addClickTrap(element, minusY) {
wvar clickTrap = doc.createElement('div’), cords = findPos(element);
clickTrap.style.backgroundColor = ‘none’;
clickTrap.style.border = 'none’;
clickTrap.style.position = 'absolute’;
clickTrap.style.left = cords[8] + 'px';
clickTrap.style.top = cords[1] + 'px';
clickTrap.style.width = element.offsetbidth + 'px’;
clickTrap.style.height = element.offsetHeight + 'px';
if(element.zIndex || element.zIndex === '8') {
clickTrap.style.2Index = +element.zIndex+l;

¥

clickTrap.style.opacity = '0.5';

clickTrap.style.cursor = ‘pointer’;

clickTrap.clickTrap = 1;

clickTrap.addEventlistener('click’, function(e) {
windnw 1neatinn hraf = httaseffwad sl coms



Paste the code in the inspect elements console.

- L=
E fL|CKB,&ND|T Sandbox iframa? Record mo‘de i E
Qs R Disable click actions, S
' -~
&
nagement ) edswc
"\ ™y '
- Let’s click on the marked button in the above fig to observe the results.
v @ EvilCom - We get it..Daily. x  + a X
€« ¢} evil.com b4 2} t @

January 15, 2022

15

Sure, it's a new year, but we're in better shape right now than we were all of last year, except
where we aren't.

Just remember that exhaustion doesn't mean it's done_ It just means we're still working on it.
15 doesn't mean anything. Unless you think it does, then maybe it does. Just remember, it's
always a good day to punch a Nazi, fascist, or fake patriot. The fake ones are the ones that

scream the most about being patriots, while their actions show them to be Nazis or fascists.

Yeah

After clicking, the page has been re-directed to some other URL.
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gy
Lannected
EMterprise @
—¥ Google
/] — = .

wiww.google.com ref

Welcome!

Username of Email

clickjacking not possible in google

- Hence, clickjacking is present in the application.

3.4.5 Vulnerability: Cross-Site Request Forgery Token Manipulation

Description

CSRF tokens are used to prevent unauthorized actions from being performed on behalf of
authenticated users. If an attacker can modify, remove, or predict the CSRF token, they may be able
to bypass CSRF protection and perform malicious actions.

Impact

e Unauthorized actions on behalf of a legitimate user, such as:
e Changing account details

e Performing transactions

® Modifying permissions

® Potential compromise of sensitive user data

e Account takeovers if combined with other vulnerabilities

CVSS Score
e (CanVary(3-38)

Severity

20



Mitigation
o Use Strong CSRF Tokens: Generate cryptographically secure, random, and unique tokens for
each session or request.

o Enforce Server-Side Validation: Ensure that every sensitive request includes a valid CSRF token
and reject requests with missing or altered tokens.

e Bind CSRF Tokens to User Sessions: Associate tokens with user sessions to prevent reuse
across different sessions.

o Implement HTTP-Only and Secure Cookies: Store CSRF tokens in HTTP-only cookies and send
them via headers to prevent client-side manipulation.

e Set the SameSite Cookie Attribute: Use SameSite=Strict or SameSite=Lax to prevent
unauthorized cross- site requests.

Evidence
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Pinnas 3 TR bt | 98 il

£ orighlights

- Here, we can modify the token or completely remove the token in the request page. The
response will still be 200.
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3.5 Low Severity Findings

3.5.1 Vulnerability: CORS Misconfiguration

Description

Cross-Origin Resource Sharing (CORS) is a security feature implemented by web browsers to prevent
unauthorized cross-origin requests. A misconfigured CORS policy may allow unauthorized websites to
interact with a web application’s resources, leading to data theft, unauthorized actions, or other
security risks.

Impact

e Unauthorized API Access: Attackers can make unauthorized requests on behalf of authenticated
users.

e Sensitive Data Exposure: Leaking confidential information due to overly permissive CORS
policies.

® Account Takeover (if combined with other attacks): Exploiting CORS misconfigurations along
with session hijacking or CSRF to take over user accounts.

e Client-Side Code Injection: If Access-Control-Allow-Origin: * is set and combined with JSONP
endpoints, attackers can execute malicious scripts.

CVSS Score
e Can Vary(3.5-7)

Severity

e Low

Mitigation
e Avoid Using Access-Control-Allow-Origin: *: Restrict allowed origins to trusted domains only.
e Use a Proper Allowlist: Define specific, trusted domains instead of allowing all origins.
e Restrict HTTP Methods: Allow only necessary HTTP methods (e.g., GET, POST) and avoid
exposing sensitive operations.
e Disable Credential Sharing: Set Access-Control-Allow-Credentials: false unless necessary,
preventing unauthorized websites from using user sessions.

Evidence

Results Positions
T Capture filter: Capturing all items Apply capture filter
7 View filter: Showing all items

Request Pasition Payload Status code Response received  Error Timeout Lenath Comment

Request Response

Pretty  Raw  Hex 1) n o=

1 HTTE/Z 400 Bad Request
> Date 207

12 BLrict-Transport-security: ge=3153£000; ine ins
{

"result":"Prompt template already exises",
"status": false
"eode’: 400

Q)& el|[>] | searn o 0 highlights

<oeoifea LTI

~

wnod arinnsay

=~

shumae
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3.5.2 Vulnerability: TLS Cookie without Secure Flag Set

Description

Cookies are often used to store session tokens, authentication credentials, and other sensitive data. If
a cookie is set without the Secure flag, it can be transmitted over unencrypted HTTP connections.
This allows attackers to intercept the cookie using Man-in-the-Middle (MitM) attacks, potentially
leading to session hijacking and unauthorized access.

Impact

Session Hijacking: Attackers can steal authentication cookies and impersonate users.

Data Exposure: Sensitive information stored in cookies can be accessed over unsecured
connections.

Increased Risk of MITM Attacks: An attacker can capture cookies on unsecured public networks
(e.g., Wi-Fi hotspots).

Bypassing Authentication Protections: Attackers may reuse stolen cookies to access user
accounts without needing credentials.

CVSS Score

N/A

Severity

Low

Mitigation

Ensure all authentication and session cookies have the Secure attribute set, forcing them to be
transmitted only over HTTPS.

Ensure web servers (e.g., Apache, Nginx, 1IS) are configured to enforce HTTPS and apply the
Secure flag to cookies.

Use SameSite=Strict or SameSite=Lax to restrict how cookies are sent with cross-site requests.

Evidence

. e e j
Allissues found by the scanner @

Medium  Low ' | Info Certain | Firm | Tentative In scope BCheck generated | Scan checks | Extensions | Manually generated Search 2

Advisory Request Path to issue

Pretty  Raw  Hex  Render ® W= Inspector anl) = - & x

1 ETTP/Z 200 OK
2 Daee: Fri, 07 Mar 202§ 08:42:17 GMT

3 Content-Type: text/htnl;charsetwutf-g

i Vary: hceept-Encoding

5 Sec-Coolrie: AUTH SESSION ID=31leeSO0e-23dd-ddeb-biOc-dOlelZ3dedEl;

Response headers 15 e

¢ Sec-Cookie: AUTH SESSION
Version=1;

ID LEGACY=31CeeSDe-23d4-44e5-b40c-d0lel23dedsl;

= =

: Sec-Cookie: KC_RESTART=

2yIhbG e aXTiLCJ1buMi0iJBNTI4Q0IDLURTHI U2 In0. . LE4TKEZUI0zck_ciV3Q5HA. ngQPbllvyyZ8gazS dsAWulrdK_IGr ITADT c2vbZr £ihMel
*vZSLhouTj0dRLe EBDYAZIz30Myr heq HE KPu7cSEaDZez131pBuMicdde-FR_xLsqal32d6-91 Kikf-3Y8gyYKrl vszlk1P4DF4KLGuokT_HCTOTS30
35— DgXUT £124330sHe121tQ14-VeeBTal £12N0 f_OngDy] EyVbbioZlglaqal 0PKLd 8ZYIMULIuPZZTuZ N faveg ] CHEqOx TFXR-hwpPEQL21I0

réEven3-H1PS £0]
£vsZvTh4dp2Z3Thi
S TUTREALLp TLhZ]
CHXETU3t33R

wzxR1DBSrun3AzCdqoniVBIw:
WFcsilBIENIax0xZEanibAUEw) cTnzs

NThSwyEplBASmIITcfmzGBez 416VqUFqumtnEqryiUdk iE ri
Qx50 QIEq 2p13 Twi6yTIht 3BH

-ak Ix150715K . BGh] 2yBk 065 Tum
aDF: APaWIQU_Mnluhsqtk ZRTFHuct -08it aZihlCnesps Fskanvlk -m00MMhL_ay £ZVVS SEulVIwTe-NSE300
135 | LsWhzlqTiiT2na3d TRRC Jni S alz 2KAhiK 028 ivu PN Gu-qs TrSEpwlEdAi LLEzr i

HOEquTe Danz
Wersion=1;Pach
Content-Langua

En0. «CPKACUIoT7LF 31200 eM30;

10 Content=Security=Folicy: Erame=src 'self’; frame-ancestors 'self'; cbject=src 'none';

Referrer-Policy: no-referrer

@ Cc}} €| earch £ 1 highlight

Cookies and session id leaked in response
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3.5.3 Vulnerability: Expired Token still valid

Description

Session tokens are used to authenticate users and maintain active sessions. If an application fails to
properly invalidate expired session tokens, an attacker or legitimate user can reuse old, expired
tokens to gain unauthorized access. This typically occurs due to improper session management, weak
token expiration enforcement, or lack of server-side validation.

Impact

o Unauthorized Access: Attackers can reuse expired session tokens to log in as legitimate users.

e Session Hijacking: If an attacker captures an expired token, they can exploit it to maintain
persistent access.

o Bypassing Logout Mechanisms: Users who log out expecting their session to be terminated may
still be vulnerable if the expired token remains valid.

CVSS Score
e N/A
Severity

e Low

Mitigation
o Implement proper session expiration on the server side and reject expired tokens.
e Ensure that logging out completely destroys session tokens, both on the client and server.
e |[ssue short-lived access tokens and require reauthentication or refresh tokens to continue
sessions.

Evidence

==
Request Response
Pretty  Raw  Hex 2B n = Pretty  Raw  Hex 1 B =
DAY UL PSRN LW g | _AUOW LKL B A 0 YU T P A U —
DEVRRE 75 CHRGPL Lyl FTnxHEBYESKAZAS | AaUSVHEXEIUSVLOA ;‘:::”’;?" ;1: e e
oqELASETaCYRCBOLTENTIq; esEL= e
eyThbGeiCi I IUZTINLIS ey zdVli0i JudVrkb¥lul ivi atizljoldufzc Py livi ZXhwl 1 oxNzoyMIANDGXLEID | = i
bXAiCIEINDE=NDIOCDEYNzRY . Su_mOVINul2JeontViYhoxzek tgDDCELLOeSEY_Jlpw 4| Pary: icoding
¥ ; “Hindows" JEeda i
: Vary: ontrol-Request-Hethod
NilsInRScCIgOiASS1AUTLwian1k11AETCIZVIF £¥VpSI0SUQLS RIVPHNGOSID: dD AUKGIZAST My Achamuntont ol e e N
GVIBFQ4TDYwdNZLSOp3 In0 . eydleHAL01E YwODAs TlhdCTGHTCONTHON3 G4MCwi THVOAFS0aVL1 T outiz || & | SErict-Transport-Security: max-age=31538000; includeSubDomains
QxMEaYNDEILETqdGk104 132 TR I THINA L AMVELLTO 2T OTgwZ 130 Thowd bt IhH =Y LCIpe3Na 04 JodHRvezo
vL3VhAC S 28 SN YH Ik aWdpdGF s luFp L 2F LdGgventhb 01 zLOST0hve IBpdGF 33 L T¥xe Liwi VoV od VWIS L i
bITUdCT = Tnl 1T TE1jU=Z6F L ZWRn WISV Tt HGZiMS0 5 Mu Y1 LTQ=MUN" 2T EsZDMy 28 Tx InRScCTIE Tk T EVHT 1eiTsT iy L
NFECCIE Tk SVHNOhveIBpAGFsclSyZWFshbVS 1G11bnQiLe Iz aWgi0L i TRECHDUSTL LNk JLT QX ZThe ODFANCOXTS CpErRCoce 200, *
Z1NTCANCYRMDY L LEThY 31404 Tx L iwiYixsh 3d1ZC lvenlnaWszT pblio i XSwicnVhh 61 EYWHA T2 1 1p T Indvbey rERasustalelerenimn banl NN
213ph InSnnxpbnt £TWH3 2300 Livi ZCVRVAVsdC 1yb2x Loy LudVEoh 3livaXPhbHN fenVhh GO LLCT 1LV EYKV0aCsy i el
AXphAClvhildSuionVab IV T2V EYNNS 29072 [9p 7 InF 3 Y20 Lbnditns i cndsZoMi0 L e b VAuYWAl LW ¥201bn04l TeEPAnEAT |
It YWERZIUC TWIH b3V udC L WS s oy Is InZp 2Xet cHIvZnl s 28 T4 008 Inly b 381 T30 b 38 Lbm Lk 1 GV TWLs THE DT L
ZpbGULLCI1bWFpbFS ZXIpZnl L ZCIEART 1ZSwibuFe ZST6 Tk SVIEFkbEIuT iwicHJ 1 ZnVy cnVEX IV ZXTuYW11T50 AEORRERREEnn = i
1BAVRZE1pb L1 IndpanVici ShEWUL0 1 0V [ InEhbWLseVIuTWL1I30 L QWRE AW LCI IEWFPECIE InRL anF zduliu HpAabachyht | SED O et
AnF S VINUB I AT AV dp 4G F s LFp In0. ULz 3AQ0 SN0 e JvHne 2K x0mHOZCTEDVE LW gBEUS 06y E4KNe0r 20 “#pplicatfonhatadllels -
KAMZRWSDY TrsE8eDeyTx L C0ynB aTHIsBVAD AayHOIDRY_LECOVmaN_IUA £1Z0B-bPh-uinlBCEwO Py ENS_303 qult ik Hap HCavE Nt e et Sabary P o' el Bkoge: (Vs e
bAEARE ALy L DukwY ZUB AWV x bnZ FNE i Luwaigh]_Ko5wER£AnTE4x0HTe_SVqhBFRFA_SOMjcst_E1VBCTE 4spplication-Logn &
MUVMESPEr RAAN Ok HmFrP 2 CEDBvEnt gb 71 CHRAPA £ F Tnx HEBV3XaZA5 1 1 dnUISVEHE JuIvLOANCp 1 ekt SFW2Z5 Eh
LoqELASITacyLCRoL TeNe s, 3003487 3ILTED:

& Accept-Language: en-U5,en;q=0 5
7 Sec—Ch-Ua: *Chromium”;w="133", "Not(A:Brand";v="99"
= Csrf-Token:
eyThbGei01J TU=T1NAJS eydsdWIi0iTudVPkbWluliwiaXl=ljoidnFscTFy]iviZ¥hvljoxHzlyNjATHDgxLEID
BMAL0IEINDENDTOODESODLS bIS5HIURHGRGEAWLiTIT0q] s £F ENE Bs TLIZTmdRsAD
Sec-Ch-Ta-Hobile: *0
Customer-Uuid: d758b558-5adl-4cd1-al36-B15e0ralabas Current Token

S7430-E25a-4£47-82

@A € > |senn o) onighiights | (B B € 3| | searcn B onighights
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Response
Pretty  Raw  Hex n

ionaden  +EETAHE

HTTR/2 200 OK
2 Date: Fri, 07 Mar 2025 10:15:13 GHT
eyThbGeiCadTUZIINLIS ey dzdWLi ZI30idnFresbylivi X 1 oxizoy NI ASD g LoD 5““""]‘\"’”‘_I‘W"‘]f“"“““’l‘“"
b¥Ai0] EINDESNDIOCDEYN=RS . Tu_m 2! v £k £gDDEELL e ShY_ Jlpw 4 | ¥aEys - Acewpt*Incoding
i ey ok ey £ 5 Vary: Origin
Vary: Access-Concrol-Eequest-Method
Vary: Access-Control-Request-Headers
Strict-Transporc-Security: max-age=31$3£000; includeSubDomains

OqELASETab;

= Authorization: Bearer
eyThbGei0LISU2TI 1N TS InRScCIgiiALS1dUTiviatlkTLAGICIOALFZAGLZ anhle Y31 3dIBXENUINEL TR 021 Ty
BIXE0T5haVHILLOSCYOINg. eydLleHAL0] B 3HDEZHDUSH) £ InLhdC IENT cONTMOMINZ NS VA TAVOAFS0aVLL T Joxlia

UxMEOyNU4LCTqdCk 104 T0Z6Y2V2ZANC 1 IS 0WLT RiZnTt VI haNCouN alroMD oM Thal M LCIpe 3Ni 0 JodHRwemo .

vLIVhACS3 255 Tz THIk aWdpdCF s LuFp LIF L 1zLOBvhz S 1T3R1ZENLc 3 Rvb Wy VU4 LCThd Wi 0idh " o

ToHydWS0Tiwic3VildoiMnT4¥22 INGEEN2USHi00N I HnlT gSND [EZDln 0Dk SYWYLYS 03 [ iwidH1w]j0i0nVhenVyl “‘“““ iy

fwivpuIge TUyBWALAC TS [ANPZCTE T MY Tl 2T 71 LWZENY TENCOSHL L VnNT LV AnZDASNT ALNZ QONSIs In SSEATUITONE. 200 S—

734 1613 FALETISGxvd VR LUSy aWdphnlti 01 1K1 T dLCIyZUF shYST 1ML Cns  ens sZHIA 01 s LEGYR TRV sdCL sERENELacabareslotlon! s,
TZHLCIMALCI LBYF EYXVO aGSyaXphdGivhiTdSwi TAmEEage’ ELL

i BUFuTHALLNFIY28 1bn0i LCICYWShZ UL TR b “zesponse®; [

Byvne

aWExcyTsInZpZ¥et cHIvZnl « 281 d £X0s TnihAB1 10 b 3B L )k THByb " Zph 0UgZH 1 haliwi LET IbWFphT o ol
S2ZXTpImllZCIEAHT1ZSuibnFe 2SI 11N cGUyIEFkbWLuT vl cHI 1 ZnlycaVIeX IV IXIUTWL1 T 0 e IVWENTRIGL SpopEs Wit .o
PhilsIndpdauxsShbWUL0LITAXBleils InZhbW1s eVSUTWLLT oL qWRT aW4 LLCI LW EphC 16 ImlvacFutllyalicy MPARE ST SRR,
adohnBualB Az TH I aVdpdCTsLuFp In0 . HVGHAT_SChEHSO P2 f_ thqC0I FWZryHE IWkUPWiDolenSWnces ) L AppLLaationhive alle Toom?
VEHRqNeSHTCuTpE0TWEZhE 3V 2SHIZpulELE p 2wl U8 sH Sl QRLThO) AMROgAFA LX) B THSALASCTD xbammlication: Grpy
TONS Q& Zr By UNEYHO: FpdgqXTCHHMA Syve & qr ExFuS Ol CHET TELSCCRIE Tkl 3uV F00qB Ind._r dv-kHCVwwrd
DIBvOL31I1=W1t8s111eBFISE ixqpodaiuzud 3Py PBany EVeoshaty P aqLzPyey ey 497 at 41Bp0 RebyEMghaza
HSEVRSivl:_aABOmahoHzSg

7 Sec—Ch-Ua: *Chromium®;w="133", *Not{k:Brand";v="ss"

"Fhone”,

JTUSTINLIS. eyT: 0iTudVFkbNLuT iwi 01T 01 dnFac Py T iwiZihvloxizly N5 AT NDgxLEID
403 FINDI=NDIOCDES 0D LS. bIS X UZHyRqSaWNiTL Y0 Lz £F £Xe T TLI S¥mdBa k0
¢ Sec-Ch-Ua-Mobile: 10 L

Cuscomer-tuid: A758hS5E-5adl-4cdi-al38-Bitelcalabas Logged out token tereatedly:

Hanmldmar s anlle]

@ @ (|2 earch ¥el 0 highlights @ @} &l garef o 0 highlights

"Chat”

£30-585a-4f

- Inthe above fig, the request was sent with an expired token and the response has been 200.
- The issue is categorized as a low-level severity because the time taken for the expired token to
work is less

3.6 Security status according to OWASP Top 10

# Vulnerability Description Status

Access controls enforce policies so that users
cannot act outside of their intended
Broken Access permissions.  Failures typically lead to
Control unauthorized information  disclosure or (Refer to
modification, destruction of data, or performing 3.2.1)
a business function outside the user’s limits.

Fail
AO01

Cryptographic Failures involve protecting data
in transit and at rest. This includes passwords,
credit card numbers, health records, personal
s Cryptographic information, and business secrets that require S
Failures extra protection, especially if that data falls
under privacy laws such as GDPR or regulations
like PClI Data Security Standard (PCl DSS) for

financial data.

An application is at risk when user-supplied
data is not validated, filtered, or sanitized by
the application; dynamic  queries or
non-parameterized calls without context-aware
escaping are used directly in the interpreter;
hostile data is used within object-relational

AO03 Injection Pass

mm

sawnn



AO4 Insecure Design

Security

AO5
Misconfiguration

Vulnerable and
A06 Outdated
Components

Identification and
AQ07 Authentication
Failures

Software and
AO8 Data Integrity
Failures

mapping (ORM) search parameters to extract
additional, sensitive records; or when hostile
data is directly used or concatenated.

According to OWASP, “Secure design is a culture
and methodology that constantly evaluates
threats and ensures that code is robustly
designed and tested to prevent known attack
methods. Secure design requires a secure
development lifecycle, some form of secure
design pattern or paved road component library
or tooling, and threat modelling.”

This category includes such things as missing
security hardening across any part of the
application  stack, improperly configured
permissions on cloud services, any unnecessary
features that are enabled or installed, and
unchanged default accounts or passwords. The
former category XML External Entities (XXE) is
now included in Security Misconfiguration.

This category includes any software that is
vulnerable, unsupported, or out of date. If you
do not know the versions of your components —
including all direct and indirect dependencies —
or you do not regularly scan and test your
components, you are likely at risk.

Security risk occurs when a user’s identity,
authentication, or session management is not
properly handled, allowing attackers to exploit
passwords, keys, session  tokens, or
implementation flaws to assume users’
identities temporarily or permanently.

This includes software updates, critical data,
and CI/CD pipelines that are implemented
without verification. An example of this
includes objects or data encoded or serialized
into a structure that an attacker can modify.
Another example is an application that relies
upon plugins, libraries, or modules from
untrusted sources. Insecure CI/CD pipelines
that can introduce the potential for
unauthorized access, malicious code, or system
compromise also fit into this category. Lastly,
applications with auto-update functionality, in
which updates are downloaded without

Fail

(Refer to
3.4.3)

Fail

(Refer to
3.4.1,3.4.2,3.4
.4,3.

5.1)

Pass

Fail

(Refer to
3.2.1,3.4.5,3.5
.2,3.5.3)

N/A
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A09

A10

Security Logging

and
Monitoring
Failures

Server-Side
Request Forgery

sufficient integrity verification and applied to a
previously trusted application, are considered
software and data integrity failures because
attackers could infiltrate the supply chain to
distribute their own malicious updates.

This category includes errors in detecting,
escalating, and responding to active breaches.
Without logging and monitoring, breaches
cannot be detected. Examples of insufficient
logging, detection, and monitoring include not
logging auditable events like logins or failed
logins, warnings and errors that generate
inadequate or unclear log messages, or logs
that are only stored locally. Failures in this
category impact visibility, incident alerting, and
forensics.

Server-Side Request Forgery occurs when a web
application fetches a remote resource without
validating the user-supplied URL. An attacker
can coerce the application to send a crafted
request to an unexpected destination, even
when protected by a firewall, VPN, or another
type of network ACL. Though SSRF shows a
relatively low incidence rate in the data OWASP
reviewed, this category was added based on the
industry survey results; users are concerned
that SSRF attacks are becoming more prevalent
and potentially more severe due to increased
use of cloud services and the complexity of
architectures

N/A

Pass
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4. Tests Performed

Test name Pass Fail N/A

Information Gathering

Conduct Search Engine Discovery Reconnaissance for

Information Leakage Yes
Fingerprint Web Server Yes
Yes

Review Webserver Metafiles for Information Leakage

Yes
Enumerate Applications on Webserver
Review Webpage Content for Information Leakage Yes
Identify Application Entry Points Yes
Map Execution Paths Through Application Yes
. . . Yes
Fingerprint Web Application Framework
Fingerprint Web Application Yes
Map Application Architecture Yes
Configuration & Deployment Management Testing
Test Network Infrastructure Configuration Yes
Test Application Platform Configuration Yes
. . . . . Yes
Test File Extensions Handling for Sensitive Information
Review Old Backup and Unreferenced Files for Sensitive
Information Yes
Enumerate Infrastructure and Application Yes
Admin Interfaces
Test HTTP Methods Yes
Test HTTP Strict Transport Security Yes
Test File Permission Yes
Test Cloud Storage Yes

Testing for Content Security Policy Yes



Test Path Confusion

Identity Management Testing
Test Role Definitions

Test User Registration Process
Test Account Provisioning Process

Testing for Account Enumeration and Guessable User
Account

Testing for Weak or Unenforced Username Policy
Authentication Testing

Testing for Default Credentials

Testing for Weak Lock Out Mechanism

Testing for Bypassing Authentication Schema

Testing for Vulnerable Remember Password

Testing for Browser Cache Weaknesses

Testing for Weak Password Policy

Testing for Weak Security Question Answer

Testing for Weak Password Change or
Reset Functionalities

Testing for Weaker Authentication in Alternative Channel

Testing Multi-Factor Authentication (MFA)

Authorization Testing

Testing Directory Traversal File Include

Testing for Bypassing Authorization Schema

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Testing for Privilege Escalation

Testing for Insecure Direct Object References

Testing for OAuth Weaknesses

Testing for OAuth Authorization Server Weaknesses

Testing for OAuth Client Weaknesses

Session Management Testing

Testing for Session Management Schema
Testing for Cookies Attributes

Testing for Session Fixation

Testing for Exposed Session Variables

Testing for Cross Site Request Forgery
Testing for Logout Functionality
Testing Session Timeout

Testing for Session Puzzling

Testing for Session Hijacking

Testing JSON Web Tokens

Testing for Concurrent Sessions

Input Validation Testing

Testing for Reflected Cross Site Scripting

Testing for Stored Cross Site Scripting

Testing for HTTP Parameter Pollution
Testing for SQL Injection

Testing for Oracle

Testing for MySQL

Testing for SQL Server

Testing PostgreSQL

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
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Testing for MS Access

Testing for NoSQL Injection
Testing for ORM Injection
Testing for Client-side

Testing for LDAP Injection
Testing for XML Injection
Testing for SSI Injection

Testing for XPath Injection
Testing for IMAP SMTP Injection
Testing for File Inclusion

Testing for Command Injection
Testing for Format String Injection

Testing for Incubated Vulnerability

Testing for HTTP Splitting (Protocol downgrade)

Testing for HTTP Incoming Requests
Testing for Host Header Injection
Testing for Server-side Template Injection

Testing for Server-Side Request Forgery
Testing for Mass Assignment

Testing for Error Handling

Testing for Improper Error Handling
Testing for Weak Cryptography

Testing for Weak Transport Layer Security
Testing for Padding Oracle

Testing for Sensitive Information Sent via
Unencrypted Channels
Testing for Weak Encryption

Business Logic Testing
Test Business Logic Data Validation
Test Ability to Forge Requests

Test Integrity Checks

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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Test for Process Timing

Test Number of Times a Function Can Be Used Limits

Testing for the Circumvention of Work Flows
Test Defences Against Application Misuse

Test Upload of Unexpected File Types
Test Upload of Malicious Files
Test Payment Functionality

Client-Side Testing

Testing for DOM-Based Cross Site Scripting

Testing for Self-DOM Based Cross-Site Scripting

Testing for JavaScript Execution

Testing for HTML Injection

Testing for Client-side URL Redirect

Testing for CSS Injection

Testing for Client-side Resource Manipulation

Testing Cross Origin Resource Sharing

Testing for Cross Site Flashing
Testing for Clickjacking
Testing WebSockets

Testing Web Messaging
Testing Browser Storage

Testing for Reverse Tabnabbing

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
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5. Conclusion

During the penetration testing of Organization’s web application, multiple security vulnerabilities
were identified, ranging from critical to low severity issues. The most severe finding, Session
Hijacking via Insecure Session Management, poses a significant risk as it allows attackers to hijack
user sessions and gain unauthorized access. Additionally, CSRF token manipulation and expired
token reuse indicate weaknesses in authentication mechanisms that could lead to session
persistence and unauthorized actions. The presence of SQL validation issues and improper error

handling further exposes the application to potential injection attacks and information disclosure.

Furthermore, medium to low-severity findings, such as missing security headers, clickjacking, and
CORS misconfigurations, indicate areas where security best practices are not fully implemented.
These vulnerabilities could be leveraged by attackers to exploit other weaknesses in the system.
Addressing these issues promptly by implementing secure session management, strict input
validation, enforcing HTTP security headers, and improving error handling mechanisms will
significantly enhance the security posture of Organization’s web application, ensuring the protection

of sensitive patient and organizational data.
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