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Final Push Toward Compllance |
Industry s onthe rghtTrac:k butj %
Implementation Must Accelerate

CYBERSECURITY REPORT



Reading time: Approximate reading time: 15 min.

Germanindustry is making progress inimplementing the Cyber
Resilience Act (CRA). However, with key deadlines approaching,
the pace needs to accelerate and significant gaps remain. This

is one of the key findings of ONEKEY’s “loT & OT Cybersecurity
Report2026”, which surveyed 200 German industrial compa-
nies on their strategies and progress inimplementing the new EU
cybersecurity regulation. 46% of companies are familiar with the
CRA, including 21% who say they are very familiar withit. At the
same time, 60% admit that they are unaware of the regulation’s
subsequent phases and deadlines.

How familiar is your organization with the requirements of the EU Cyber
Resilience Act (CRA)?

29.6%

25.2%
21.5%

15.6%

8.2%

Very familiar Somewhat familiar Barely familiar Not familiar No answer

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY

Do you know when the remaining CRA phases take full effect?

Yes
32.6%

® No

61.5%

No answer
5.9%

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY
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»Germanindustry now has the Cyber Resilience Act onits
radar. The key now is to turn awareness into consistent imple-
mentation. Those who fail to make use of the time remaining
until the end of 2027 risk significant delays in development and
market launch lateron.“

— Jan Wendenburg, CEO of ONEKEY

The gaps become particularly apparent when it comes to prac-
ticalimplementation. While many companies have takenini-

tial steps, considerable work remains in key areas such asrisk
management, documentation, security updates and technical
evidence. Among the biggest challenges are the requirement to
report security incidents within 24 hours, effective September
11,2026, as well as vulnerability management, software bills of
materials (SBOMs) and Security by Design / Security by Default.

The supply chain presents another challenge. Manufacturers
must not only secure their own developments but also mana-
gerisksintroduced through third-party software, firmware and
other components. According to the companies surveyed, only
around 18% of suppliers have fully adapted to the CRArequire-
ments and provide the necessary information.

At the same time, well over 60% of companies expect the de-
velopment of new or updated products to take longer. CRA
complianceis therefore not only aregulatory requirement; it also
has significantimplications for product development, supplier
management and internal responsibilities.

Whatimpact do you expect on the market launch of new products?

35.0%

27.5%

20.8%
16.7%

Muchlonger Somewhat longer Noimpact Unclear

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY

»The Cyber Resilience Act puts an end to the notion that manu-
facturers can simply pass on responsibility forinsecure soft-
ware components to suppliers. Anyone who brings a product
to the European market under their own name bears responsi-
bility for the cybersecurity of the entire product. “

— Jan Wendenburg, CEO of ONEKEY
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BACKGROUND
ONTHE CYBER
RESILIENCE ACT

The Cyber Resilience Act applies to devices, machines, and sys-
tems with digital components, as well as software and other con-
nected products. These include, among other things, connected
machines and control systems, routers, firewalls, and network
devices;loT and smart home devices; operating systems; apps;
industrial control software; and cloud functions—provided they
are necessary foraproduct’s operation.

The CRAregulations will take full effect on December11,2027. As
of that date, no new products with aninternet connection may
be soldinthe 27 countries of the European Unionif they do not
meet the requirements of the Cyber Resilience Act. However,
one key obligation has beenin effect since September11,2026:
Distributors of digital products must report actively exploited
vulnerabilities and serious security incidents. With certain excep-
tions, this also applies to products already on the market.

Formanufacturers, distributors, and importers, the CRAmeans
they must comprehensively protect their products against ha-
cker attacks and demonstrate and document their security. Vio-
lations of fundamental cybersecurity requirements or key ma-
nufacturer obligations are punishable by fines of up to 15 million
euros or 2.5% of global annual revenue, whicheveris higher
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Although awareness of the CRA has increased, its deadlines and
requirements are still far from being fully understood and im-
plemented across industry. The overall picture of preparedness
is therefore mixed. One-quarter of companies describe them-
selves as “very well prepared” in terms of risk management. The
figure is 22% for security requirements, 20% for documentation
and the required security updates throughout the product life-
cycle,and 17% forinternal processes and technical evidence.

Othercompanies have started addressing these areas but have
yet toimplement them fully. This applies to 39% for technical
evidence and 37% fordocumentation. 34% have partially imple-
mented internal processes and security updates, while 26% have
done so forrisk management. By contrast, around one-third of
companies are not yet sufficiently prepared for the CRAinterms
of internal processes, risk management or the management of
security updates. 30% have barely begun addressing security
requirements or technical evidence.

How well prepared is your organization for the CRA?

Verygood a Partially a Barely @ not No answer
Internalprocesses .
Documentation A
Technical evidence S 'Is
Securty reauirements T
Riskmanagement . Ima
Security updates (ifecycle) . Ia

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY
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Companies view the requirement to report security incidents
within 24 hours as the biggest challenge. 62% cite this require-
ment—which takes effect on September11,2026—as particularly
problematic. For 30%, compliance assessment is a major hurd-
le—thatis, determining whether their product portfolio already
meets CRArequirements orif there s stillwork to be done.

An equal number of companies cite the creation of software bills
of materials (SBOMs) as a key challenge. Atleast 60% have not
yetresolved thisissue. Vulnerability management also remains
anunresolvedissue for 62%; while nearly a quarter rank itamong
theirbiggest challenges on the path to CRA compliance.

Which CRA requirements currently pose the biggest challenge?

Agree [ ] Somewhat agree [ ] Disagree Not applicable

Security-by-Design / -Default _
Creating an SBOM T
Vulnerability management _
24-hour reporting duty _
Litecycle security B
CRA conformity assessment _
Source: |oT & OT Cybersecurity Report 2026, powered by ONEKEY

,»A Software Bill of Materials is much more than just aninventory
list. It provides transparency regarding software components
and dependencies, thereby laying the foundation for effec-
tive vulnerability management, rapid security updates, and

the technical documentation required by the Cyber Resilience
Act.”

— Jan Wendenburg, CEO of ONEKEY
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Two-thirds of the companies surveyed also report difficulties
with “Security by Design / Security by Default.” This involves in-
tegrating cybersecurity into product development from the very
beginning and shipping products with secure default settings.
24% consider thisissue a critical factor. For nearly a quarter,
security throughout the entire product lifecycle poses a serious
problem, while another 40% view it as a surmountable hurdle.

The Software Bill of Materials (SBOM) s a key tool for CRA com-
pliance. It provides transparency regarding which software
components and dependencies are containedin a product.Ifa
security vulnerability is discovered, the SBOM can be used to de-
termine which product versions are affected, what risks arise, and
where anupdateisrequired. At the same time, the SBOM serves
as animportant foundation for the vulnerability management and
technical documentationrequired by the CRA.

In practice, however, a complete software bill of materialsis still
far from being the norm. Only 18% of industrial companies have
already created an SBOM for all affected products. 39% have at
least partially inventoried the programs they use. 24% have not
yet made any effortsin this direction.

Does your organization already create or use a Software Bill of Materials
(SBOM)?

Yes, forall products
18.4%

@ Yes. forsome products
39.2%
39.2% ’

Yes, forsome ® No
products 24.0%

Not sure / N/A
18.4%

Source: 10T & OT Cybersecurity Report 2026, powered by ONEKEY
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The quality and completeness of existing bill of materials (BOMs)
also leave room forimprovement. The SBOMs of the surveyed
companies do not even contain half of the required information.
Programs are tracked by 34%, version numbers by 26%, fra-
meworks by 21%, libraries by 18%, and dependencies by 17%.
Supplementary informationis also only partially available: known
vulnerabilities in13%, license informationin 30%, and copyright
informationin19%.

For CRA compliance, itis not enough to simply maintain a list

of software components. The information must be complete,
up-to-date, and machine-readable, and mustinclude versions,
dependencies, origin, license information, and known vulnerabi-
lities.

Does your SBOM contain the following information?

Programs R e
Libraries D

Frameworks — 20.8%

Dependencies — 16.8%

Version numbers — 26.4%

License information _ 30.4%
Copyright information _ 19.2%
Knownvulnerabilities _ 12.8%

No answer 32.8%

*Multiple responses

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY
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In addition to the SBOM, supply chain cybersecurity is taking
center stage. Manufacturers must not only ensure the security of
the software they develop themselves; they must also manage
risks that enter the end product via third-party software, firm-
ware, intermediate products, and other components.

Modern digital products consist only partially of in-house soft-
ware. Operating systems, open-source libraries, communication
modules, software development kits, containers, cloud compo-
nents, and firmware from suppliers can make up a significant por-
tion of the finished product. This creates multi-level dependen-
cies: Alibrary used directly may contain additional components
that the manufacturer may not be aware of. As aresult, a single
vulnerability can affect numerous products and product versions
across multiple supply chainlevels.

The manufacturer remains responsible for the cybersecurity risks
of the entire product. To address this, the manufacturer needs
reliable information about which components are included, whe-
re they come from, and which product versions are affected by a
newly discovered vulnerability.

One-quarter of German industrial companies already actively
and consistently require CRA compliance from their suppliers.
Another third does so to some extent. 21% have not yet taken any
actioninthisregard. Supplier certifications or contractual assu-
rances do not replace the manufacturer’s ownrisk assessment.

Does your organization already actively require CRA compliance from
suppliers?

Yes
25.8%

@ rartially
33.3%

® nNo

20.8%

33.3%

Partially

No answer
20.0%

Source: |oT & OT Cybersecurity Report 2026, powered by ONEKEY
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Suppliers also have alot of catching up to do. Only 18% have
consistently adapted to the requirements and are providing the
necessary information. 44% comply with the CRA requirements
atleastinpart. 13% apparently consider the new EU regulation
unnecessary, and a quarter are not even aware of it. European
manufacturers often find that, particularly among suppliers from
Asia, the CRA s still largely unknown oris viewed as a purely Euro-
pean matter.

How well prepared are your suppliers for CRA requirements?

very good
17.5%

@ partially
44.2%

44.2%

partially

@ barely
13.3%

unknown
25.0%

Source: 10T & OT Cybersecurity Report 2026, powered by ONEKEY

The Cyber Resilience Actis therefore likely to change business
relationships between manufacturers and suppliers. In addition
to technical specifications, prices, and delivery dates, reliable
security information will become more important. Cybersecurity
requirements should therefore be takeninto account as early

as the procurement, supplier selection, and contract drafting
stages.

Theseinclude, for example, agreements on machine-readable
SBOMs, reporting channels for vulnerabilities, response times,
security updates, support periods, and the sharing of relevantin-
formation from upstream supply chain stages. Equally important
is a standardized procedure in the event that acomponentis no
longer maintained or a supplier ceases business operations.
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When selecting suppliers, manufacturers should also verify
which security and development processes are in place, whether
software components and dependencies are documentedina
traceable manner, how quickly information about new vulnera-
bilities is shared, and who provides security updates and for how
long. The clear mapping of components to product and firmware
versions, as well as contractually defined obligations regarding
cooperation, information sharing, and updates, also play anim-
portantrole.

CRA COMPLIANCE
REQUIRES RESOURCES
AND CLEARLY DEFINED
RESPONSIBILITIES

Most companies will not be able to manage the transition on their
own with existing staff and in-house resources. 61% have already
set aside abudget for external support or are still planning to do
s0. Only 18% expect that they will not need external help.

Has your organization already budgeted for CRA compliance?

31.7%

20.8%

18.3%
15.8%

13.3%

Still planning No answer

Yes Partially

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY
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Responsibility is also broadly distributed at the departmental
level. In half of the companies, thisissue falls under the IT security
department, while in 26%, it falls under product development.
Nearly a quarter even see the primary responsibility as lying with
senior management. 15% each assign responsibility to the com-
pliance orlegal department.

Which departments hold primary responsibility for CRA compliance?

ITsecurity 50.4%
Product development 26.0%

Compliance 14.6%

Legal department 15.4%

Management 23.6%

No answer 22.8%

* Multiple respons

Source: 1oT & OT Cybersecurity Report 2026, powered by ONEKEY

The picture is similarly diverse when it comes to individual roles:
31% cite the product manager, 26% the cybersecurity analyst,
23% the compliance manager, 15% the head of software de-
velopment and 13% the Chief Information Security Officer. In
addition, 27% identify the CEO or executive management as re-
sponsible. Given the potential penalties and the implications for
product development and market access, thereis a strong case
fortreating CRA compliance as a company-wide responsibility.

Which roles are directly responsible for CRA compliance?

CEO /Management 26.8%

CISO 13.0%

Product manager 30.9%
Compliance manager 22.8%
Cybersecurity analyst 26.0%

Head of software development 14.6%

No answer 30.1%

*Multiple respons

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY
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Depending on the industry, the CRA’s requirements have a pro-
foundimpact on product development and market launch. In
particular, they mandate cybersecurity “by design and by de-
fault” embedded inthe product, documented risk assessments,
secure default settings, effective vulnerability management, and
security updates throughout the entire intended support period.

Existing products are generally exempt from these requirements.
However, the EU cybersecurity regulation may also apply if sig-
nificant changes are made. Grandfathering applies to individual
product units that have already been placed on the market, rat-
herthan automatically to an entire product series ormodel.

Well over 60% of the companies surveyed therefore expectit to
take longerto develop new orupdated devices, machines, and
systems. 28% even expect the development time to be signifi-
cantly longer.

Despite the challenges, many companies have set clear goals.
One-third aim to achieve full compliance by the time the Cyber
Resilience Act takes full effect on December11,2027.26% are
aiming to achieve this by the end of 2026. 8% believe they have
already met this goal.
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When do you expect full CRA compliance in your organization?

33.6%

26.1%

20.2%

12.6%
7.6%

already achieved byendof 2026 by end of 2027 later no answer

Source: loT & OT Cybersecurity Report 2026, powered by ONEKEY

The final push has begun, butimplementation needs to accele-
rate in many areas. Regulatory deadlines are not the only reason.
At the same time, the threat landscape is intensifying as cybe-
rattacks become increasingly automated and Al-powered. In-
cidentsinvolving OpenAl and Anthropic have shown Al models
attackingreal external systems beyond their test environments
during security testing. Powerful Al agents are already capable of
independently executing multi-stage attack chains and exploi-
ting vulnerabilities.

In the future, this will affect more thanjust data centers and tradi-
tional IT systems. Connected machines, production facilities, and
industrial control systems are also coming under greater scrutiny.
Successful attacks in these areas canlead not only to data theft
but also to production outages, process manipulation, and, inthe
worst case, physical damage. Implementing the Cyber Resilien-
ce Actis therefore not merely acompliance task but animportant
component of operational risk management.

» CRA compliance doesn’t end with meeting regulatory re-
quirements. It begins when cybersecurity becomes anintegral
part of product development and corporate strategy,“ sum-
marized Jan Wendenburg, CEO of ONEKEY.




