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Introduction

The Vulnerability Paradox

Why more findings created less clarity, and why risk became a
reporting problem.

Executive Synthesis

The Evolution of Vulnerability Management: From Static Scanners to Agentic Exposure
Management

Five Industry Failures That Broke Vulnerability Management

e Severity became a proxy for risk. CVSS quantifies technical impact but doesn’t
account for reachability, identity privilege, control coverage, or the feasibility of real
attack paths.

e Visibility outpaced decision-making. Scanners, CNAPPs, and inventory systems
multiplied findings, but most teams lacked a defensible way to prove what actually
mattered.

e Prioritization improved ordering, not certainty. VPT and exposure platforms
reordered backlogs using better math, yet still relied on inference, leaving probability
rather than proof.

e Validation stayed episodic and operationally disconnected. BAS demonstrated
exploitability and control gaps, but testing was point-in-time and rarely fed directly
into continuous operations or remediation decisions.

e Exposure and the SOC evolved as separate systems. Exposure programs produced
lists while SOC teams handled alert storms, forcing humans to repeatedly translate
exposure into relevance and incidents into root cause.

© 2026 Tuskira, Inc. All rights reserved.
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The Evolution of Vulnerability Management

From Static Scanners to Agentic Exposure Management
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Decisions fﬂ’ Consequence,

Not a Category

The Future:
Security That g
Improves Itself

Five Required Capabilities for Modern
Exposure Management

1. Exploitability validation. Prove whether an attacker can actually reach and exploit an
exposure in your environment under current conditions.

2. Continuous reasoning. Re-evaluate exploitability as identities, assets, permissions, and
controls change, not on quarterly reviews or scan schedules.

3. Attack-path modeling with identity and reachability. Evaluate how vulnerabilities,
misconfigurations, and privileges chain across trust boundaries.

4. Defense validation alongside weakness validation. Test whether detections fire,
preventions hold, and compensating controls work in practice, not just on paper.

5. Closed-loop mobilization with measurable outcomes. Drive targeted control changes
and remediation actions, then retest to confirm attack paths are actually broken.

Agentic Exposure Management as the Convergence Point

Agentic exposure management integrates continuous reasoning, high-fidelity environ-
ment modeling, and continuous attack-and-defense simulation into a single operational
system. Instead of producing static vulnerability lists or inferred exposure rankings, it val-
idates real attack paths in a digital twin, exercises defensive controls to observe whether
they hold, and guides decisions based on evidence rather than severity or probability. This
upstream resolution of exploitability suppresses noise before it reaches the SOC, elevates
signals tied to real exposure, and enables interventions that are automatically retested to
confirm risk reduction. The result is a system that not only reports risk but continuously
proves, prioritizes, and reduces it through feedback.

© 2026 Tuskira, Inc. All rights reserved. The Evolution of Vulnerability Management | 4



Security became
the only industry
where more data
reliably meant less
clarity.

From Static Scanners to Agentic
Exposure Management

It usually starts with a spreadsheet. An analyst opens a vulnerability report and sees a
number so large it’s almost meaningless: 87,000 findings, sometimes more, sometimes
less. Each item comes labeled with a severity score, technically “real,” and almost none are
clearly actionable. The analyst knows they can’t fix everything. They also know they’ll be
asked which ones matter most, and they don’t have a defensible answer.

At the CISO level, the problem looks different but feels the same. Risk is presented
through charts and dashboards built on scoring models that no one fully trusts. CVSS
numbers are averaged, weighted, normalized, and transformed into executive summaries.
They look precise, and they feel objective, but when pressed on the hard questions, such
as why this risk, why now, why here, the answers tend to thin out quickly.

When breaches happen, they rarely come from the vulnerability ranked number one on
the list or the “critical” issue highlighted in red. More often, they emerge from something
buried halfway down the report like an overly permissive IAM role tied to a forgotten
workload, a misconfiguration chained with a low-severity flaw, a weak control that only
mattered in combination. In hindsight, the path is obvious, but at the time, it was invisible.

For more than two decades, security was based on the simple assumption that if you
could see everything, you could secure everything. That belief drove the industry toward
more scanners, more data, and more findings, and over time, visibility became the goal
rather than the means. Vulnerability management gradually shifted from risk reduction to
reporting volume.

The result was a paradox that security teams learned to live with but never resolved, as
security became the only industry where more data reliably meant less clarity. This is the
story of how that happened, and how to fix it.

© 2026 Tuskira, Inc. All rights reserved.
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The Early VM Era

The Age of Static Lists (ees-2012)

When scanning worked, why it made sense, and what it couldn’t see.

To understand vulnerability management, you have to remember the world it was born
into.

At the turn of the millennium, enterprise infrastructure was slow, heavy, and mostly
predictable. Servers lived in data centers. Networks had clear edges. Identities were
few, static, and tightly controlled. Change happened on schedules measured in weeks or
months. If something broke, it usually stayed broken long enough for someone to notice.

In that world, vulnerability scanning made sense. Early VM tools performed exactly as
intended. They scanned known systems for known flaws, compared them against known
signatures, and returned a list. The list was long but finite. It changed slowly. And most
importantly, it mapped reasonably well to reality.

A typical VM workflow looked like this:

Run a scan on a defined schedule

Export the results to a CSV

Sort findings by CVSS score

Plan remediation around Patch Tuesday

Repeat

© 2026 Tuskira, Inc. All rights reserved.
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The model assumed something simple and largely true at the time: if a system was

vulnerable, it was probably reachable. If it was reachable, it was probably exploitable. If it
was exploitable, patching it was usually the appropriate response.

This is where the first generation of vulnerability management companies thrived.

e Qualys built cloud-delivered scanning at a time when “cloud”
meant convenience rather than complexity.

e Tenable’'s Nessus became a standard because it was
thorough and dependable.

e Rapid7 made vulnerability data easier to consume and report.

These tools defined an entire category, and for more than a decade, they worked well
enough, but even then, cracks were forming.

The scanners could tell you what was vulnerable, but not whether it mattered. They had
no concept of identity privileges, network segmentation, or compensating controls. They
couldn’t tell if a vulnerable service was exposed or buried behind layers of defense. They
couldn’t see how one weakness might combine with another to form a real attack path,
and the lists kept growing.

As environments scaled, fixing everything became unrealistic. So the culture shifted.
Vulnerability management quietly shifted from remediation to documentation. The
unspoken rule became simple: if you can't fix it, at least report it. If you can’'t explain it, at
least score it. If you can’t reduce the list, make it defensible.

This was the moment vulnerability management drifted from understanding risk to
managing optics. Findings were treated as facts. Scores were treated as the truth. And
the list, long, static, and increasingly disconnected from how attackers actually operated,
became the central artifact of security.

The industry didn’'t notice the shift at first. The tools still functioned as they always had.
But the world they were built for was evolving.

© 2026 Tuskira, Inc. All rights reserved.
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Breaking the Mold

Cloud Breaks the VM Model (2o0i2-201)

Ephemerality, identity sprawl, and why CVEs
stopped mapping cleanly to real risk.

Vulnerability management began failing quietly, then all at once, and mostly without
. anyone saying it out loud.
Al
Between 2012 and 2014, the technical assumptions behind VM were already failing. AWS
had crossed its inflection point. Auto-scaling, ephemeral instances, APls, and early IAM
2012-2014: complexity were real. SaaS adoption accelerated. DevOps and CI/CD shortened asset
lifetimes. Vulnerability management began breaking conceptually, even if most large

Cloud primitives
P ! enterprises hadn’t fully moved yet.

Saas, IAM

Complexity, For regulated enterprises, the reckoning came later. Between 2016 and 2018, cloud-first
and Dev0ps mandates, large-scale re-platforming, identity sprawl, and containers made ephemerality
invalidated VM’s impossible to ignore. By then, VM wasn't just theoretically misaligned. It was visibly
core assumptions. collapsing under real-world scale.

The model broke The scanners continued to do what they had always done. They scanned IPs. They

conceptua"Y- matched signatures. They produced lists. The problem was that the lists were now
describing a world that no longer existed.

Assets arrived and departed faster than scans could complete. By the time a report
was exported, half the systems in it were already gone, replaced by new ones that were
unscanned and unknown. What had once been a backlog became a moving target that
never slowed down.

Identity quietly became the primary attack surface, but vulnerability management barely
noticed. Permissions lived in IAM systems, SaaS consoles, and cloud control planes, none

© 2026 Tuskira, Inc. All rights reserved. The Evolution of Vulnerability Management | 8
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2016-2018:
Cloud-first
mandates,
containers, and
identity sprawl
forced the issue at
enterprise scale.
The break became
impossible to
ignore.

of which fit neatly into a CVE model. A low-severity identity misconfiguration could open
the door to everything. A “critical” software flaw might sit unreachable behind layers of
segmentation and policy. The scanner couldn’t tell the difference.

CVSS became incomplete because severity without context turned into noise. A 9.8
meant little if the service wasn't reachable, whereas a 4.3 could mean everything if it sat
on the wrong trust boundary. But the scoring system had no way to see that.

By the mid-2010s, security teams knew the lists were wrong, even if they couldn’t always
prove why. They felt the mismatch between what scanners flagged as “critical” and what
actually led to incidents. The question quietly shifted from “How many vulnerabilities do

we have?” to “Which of these can an attacker actually exploit?”

Backlogs exploded from hundreds of thousands to millions. VM teams became curators of
spreadsheets that were obsolete the moment they were created. Reports were filtered,
re-weighted, and re-presented, not to reduce risk, but to make the volume feel defensible.

One VM manager put it simply: “We were still mapping the city block by block, long after
it had turned into a megapolis”

Vulnerability management was designed for a world in which assets were stable,
identities were simple, and exposure could be inferred from presence. Cloud shattered
those assumptions. Without a way to validate reachability, identity paths, and real-world
exploitability, the VM model became detached from reality.

© 2026 Tuskira, Inc. All rights reserved.
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The math was
better, but it was
still math standing
in for reality.

The Scoring Era
Trying to Math Our Way Out (2012-2018)

VPT, prioritization platforms, and why probability never became proof.

As cloud complexity mounted and vulnerability backlogs exploded, the industry didn’t
ignore the problem. It sought to fix it with better math.

Vulnerability Prioritization Technology (VPT) emerged as the industry’s first serious
attempt to correct that. Platforms such as Kenna Security, Bringa, RiskSense, and others
promised to bring data science to vulnerability management. They ingested threat
intelligence, exploit feeds, asset criticality, business context, and environmental signals,
then applied statistical models to reorder the backlog. The goal became, fix the right
things first.

And in fairness, it helped. The lists became cleaner. The ordering improved. Security
teams could point to a smaller subset of vulnerabilities and say, with more confidence
than before, “Start here”

But the underlying problem didn’t change, because VPT systems were still making
inferences. They predicted likelihood based on patterns observed elsewhere, rather

than on what was actually possible within a given environment. They could tell you that a
vulnerability was more likely to matter, but not whether an attacker could reach it, chain
it, or exploit it given your identities, network paths, and controls. The math was better, but
it was still math standing in for reality.

In practice, teams found themselves staring at a shorter list that was still fundamentally
theoretical. They had improved prioritization, but not certainty. They had better rankings,
but no proof. When asked why a specific issue mattered now, or why another could safely
wait, the answers were still probabilistic rather than defensible.

© 2026 Tuskira, Inc. All rights reserved.
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The work changed again, subtly. Instead of disputing thousands of findings, teams disput-
ed hundreds. Instead of explaining why nothing was fixed, they explained why these items
were chosen over those. The optics improved, but the risk posture didn’t

As one security leader put it later, “We didn’t stop drowning in vulnerabilities. We just
learned how to sort the water better.”

The scoring era clarified that you can’t score your way out of uncertainty. As long as
prioritization was based on inference rather than validation, vulnerability management
remained an exercise in educated guessing. The industry had made the lists more elegant,
but it still hadn’'t answered the question that mattered most.

Can this actually be exploited here? That unanswered
question set the stage for what came next.

© 2026 Tuskira, Inc. All rights reserved.
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BAS

The Moment Security Tried to Prove Things
(2016—2020)

Validation enters the picture, what it revealed, and
why it didn't become operational.

By around 2016, a meaningful shift began inside security teams. Instead of treating
scanner output as a proxy for risk, teams began asking whether the weakness could be
exercised along a real attack path in their environment.

Red teams had been answering that question manually for years, but tooling finally caught
up. MITRE ATT&CK gave defenders a shared language for adversary behavior. Automa-
tion enabled the testing of techniques at scale. Breach and Attack Simulation emerged as
the industry’s first serious attempt to validate security assumptions rather than rely on
severity scores alone.

For the first time, security teams could test their defenses against real attack techniques
rather than inferred risk, and the results were unsettling. BAS exposed blind spots that
vulnerability management had long concealed. Many findings labeled “critical” turned out
not to be exploitable at all, blocked by segmentation, authentication, or compensating
controls that scanners never saw. At the same time, low-severity issues such as identity
permissions, misconfigurations, and weak detections are often combined into complete
attack paths when tested in context.

Detection and prevention gaps were real. Controls failed in places teams assumed were
covered. Security was not broken everywhere, but it was broken in specific, repeatable,
and dangerous ways, and for the first time, teams had evidence rather than scores.

© 2026 Tuskira, Inc. All rights reserved.
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Platforms such as XM Cyber, AttacklQ, and SafeBreach showed that exposure was
situational, shaped by paths, permissions, and controls that interacted in ways static tools

could never model.

BAS demonstrated that validation mattered
but also revealed its limits.

Tests ran at specific points in time while environments continued to change. Simulations
lived outside production and aged quickly, but most importantly, BAS stopped at
discovery. It could prove that an attack path existed, but it didn’t continuously validate
whether it remained viable, and it didn’'t decide what to fix first, orchestrate how defenses
should change, or integrate its findings into day-to-day SOC operations. BAS changed the
conversation, but it didn’t change operations.

Security had learned to test reality but still lacked a means to operationalize that knowl-
edge at scale. Teams were left with more accurate findings, but not fewer of them, and
without a system to continuously adapt defenses, those insights often stalled before they
reduced risk.

That gap created the next wave of tooling.

© 2026 Tuskira, Inc. All rights reserved. The Evolution of Vulnerability Management | 13
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Exposure Management

Dashboards Without Decisions (20is-2023)

Better visibility, cleaner lists, but still no engine for action.

As cloud adoption accelerated and environments grew more complex, the industry shifted
again. This time, the focus moved from individual vulnerabilities to exposure as a broader
concept. The idea was sensible, though. If risk emerged from how assets, identities, config-
urations, and controls interacted, then security needed a unified view of that landscape.

Exposure management platforms emerged to meet this need. They aggregated asset
inventories across cloud accounts, SaaS platforms, and data centers. They deduplicated
findings from multiple scanners. They developed correlation engines and context graphs
to depict relationships among resources, permissions, and vulnerabilities. For the first
time, many organizations could see their environment as a connected system rather than
a collection of disconnected tools.

Companies like Wiz, CyCognito, Balbix, SAFE, and Tenable defined this era. Their plat-
forms dramatically improved visibility. Asset sprawl became more manageable. Duplicate
findings were reduced. Exposure lists were cleaner, more structured, and easier to
explain.

However, the underlying problem remained that exposure management still relied heavily
oninference rather than validation. It could suggest that something looked risky, but it
couldn’t prove whether an attacker could actually exploit it. It didn’t simulate real attack
paths through identities and controls. It didn’t test whether defenses would hold under
pressure. It didn't decide which actions would meaningfully reduce risk versus which
would simply reduce the size of a dashboard.

The result was progress without resolution as security teams moved from raw vulnera-
bility lists to prioritized exposure lists... but they were still lists. The ordering improved,
but certainty didn’t. Decisions remained manual, subjective, and difficult to defend. The
dashboards got better, but unfortunately, the decisions didn'’t.

Exposure management solved the visibility problem that vulnerability management
couldn’t, but it stopped short of solving the decision problem that BAS had already
exposed. Security could see more clearly than ever before, but still lacked a system that
could continuously validate risk, adapt defenses, and turn insight into action.

That missing capability set the stage for the next shift.

The Evolution of Vulnerability Management | 14
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SOC workflows
remained
disconnected,
treating exposure
and incidents as

separate problems

rather than two
sides of the same
system.

CTEM

A Framework Without an Engine (2022-2024)

The lifecycle is defined, but execution remains
fragmented and manual.

By the early 2020s, the industry had reached a rare point of agreement. Everyone knew
vulnerability management was broken, dashboards alone weren't fixing it, and prioritiza-
tion without validation was just a more polite way of guessing. What was missing was a
shared framework for describing the problem end-to-end.

That framework arrived in the form of Continuous Threat Exposure Management
(CTEM).

When Gartner formalized CTEM, it put structure around what security teams already
felt intuitively. Exposure wasn't a single activity but a continuous loop. You had to define
scope, discover assets and weaknesses, prioritize what mattered, validate whether risk
was real, and then mobilize action to reduce it. For the first time, the industry had a
common language for how exposure management was supposed to work, and on paper,
CTEM made sense. In practice, it exposed a familiar gap.

Most of the market delivered the parts it already knew how to build. Tools improved asset
discovery. Correlation engines got better at deduplication. Dashboards became cleaner.
Scoring models were refined to reorder exposure lists more intelligently. Vendors could
credibly claim progress on scope, discovery, and prioritization.

However, validation remained largely theoretical, inferred from data rather than proven
through simulation. Real attack-path testing remained episodic rather than continuous.
Mobilization was mostly manual, pushed into ticketing systems or left for overburdened
teams to interpret. SOC workflows remained disconnected, treating exposure and
incidents as separate problems rather than two sides of the same system. Most critically,
nothing closed the loop, because findings didn’t automatically improve defenses, and
defenses weren't continuously retested to confirm they still worked.

CTEM had defined what should happen but not how it actually occurs in a living environ-
ment; as a result, many organizations found themselves with a better framework, yet the
same operational reality. They could explain exposure more clearly, but they still couldn’t
validate it continuously. They could prioritize more confidently, but they still lacked proof.
They could generate cleaner reports, but they still relied on human effort to turn insight
into action.

So CTEM was great, but it was incomplete. Like a map drawn with precision, describing
the terrain of modern exposure management, but the industry has never built the engine
required to navigate it.

The Evolution of Vulnerability Management | 15
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HUMAN INTERVENTION:
*  THE NEURAL ARC
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CSMA

Data Connectivity Without Reasoning
(2021-2024)

Tools connect, context moves, but decisions still depend on humans.

While CTEM gained traction, another idea was gaining momentum alongside it. If
exposure management was failing because tools couldn’t see the whole picture, then the
obvious fix was to connect the tools, right? This was the promise of Cybersecurity Mesh
Architecture.

By the early 2020s, security teams were managing a large number of technologies. EDR,
SIEM, IAM, CSPM, CNAPP, VM, AppSec, SaaS security, and dozens of niche controls all
generated their own data, dashboards, and alerts. Each tool understood its own slice of
the environment, but not many could reason beyond it. CSMA emerged as an architectur-
al response to that sprawl.

The idea was straightforward and, in many ways, necessary. Instead of forcing everything
into a single monolithic platform, a mesh would allow tools to share data through a
common fabric. Context could flow between controls. Analytics could operate across
domains. Policies could be expressed once and enforced consistently. Security, at last,
would have a connective tissue.

CSMA solved areal problem by reducing integration friction and making data more
accessible. It helped teams correlate signals that had previously lived in isolation, but it
didn’t solve the problem CTEM had exposed.

© 2026 Tuskira, Inc. All rights reserved.
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A mesh could move data, but it couldn’t decide what that data meant. It had no under-

standing of attacker behavior, no ability to simulate how weaknesses could be chained
together, and no means to validate whether a risk was real or merely theoretical. Context
was shared, but conclusions were left to humans, as decisions were still inferred, and
prioritization continued to be based on scoring models rather than evidence.

Most importantly, CSMA didn’t introduce an operational feedback loop. Data could flow
between tools, but what was being learned from the outcomes?. Controls were assumed
effective, but they weren't really being tested. Exposures were ranked, not challenged.
Alerts were enriched, not prevented. The mesh made everything visible, but it didn't make
anything smarter.

In practice, CSMA became an enabling layer rather than a decision layer. It helped teams
assemble information faster, but without telling them what to do with it. It connected the
tools but didn’t link exposure to action in a meaningful, continuous manner.

At this point, the industry had built two components of the solution.

1. CTEM defined the lifecycle but lacked execution.
2.CSMA connected the data but lacked reasoning.

Together, they highlighted that security needed a system that could think, test, decide,
and adapt over time. Or, as one architect put it more bluntly, we finally connected the
tools and then realized they still needed someone to think for them.

© 2026 Tuskira, Inc. All rights reserved.
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Attackers
automated
judgment,
while defenders
automated
collection.

The Crisis Point

Attackers Go AutonomOUS, Defenders
Stay Manual (2023-2025)

Why the gap became structural, and why SOC noise
is downstream uncertainty.

By the early 2020s, the asymmetry became structural rather than tactical. Attackers
increasingly relied on automated reconnaissance, programmatic exploitation, and ma-
chine-assisted decision-making. Toolchains evolved to continuously enumerate environ-
ments, test permissions, chain low-severity weaknesses, and abandon unproductive paths
without human intervention. Exploitation shifted from a linear search to an optimization
problem, in which machines explored the environment faster than defenders could reason
about it.

Defensive operations didn’t evolve at the same pace.

Vulnerability management continued to depend on scoring models designed for static
infrastructure. Exposure was inferred from configuration and severity rather than
validated through reachability or control behavior. Findings were still exported into
spreadsheets, normalized for reporting, and debated in meetings. When alerts fired, SOC
analysts copied context across tools, manually reconstructed timelines, and followed
playbooks built for environments that no longer existed.

The difference was how decisions were made. Attackers automated judg-
ment, while defenders automated collection.

© 2026 Tuskira, Inc. All rights reserved.
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Recon tools gathered data and tested assumptions continuously. When an access path
failed, it was discarded immediately. When identity permissions or misconfigurations
combined into a viable path, exploitation followed without delay. Meanwhile, defensive
systems relied on periodic scans, static scores, and human interpretation to determine

relevance, often long after conditions had changed.

The operational consequences showed up downstream. Alert volumes increased because
upstream uncertainty was transmitted directly into the SOC. When exploitability was
unknown, everything appeared risky. When control effectiveness was assumed rather
than tested, every signal demanded investigation. Analysts spent time disproving threats
that never represented real attack paths, while real exposure was buried among the noise.

By this point, vulnerability management, exposure management, and SOC operations had
become disconnected responses to the same underlying problem. Each optimized locally,
none capable of closing the loop between exposure, validation, and response.

Defenders didn’t lack data, frameworks, or automation, but they were losing because
they were still running a manual decision process in an environment where attackers had
already made decision-making autonomous.

© 2026 Tuskira, Inc. All rights reserved. The Evolution of Vulnerability Management | 19



What Had to Change

The non-negotiable requirements: proof, continuity, defense
validation, upstream decisions, and closed-loop feedback.

Here we are, on the downward slope of the mid-2020s, and the industry has clearly
diagnosed the problem. Exposure management failed not because security teams lacked
tools, data, or frameworks, but because the systems they relied on couldn’t answer the
one question that mattered in time to act:

Can this actually be exploited here, now, given how my environment works today? Every
major evolution addressed part of the problem.

e Vulnerability management provided visibility but no context.
e Prioritization added probability but not proof.
e Breach and Attack Simulation demonstrated exploitability but only episodically.
e Exposure management unified data but stopped short of decision-making.
e CTEM described the lifecycle but didn’t supply an execution engine.
e CSMA connected tools but left reasoning to humans.
What was missing was a set of capabilities that hadn’t existed together in a single opera-

tional system. For years, organizations attempted to compensate for that gap with people.

They created specialized teams to manage different slices of the problem. Vulnerability
teams assessed weaknesses. Cloud and identity teams owned configurations and permis-
sions. SOC analysts responded to alerts. Architecture teams defined controls. Risk teams
translated findings into executive language. Each group operated rationally within its
mandate, but no single team could see, validate, and act on exposure end-to-end.

Exposure management became a coordination problem disguised as a technical one. Deci-
sions depended on cross-team handoffs, ticket queues, meetings, and subjective judgment
calls made with partial information. Validation required time and human attention. Action
required alignment across silos. By the time consensus was reached, the environment had
already changed.

The issue was humans being asked to perform continuous reasoning across systems that
updated faster than any team could track, using tools optimized for different outcomes.

© 2026 Tuskira, Inc. All rights reserved.
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e First, validation had to move from inference to proof. Risk could no longer be assumed
based on severity, exploit trends, or external likelihood models. It had to be demon-
strated through real attack paths that accounted for identities, permissions, network
reachability, and active controls as they existed in the environment, not as they were
designed on paper.

e Second, that validation had to be continuous. In dynamic environments, episodic
testing aged too quickly to guide decisions. Any system that required manual trig-
gering, scheduled scans, or periodic reviews would always lag behind attackers who
tested paths continuously and discarded failures instantly.

e Third, validation had to include defenses, not just weaknesses. Knowing that an attack
path existed was insufficient if the system couldn’t also test whether detections fired,
whether preventions held, and whether compensating controls meaningfully reduced
risk. Controls could no longer be assumed effective; they had to be exercised and
observed.

e Fourth, decisions had to move upstream. As long as exploitability remained uncertain,
that uncertainty flowed directly into the SOC as noise. Alerts multiplied because
upstream systems couldn’t say which paths were real and which were dead ends. To
reduce SOC load, exploitability had to be resolved before alerts were generated, not
after analysts investigated them.

e Finally, the system had to close the loop. Validation without action only produced
better reports. Action without validation only produced motion. To reduce risk over
time, findings had to drive changes to controls, configurations, and policies, and those
changes had to be retested automatically to confirm they worked. Security needed
feedback, not just findings.

These requirements were impractical because the data was fragmented and environ-
ments were opaque. Simulation was expensive and brittle. Reasoning systems were
unreliable. Most importantly, no technology existed that could safely make and test
decisions in live environments without introducing more risk.

By the mid-2020s, that constraint began to lift, and advances in reasoning systems,
security-specific digital twins, and continuous simulation enabled accurate modeling

of environments to test real attack and defense paths without disrupting production.
Control behavior could be exercised safely. Identity and network paths could be explored
programmatically. Decisions could be made based on observed outcomes rather than
inferred risk.

For the first time, the industry had the ingredients required to move beyond scoring,
dashboards, and episodic testing toward a system that could continuously reason about
exposure and adapt defenses based on evidence.

That shift marked the transition from exposure management as analysis to exposure
management as an autonomous, learning system.
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The Breakthrough

Agentic Exposure Management (2024-rresent)

Digital twins, continuous simulation, validated paths,
and evidence-based decisions.

The breakthrough in exposure management emerged when several previously separate
capabilities matured sufficiently to operate together as a system. Reasoning engines
became reliable enough to evaluate complex security conditions. Digital twins enable
modeling of environments with sufficient fidelity to test real attack behavior without
disrupting production. Continuous simulation replaced episodic testing, and control
validation shifted from assumption to observation. Individually, these advances were
incremental, but together, they transformed exposure management.

Agentic exposure management is the result of that convergence. It represents a shift
away from treating exposure as a static condition inferred from data, toward treating it as
a dynamic system that can be tested, reasoned about, and adjusted continuously. Instead
of asking whether a vulnerability exists or whether a configuration appears risky, the
system asks whether an attacker can reach, exploit, and traverse the environment, given
the identities, permissions, network paths, and controls in place at that moment.

At the center of this shift is exploitability validation. Agentic systems validate exposure
by simulating real attack paths in a digital twin of the environment. They explore how
weaknesses might be chained, how identities might be abused, and how network bound-
aries might be crossed, discarding paths that fail and advancing those that succeed. What
emerges is a set of provable attack paths that exist under current conditions.
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Theresultis less
reaction, because
fewer events
require human
investigation in the
first place.

Crucially, these simulations don’t stop at the attacker; they also test defense paths

alongside them. Controls are exercised, and endpoint detections are evaluated to deter-
mine whether they’re triggered as expected. Identity policies are tested to see whether
privilege boundaries actually hold. Network controls, web application firewalls, and
compensating safeguards are observed in action rather than inferred from configuration
state. Exposure is no longer defined solely by what’s weak, but by what fails when pres-
sure is applied.

Because environments change continuously, this validation must also be continuous.
Agentic exposure management runs as an ongoing reasoning loop, re-evaluating exploit-
ability as identities shift, assets appear and disappear, and controls are modified. Paths
that were viable yesterday may no longer exist today. Others may emerge silently. The
system tracks such changes without requiring human intervention.

This has an immediate downstream effect. When exploitability is resolved upstream,
uncertainty doesn’t propagate into the SOC because alerts associated with dead paths
are suppressed. Signals that align with validated exposure are elevated. Instead of
treating every detection as potentially critical, the SOC inherits context that has already
been validated against reality. The result is less reaction, because fewer events require
human investigation in the first place.

Action can follow as a consequence rather than a category. When a validated attack path
is identified, the system reasons about which intervention most effectively reduces risk.
In some cases, that means containing activity to limit blast radius. In other cases, it means
adjusting controls to neutralize the path or removing a root cause at the appropriate layer.
These decisions are guided by context and validated outcomes, rather than severity labels
or predefined playbooks.

The most important change is the feedback loop. When a control is adjusted, the system
retests the environment to confirm that the exposure has actually been reduced. If the
path persists, the decision is revisited. Over time, defenses improve not because teams
work harder, but because the system learns which actions produce durable results in that
specific environment.

For the analyst, the experience is fundamentally different because they're presented with
evidence. This matters. This does not. Here is the path. Here is where it fails. Here is why.

Platforms such as Tuskira represent early implementations of this model, rethinking
how exposure, validation, and response operate as a single system. What defines this era
isn’t the presence of Al, but the relocation of continuous reasoning into the system itself,
where scale, speed, and feedback are no longer bounded by human attention.
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Unification

Exposure Management Meets the SOC

How validated exposure reshapes triage, detection quality, and
repeat-incident reduction.

For most of the past two decades, exposure management and SOC operations evolved

as parallel disciplines. One focused on identifying weaknesses. The other focused on
responding to signals. They occasionally shared data, but were optimized for different
questions and operated on different timelines. Exposure teams asked what might be risky.
SOC teams asked what was happening right now. The connection between the two was
assumed, not enforced.

That separation was never intentional. It was a consequence of how tools developed.
Vulnerability scanners produced findings. Exposure platforms aggregated them. SIEMs
and detection tools generated alerts. The handoff between those worlds relied on human
interpretation. Analysts were expected to translate exposure into relevance and alerts
into root cause, often under pressure and with incomplete context. Over time, this
division hardened into structure, and two teams ended up solving different halves of the
same problem.

Agentic exposure management collapses that boundary by treating exposure and detec-
tion as parts of a single reasoning loop rather than separate workflows. Instead of viewing
vulnerabilities, controls, threat activity, and alerts as independent streams of information,
the system evaluates them together, continuously, and in context. Exposure is not some-
thing discovered in isolation and handed off. It's something that is validated, monitored,
and acted upon in concert with what the SOC observes in real time.
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The unification begins upstream. When exploitability is validated through continuous

simulation, the system learns which paths are viable and which are dead ends. That
knowledge reshapes how detections are interpreted. Alerts tied to validated exposure
are treated as meaningful signals. Alerts associated with paths that don’t exist are depri-
oritized or suppressed entirely. The SOC is no longer forced to disprove risk after the fact.
Much of that uncertainty has already been resolved.

Controls benefit from the same feedback. When detections fire during simulated or
observed activity, their behavior is recorded. When they fail to trigger, that failure
becomes evidence rather than speculation. Detection logic improves because it’s ground-
ed in observed outcomes, not assumptions. Over time, validated controls produce cleaner
detections, which in turn reduce the number of alerts that reach analysts.

This creates a compounding effect. Fewer exploitable paths lead to fewer meaningful
alerts. Fewer alerts reduce cognitive load inside the SOC. Lower load allows analysts to
respond more quickly and with better judgment when real incidents do occur. Faster,
more precise response reduces the likelihood of repeat incidents because the underlying
exposure is addressed rather than merely investigated.

What changes is not just efficiency, but causality. Incidents are no longer treated as
isolated events to be triaged and closed. Each one is traced back to the exposure and
control behavior that allowed it to occur. That insight feeds directly back into the system,
influencing future simulations, control adjustments, and detection logic. Exposure
management and SOC operations stop reacting to each other and begin reinforcing each
other.

This is why vulnerabilities and alerts were never truly separate problems. They were one
story told in two rooms, with no shared narrative thread. Agentic systems reunite that
story by giving both sides access to the same validated understanding of how attacks
actually unfold in the environment.

The resultis a SOC that is quieter, not because it sees less, but because it understands
more. Exposure management no longer ends at a dashboard, and SOC operations no
longer begin with uncertainty. Together, they form a single adaptive loop that reduces risk
by preventing noise, validating defenses, and ensuring that when something does happen,
it matters.

© 2026 Tuskira, Inc. All rights reserved.

The Evolution of Vulnerability Management | 25



Agentic Response

Action as a Consequence, Not a Category

Why this is not SOAR, not playbooks, and not automation
for ticket closure.

For years, security vendors have packaged response as automation, marketed it as
orchestration, and measured it by how quickly a predefined action could be executed
after an alert was triggered. In practice, this approach confused motion with progress.
Actions were triggered without certainty. Playbooks ran against signals that had not been
validated. Teams moved faster, but often in the wrong direction.

Agentic response reframes that model entirely. It's not a system that exists to take action.
It's a system that takes action only when a decision has already been made based on
validated risk. Response is not the starting point of the workflow. It’s the outcome of
reasoning.

In an agentic exposure model, exploitability is proven before any response is considered.
The system understands how an attacker could move through the environment, which
controls fail under pressure, and where the real risk resides. Only then does it determine
whether action is required, and if so, which action will actually reduce risk rather than
simply reduce noise.

This distinction matters because context, not severity, determines the right response. A
high-severity vulnerability that sits behind effective controls may require no immediate
action. A low-severity misconfiguration that enables lateral movement may demand
urgent intervention. Agentic response doesn’t follow labels or solely rely on a mathemati-
cal model. It follows evidence.
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When action is taken, it falls into one of three outcomes. In some cases, containment is

appropriate, limiting the blast radius to prevent escalation while further validation occurs.
In other cases, mitigation is the better choice: adjust controls or configurations to neu-
tralize an attack path without disrupting underlying systems. In still others, remediation is
required to remove the root cause at the correct layer so the exposure does not recur. The
system does not treat these as interchangeable options. It selects them based on how risk
is actually expressed in the environment.

What agentic response isn't, is equally important. It’s not traditional SOAR, as it executes
predefined playbooks against unvalidated alerts. It’s not L1 or L2 task automation
designed to accelerate ticket closure. It’s not a replacement for MDR services or human
analysts. Those models assume uncertainty and attempt to manage it downstream.
Agentic response exists to reduce uncertainty before action is taken.

Because response is driven by validated exposure and observed control behavior, its
effects can be measured. When a change is made, the system retests the environment to
confirm that the attack path has been broken or the control now behaves as expected.

If the outcome does not change, the response is reconsidered. Action feeds learning.
Learning informs future decisions.

The result is a shift in how security teams think about response. Instead of asking how
quickly they can act, they ask whether acting will meaningfully reduce risk. Instead of
optimizing for speed alone, they optimize for correctness. Human teams retain control
of intent, oversight, and governance, but they are no longer required to manually reason
through every decision under time pressure.

In this model, response isn’t a product category or a workflow
bolted onto detection. It's the natural output of a system that
understands exposure, validates defenses, and continuously
reasons about how risk manifests. Action becomes rarer,
more precise, and more durable. Security improves not
because teams do more, but because the system does less,
better.
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The Future

Security That Improves Itself

Feedback loops, compounding effectiveness, and the shift from
reacting faster to reacting less.

The most important change introduced by agentic exposure management is learning.
Finally, security systems are positioned to improve themselves based on evidence rather
than assumptions.

Validation becomes continuous, not a phase in a lifecycle or a box to be checked before
the next scan. Exposure is no longer something assessed periodically and debated in
hindsight. It’s evaluated constantly, as environments change and attack paths emerge or
disappear. What matters is not whether something was once exploitable, but whether it’s
exploitable now.

Simulation becomes real rather than inferred. Instead of predicting risk based on scores,
trends, or external likelihood models, systems test how attacks and defenses actually
behave in the environment. Paths are explored, controls are exercised, and outcomes are
observed as we no longer rely on the estimation of risk, but watch as it’s demonstrated.

Controls are no longer assumed effective because they exist or appear correctly config-
ured. They are tested under pressure. Detections are validated by whether they fire when
expected. Preventive controls are judged by whether they hold when challenged. Over
time, this replaces confidence theater with measurable assurance.
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Noise is suppressed upstream, before it reaches human analysts. When exploitability is
resolved early, alerts stop being proxies for uncertainty. The SOC sees fewer events not
because visibility is reduced, but because irrelevance is filtered out by evidence. What

remains commands attention.

Most importantly, decisions improve over time. Each action taken produces feedback.
Each adjustment is retested. Each outcome informs future reasoning. The system learns
which interventions reduce risk durably and which merely create motion. That learning
compounds, even as teams and environments change.

This does not eliminate the need for human judgment. It refocuses it. Humans set intent,
define boundaries, and provide oversight. They review decisions, not raw data. They
supervise systems that reason continuously rather than trying to reason continuously.

For decades, security has tried to react faster. Faster scans. Faster alerts. Faster response.
That race never ended, because the underlying uncertainty was never resolved.

For the first time, security isn’t reacting faster. It’s reacting less and improving each time it
does.

If You're Evaluating Exposure
Programs in 2026

e Can you prove exploitability in our environment, or do you
infer it?

e Can you model identity paths and reachability, not just CVEs?

e Do you validate control behavior (detections/preventions) or
assume it?

e Can you retest automatically after changes to confirm
closure?

e Does this reduce SOC noise upstream, measurably?
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