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Security Awareness
Training & Simulated
Phishing




Whatis Phishing?

Phishing is at the heart of over 90% of data
breaches. It is one of the largest cyber threats to
organisations around the world. Phishing is a
fraudulent attempt by attackers to gain sensitive
information by the impersonation of a reputable
source using email or other online communication.
It's a technique that’s worked since the mid-1990s
and is still just as effective today.

Fake Websites

In order for internet criminals to successfully ‘phish’
your information, they would usually direct you to a
fake website that resembles the original. This is
often done by providing a ‘link’ within the phishing
email that they want you to click. The fake site
would then prompt you to enter additional data.
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Social Engineering

The bad guys will use techniques like social
engineering which involves manipulating, influencing,
or deceiving you in order to gain control over your
computer system. The malicious actor, often referred
to as a hacker, will use email as a popular method of
gaining illegal access. Phishing, spear-phishing, and
CEO fraud are all examples of this.




How we canhelp

We use proprietary phishing software which combines realistic simulated email attacks and breach intelligence, with
engaging training, informative landing pages with alarm bell indicators and quizzes, to immediately start
reducing your cyber-risk.

If you're serious about protecting your business from an almost inevitable hacker attack, this is something you need to
do today - we are the world’s most cost-effective solution in reducing risk.

Over 90% of all
data breaches
startduetoa
spear-phishing
attack.
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Smarter Insights, Immediate Action

PhishEye: Human Risk Manager

PhishEye allows us to build risk parameters based
on your internal policies:

Q The department's users sit in
0 Their role or position
0 Whether they’ve completed training

Q How they interact with simulations

-
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CatPhish: Domain Monitoring
and Takedown

With CatPhish, we continuously scan for and identify
lookalike or spoofed domains targeting your
organisation. Once detected, CatPhish helps you
validate, prioritise, and take swift action. For example,
we can:

Detect and list domains impersonating your brand

Gather WHOIS, DNS, and screenshot evidence
automatically

Assign a threat score based on risk indicators

Generate registrar-ready takedown requests for
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rapid removal
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Place Risk Level Name Risk Score Phishing Profile Department

o Brenda Dayson 114.01 ° (1] Sales
e o Product

High Riley Terrance 1041 ° eoo Management
(3} Ricky Brothwood o - eee Sales
o Brian Dickson 87.9 o (] Sales

e Cynthy Racher 7818 o o0 Engineering
(6) Low Ray Finkle 7814 . ) Sales
i i Office

(7] Low Jim Phish 77.92 ° TS

Starphish: Automated Workflows

With Starphish, we then build automated workflows
to act on these insights. For example, we can:

Q Alert managers via Teams, Slack, or
Google Chat about high-risk behaviour

Flag non-completion of mandatory training

Escalate repeated risky actions

Even remove privileged access rights if required
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Find out the effectiveness of our Security
Awareness Training & Simulated Phishing

/N PhishEye: Human Risk Manager

g{ Build risk parameters based on your internal policies. Assess users by department, role, training
completion, and simulation behaviour to identify and manage human risk effectively.

J Starphish: Automated Workflows
Starphish creates automated workflows to act on human risk insights. Alert managers, flag training

non-completion, escalate risky behaviour, and even revoke access when needed.

CatPhish: Domain Monitoring and Takedown

® CatPhish continuously scans for spoofed or lookalike domains targeting your organisation. Detect,
= prioritise, and take swift action with automated evidence gathering, threat scoring, and registrar-
ready takedown requests.
N Simple Licensing
Flexible recipient counts, monthly billing and monthly contract available, or select an annual contract

to make it even more a ordable.

No Usage Cap
Run as many automated phishing and training campaigns as you need. No caps. No restrictions.
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Attack Simulations
Providing an out-of-the-box automated battle-ready phishing simulator, allowing you to start
phishing your recipients within minutes.

Customised Cloud-Based Training
Fully customisable training content and flexible quiz creation tools to suit your needs and industry,
with content that both entertains and provides concise and informative learning.
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@ PHISHING 5




— Customisable Landing Page Testing

Out-of-the-box landing pages allow you to create realistic login pages or create your own
custom variations which allow for instant point-of-failure awareness and education.

Bespoke Quizzes & Surveys
==fA

=8 Use the supplied quizzes and surveys to test the knowledge of your users, or create your own
for an experience tailored specifically to the needs of your organisation.

Frictionless Training

User cannot access emails or create an account on the platform? No problem - users can use
their phone number to receive a special code to access their training.
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Remote workers can also access training using our ‘Magic Link’ system without needing access
to computers.

Unified Service Platform (USP)

Our Unified Security Platform (USP) is to allow for the centralised management of your Security
Awareness Training (SAT) and simulated phishing campaigns.
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PhishHook Button

Our Integrated Outlook button allows users to instantly report suspicious emails to selected
security email addresses. Should the user report one of Phishing Tackle's simulated emails, it is
kept entirely within the platform available for reporting.

Comprehensive reports providing both an overview and detail stats and graphs on key security
awareness indicators. Each report can be printed or exported to your preferred format.
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El Comprehensive Reporting

White Labelling
Enjoy a bespoke platform experience, from login page to platform design, everything is customisable.
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Customisable Phishing Templates
Hundreds of easy-to-use and current phishing templates, with the ability to customise or add your
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own. You can include personal information and attachments to create your own spear-phishing
campaign.

— Microsoft Office 365 and Google Workplace Integration

G= Automatically sync your users from Microsoft or Google (or both) to ensure all user details are

up to date.

Breach Intelligence
@ Knowing what information the bad-guys possesses is an important part of maintaining good
Y cyber-hygiene. With the built-in breach intelligence checks, your users get automatically
notified if their credentials have found their way onto the dark web.
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Microsoft Teams Integration
EIS% Enjoy real-time training distribution and monitoring via Microsoft Teams®. Remove the barrier to
learning, empower your organisation.

Automated Policy Management

=

1= Customisable and easy-to-use policy creation and distribution. Enable users to read and accept
multiple organisational policies in a matter of clicks.
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