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CatPhish Domain Monitoring

O'| Al Generated Domains

We use Al to create domains to be monitored,
based on your registered domain and in the
same style as malicious actors.

Manitoring Al Generated Domain Domain Description Risk: Score %
*+ phishingtackle.com }Jsing the ?i?it i 02 DNS Monltorlng
+ instead of "I . .
Constant monitoring of Whols and DNS
‘. records to watch what is being registered,
§+ phishingtacke.com missing the "I" at the end and When
phishingtacklé.com Using "&" instead of "e" 18%

Q3 Evidence Gathering

Automated gathering of evidence to submit
with any abuse/take-down request.

phishingtackle.com Using "a" instead of "a" 18%
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+¢ phishingtackle.com using “i" instead of "i" 18% .
04 Takedown Assistance

Al generated instructions on how to register
an abuse complaint, or request a domain
take-down. In addition, we automatically
generate the email correspondence, citing
relevant legislation and using your selected
writing tone.
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Al Generated Domain List

i USE Al TO GENERATE SIMILAR DOMAIN NAMES i

Monitoring Al Generated Domain Domain Description Risk: Score %

+ - Using the digit "1"
’-* phishingtackle.com instead of "I" 17%

’-* phishingtacke.com missing the "I at the end 17% The primary domain monitoring list as
created by Al, based on your registered
domains.

phishingtacklé.com Using "&" instead of "e" 18%

Here we can immediately see high risk

* phishingtackle.com Using "a" instead of "a" 18% domains.
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* phishingtackle.com using "i” instead of "i" 18%
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Domain Risk Overview

QrusNe = Monitoring (D)

i@ Domain

phishingtackie.com

Last Checked Timestamp
04/09/2024 15:00:23

Domain Name Description
= pns phishingtackle.com Our primary domain
@ Evidence Risk Score | Similarity Rating

86 % 01
@ Guidance
o LOrT p ] (

Risk

Registered
Nameserver Similar
Website MX record
A record
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Registrar Name
tucows, inc.

Registrant

Name
redacted for privacy

Organisation
redacted for privacy

Address
redacted for privacy

Creation Date

12/05/2018 16:32:41

Expiration Date

12/05/2025 16:32:41

J

R
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The domain risk overview page shows a
summary of the registration of this domain.

We can see the overall risk score with the
radar chart, and also other key information.
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DNS Record Information
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Monitoring C’

phishingtackle.com

'e:' Domain

DNS Information
& i
= Dns

@ Evidence
& Guidance
@ Correspondence

@LJPH@CI;!ING

DNS Records

Type

CAA

CAA

CAA

CAA

CAA

CAA

Content

141193.213.10

amazontrust.com

comodoca.com

digicert.com: cansignhttpexchanges=yes

letsencrypt.org

pki.goog: cansignhttpexchanges-yes

ssl.com

Automated gathering of DNS information.

This is useful when understanding how far
a malicious actor has gone to create an
online persona for the potentially malicious
domain.
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Domain Evidence
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Monitoring () phishingtackle.com

'é' Domain
= i _
= UN
Evidential Screenshot
@ Evidence

& Guidanct

An evidential screenshot is automatically

@ s T U W generated for the selected domain.
€ Correspondence

awareness & phishing training

YOUR b saeurity Having a working website behind a

potentially maliciously registered domain is
a strong indicator that it may be used to
trick users into thinking it's genuine.
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Registrar Abuse Process

%Pﬂﬂjﬂﬂ

This is guidance only and should be modified to suit your specific requirements.

P
m Domain

Steps to Remove a Potentially Malicious or Misleading Domain Name

= DNS
@ Evidence 1. Visit Tucows Abuse Reporting Page: Go to the official

Tucows abuse reporting page at https://tucowsdomains.com/

~orrespondence re Ort"abuse 5 X
9 Somapes 2 / Wherever possible, the registrar abuse
2. Gather Evidence: Collect all relevant information and details will be gathered and detailed
evidence about the malicious or misleading activities instructions provided on how to register

associated with the domain name. This may include the abuse complaint.

screenshots, URLs, and any correspondence.

3. Fill Out the Abuse Report Form: Complete the abuse report

form provided on the Tucows website. Ensure you provide
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Automated Al Generated Correspondence

?’FHI_SMH!&G E This is guidance only and should be modified to suit your specific requirements.
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© Evidence

@ Guidance

o Correspondence

@ PHISHING

ax )
@ Domain

2 Correspondence
S Dns

Tone ASCERTIVE v Jurisdiction | UNITED KINGDOM v

[&} GENERATE CORRESPONDENCE COPY CORRESPONDENCE

Subject: Concern Regarding the Domain "phishingtackle.com"

Dear Tucows Domains Inc. Team,

| am writing to express my concern regarding the domain "phishingtackle.com", which is registered under your
organisation. Our company holds a similar domain name, and we are worried that this domain could potentially

be used for malicious activities, either now or in the future.

As you may be aware, under the laws of the United Kingdom, including but not limited to the Computer Misuse

A~t 1090 and the Data Protection Act 2018 it ic imnerative ta enctire that damaine are not ttiliced for any

Using Al, we generate the
correspondence required to send to
the domain registrar when opening an

abuse claim.

The tone of the
correspondence can
be selected.

ASCERTIVE v

Passive
Formal
Legal

Ascertive

Aggressive

The jurisdiction to
use for the relevant
legislation.

United Kingdom v

Uganda

Ukraine

United Arab Emirates
United States
Uruguay

Uzbekistan
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