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For the third consecutive year, we at Ten-
chi Security have conducted the Survey on 
Third-Party Cyber Risk Management to better 
understand how Brazilian companies address 
this issue. 

We emphasize that this publication is not in-
tended exclusively for IT technicians and cy-
bersecurity professionals. Third-party cyber 
risk management should be of interest to 
various teams within a company because it 
impacts both contracting processes and the 
lifecycle of business partnerships, while infor-
mation security—especially today—is closely 
tied to day-to-day business operations.

In fact, among the professionals who have 
dealt with a security incident in the past two 
years and who responded to our survey, 68% 
say the incident had an operational impact, re-
sulting in service instability or disruptions. 

Forming partnerships with resilient companies 
and robust suppliers is not just a concern for 
the cybersecurity team. For this reason, this 
report aims to use accessible language, and 
this year we have included a dedicated chap-
ter to explain the topic of Third-Party Cyber 
Risk Management (TPCRM) and the current 
landscape, including examples of relevant in-
cidents.

Over the past three years, our research has 
indicated that the elements considered nec-
essary for successful third-party cyber risk 
management are not aligned with the methods 
used to assess third parties. According to the 
professionals who responded to the survey, 
the key to effective management lies in timely 
information, responsiveness, and visibility into 
the cloud infrastructure.

However, the most commonly used methods 
for evaluating third parties provide one-time 
assessments, without continuous visibility into 
any infrastructure, and sometimes do not yield 
any concrete data on the cloud infrastructure. 
Instead of automation, we rely on question-
naires and the collection of certificates that 
are not always directly relevant to the busi-
ness or the task to be performed.

With some reflection, we can understand the 
framework that gave rise to this scenario: the 
link between TPCRM and governance, risk, 
and compliance (GRC) processes.

But we cannot be overly critical of our history. 
The world used to be much simpler and less 
connected than it is today. Companies had 
fewer suppliers, products had fewer compo-
nents, and services were simpler.

The key lies in recognizing this change, under-
standing that the transformations we’ve un-
dergone and the risks we face today are partly 
the result of a reality that didn’t exist before. 
From this perspective—and with valuable in-
sights into what other companies are already 
doing—we can decide on our next steps. Pro-
viding these insights is our goal with this re-
search.
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Third-Party Cyber Risk Management (TPCRM) 
is a set of processes, tools, and technologies 
designed to monitor IT infrastructure and se-
curity controls, evaluate policies, and support 
decisions involving third parties associated 
with an organization.

TPCRM is an offshoot of Third-Party Risk Man-
agement. This terminology, which is widely 
used by regulators, expands the concept of 
supplier risk management, making it clear that 
this approach must also extend to other third 
parties, including business partners.

As information technology infrastructures be-
come essential to business processes, the risk 
arising from incidents involving these assets 
tends to increase. Furthermore, many compa-
nies seek outsourced solutions to meet their 
technology needs.

Even when technology is hosted on the com-
pany’s own infrastructure (“on-premises”), it 
is often connected to and exposed to exter-
nal and internal threats, creating a scenario in 
which the use of a product inherently entails 
operational risks. The use of outsourced plat-
forms or infrastructure is an aggravating fac-
tor when the company does not implement 
any risk management to align its operations 
and its relationship with these third parties.

Thus, just as information security has become 
a discipline in its own right, the prevalence of 
cyber risk justifies the adoption of measures 
specifically designed to address cyber risk 
originating from third parties. Many companies 
are still experimenting with different methods 
and processes to carry out this work, as this 
survey shows.

Third-party cyber risks can have operational, 
financial, and legal impacts and, in this sense, 
resemble common cyber risks. However, 
third-party risks also have specific elements, 
such as concentration risk (when a large por-
tion of the market or an economic sector de-
pends on a few specialized suppliers), which 
give rise to new forms of cyber risk.

Malicious actors may be interested in attack-
ing popular suppliers because of the oppor-
tunity to target hundreds or thousands of 
companies simultaneously. Similarly, a major 
company may be indirectly affected by cyber-
attacks and breaches at smaller suppliers.

Third-Party
Cybersecurity Risks
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Key Methods for Third-Party Security Assessment

A questionnaire that may contain hundreds 
of questions designed to elicit information 
from a third party regarding its cybersecurity 
policies and controls.
It relies on information provided by the third 
party itself.

Self-Assessment 
Questionnaires (SAQ)

A penetration test (or pentest) simulates a cyber-
attack in a controlled manner to detect vulnera-
bilities, exposed infrastructure, and even weak-
nesses in employee training. It requires manual 
effort by offensive security specialists.

Penetration testing

Periodically examines third parties’ exter-
nal assets to identify potential issues. It 
does not rely on information provided by 
the third party, but it does not offer the 
same automated visibility into internal con-
trols and systems as the technology used 
for external assessment.

Outside-in monitoring 
(Security Rating Service)

Periodically examines third-parties’ inter-
nal assets to identify issues and operation-
al misconfigurations. It provides automated 
visibility into security controls, at-risk as-
sets, and compliance with defined policies, 
but requires the third party to authorize a 
scan of its cloud environment.

Inside-out monitoring

Audits provide visibility similar to the self-as-
sessment questionnaire, but the evidence is 
documented with greater reliability. Audits rely 
on manual effort and are therefore one-time 
analyses.

Audits

The company requires the vendor or partner to 
provide certifications of compliance with ISO 
standards or other standards, such as SOC 2. 
The assessments underlying these certifications 
are point-in-time evaluations and are not super-
vised by the company.

Collection of Certifications, Assessment 
Reports, and Audit Reports



Notable Incidents in 2025

Financial institutions in Brazil have suffered a 
series of attacks that were disclosed by the 
Central Bank. Unlike fraud, which affects ac-
count holders and consumers, these attacks 
directly targeted the reserve accounts main-
tained by the institutions to guarantee trans-
actions in the Instant Payment System (SPI), 
which is linked to Pix.

Several of these attacks originated at 
third-party companies that supplement the 
banks’ infrastructure. Although the Central 
Bank requires these companies to be certified 
to operate within the financial system’s net-
work, existing rules were insufficient to pre-
vent these attacks, prompting regulators to re-
vise existing requirements and impose stricter 
risk management rules on these third parties.

Attacks on the Pix System in Brazil

Shai-Hulud is malicious code capable of 
spreading to code repositories, contaminat-
ing new packages and dependencies when 
it infects software engineers. This malware 
emerged in September 2025, but its concept 
has already been adapted for other attacks. 
The name “Shai-Hulud” is inspired by the sand-
worms from Frank Herbert’s novel *Dune*, al-
luding to the concept of a “worm” that defines 
malicious code capable of spreading.

Even when an attack lacks specific code for 
propagation, code can spread through unmit-
igated integrated dependencies. An example 
of this occurred in March 2025, when cyber-
criminals compromised tj-actions, a GitHub 
repository containing predefined actions for 
workflows. The compromised code was exe-
cuted across more than 200 repositories.

Shai-Hulud and tj-actions

Criminals targeted the companies Salesloft and 
Gainsight, which offer applications that inte-
grate with Salesforce instances. Using access 
obtained through these providers, the criminals 
were able to steal corporate data without com-
promising Salesforce and without attacking the 
companies that operate the instances.

Salesforce Integrations

A cyberattack took down an air cargo manage-
ment system provided by Collins Aerospace. The 
incident caused flight delays in Europe, leading 
to a ripple effect that impacted several European 
airports.

This case illustrates how systemic risks can exist 
even when there is no direct concentration of op-
erations. An aircraft experiencing a delay at one air-
port impacts operations at other airports along its 
route, even if those airports use different software 
that has not experienced any instability.

Collins Aerospace
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Professionals seek agility, but 
TPCRM still focuses on one-off 
assessments

Continuous monitoring 
facilitates more frequent 
assessments

84%
Believe that detecting threats in real 
time is important for the success of 
the TPCRM program

Many professionals consider continuous moni-
toring capable of identifying threats in near-re-
al-time to be one of the three most important 
elements for the success of a third-party cyber 
risk management program. 

In addition to being the most frequently cited 
element, near-real-time threat monitoring was 
also the most commonly selected as the top 
choice among survey participants: 31% consid-
er it the most important element.

However, the most widely used method for 
managing third-party risks remains the Self-As-
sessment Questionnaire (SAQ). In addition to re-
lying on the third party’s good faith, this method 
provides only a one-time assessment and does 
not offer continuous or real-time information. 
This means there is a potential disconnect be-
tween what professionals consider important 
and the assessment methods used in practice.

While some companies conduct only semian-
nual or annual assessments to evaluate third 
parties’ cybersecurity posture, about one-third 
of organizations are able to conduct these as-
sessments on a weekly basis or even more fre-
quently, moving closer to the goal of real-time 
threat detection.

The explanation for this difference appears 
to lie in the method used to assess third-par-
ty cybersecurity.

Among companies that use continuous moni-
toring, 53% are able to conduct weekly or more 
frequent assessments. Among companies that 
use inside-out continuous monitoring—which 
scans the third-party’s infrastructure “from the 
inside”—this figure rises to 58%. When compa-
nies do not use any type of monitoring, only 19% 
conduct weekly assessments.
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45%
Third-party security is assessed 
at most twice a year

37%
Conduct assessments weekly 
or more frequently
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Visibility, engagement, and 
automation are the biggest 
challenges

SaaS and the cloud are the 
infrastructures that cause the 
most concern

Among survey participants, 37% believe that a 
lack of visibility into third parties’ cybersecurity 
posture is the biggest challenge for risk man-
agement. 

Meanwhile, 25% pointed out that the great-
est difficulty is engaging third parties to re-
spond to risk assessments.

In practice, the two issues cited by profession-
als share some commonalities. When third par-
ties fail to engage in risk management initia-
tives, visibility is often reduced.

The third most common challenge, cited by 21% 
of survey participants, is automating the man-
agement process so that it can be scaled to 
meet risk management demands.

In 2025, several high-impact incidents under-
scored the relevance of concerns regarding 
Software-as-a-Service platforms. One example 
is the incident involving applications integrated 
with the Salesforce system.

Then, in 2026, Vercel, a company specializing in 
cloud applications, was compromised through 
an attack on Context.ai, an artificial intelligence 
solutions provider that had been authorized to 
access files in a Vercel employee’s Google ac-
count via OAuth.

In the software supply chain, a series of inci-
dents compromised popular GitHub reposito-
ries, triggering a ripple effect in the integration 
and deployment workflows linked to these 
tools. The problem even affected security tools, 
such as the Trivy code scanning tool.

TENCHI SECURITY 2026 11

37%
Believe that a lack of visibility is the 
biggest challenge for third-party cyber 
risk management

84%
Cloud infrastructure is one of the top 
three concerns
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Companies Still Lack Visibility 
into the Cloud

The Volume of Third Parties 
Expands the Attack Surface

Although monitoring cloud IT infrastructure is 
considered one of the most important elements 
for successful third-party cyber risk manage-
ment, more than half of respondents (52%) said 
they lack this visibility.

When this capability is available, it tends to be 
used frequently. 35% of professionals who re-
ported having this capability use it on a daily or 
weekly basis. However, 31% said they conduct 
annual checks, and 4% do so only once for each 
third party.

49% of the professionals surveyed said their 
companies have more than 1,000 third-party 
vendors.

Every organization needs to protect its IT assets 
and its own attack surface. However, vendors 
and third parties also have their own attack 
surfaces and assets, which often have some 
point of contact with those of the contracting 
company.

When the number of third-party vendors is 
high, it is almost certain that many of them are, 
in practice, expanding the attack surface that 
exposes the company to risks.

12TENCHI SECURITY 2026

49%
Of respondents indicate that the company 
has more than 1,000 third-party vendors.

52%
Say they lack visibility into third-
party cloud services
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Coverage of TPCRM programs 
is increasing

Lack of Budget and Prioritization 
Hinder TPCRM Programs

Our survey data indicates that companies are 
expanding their third-party cyber risk manage-
ment programs to gain visibility into all third 
parties, including those not considered critical 
to the business.

In 2023, only 30% of respondents said their 
companies managed all third parties. This per-
centage rose to 35% in 2024 and 38% in 2025.

Some assessment methods, however, are re-
served primarily for critical third parties. For 
example, only 20% of professionals who cited 
the use of penetration testing (pentesting) said 
they conduct it on all third parties.

Most survey participants reported that their 
organizations already have a third-party cyber 
risk management program.

Among companies with more than 5,000 
employees, 92% have a third-party cyber 
risk management (TPCRM) program.

However, when no such program exists—which 
is the case for 14% of respondents—the main 
obstacles cited are a lack of organizational pri-
oritization (47%) and a lack of budget (35%). The 
remaining 18% who do not yet have a TPCRM 
program reported that it is currently in some 
stage of development.
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38%
Of respondents report that the company 
manages all third parties using at least 
one tool

86%
Have a formal program for third-
party risk management
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Internal teams handle risk 
management

Professionals Want More
Information on TPCRM

The professionals surveyed indicated that their 
companies generally handle third-party cyber 
risk management with in-house teams, which 
operate the tools acquired for this purpose.

Looking at all respondents in our survey, more 
than half (53%) reported that their company has 
at least three people dedicated to third-party 
risk management. 

•	 Among professionals working at companies 
with up to 1,000 employees, 39% said they 
do not have a team dedicated to third-party 
risk management.

•	 In contrast, among companies with more 
than 1,000 employees, 82% said they have 
a dedicated team, and the percentage of 
companies with at least three professionals 
dedicated to this task rises to 61%.

Many professionals want access to materials or 
training related to third-party cyber risk man-
agement.

The most sought-after content covers frame-
works and industry best practices (34%), fol-
lowed by real-world case studies and lessons 
learned (24%). This indicates that professionals 
want to understand how TPCRM challenges 
are addressed in the real world.

Unfortunately, the evolving threat landscape 
necessitates a review of established process-
es and the development of new methods and 
guidelines. The severity and frequency of inci-
dents involving third parties show that some 
“best practices” are no longer sufficient to ad-
dress the problem. Innovating with real busi-
ness threats in mind can yield better results 
than conventional solutions.

14TENCHI SECURITY 2026

77%
Of respondents manage third-party 
cyber risk using in-house teams

89%
Of professionals say they lack educational 
materials or guidance on TPCRM

34%
Want to learn more about frameworks 
and industry best practices
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TPCRM Programs in Companies

Who Has TPCRM Programs

As in previous years of the survey, we found 
that smaller companies have more difficulty es-
tablishing a program for managing third-party 
cyber risks. In general, these companies are fo-
cused on other areas of business.

In large companies, it is prudent to take this fact 
into account when managing third-party cyber 
risk. After all, smaller companies that struggle to 
establish their own programs are often suppliers 
to larger companies, and this unmanaged risk 
can impact relationships with major clients.

It is worth noting that smaller companies face 
barriers that do not exist for larger companies. 

•	 86% of survey participants said that the companies where they work have a 
program for managing third-party cyber risk.

•	 Among companies with more than 5,000 employees, 92% have a TPCRM program.
•	 100% of participants in the insurance sector said their company has a TPCRM 

program.
•	 In the retail sector, the figure was 75%.

2025

2024

2023

05%

10%

11%

31%

24%

27%

27%

33%

32%

37%

33%

30%

Less than 6 months 6 months to 2 years 2 to 5 years More than 5 years

Age of the TPCRM Program

Some technology products bundle advanced 
security and management features with func-
tionalities designed for large corporations, which 
impacts the security of companies that still need 
security but do not need the other features. This 
phenomenon is sometimes called the “security 
poverty line.”

When we analyze the data by sector, we also 
observe some interesting patterns. The data                     
suggest that insurance companies and financial 
institutions are the ones most likely to have a 
third-party risk management program: 100% in 
the case of insurance companies, and 93% in fi-
nancial institutions.



Since the concept of TPCRM is relatively new, 
many of these initiatives were established only 
recently. In 2023, when we first conducted this 
survey, 30% of companies had had a TPCRM 
program for more than 5 years, but 11% of them 
were just getting started, with programs esta-
blished less than six months ago. In 2025, 37% 
of participants said their program had been in 
place for more than 5 years, and only 5% said it 
had been in place for less than six months.

Which department handles 
third-party cyber risks?

17TENCHI SECURITY 2026

Third-party cyber risk management can 
involve various departments, including the 
procurement and acquisitions department. 
In certain jurisdictions, regulations impose 
requirements for contracting third parties, 
particularly in specific sectors such as cri-
tical infrastructure (water, energy), health-
care, and financial services.

For this reason, the management of these 
risks is not always the responsibility of the 
information security team. Although this is 
the most common scenario, we also see 
that about one in four professionals report 
that this work is carried out by the risk ma-
nagement team.

Have an in-house team to handle third-party cyber risk management

77%

In the case of Brazil, as we mentioned last year, 
one of the main laws that specifically addres-
ses relationships with third parties is the Gene-
ral Data Protection Law (LGPD), which defines 
in some detail the responsibilities of the data 
controller and third-party processors. Therefore, 
it is understandable that some companies have 
entrusted this work to the team responsible for 
data privacy.

It is possible that regulatory changes will intro-
duce more comprehensive rules, creating chal-
lenges for teams focused solely on the LGPD. 
Whatever the strategy, it is important that its 
continuity can be guaranteed even after such 
changes.

Information 
Security

68%
Privacy

4%
Risk
Management

26%
Other 

2%

In industries where the very existence of a TP-
CRM program is less common, these programs 
are also more likely to have been in place for a 
shorter period of time. In our 2025 survey, no 
participants in the retail sector indicated that the 
program had been in place for more than 5 years 
at their companies. Among insurance companies 
and financial institutions, 44% of programs have 
been in place for more than 5 years.
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Key Challenges

Elements for Success

Since most survey participants work at com-
panies that already have a TPCRM program in 
place, the biggest challenge they mentioned 
was the lack of visibility into third parties’ secu-
rity posture. In other words, it is difficult to man-
age risk when you do not know exactly how third 
parties handle their security.

In a sense, the three most frequently cited chal-
lenges are linked to the methods used for as-
sessment. Many methods do not ensure visibility 
into third parties’ security posture over time and 
require the third party to be constantly engaged 
to collaborate promptly and provide the request-
ed clarifications.

Here, each participant could choose three el-
ements they consider most important for the 
TPCRM program to succeed. As in the previous 
edition, the main element cited is the ability to 
continuously monitor cyber risks to identify 
threats in near real time.

This is the same operating model as cybersecu-
rity tools, which continuously assess the reliabil-
ity of the systems they protect. Governance and 
compliance practices that rely on questionnaires 
and certifications do not offer this level of visibil-
ity to mitigate risks in real time.

What is your biggest challenge in third-party risk management?
(single choice)

Lack of 
visibility into 
third parties’ 
security 
posture

37%
Engaging 
third parties 
to respond 
to risk 
assessments

25%
Difficulty 
automating 
and 
scaling the 
management 
process

21%
Lack of time 
and/or staff 
to manage 
the volume of 
third parties

13%
Justifying the 
investment 
(budget/
ROI) to senior 
management

5%

More accurate and automated methods make it 
easier to overcome these challenges.

The fourth obstacle can also be mitigated with 
a method capable of generating comprehensive 
reports on all assessed third parties. Approaches 
based on document reviews tend to be more la-
bor-intensive, requiring a professional to analyze 
whether the evidence provided is sufficient to 
address the requested clarifications.

It is not uncommon for third-party incident in-
vestigations to take months. We saw an example 
of this in February 2026, when Conduent, which 
provides services to state and local governments 
in the United States, revealed that millions of 
people were affected by an incident detected in 
January 2025—more than a year earlier.
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On the other hand, we see that few professionals 
prioritize certifications and third-party audits.
In early 2026, a whistleblower made allegations 
of fraud involving SOC 2 reports, claiming that 
a company in the industry was fabricating evi-
dence to facilitate and expedite the certification 
process. 

Unfortunately, certification audits rarely manage 
to thoroughly analyze all the required criteria 
and rely on the good faith of the company being 

What Matters for the Success
of the TPCRM Program Mentions Top priority

Each participant chose three options and could rank them to identify the most important one (1st choice)

Continuously monitor cyber risks to identify 
threats in near real time 84% 31%

Have a cyber risk score to support 
decision-making 64% 25%

Conduct a comprehensive cyber risk analysis, 
even if it requires more effort 62% 16%

Make quick decisions based on an initial 
high-level analysis 36% 15%

Have an executive report that maps the 
cybersecurity risks of all third parties 30% 2%

Rely on third-party-issued reports (audits, 
certifications, etc.). 24% 11%

evaluated. Since many companies seek certifi-
cation to open doors in the market, there is an in-
centive to obtain the certification even if it does 
not accurately reflect the company’s day-to-day 
operations.

Although it is often viewed as of little relevance, 
the collection of certifications is one of the most 
widely used methods for evaluating third parties, 
as we will see below.
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Third-Party Assessment 
in TPCRM Programs
When structuring a third-party cyber risk man-
agement program, one of the most important 
decisions concerns the assessment mecha-
nisms and tools that will be used.

These methods have a direct impact on the qual-
ity of the evidence, the nature of the data that 
will inform decision-making, and the speed with 
which this assessment can be conducted.

In the 2024 survey, respondents could list all 
the methods used to evaluate third parties. In 
the 2025 edition, we limited this question to just 
three methods, asking participants to select the 
most important ones.

Methods and Tools

Key Methods and Tools | 2025
Maximum of 3

Self Assessment Questionnaire
(SAQ)

Penetration Testing

Continuous “Outside-In” Monitoring
(e.g.: Security Rating Services)

Continuous “Inside-Out” Monitoring
(including cloud environment)

Third-Party Audits/Inspections
(contracted by your company)

Internal Audits
(conducted by your own employees)

Collection and analysis of
security certifications

(e.g.: ISO 27001, SOC 2)

76%

45%

40%

24%

32%

26%

57%

More profoundly, the choice of methods shapes 
the approach of the risk management program. 
Some methods are more collaborative, offering 
benefits to both parties in the event of a rejec-
tion or an incident. Other methods are more ad-
versarial, in which the contracting party merely 
determines whether the third party is qualified 
to provide services.

For this reason, the figures are not directly com-
parable, and all of them declined compared to 
the previous year.

It is important to note that the percentages in-
clude only those companies that have TPCRM 
programs.
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Although the question was phrased differently, the overall picture provided by the data is the same: com-
panies prefer to use self-assessment questionnaires and collect security certifications or market reports. 

The choice of tools is not aligned with the pri-
orities identified by professionals, since ques-
tionnaires and certifications do not provide the 
ability to detect threats quickly.

One interpretation of these findings is that com-
panies still approach third-party security primar-
ily as a compliance and governance role, rather 
than as a cybersecurity effort. Certificates and 
questionnaires are useful for assessing a third 
party’s overall security posture, but not for de-
tecting, mitigating, and responding to cyber 
threats.

One of the survey questions, which addresses 
the frequency of assessments, helps us visualize 
this. On average, 31% of companies conduct 
third-party security assessments only once 
a year. In other words, visibility into everything 
that happens throughout the year is quite limited.

88%90%

Self 
Assessment 

Questionnaire
(SAQ)

52%
45%

Penetration 
Testing

52%

60%

Continuous 
“Outside-In” 
Monitoring

(e.g.: Security 
Rating 

Services)

36%
33%

Continuous 
“Inside-Out” 
Monitoring

(including cloud 
environment)

57%

40%

Third-Party 
Audits/

Inspections
(contracted by 
your company)

36%38%

Internal Audits
(conducted 
by your own 
employees)

64%68%

Collection and 
analysis of

security 
certifications

(e.g.: ISO 27001, 
SOC 2)

Methods and Tools | 2023/2024
No limits

2023 2024

However, when we break down the companies 
into those that use continuous monitoring and 
those that do not, we see that the ability to in-
crease the frequency of assessments appears 
to be closely linked to the use of these assess-
ment methods. When a company does not use 
any type of continuous monitoring, the frequen-
cy of assessments drops even further, and 47% 
of companies perform this work at most once a 
year.

When continuous monitoring is used, the trend 
reverses: more than half of the companies are 
able to conduct weekly or more frequent as-
sessments, and only 19% reduce the frequency 
to once a year.



22TENCHI SECURITY 2026

Comparison of the Frequency of Third-Party Assessments 
in Companies with and without Continuous Monitoring

With continuous monitoring

No continuous monitoring

Only once Every six monthsAnnually Monthly Weekly (or more often)

19%

45%2%

9% 19%

19%17%17%

53%

In many cybersecurity scenarios, tools rely on 
constant monitoring of systems. Firewalls, XDR, 
and IDS are just a few examples of solutions that 
require constant operation.

In risk assessments, many mechanisms function 
as a snapshot of a specific moment. In practice, 
it’s a photo frozen in time that won’t be updated 
until a later point.

“Snapshot” or “Continuous” Approach

2025

2024

2023

38%

35%

30%

58%

63%

60%

4%

2%

10%

All Only relevant/critical ones Other/Don’t know

Third Parties in the Cyber Risk Management Program

Which third parties are managed

Continuous monitoring brings the standard es-
tablished by cybersecurity tools to third-party 
risk management. It’s like a “movie” that re-
cords the company’s security posture over time, 
providing greater visibility into the third party’s 
day-to-day operations and offering a real-world 
understanding of how security issues are de-
tected and how long it takes to resolve them. 



Since the program’s inception, there has been a 
trend toward an increase in the number of com-
panies managing all their third parties. This trend 
is positive, as it expands the program’s cover-
age and prevents errors in third-party mapping 
(where a critical third party is not classified as 
such and is not assessed in any way).

Percentage of third parties considered 
relevant or critical to the business

Up to 25%

Between 26% and 50%

Between 51% and 75%

Between 76% and 100%

I don’t know

50%

30%

11%

7%
2%

Cloud Visibility and Risks

As in previous years of the survey, we asked 
participants to assess the most important infra-
structures for monitoring risks associated with 
third parties. 

Cloud infrastructure continues to be viewed as 
the most important, followed by software-as-
a-service (SaaS) solutions and attack surface 
management. The growing concern about user 
endpoints, which was observed in 2024, was 
confirmed once again in 2025.
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In fact, half of the professionals who respond-
ed to the survey said that at least one-quarter 
of third parties are critical to the business. For 
13%, more than half of the third parties are crit-
ical. Since this question was modified in 2025 
to ask for a percentage of critical third parties 
rather than an absolute number, there is no com-
parison with 2023 and 2024.
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What are the three most important third-party 
infrastructures to monitor for risks?

Cloud Infrastructure
(IaaS, PaaS)

95%
87%

84%

On-premises Infrastructure

63%
66%

49%

User Endpoints

32%
51%

50%

SaaS Solutions
(e.g.: Office 365, Google Workspace, GitHub)

58%
70%

61%

Attack Surface Management

53%
61%

55%

2023 2024 2025

In recent years, several incidents involving user 
endpoints have been documented. The case of 
Vercel, known as the developer of the Next.js 
framework, also serves as an example of this. 
Attackers gained access to Vercel through a 
SaaS integration with Context.ai, a provider of 
artificial intelligence solutions. Context.ai, in turn, 
was compromised when an employee installed 
software to cheat in the game Roblox on their 
computer.

When it comes to the cloud, although it is a pri-
ority for most, fewer than half of companies 
have visibility into third-party cloud environ-
ments. However, when companies can monitor 
third-party cloud environments, they do so fairly 
frequently: 52% of companies with this capabil-
ity conduct monthly or more frequent analyses, 
while 27% perform daily monitoring.
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Do you have visibility into your third-party cloud environment?
If so, how often do you monitor then?

27%Daily

8% Weekly

17% Monthly

13%Semiannually

31% Annually

4% Just once

48%52%
No Yes

Among the survey respondents, just under half 
of the professionals revealed that their compa-
nies had experienced a security incident in the 
past 24 months. Of these, 68% said the inci-
dents had an operational impact, such as system 
instability and service interruptions.

The second most common impact was financial 
(60%), followed by reputational and regulatory 
(36% each). Participants could select multiple 
impacts when answering this question.

It is important to remember that there are cas-
es in which security incidents are not reported 
to the responsible teams or are not even consid-

Security Policies and Incidents

Reported at least one security incident in the past 24 months

Identified that at least one incident 
originated with a third party.

46%
76% 60%

Cited financial impact related to incidents, the second most 
common impact after operational impact (68%).

In this group

ered incidents by the departments they affect. 
The more mature a company is, the greater the 
likelihood that incidents will be identified and 
handled correctly.

This means that some companies are constantly 
experiencing security incidents but are unable 
to account for the losses they cause or notify 
customers and partners. Certain third-party risk 
management methods, such as inside-out mon-
itoring can help third parties facing this chal-
lenge detect such incidents and security policy 
violations.
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Governance, Contracts, and Collaboration

As we noted in the section on tools, 
there are cases where companies’ 
relationships with their third parties 
are somewhat antagonistic or even 
hostile, based on the assumption that 
third parties will take full responsi-
bility for their own security and for 
any losses resulting from failures or 
attacks.

This perspective becomes clear when 
we consider that 8 out of 10 profes-
sionals report that their companies 
hold third parties liable for incidents 
in their contracts, yet some do not 
share an incident response policy 
with them nor provide guidance or 
training to align the security stances 
of both organizations.

This approach can be risky for some 
companies. Third parties do not al-
ways have incentives to disclose inci-
dents, and in some cases, they would 
be unable to cover the resulting loss-
es—especially when a contractor is 

3 out of 4
professionals...

However, these companies do not belong to the same group.
8% of companies define third-party liability in the contract without 
sharing an incident policy with their third parties.

...say their companies include clauses 
defining liability for security incidents in 
their contracts with third parties

...reveal that there is a shared incident 
policy that instructs third parties on 
communication and response

much larger than the supplier. 
The media has already docu-
mented cases in various coun-
tries where the contractor had 
to bear fines and other liabil-
ities, either because the sup-
plier was unable to pay (in the 
event of bankruptcy, for ex-
ample) or because regulators 
determined that the risk of the 
operation remained the con-
tractor’s responsibility.

Fortunately, the trend ob-
served in the survey so far 
indicates that these figures 
are improving: more compa-
nies are collaborating with 
their third-party vendors by 
providing safety instructions. 
Furthermore, these guidelines 
are being communicated more 
frequently.



2023
62% 25% 13%

2024
61% 31% 8%

2025
69% 16% 15%

Yes No Don’t know

Does your company offer cybersecurity 
guidance to third parties?

11%

62%

27%

12%

53%

35%
29% 26%

45%

Once Annually More than once
a year

Frequency of training offered to third parties

2023 2024 2025
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The 3rd Third-Party Cyber Risk Management 
Survey was conducted on November 5, 2025, 
by Tenchi Security. Participants responded in-
dividually to the questions using tablets set up 
for this purpose during the Tenchi Conference, 
our event focused on third-party cyber risk 
management.

Participants received no compensation for taking 
part in the survey. To encourage voluntary par-
ticipation, interested individuals were informed 
that completed questionnaires would result in 
donations to the Support Group for Adolescents 
and Children with Cancer (https://graacc.org.br 
(GRAACC), a nonprofit organization specializing 
in pediatric oncology. Tenchi Security has been 
supporting GRAACC for over three years.

As in previous editions, the survey was designed 
to better understand how companies manage 
the risks associated with their suppliers, service 
providers, business partners, and other third par-

Research Objective

Transparency and Sampling

To explore how large organizations are addressing the 
issue of third-party cyber risk management in Brazil and 
to identify the main challenges and opportunities.

16 responses were collected outside Brazil, but 
we did not include them in this report. The charts 
regarding respondent profiles refer to the 120 re-
spondents used in all charts in the report.

136 respondents (total) 
120 included (Brazil)

Sample 
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ties that are in some way linked to their informa-
tion technology infrastructure and digital assets.
However, some aspects of the survey were 
modified. We reduced the number of questions 
to about 30 and changed the way data was col-
lected. Instead of having interviewers approach 
our conference participants, we facilitated vol-
untary participation through kiosks.

For some questions, the response options were 
refined to better reflect the reality of businesses. 
In cases where changes were made, we did not 
draw comparisons with previous editions. Con-
sequently, all charts containing data from 2023 
and 2024 are based on questions that retained 
the same structure.
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Industry

Finance

Insurance

Telecommunications

Healthcare

Retail

Other

56%

7%

9%

7%

6%

15%

Company size (number of employees)

10%0% 20% 30% 40% 50% 60% 70% 80%

3%

More than 5,000

60%

101 to 1,000

7%

Up to 50

1,001 to 5,000

20%

51 to 100

10%

Company Profile
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Respondent Profile

Job Title

Professional Field

Specialist/ 
Coordinator 
/ Consultant

Manager/Head
Director / C-Level
(CISO, CIO, etc.)

Analyst
(Security, Risk, etc.)

Other

10%

3%

36% 28%

23%

Information
SecurityRisk Management

Other

Purchasing / Procurement

Data Protection Officer 
(DPO) / Privacy

26%
62%

1%

3%

8%



