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Vulnerability scanning and configuration compliance are not the same problem. CVE coverage tells you what is exposed. It does not tell you whether systems
are hardened, whether benchmarks are met, or whether any of it will hold up in an audit.

Most organizations discover the gap at the worst possible moment, during an audit, a regulatory review, or a breach investigation. By then, the evidence does
not exist, drift has accumulated, and remediation is reactive. vRx v2 closes that gap before it becomes a liability.

Supported compliance frameworks

PCI-DSS - internal & external environments

What it covers: Payment Card Industry Data Security Standard covers any organization that stores, processes, or transmits cardholder data.
Requirements apply to both internal networks and externally facing systems.

How vRx helps: VRx continuously scans internal and internet-facing assets, maps findings to PCI-DSS requirements, and delivers one-click patching or
patchless protection where patches cannot be deployed. Remediation logs and on-demand downloadable reports give you a point-in-time record that
reflects your exact posture at the moment of download.

CMMC - cybersecurity maturity model certification

What it covers: CMMC is required for US Department of Defense contractors and their supply chains. Levels 1 through 3 impose increasingly strict
vulnerability management and access control obligations.

How VvRx helps: vRx maps every vulnerability to the relevant CMMC practice, prioritizes by risk score, and automates remediation at scale. Teams can see
remediation status by CMMC domain in the dashboard or download a report on demand, so the evidence you share with assessors reflects your exact
posture on that date.

HIPAA
HIPAA - health insurance portability and accountability act

What it covers: HIPAA Security Rule requires covered entities and business associates to implement safeguards protecting electronic protected health
information (ePHI). Unpatched vulnerabilities are among the most common findings in HIPAA audits.

How vRx helps: VRx enforces patch SLAs on systems that handle ePHlI, blocks exploitation of unpatched flaws in real time using vShield patchless
protection, and logs every remediation action with timestamps. Download a compliance report at any point to capture a true snapshot of your security
posture for audit documentation.

CYBER ESSENTIALS

Cyber essentials - UK government-backed certification

What it covers: Cyber Essentials is a UK government scheme that certifies organizations against five foundational security controls. It is a baseline
requirement for many UK public sector contracts.

How VvRx helps: vRx can enforce patching within the 14-day window Cyber Essentials requires and surfaces unpatched software across the entire estate.
Downloadable evidence reports are generated on demand, so assessors see your posture as it was at the time of download, not a stale screenshot from
last week.

CIS BENCHMARKS

CIS benchmarks - center for internet security

What it covers: CIS Benchmarks are globally recognized configuration and vulnerability baselines for operating systems, cloud platforms, and
applications. They underpin most major compliance frameworks, which means closing CIS gaps often satisfies requirements across PCI-DSS, HIPAA, and
CMMC at the same time.

How vRx helps: vRx aligns its scoring engine to 100+ CIS benchmark controls, giving teams a prioritized view of which vulnerabilities violate their target
benchmark level. Remediation is automated or guided with step-by-step scripts, and you can export a downloadable report after any run to capture your
exact benchmark adherence at that moment.

Know exactly where you stand before your next audit.
VRx maps your environment to the frameworks you care about, remediates gaps, and generates downloadable reports that reflect your posture at the moment you need
them. Tell us which frameworks you are working toward and we will show you exactly how vRx covers them.
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