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Introduction and Key
Findings




Introduction & Methodology

For years, cybersecurity teams have invested heavily in visibility. New scanning
technologies, cloud security tools, attack surface management platforms,
continuous monitoring solutions, and Al-powered security tools have dramatically
expanded organizations' ability to identify vulnerabilities across their
environments.

Those investments worked. Organizations now know about more vulnerabilities,
across more assets, faster than at any point in the industry's history.

The challenge is that the systems used to find vulnerabilities have advanced
faster than the processes used to fix them. And now, with Al accelerating both
vulnerability discovery and exploit development, teams are accumulating findings
at a pace they can't absorb manually.

Most organizations don't have a visibility problem. They have a remediation
problem. The more vulnerabilities they find, the more obvious the gap becomes.
We built this report to better understand that gap.

We wanted to examine how remediation happens inside organizations. How much
of the process is still manual? Who owns remediation work? What happens
operationally when a critical vulnerability is discovered? Do security leaders and
frontline practitioners share the same view of remediation effectiveness? And why
do known vulnerabilities, often sitting in inventories for months or years, continue
to appear in breach post-mortems?

To answer these questions, we surveyed security and IT professionals about their
day-to-day remediation workflows, team structures, handoffs, tool usage, and
reporting practices. The findings provide a benchmark for how organizations
approach remediation today, where friction continues to exist, and where
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opportunities remain to close the gap between finding vulnerabilities and fixing
them.

Methodology

To understand how organizations approach vulnerability remediation, patching,
and remediation operations, we surveyed 300 IT and cybersecurity leaders
across the United States and United Kingdom. Respondents worked in
organizations with between 500 and 2,000 employees and represented a range
of industries, including financial services, manufacturing, information technology
and services, healthcare, automotive, and government.

Participants were drawn from both IT and cybersecurity departments.
Respondents from IT teams were screened to ensure responsibility for patching
and remediation activities, while cybersecurity respondents were responsible for
vulnerability management programs. The sample included an even distribution
of managers, directors, and vice presidents, providing perspectives from both
strategic decision-makers and those closer to day-to-day operations.

The survey explored remediation workflows, ownership models, team
collaboration, handoffs, tooling, reporting practices, and the operational steps
that occur after vulnerabilities are identified.

Data collection took place in April 2026 in collaboration with Global Surveyz, an
independent survey company.
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Key Findings

01 | Remediation is still mostly manual.

Vulnerability remediation remains largely a human process. On average,
respondents report that 58% of their remediation activities require direct human
intervention, with 74% of organizations reporting that more than half of their
remediation workflow is still manual. While many teams have automated
discovery, scanning, and reporting, the work of prioritizing, approving, deploying,
and verifying fixes continues to rely heavily on people, creating a natural limit on
remediation speed and scale.

02 | The team that finds it usually can't fix it.

82% of organizations can't consistently remediate a vulnerability within the team
that identified it. Instead, remediation depends on handoffs, shared ownership,
or workflows where ownership changes based on the situation. Every handoff is
a delay, and every ownership question is another opportunity for remediation to
stall. For most organizations, fixing the vulnerability is only part of the challenge.
Coordinating who fixes it is the rest.
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03 | Finding a vulnerability is the easy part.

When a critical vulnerability is identified, 75% of organizations don't immediately
remediate it. They create a ticket, send an alert, or notify an asset owner. The
finding moves through a workflow. The exposure stays open. Only 25% deploy an
automated remediation action directly from the platform. For everyone else,
discovery has become a handoff instead of the beginning of immediate
remediation.

04 |

79% of organizations experienced a security incident in the past 12 months
involving a vulnerability that was already known and present in their inventory.
More than half report that the vulnerability had been identified 30 to 90 days
before the incident occurred. This is not primarily a zero-day problem. It's a
remediation problem. The vulnerability was found, tracked, and understood, but
the process needed to eliminate the risk failed to close the gap before it was
exploited.
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Human intervention remains the norm in
vulnerability remediation

For all the discussion around automation, vulnerability
remediation remains heavily dependent on human effort. Only 7%
of organizations have achieved fully automated remediation with
zero human intervention. For everyone else, humans are still in
the loop. On average, 58% of remediation activities require human
intervention, with half of all respondents falling in the 50-74%
range.

The pattern suggests teams have automated the parts that were
always easier to automate: discovery, scanning, and reporting.
Remediation is where that progress slows. Deciding what to fix,
securing approvals, deploying changes, and verifying outcomes
remain human-driven activities in most organizations. The data
suggests that remediation maturity still lags well behind
detection maturity.

The consistency of the results across company sizes and
industries reinforces the broader story. This isn't a challenge
confined to a particular industry or organization size. It's an
industry-wide reality.

A practical benchmark: Review your remediation activity from
the last 30 days. How many steps required a person to initiate,
approve, deploy, or verify a fix? The answer may reveal more
about your remediation maturity than any dashboard.
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Average: 58% require human intervention

% of respondents
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Remediation maturity looks better on paper
than in practice

At first glance, the survey results paint a positive picture: 62% of
respondents rate their organization's remediation program as
somewhat mature or very mature. When asked how they believe
frontline IT and security teams would rate the program, 57% gave
the same positive assessment.

The challenge is that these perceptions don't fully align with what
we saw in Figure 1. If organizations were truly operating highly
mature remediation programs, we'd expect to see much lower
levels of human intervention. Instead, respondents reported that
58% of remediation activities still require manual involvement.

This suggests a disconnect between how organizations define
remediation maturity and what their day-to-day operations
actually look like. Many teams may have mature processes for
identifying vulnerabilities, tracking remediation efforts, and
reporting progress. Yet the underlying work often remains heavily
dependent on people.

The seniority breakdown adds another interesting dimension.
Directors are the most likely to describe their programs as very
mature (29%), while VPs are the least likely (13%). The leaders
closest to executive reporting may have a more cautious view of
how much remediation work still remains.

A practical benchmark: Ask your most senior remediation
engineer the same question you'd answer in a board update: "How
mature is our remediation program?" If the answers differ
significantly, you may have a visibility problem before you have a
process problem.
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Your own assessment 25% A% 21%

How frontline IT &
Security teams would 12% 31% 32% 25%
rate it
m Very immature Somewhat immature Somewhat mature Very mature

Figure 2: Perception of organizational remediation maturity: leadership vs. frontline

teams
All Responses 21%
Manager 22%
Director 29%
VP 13%

Figure 3: "Very mature" by job seniority
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Remediation challenges are organizational, not
technical

Only 10% of respondents say they don't face major challenges in
vulnerability remediation. The other 90% report some form of
friction, suggesting that remediation remains difficult even for
organizations with established vulnerability management
programs.

The most commonly cited challenge is competing priorities (22%).
In many organizations, remediation doesn't have a protected time.
Vulnerabilities get addressed when other projects, outages, or
business demands allow. When remediation consistently loses
priority battles, the issue isn't technical. It's organizational.

Change management and approval processes rank second at 17%,
highlighting another common bottleneck. Teams often know what
needs to be fixed and how to fix it. The delay comes from
approvals, coordination, and deployment processes. Every
additional approval step extends the window between identifying
a vulnerability and reducing risk.

Taken together, the top challenges point to a common theme:
remediation struggles are rarely caused by a lack of visibility. More
often, they're caused by competing priorities, organizational
processes, and limited authority to act quickly.

The findings help explain why remediation continues to lag behind
detection. The barriers are often embedded in workflows and
decision-making structures rather than technology itself.

A practical benchmark: Review your last three remediation SLA
breaches. Were they caused by technical blockers, or by
competing priorities, approval processes, and waiting for sign-off?
The solution to the second category won't come from a better
scanner.
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Competing priorities delay remediation
efforts

Change management or approval processes
slow down remediation

Remediation processes are too manual and
time-consuming

Insufficient tools or automation capabilities

Lack of authority to remediate vulnerabilities
across teams or systems

Lack of visibility into asset ownership or
responsibility

Lack of coordination between Security and IT
teams

We do not face major challenges in
vulnerability remediation

22%

17%

13%

12%

10%

9%

7%

10%

Figure 4: Primary organizational challenge in vulnerability remediation
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Critical vulnerabilities are still routed through
manual workflows

When a critical vulnerability is identified, the most common
response isn't remediation. It's creating a ticket.

42% of respondents say their primary action is creating a task in
a system such as Jira or ServiceNow. While tickets help track
work, they don't reduce risk on their own. A ticket is a handoff
mechanism, not a remediation action. The vulnerability still needs
to be prioritized, assigned, approved, fixed, and verified.

Only 25% of organizations report deploying an automated
remediation action directly from the platform. That means three
out of four organizations still rely on downstream processes and
human intervention, even when dealing with critical findings.

The remaining responses largely shift responsibility to people.
18% send alerts to security teams for manual review, while 15%
notify asset owners and expect them to take action. This is one of
the most fragile response models in the data. Responsibility is
handed to someone who may lack the security context, tooling,
authority, or urgency needed to remediate the issue quickly.

Many organizations have built effective systems for identifying
critical vulnerabilities, but far fewer have built equally effective
systems for responding to them.

A practical benchmark: Find the last critical CVE your team
identified and trace what happened during the first 24 hours. If
the answer is "a ticket was created," ask who had the authority to
move it forward without escalation.
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A ticket/task created in a system
like Jira or ServiceNow

An automated remediation
action deployed directly from
the platform

An alert/report sent to the
security team for manual review

A notification sent to the
asset/system owner to take 15%
action

Figure 5: Primary action following critical vulnerability identification
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Most vulnerabilities can't be remediated by
the team that finds them

Only 18% of organizations report that the team identifying a
vulnerability can fully remediate it without involving other teams.
For everyone else, remediation depends on handoffs, shared
ownership, or additional stakeholders.

This matters because every handoff introduces delay. The
moment responsibility moves from one team to another, urgency
can fade, priorities can shift, and accountability becomes less
clear.

The most concerning finding is that 38% of respondents say
remediation ownership depends on the situation or is unclear. In
practice, this means more than a third of vulnerabilities don't
have a clearly defined path to resolution. When ownership isn't
explicit, remediation often slows down while teams determine
who is responsible for taking action.

Another 43% report that they can sometimes remediate
vulnerabilities within the originating team, but not consistently.
Together, these findings suggest that remediation workflows
remain highly dependent on organizational structure rather than
standardized processes.

Larger organizations perform somewhat better, with 23%
reporting full remediation capability compared to 13% of smaller
organizations. However, the gap is relatively small, suggesting
that additional resources help but don't fundamentally solve the
underlying challenge.

A practical benchmark: Map a recent vulnerability from
identification to verified remediation and count how many teams
were involved. For each handoff, ask whether ownership transfer
has a defined SLA or relies on informal expectations. The answer
may reveal where remediation momentum is being lost.
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No - Handoff

required Can fully fix

Can fix
sometimes
43% All respondents |
38%
/ It depends -
— Unclear ownership
3%
: 38%
. 500-999 ‘ 1,000-1,999 1
46% people \ people
38%
39%
= Can fully fix It depends - Unclear ownership
Can fix sometimes No - Handoff required

Figure 6: Ability to remediate without external handoff by company size
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What does “remediated” actually mean?

One of the most revealing findings in the report isn't about
remediation processes or ownership. It's about how organizations
define “remediation.”

Only 50% of respondents say a vulnerability is officially marked
as remediated after a fix has been deployed and verified through
a rescan or automated check. In other words, only half require
proof that the vulnerability has been eliminated.

The other half use definitions that focus on activity rather than
outcomes. 18% consider remediation complete when a ticket is
created and ownership is assigned. Another 13% close
remediation once a patch or fix has been deployed, even if there's
no verification that it worked.

Perhaps most notably, 18% mark a vulnerability as remediated
when leadership formally accepts the risk. While risk acceptance
is a legitimate security practice, it isn't remediation. The
vulnerability still exists. Treating accepted risk and resolved risk
as the same thing can make security posture appear stronger
than it actually is.

Organizations aren't always measuring the same thing when they
report remediation metrics. As a result, remediation maturity may
look very different depending on how "remediated" is defined.

A practical benchmark: Open your tracking system and check
what allows a vulnerability to be marked as remediated. If closure
can occur before verification, you're measuring activity rather
than outcomes, and your risk posture may look better on paper
than it does in reality.
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When a fix has been deployed and verified
through a rescan or automated check

When a ticket or task is created and

When leadership or a risk committee has
formally accepted the vulnerability as a 18%

When a patch or fix is deployed (without

There is no consistent definition - it varies by

50%

0,
assigned ownership ey

known risk

13%

verification)

1%

team/system

Figure 7: Criteria for official remediation status in tracking systems
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Most security incidents stem from
vulnerabilities that were already known

Perhaps the most concerning finding in the report is that 79% of
organizations experienced a security incident involving a
vulnerability that was already known and tracked before the
incident occurred.

This wasn't a detection failure. The vulnerability had already been
identified. The issue was what happened next.

More than half of respondents (51%) report that the vulnerability
was known for 30 to 90 days before the incident. Organizations
had weeks, and in some cases months, to address the issue but
were unable to close the gap before it was exploited.

This reinforces a theme that appears throughout this report: most
organizations aren't struggling to find vulnerabilities. They're
struggling to act on them quickly enough.

As attackers increasingly use automation and Al to identify and
exploit weaknesses faster, remediation timelines measured in
months are becoming increasingly difficult to defend. A backlog
that once seemed manageable can quickly become an active
source of risk.

Ultimately, this data suggests that visibility alone isn't enough.
Knowing about a vulnerability only creates value if organizations
can consistently translate that knowledge into action.

A practical benchmark: Review your most recent security
incident and determine whether the exploited vulnerability was
already in your inventory. If it was, identify when it was first
discovered and why it remained open. That timeline is your
remediation gap made visible.
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Identified more than 90 days before the 2%
(o]

incident
Identified 30-90 d bef he incid 9 79% - Had
entifie - ays before the incident 51% security
incidents

Identified less than 30 days before the

0,
incident 26%

Possibly — lack of visibility to confirm WAZ

NO

Figure 8: Security incidents involving known vulnerabilities within the past 12 months
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Are organizations measuring activity or risk?

When it comes to reporting remediation performance to senior
leadership, the most common metric is Mean Time to Remediate
(MTTR), cited by 49% of respondents. This suggests that many
organizations are focused on measuring speed and operational
efficiency.

The challenge is that speed alone doesn't necessarily reflect risk
reduction. Figure 9 showed that 79% of organizations experienced
a security incident involving a vulnerability that was already
known. If vulnerabilities are still being exploited after they've been
identified, remediation velocity may not be telling the whole story.

By contrast, only 24% of respondents rank risk reduction among
their top reported metrics. While many organizations may still
track it, the data suggests that leadership discussions are more
likely to focus on how much work is being completed than on
whether exposure is decreasing.

This distinction matters. Metrics such as MTTR, open
vulnerabilities, and SLA compliance are useful operational
indicators, but they primarily measure activity. Risk reduction
measures outcomes. One tells you how efficiently the process is
moving. The other tells you whether the organization is becoming
safer.

The good news is that only 1% report having no formal metrics at
all. Organizations are measuring remediation. The bigger question
is whether they're measuring what matters most.

A practical benchmark: Review the metrics presented to
leadership last quarter. If they focus exclusively on speed, volume,
or closure rates, ask whether any of them demonstrate that your
attack surface actually shrank. MTTR tells you how fast you're
moving, not whether you're moving in the right direction.
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Mean time to remediate (MTTR) 49%

Open critical/high vulnerabilities 37%

Risk reduction (exposure reduced) 24%

Percentages of remediated within SLA 22%

Total vulnerabilities 1

Exposure window (time to fix) 17%

Vulnerabilities linked to incidents 17%

Scan coverage (% of assets scanned) 16%

I [e9)
X

No formal reporting [1%

Figure 9: Key performance metrics reported to senior leadership for vulnerability

management

*Question allowed more than one answer and as a result, percentages add up to more than 100%
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Third-party vulnerabilities remain heavily
dependent on manual processes

Third-party applications are often the source of some of the
industry's most significant security events. Yet the data suggests
that remediation processes for these vulnerabilities remain far
from mature.

The most common approach, cited by 35% of respondents, relies
on limited automation combined with substantial manual effort.
Another 19% depend on direct intervention from IT or security
teams. Only 21% report having a standardized, fully automated
process for handling third-party application vulnerabilities.

Taken together, this means that nearly 80% of organizations
manage third-party vulnerabilities through a combination of
manual work, inconsistent processes, delayed responses, or no
structured process at all. In an environment where vendor
advisories can appear at any time and vulnerabilities can quickly
become active threats, inconsistency creates risk.

Perhaps most concerning, 12% of respondents report having no
remediation process for third-party vulnerabilities. The
vulnerability may be identified, but there is no defined workflow
for determining ownership, evaluating risk, or driving remediation.

This reinforces a broader theme throughout this report:
identifying vulnerabilities is no longer the primary challenge.
Building repeatable, scalable processes to respond to them is.

A practical benchmark: Review your three most critical third-
party applications. Do you have a documented remediation
process for each one? Not a general patch policy, but a process
that addresses vendor timelines, compensating controls,
ownership, and what happens when a patch isn't immediately
available.
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Not tracked
1%

Inconsistent or
delayed
response
12%

Limited
Unresolved (no automation
remediation (mostly manual)

process) 35%
12%

Manual
IT/Security team
intervention
19%

Figure 10: Standard operating procedures for third-party application vulnerability

identification
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Organizations have options when patches
aren't available

One of the more encouraging findings in the report is that
organizations aren't relying on a single strategy when a
vulnerability lacks an official patch. Network segmentation (55%),
virtual patching (54%), and configuration hardening (53%) are all
widely used, suggesting that most teams have multiple ways to
reduce risk while waiting for a vendor fix.

At the same time, the near-identical adoption of these approaches
raises an interesting question. Are organizations following a
defined response playbook, or are they choosing whichever option
seems most appropriate in the moment? The data shows that
teams have tools available, but it doesn't necessarily show that
they're applying them consistently.

Custom remediation scripts add another layer to the picture. 35%
of respondents deploy scripts to neutralize exposure when
patches aren't available. This can be a powerful capability, but it
also introduces risk. Scripts created or deployed under pressure
can create operational issues if they aren't properly tested,
reviewed, and tracked.

Notably, only 1% of respondents report having no interim
remediation capability at all. The challenge, then, isn't whether
organizations have options. It's whether they can execute those
options consistently when a critical vulnerability appears.

A practical benchmark: The next time a critical vulnerability is
disclosed without a patch, ask whether your team follows a
documented response playbook or relies on individual judgment.
If the answer depends on who's on call that day, the process may
be less mature than it appears.
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Network segmentation or isolation of the
affected asset

55%

Virtual patching through an intrusion
prevention system or WAF rule

Configuration or registry-level hardening

Disabling the specific vulnerable feature or
service

Deploying a custom remediation script to

)
neutralize the exposure S

—
—
X

No interim capability

Figure 11: Available interim remediation methods for vulnerabilities lacking official
patches

*Question allowed more than one answer and as a result, percentages add up to more than 100%
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Remediation is spread across multiple
systems

The average organization uses three different tools or systems
across the remediation lifecycle. On the surface, that may not
sound excessive. But it means vulnerabilities often move through
multiple platforms, teams, and workflows before they're resolved.

Each additional tool introduces another handoff point.
Information must be transferred, ownership reassigned, and
status updated. As the number of systems grows, so does the risk
of delays, miscommunication, and lost context.

The challenge becomes even clearer when looking at the upper
end of the distribution. 39% of respondents use four or more tools
throughout the remediation process. For these organizations,
remediation is no longer just a security workflow. It's a
coordination challenge involving multiple systems, stakeholders,
and timelines.

Interestingly, 14% report using only a single tool. While some
organizations may have successfully consolidated their
workflows, others may simply be overlooking systems that have
become part of the process over time. Ticketing platforms,
spreadsheets, email approvals, and manual verification steps all
contribute to remediation, whether they're officially counted or
not.

Remediation isn't slowed down only by vulnerabilities. It's also
slowed down by the complexity of the processes and systems
surrounding them.

A practical benchmark: Count every system touched between
identifying a vulnerability and verifying it's fixed, including
ticketing tools, spreadsheets, and manual tracking steps. If the
number is higher than expected, your remediation process may
be more fragmented than it appears.
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Average: 3 tools or systems

26% 26%

21%

14%

13%

One Two Three Four Five or more

Figure 12: Number of distinct tools utilized throughout the end-to-end remediation
lifecycle
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Country, Industry, Company Size, Department and Job Seniority

51%
o0% Inf tion Technol
nformation Technology §
Services 49%
Financial Service 500-999 people 1,000-1,999 people
Figure 13: Country Figure 14: Industry Figure 15: Company Size
Information
Security
23%
Director
33%
Figure 16: Department Figure 17: Job Seniority
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About Vicarius

Vicarius revolutionizes vulnerability management by closing the loop
between problem detection and proactive resolution. The company's
portfolio is built on two flagship pillars: vRx for advanced, native
remediation at scale, and vintelligence, an agentic validation engine

that delivers continuous Al-driven security insight and orchestration.

Now with vRx and vintelligence, Vicarius offers a full remediation cycle.
With 1000+ customers in 60 countries, VRx by Vicarius streamlines and

automates risk mitigation for security teams, SMBs, and enterprises.

Schedule a call with Vicarius

Visit us at:

% ﬁ[ﬁ] www.vicarius.io
Email: info@vicarius.io




