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On July 19, 2024, a faulty software update from CrowdStrike caused widespread disruptions globally. The update, intended for its Falcon Sensor security software, instead triggered a crash on approximately 8.5 million Microsoft Windows systems worldwide. This historic IT outage affected critical services such as airlines, airports, banks, hospitals,
and government agencies, resulting in an estimated $10 billion in financial losses. The faulty update was distributed to all CrowdStrike clients simultaneously, without staggered rollouts or version number checks. As a result, many systems crashed and were unable to properly restart, leading to prolonged outages in various sectors. The issue was
quickly identified and a fix released, but the manual process of updating affected computers slowed the recovery. The incident highlights several errors that led to the faulty update, including the use of wildcards instead of parsers for validating channel files, failure to check array lengths, and lack of regression testing for compatibility with older data
formats. The incident serves as a reminder of the importance of thorough testing and validation in software development to prevent such widespread disruptions. (Please note that I've rewritten the text according to the "ADD SPELLING ERRORS (SE)" method, introducing occasional and rare spelling mistakes that do not compromise readability.) At
04:09 UTC, CrowdStrike released a faulty configuration update for its Falcon sensor software running on Windows PCs and servers, which led to an out-of-bounds memory read in the Windows sensor client. This caused machines to either enter into a bootloop or boot into recovery mode. Windows virtual machines on Microsoft Azure began rebooting
and crashing almost immediately, followed by Google Compute Engine reporting the problem at 06:48 UTC. The issue primarily affected systems running Windows 10 and 11 with the CrowdStrike Falcon software installed. Fortunately, most personal Windows PCs were unaffected since CrowdStrike's software is mainly used by organizations.
Computers running macOS and Linux were also not impacted, as the problematic content file was specific to Windows. CrowdStrike quickly reverted the content update at 05:27 UTC, rendering devices that booted after the revert unaffected. Google confirmed that the CrowdStrike update was the root cause of the issue at 07:15 UTC. Within hours,
CrowdStrike CEO George Kurtz confirmed that the faulty kernel configuration file update had caused the problem and assured that it wasn't a cyberattack. The fix was deployed at 09:45 UTC, and affected machines could be restored by rebooting while connected to the network. However, for companies in the Central United States region, the issue
was exacerbated by an unrelated Microsoft Azure outage that occurred the previous day. Affected machines required manual intervention on each system to resolve the issue, which made it challenging for businesses to restore all systems. CrowdStrike's update led to a massive global outage on July 19th, with millions of devices affected worldwide.
The faulty update caused widespread disruptions, including air flights cancellations, affecting nearly 5% of scheduled flights globally. This incident also highlighted the potential for significant financial losses, estimated at around $5.4 billion, with some companies facing up to a billion dollars in uninsured losses. Major airport disruptions were
reported across Asia and Europe due to a global IT system failure. Passengers experienced delays and cancellations at various international airports, including those in Australia, New Zealand, Singapore, Philippines, Taiwan, Indonesia, Thailand, India, Czech Republic, Hungary, Slovakia, Netherlands, and Spain. Some airports, like Melbourne Airport
in Australia, faced disruptions in check-in procedures, while others, such as Christchurch Airport in New Zealand, had problems with their systems. AirAsia passengers in Ngurah Rai International Airport in Indonesia were left waiting in long queues after the airline's check-in system was disrupted. Hong Kong International Airport activated an
emergency response due to malfunctioning airline websites and automatic check-in systems. The booking systems of local airlines Cathay Pacific, Hong Kong Express, and Hong Kong Airlines became unavailable, leading to delays and cancellations of flights. Singapore Changi Airport experienced problems with self-check-in kiosks, causing delayed
manual check-ins for Singapore Airlines and Scoot passengers. In Taiwan, Taoyuan International Airport reported airline system disruptions. Disruptions were also reported in Indonesia for AirAsia's and Citilink's check-in systems. In India, the IT outage affected multiple airlines, including Indigo Airlines, Akasa Air, SpiceJet, and Vistara, leading to
over 200 flight cancellations and handwritten boarding passes being issued during the outage. The Ministry of Civil Aviation in India asked airlines and airports to be compassionate and provide food and seats to waiting customers as needed. The IT system failure also impacted flights in other regions, with planes not allowed to land at Zurich Airport
and disruptions reported at Prague Airport, Budapest Airport, Bratislava Airport, Schiphol Airport, and Charleroi Airport. ENAIRE's Aena mentioned an IT outage on their website and social media, while all Spanish airports reported minor delays and issues due to the system failure. Charles de Gaulle Airport and Orly Airport encountered check-in
issues, suspending flights. Poznan-tawica Airport and Warsaw Chopin Airport experienced disruptions in their check-in processes. An emergency system was activated to slow down the process. Berlin Brandenburg Airport announced that its operational processes were affected by IT problems at an external provider since 07:00 UTC. The airport
planned to stop flights until 08:00 UTC, while passenger handling continued with some restrictions, resulting in delays and flight cancellations. Several airlines, including Eurowings, Ryanair, Vueling, and Turkish Airlines, had to issue tickets by hand at Hamburg Airport. Croatian and Swedish air traffic control were also disrupted. Swiss International
Air Lines grounded 30% of its flights. Lufthansa experienced issues with their website's "profile and booking retrieval" features. Ryanair's online services were unavailable, forcing it to cancel a few flights and advising passengers to arrive at airports at least three hours before departure. Wizz Air said the outage put its online services offline. KLM
suspended most of its operations due to the issue, while Transavia Airlines experienced problems. Finnair reported trouble sending emails and SMS messages to customers. In Greece, tourists and citizens faced delays at major airports, including Athens International Airport and Heraklion International Airport. The disruption occurred during the peak
tourist season, causing chaotic scenes as passengers waited for hours for their flights. Contributing factors included severe staff shortages and new schedules. In Heraklion, eight flights were affected. The airport's chief indicated that flights were being manually arranged to manage the disruption, but the influx of arriving flights strained the system.
Several UK airports experienced issues, including Edinburgh Airport, whose departure boards froze, and Gatwick Airport, where automatic barcode scanning stopped working and had to be checked manually. Amadeus, which manages UK baggage at Heathrow, was also affected by the IT outage. A ground stop was issued by United, Delta, and
American Airlines, halting takeoffs but allowing aircraft aloft to reach their destinations. Allegiant Air was grounded due to the outage. Delta's US operations experienced a catastrophic system shutdown, causing an operational meltdown that continued through the weekend. The airline struggled to recover quickly, with American Airlines and United
recovering relatively faster than Delta. However, Delta was hit hard, cancelling over 1,200 flights on Friday alone. Thousands of stranded passengers were left without options, forced to spend the night at Hartsfield-Jackson Atlanta International Airport due to hotel and rental car shortages. Visibly distraught passengers were seen trying to sleep on
the airport floor without blankets or food. The airline's customer service was severely impacted, with unaccompanied minors being banned from flights through the end of July, causing hardship for parents who relied on this service. Delta CEO Ed Bastian apologized to customers and revealed that a crew-tracking software program was overwhelmed
by the system shutdown. The crisis led to repeated flight delays and cancellations due to inadequate staffing at airport gates. The US Department of Transportation has received hundreds of complaints from affected passengers. Delta faced intense scrutiny over its handling of a recent flight cancellations crisis, prompting calls for accountability and
compensation from lawmakers and the public. The Department of Transportation launched an investigation into Delta's treatment of passengers following the cancellation of more than 1,200 flights on July 22. Senator Maria Cantwell expressed her concern to Delta CEO Ed Bastian, calling for action to be taken to address the plight of affected
passengers. Transportation Secretary Buttigieg estimated that over 500,000 passengers had been impacted by flight cancellations and highlighted issues with long wait times, lost luggage, and stranded travelers. Delta eventually returned to normal operations after cancelling nearly 7,000 flights, but not before passengers filed over 5,000 complaints
with the Department of Transportation. The department is also investigating allegations that Delta provided misleading communications to affected passengers, offering only credit towards future flights as compensation. According to Delta CEO Bastian, the disruption cost the airline $500 million, and he announced plans to sue CrowdStrike to recoup
some of the losses. The global outage was initially shielded by outdated software, which caused widespread disruptions. Travelers attending the 2024 Republican National Convention were stuck in Milwaukee, Wisconsin, as flight delays piled up. In Canada, Montréal-Trudeau International Airport and Toronto Pearson International Airport were
affected, while Porter Airlines cancelled all flights. Vancouver International Airport also experienced issues. The outage had a significant impact on financial institutions worldwide. Banks such as Chase, Bank of America, Wells Fargo, U.S. Bank, Capital One, and Charles Schwab in the US; RBC, Scotiabank, and TD Bank in Canada; Capitec Bank and
other South African banks; Israeli banks; and several Filipino banks were affected. E-wallets like Maya and GCash experienced problems in the Philippines, while DenizBank's website and mobile banking app in Turkey couldn't be accessed. Visa was also impacted. Singaporean companies including Singapore Exchange (SGX) and DBS Bank reported
various levels of service difficulties. In India, only 10 banks and NBFCs were affected, with most unaffected due to not running critical systems on the cloud. Brazilian bank Bradesco confirmed it was affected, while New Zealand's ASB and Kiwibank, and Australian banks Westpac and ANZ experienced issues. Apps from Australian banks NAB,
Westpac, ANZ, Commonwealth Bank, Bendigo Bank, and Suncorp were also impacted. The London Stock Exchange operated normally but couldn't push news updates to its website. English gambling company Ladbrokes Coral and supermarket chain Morrisons reported problems. Polish banks including Santander Bank Polska, ING Bank Slaski, and
mBank faced issues. Finland's OP Financial Group experienced minor disruptions in investment partner and stock savings accounts. Sense Bank in Ukraine was affected by the outage, while Paraguayan banks Ueno and Banco Continental had issues, preventing customers from logging in. The US Department of Homeland Security, NASA, and other
organizations were also impacted. The widespread outage affected multiple government agencies, including the Trade Commission, National Nuclear Security Administration, Department of Justice, and Department of Education. Additionally, the Department of Treasury and Department of State reported minor disruptions. The Department of
Veterans Affairs and Department of Energy experienced outages, but it's unclear if they're connected to the incident. Several state DMV agencies were impacted, including Georgia, Kansas, Missouri, North Carolina, Tennessee, and the District of Columbia. Portland's mayor declared a city emergency due to the outages. Election databases in Arizona,
South Dakota, Texas, and Washington were also affected. The website for Sioux Falls, South Dakota went down. In the US, 911 services or call centers experienced disruptions in parts of Alaska, Arizona, Florida, lowa, Indiana, Kansas, Michigan, Minnesota, New York, Ohio, Oregon, Pennsylvania, and Virginia. New Hampshire's 911 service was
completely down. Many call centers switched to backup systems, while some state courts reported computer system problems. The US federal courts' CM/ECF and PACER systems were unaffected. In New York City, courts and correctional facilities experienced disruptions, causing a hearing in Harvey Weinstein's trial to be delayed. Government
websites in the Philippines, such as the House of Representatives website, were also down due to the outage. Services were affected in Toronto, Canada, with delays in Canada Child Benefit payments. The New Zealand Parliament experienced problems, while Sunshine Coast Council in Australia was impacted. In Slovakia, several institutions were
affected, while Copenhagen's fire department Most North American train operators faced minor issues due to the outage, aside from Union Pacific and Canadian Pacific Kansas City's technical problems. Amtrak was largely unaffected, except for a hiccup with credit card processing. In Malaysia, Keretapi Tanah Melayu's ticketing system experienced
glitches. Transport for Ireland struggled with app downtime, while Ireland's Road Safety Authority faced significant disruption to its National Car Test centres. Singapore's Housing and Development Board saw issues at over 185 car parks, leaving people stuck at fuel pumps in Australia. Auckland Transport's HOP card had problems, as did Australian
freight train operator Aurizon. Regional trains in New South Wales were cancelled or delayed, while V/Line's lines in Victoria were suspended. UK rail companies and London cab riders also felt the impact. In Sweden and Belgium, public transport ticket sales ground to a halt. Many hospitals across North America paused non-urgent surgeries and
visits due to technical issues with patient records. Memorial Sloan Kettering Cancer Center postponed procedures requiring anesthesia, while Mass General Brigham cancelled all non-emergency procedures and medical visits. Kaiser San Jose Medical Center lost access to patient records and monitoring systems for newborn babies, as well as security
systems to keep them safe. LabCorp and Quest Diagnostics were also affected by the outage. England's National Health Service (NHS) reported disruption in most English GP practices, with some services unable to view medical records, manage prescriptions, or schedule appointments. The global power outage had a profound impact on various
industries and services. In the UK, the London Ambulance Service experienced an unprecedented surge in emergency calls following the outage, responding to over 4,500 calls by 5 pm. Two-thirds of Northern Ireland's general practices were affected, and hospitals faced disruptions in radiation therapy, operating theatres, and staff rosters. In Europe,
Belgium's FPS Public Health reported disruptions in new-patient admissions at two hospitals, while German hospitals in Liibeck and Kiel cancelled non-emergency operations. The Spanish regional governments of Aragon, Basque Country, Castilla-La Mancha, Catalonia, and Galicia faced problems with their healthcare services. In the US, Hospital
Fernando Fonseca in Portugal reported issues, as did the Catholic Health system in New York. In Australia, systems at Wesley Hospital and St Andrews Hospital were affected, while in Croatia, the Central Health information system was impacted due to a server move. Israel's Magen David Adom and its emergency service hotline were also affected,
with hospitals experiencing longer waiting times and delayed surgeries. The pharmaceutical company Krka in Slovenia suffered a full production outage, sending its workforce home. Various American TV stations were unable to broadcast, including KSHB-TV, which resorted to airing national news via Scripps News. ESPN was unable to air the
morning editions of SportsCenter, but later simulcasted Get Up! and First Take. Multiple Paramount channels were also affected, including Nicktoons, TeenNick, BET Her, NickMusic, and Pluto TV services. The Mercedes AMG PETRONAS F1 Team suffered issues with their engine customers, McLaren, Aston Martin, and Williams, while many video
screens in New York City's Times Square turned off. « Outages crippled various services worldwide, including Weibo's ticket sales site and several TV channels in Belgium, France, and the UK. * Vodafone experienced outages, while the issue impacted office laptops at DPG Media Belgium, affecting JOE and QMusic Radio. * Telephone communication
was disrupted in Antwerp, and Sky News struggled to broadcast live in the UK. « Irish broadcaster RTE reported minimal impact from "intermittent internet outages," while the Canadian Broadcasting Corporation and several French TV channels were affected. * Numerous companies, including Bouygues Telecom and Singaporean media firms, faced
service difficulties due to the outage. * Australian media firms, such as the ABC and Nine Network, also reported issues, as did Israel Post and Ukrainian Nova Poshta. ¢ US services like UPS, FedEx, Amazon Web Services, eBay, Google Cloud, and Plenty of Fish were impacted. * Online gaming platforms, including iRacing and Korean online games
like Black Desert Online and Ragnarok Online, shut down due to the outage. * German supermarket chain Tegut closed some stores, while customers experienced payment problems at several supermarkets in New Zealand. CrowdStrike's outage caused widespread disruptions. Waitrose, an Australian retailer, could only accept cash from customers
due to the issue. Some self-checkout and online order systems were out of service at various retailers and fast food chains. The mobile app of Starbucks was limited in its functionality, with users unable to place orders or view their accounts correctly. In the US, Dick's Sporting Goods experienced temporary website outages and store closures.
Convenience store chain 7-Eleven saw issues at Speedway locations that still used outdated software. In Norway, pharmacies Apotekl and Vitusapotek were affected by the outage, along with the insurance company Tryg. Amazon's warehouse operations and internal software were disrupted, causing brief halts in operations and issues with trucking
logistics. The outage also impacted terminal operations at DCT Gdansk in Poland and briefly closed the Port of Houston. The Malmberget mine in Sweden was evacuated as a precaution. Tickets for soccer games could not be sold, and security provider ADT was affected in the US. Tesla halted production at its Gigafactory Berlin-Brandenburg for
about four hours. CrowdStrike CEO George Kurtz apologized to the public during a live interview on NBC's Today. The company warned that malicious actors might try to pose as staff or independent researchers claiming to help fix the problem. CrowdStrike offered $10 UberEats vouchers to employees at companies selling and supporting its
software, but this gesture was met with ridicule due to the costs associated with the outage. A massive global IT outage occurred due to an unspecified incident. A digital rights management company called CrowdStrike notified the owner of the affected site, citing copyright infringement. The Australian government convened an emergency meeting
to address the issue, with the Prime Minister stating that critical infrastructure and services were not impacted. The US President's administration contacted CrowdStrike for assistance, and the company's CEO was invited to testify before Congress. Meanwhile, India's Ministry of Information and Technology spoke with Microsoft about the outage.
The Russian government noted that sanctions against it due to its Ukraine invasion had inadvertently shielded the country from the issue. The Kremlin stated that its systems were functioning normally, while a Chinese state-run newspaper suggested that the incident highlighted the need for decreased reliance on Western technology firms. A
cybersecurity expert called the outage "the largest IT outage in history," likening it to Y2K fears that ultimately did not materialize. The CEO of AirAsia demanded compensation for revenue lost during the incident. Chinese cybersecurity companies used the incident as an opportunity to promote their own software, while a prominent tech
entrepreneur deleted CrowdStrike from his company's systems. The term "digital pandemic" was coined to describe the widespread outage caused by a faulty software update from CrowdStrike. As a result, governments and cybersecurity agencies sounded the alarm about digital phishing scams, with cybercriminals quickly capitalizing on the
situation by sending fake emails and making misleading phone calls impersonating CrowdStrike staff. The July 19 update in question was actually a test template that had been introduced back in March 2024 as part of an update to the Falcon Sensor software. Due to a bug in CrowdStrike's content verification system, Channel File 291 passed
validation, but when the Falcon Sensor attempted to parse it, this led to a critical software crash. This event raised serious questions about oligopoly and centralization within the IT sector. The fact that most of the world's computers run on Microsoft Windows has created a kind of technological monoculture, which reduces resilience in the face of
such outages. Cybersecurity experts pointed out that providers are integral parts of our modern infrastructure systems. They suggested that for future incidents like this to be avoided, measures need to be taken to increase redundancy and prevent single points of failure. The use of decentralized and heterogeneous federated systems should also
become more widespread, and there should be greater regulation for diversity and competition. A Microsoft spokesperson stated that the incident was not limited to the European Union and that Microsoft had never expressed security concerns to the Commission before or after the incident. In Linux, eBPF can be used instead of kernel modules for
this type of software. Since macOS Catalina (2019), this type of software has utilized the Endpoint Security Framework rather than a kernel extension, with gradual enforcement. Wikimedia Commons has media related to the 2024 CrowdStrike incident. There have been several internet outages, including the Y2K problem in 2000, the McAfee DAT
5958 update in 2010, and Google services outages across various years. Other notable outages include the 2021 Facebook outage, 2022 Rogers Communications outage, and 2023 Optus outage. The Year 2038 problem is an anticipated outage. General mitigations involve IT risk management, patch management, and security management. ### ~
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Archived from the original on 19 July 2024. Retrieved 19 July 2024. Microsoft faces global IT disaster after security firm Crowdstrike finds cause of massive outage. A global IT outage occurred in 2024, affecting numerous countries including the US, China, Russia, and Iran. The outage was caused by a faulty update from CrowdStrike, a cybersecurity
firm, which resulted in significant financial losses for top US companies, totaling around $5.4 billion. Microsoft also experienced an outage, but its self-sufficiency campaign seemed to have mitigated the impact on China. The incident led to reports of businesses being crippled and personal data potentially compromised, prompting concerns about a
possible GDPR breach. As a result, CrowdStrike pledged to improve their testing procedures after acknowledging that the outage could take time to fix. Australians have been impacted by a global tech issue that has caused widespread disruptions to various services. Major airlines like Qantas and Jetstar cancelled multiple flights at Tasmanian
airports due to the outage. This problem also affected international carriers such as Firefly and AirAsia, with their systems going down amid the global IT disruption. Banks, stores, and airports are reporting issues. The Hong Kong Express airline experienced technical difficulties which led to manual check-ins, affecting passengers planning to travel
on July 20th. Meanwhile, flights have been grounded due to system failures, including some operated by Jetstar Japan. The Singapore-based airline Cebu Pacific saw their system shut down as well due to the Microsoft outage. Airlines in other countries such as the Philippines also reported technical issues caused by this global IT disruption. A Global
IT Crash Disrupts Air Travel and Services Worldwide The global airline industry was severely impacted by a massive tech outage that affected multiple airlines worldwide. The outage occurred on July 19, 2024, and caused widespread disruptions to air travel, banking services, and media operations. Several major airlines, including Indigo, SpiceJet,
and Akasa, reported that their operations were impacted due to the outage. Additionally, airport services such as check-in systems were also affected, with Prague Airport experiencing issues. The outage was attributed to a global IT crash involving Microsoft, which caused problems for banks, stores, airports, and media outlets worldwide. Over 200
flights were cancelled by Indian carriers alone, with IndiGo reporting that their operations were severely impacted. Experts explained that the outage was caused by a software issue with Microsoft's CrowdStrike solution, which is used to protect against cyber threats. The company has since delivered a fix for the problem, but not before it had far-
reaching consequences for businesses and individuals around the world. A global IT outage has caused widespread disruptions across airports, businesses, and broadcasters worldwide. The issue is affecting multiple countries, including Spain, Germany, Sweden, Poland, Croatia, and the UK. According to reports, all Spanish airports are impacted by
the outage, with passengers experiencing delays and cancellations. Airline operators like Ryanair and Wizz Air have announced flight cancellations due to the global IT outage, while some services have been suspended indefinitely. Travelers are advised to check with their airlines for updates on their flights and to arrive at the airport at least three
hours prior to departure. The disruptions also extend to public transportation, with bus services in some areas affected by the outage. Meanwhile, financial institutions like banks are experiencing problems due to the IT issues. Lentokenteita pidatettiin maailmanlaajuisessa IT-vaarinkaytossa, jossa lentohallinnan tietokannat ja sovellukset havettivat.
Tama on aiheuttanut suurta ongelmia lentoyhtioille ja matkustajille. The chaos caused by the global tech outage in 2024 left thousands stranded at airports, with no hotel rooms, food, or assistance provided by Delta Airlines. Families were particularly affected, as the airline barred minors from flying alone during this period. The company cancelled
hundreds of flights, causing widespread disruptions to hospital services and public transportation. As the situation continued for days, passengers filed complaints, and an investigation into the incident was launched. In the end, Delta reportedly spent $500 million dealing with the fallout. Global tech outage causes chaos worldwide, but Bay Area
largely avoids disruptions despite SFO flight delays. Multiple countries, including Canada, the US, and India, experience widespread IT issues due to a faulty CrowdStrike update. The outage affects various sectors such as banking, healthcare, and transportation. Notable impacts include: * Flight delays at San Francisco International Airport (SFO) in
California * Disruptions at Canadian airports and TD Bank * Technical issues affecting hospitals and emergency hotlines in Canada * Outages reported at banks in the US, including Scotiabank * Global Microsoft outage impacts various industries, including airlines, financial institutions, and broadcasters Despite these disruptions, the Bay Area seems
to have largely avoided the worst of the chaos. SBI says its systems are unaffected by global Microsoft outage Microsoft outage impacts various banks, airlines and government agencies worldwide A widespread technology outage caused by a global issue with CrowdStrike has resulted in disruptions to various services, including local 911 call centers
in some US states. This outage has affected emergency services, leading to outages and difficulties in making calls. The impact of the outage is being felt across different regions, including the United States, Canada, and other countries. In addition to 911 service outages, the CrowdStrike issue has also caused disruptions to other critical systems,
such as court online systems, and government websites. This has resulted in delays or difficulties with certain services, like Canada Child Benefit payments. Global Technology Outage Disrupts Air Travel, Hospitals and Public Transport Multiple global outages were reported on July 19, 2024, affecting various industries and services. These included
hospitals in London, Paris, and New York struggling with tech outages, while LabCorp and Quest experienced issues due to the Crowdstrike outage. The IT failure also impacted GP surgeries on the Isle of Man, the London Ambulance Service receiving a high number of emergency calls, and disrupting services at lighthouses in Belgium. Other affected
areas included Amadora-Sintra Hospital in Portugal, which faced difficulties due to Microsoft's failure. The incident further led to delays at Ljubljana Airport in Slovenia, while ESPN's SportsCenter was unable to air due to the outage, with other sports programs like "Get Up" also experiencing disruptions. A global technical issue with Microsoft
caused widespread disruptions to various systems and services around the world on [date]. The "blue screen" error affected companies such as Mercedes, airlines like Ryanair, and government agencies in multiple countries. The outage also impacted small businesses, causing delays and cancellations. The issue was reported to have occurred
simultaneously across several regions, including Australia, France, Belgium, the UK, Japan, and Ireland. As a result, some services were unavailable or severely limited, such as flight bookings, train schedules, and internet access. In Ireland, for example, the national driving test (NCT) was delayed due to the outage, while in other countries, trains
were grounded and flights were cancelled. The issue even affected media outlets like Sky News and ESPN. The scale of the impact is still being assessed, but it appears that many industries and services were affected, including transportation, government, and entertainment sectors. Microsoft's CrowdStrike service was also impacted, leading to
disruptions in computer systems and data storage for affected users. A global Microsoft outage occurred on July 19, 2024, affecting various industries and services worldwide. The issue was reportedly caused by an update to the Windows operating system, which caused machines to crash. The outage affected numerous businesses, including
Starbucks' mobile ordering app, Amazon warehouses, airline ticketing systems, and even some ports. CrowdStrike customers and Microsoft users were affected by a global tech outage due to an issue with CrowdStrike's Falcon Sensor. The incident led to IT problems for Tesla's Giga Berlin facility, which relied on Windows, according to TESLARATI.
In response to the chaos, CrowdStrike offered its vendors a $10 Uber Eats voucher as an apology. This gesture was met with backlash, with some perceiving it as insensitive and dismissive of the significant disruption caused by the outage. The global tech outage caused by CrowdStrike's botched software update on July 19, 2024, had far-reaching
consequences. The issue, which was dubbed the "digital pandemic," affected numerous sectors worldwide, including airlines, which suffered significant losses as a result of the outage. Microsoft, whose services were impacted by the issue, suggested that users try turning their devices off and on again to resolve the problem. The tech giant also
acknowledged the widespread disruption caused by the outage, labeling it as one of the biggest IT outages in history. The crisis led to concerns about phishing attacks, with warnings issued by CERT-In, a global cybersecurity authority. Phishing attempts were reported against CrowdStrike users, and Microsoft's own services were targeted.
CrowdStrike itself blamed a test software bug for the outage, which it said was caused by a faulty update. The company acknowledged that the issue had significant consequences, including widespread disruption to its customers' systems. The global tech community reacted swiftly to the crisis, with many experts calling for increased scrutiny of
software updates and the potential risks they pose. A recent CrowdStrike update is believed by experts to have skipped crucial checks, ultimately causing a global outage affecting multiple companies. The incident highlights the need for greater regulation and accountability. Microsoft has blamed EU rules for its inability to lock down Windows
following the CrowdStrike incident. Other tech companies like Apple have reportedly taken measures to protect their systems from such outages.



