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Executive Summary

Agentic AI is reshaping the enterprise at a pace that governance has not matched. Organizations deploy AI

agents that autonomously execute tasks, interact with sensitive data, and call external model providers—often

with minimal centralized oversight. The result is a rapidly expanding attack surface, uncontrolled spending, and

regulatory exposure that traditional IT governance was never designed to address.

This white paper is a practical guide for business executives and IT leaders. We examine the threat landscape,

present a five-layer governance framework, outline best practices from enterprise deployment patterns, and

introduce the LLM gateway as the foundational architecture for managing risk across all AI interactions. We

then show how AgentWatch by Iterate.ai implements these principles in a production-ready platform.

$52.6B
Projected AI agent market by 2030

Only 24%
of enterprises have an AI security
governance team

70%
of multi-LLM orgs will adopt AI gateways
by 2028

“By 2026, 40% of enterprise applications will feature task-specific AI agents, up from less than 5% in 2025. The
governance gap is the defining enterprise risk of the agentic AI era.

- Gartner, August 2025
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1. The Agentic AI Landscape: Opportunity and Risk

What began as experimental chatbot projects has evolved into production-grade AI agents that write code, process

transactions, and orchestrate multi-step workflows across multiple LLM providers. The agentic AI market reached

$7.84 billion in 2025 and is growing at a CAGR of 46.3%. Enterprise LLM spending surges alongside: 72% of

organizations plan to increase AI budgets, with 37% already spending over $250,000 annually on model access

alone.

The Five Critical Threats
Rapid adoption has outpaced security controls. Every AI agent interaction introduces risk across five threat vectors

that traditional IT frameworks do not adequately cover:

Agentic AI Threat Surface

!

Prompt
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LLM Gateway: Centralized Mitigation for All Five Threat Vectors

Five critical threat vectors emerge when AI agents operate without centralized governance.

Why Traditional IT Governance Falls Short
Traditional governance assumes centralized infrastructure, predictable workloads, and deterministic outputs. Agentic

AI violates all three. AI agents produce non-deterministic results, call external APIs in real time, handle sensitive data

on every interaction, and can autonomously escalate their own scope. A new governance architecture is

required—one purpose-built for the AI control plane.

88%
of executives increasing AI spend for agentic use cases

Only 5%
feel highly confident in their AI security readiness
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2. Understanding AI Agents: Architecture and Patterns

Before governing AI agents, leaders must understand what makes them fundamentally different from traditional

software—and from the simple chatbots that preceded them.

What Makes an AI Agent Different
A chatbot responds to a single prompt. An AI agent reasons, plans, and acts across multiple steps. Agents use tools

(APIs, databases, code execution), maintain context across interactions, and can autonomously decide their next

action based on intermediate results. This autonomy is what creates both their value and their risk.

The Autonomy Spectrum
• Level 0 — Static Prompt: User sends a prompt, gets a single response. No tool use, no memory. Risk is limited to
data in the prompt itself.

• Level 1 — Tool-Augmented: The LLM can call predefined tools (search, calculator, database queries). Risk expands
to include the scope of accessible tools.

• Level 2 — Autonomous Agent: The agent plans multi-step workflows, selects tools dynamically, and iterates until a
goal is met. Risk includes unintended action chains.

• Level 3 — Multi-Agent Systems: Multiple agents collaborate, delegate tasks to each other, and share context. Risk
compounds: one compromised agent can influence others.

Most enterprise deployments today sit at Level 1–2 and are rapidly moving toward Level 3. Governance frameworks

must anticipate the full spectrum.

Common Agent Architecture Patterns
• ReAct (Reason + Act): The dominant pattern. The agent reasons about what to do next, takes an action (tool call),
observes the result, and repeats. Each cycle is an opportunity for governance intervention—input validation, output
filtering, and audit logging.

• Plan-and-Execute: The agent generates a full plan upfront, then executes each step. This pattern enables plan-level
review and approval gates before execution begins.

• Multi-Agent Orchestration: A supervisor agent delegates to specialized sub-agents (researcher, coder, reviewer).
Governance requires controlling the supervisor’s delegation authority and each sub-agent’s tool access independently.

Why Agents Need Purpose-Built Governance
Traditional application security assumes deterministic behavior: given the same input, the system produces the same

output. AI agents violate this assumption. They produce non-deterministic results, generate novel tool-call

sequences, and can amplify errors across multi-step chains. A governance framework for agents must therefore

operate at the interaction level—inspecting every prompt and response in real time—rather than relying solely on

perimeter security or post-hoc audits.
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3. MCP, Tool Use, and Agent-to-Agent Communication

The emergence of the Model Context Protocol (MCP), standardized tool-use interfaces, and multi-agent

orchestration patterns is transforming how AI agents interact with enterprise systems. Each of these capabilities

expands the attack surface and adds to the security complexity that governance frameworks must address.

Model Context Protocol (MCP)
MCP is an open standard that enables AI models to connect to external data sources and tools through a unified

protocol. Instead of each agent implementing custom integrations, MCP provides a standardized way for agents to

discover, authenticate with, and invoke external services. While MCP dramatically simplifies integration, it introduces

governance challenges:

• Expanded tool surface: MCP servers can expose file systems, databases, APIs, and code execution environments.
Each connected server becomes a potential attack vector if not properly scoped and authenticated.

• Dynamic capability discovery: Agents can discover available tools at runtime. Governance must enforce allow-lists
of permitted MCP servers and tool invocations per agent role.

• Credential management: MCP connections require authentication tokens for enterprise resources. Centralized
credential vaulting and rotation are essential to prevent token leakage.

• Audit complexity: When an agent calls an MCP server that triggers downstream actions, the full chain must be traced
for compliance. Without end-to-end logging, accountability gaps emerge.

Agent Tool Use: The Governance Implications
Tool use allows agents to take real-world actions: querying databases, sending emails, modifying files, executing

code, and calling third-party APIs. Each tool invocation is a potential security event that requires governance:

• Least-privilege tool access: Agents should only access tools required for their specific role. A customer-support
agent does not need code execution. A coding agent does not need email capabilities. RBAC must extend to the tool
level.

• Input/output validation: Tool inputs must be sanitized to prevent injection attacks. Tool outputs must be filtered
before being passed back to the model to prevent data exfiltration.

• Rate limiting per tool: Enforce per-tool invocation limits to prevent abuse. An agent that suddenly makes 500
database queries in a minute is likely malfunctioning or compromised.

• Human-in-the-loop gates: High-impact tools (financial transactions, data deletion, external communications) should
require human approval before execution.

Agent-to-Agent Communication
As organizations deploy multi-agent systems—where a supervisor agent delegates tasks to specialized

sub-agents—new governance requirements emerge. Agent-to-agent communication creates trust chains that must

be explicitly managed:

• Delegation authority: Define which agents can spawn or communicate with other agents. Unrestricted delegation
allows a compromised agent to escalate its own privileges.

• Context isolation: When Agent A delegates to Agent B, sensitive context from Agent A’s conversation should not
automatically transfer. Data classification policies must govern what information crosses agent boundaries.

• Chain-of-custody logging: Every inter-agent message must be logged with sender, receiver, timestamp, and content
summary. This creates an auditable chain of custody for multi-agent workflows.
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• Blast radius containment: If one agent in a multi-agent system is compromised (via prompt injection or tool abuse),
governance controls must prevent lateral movement to other agents.

“MCP and multi-agent patterns will become standard enterprise architecture by 2027. Organizations that build
governance into their agent communication layer now will avoid costly retrofits later.

- AI Infrastructure Forecast, 2025
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4. Best Practices: A Five-Layer Governance Framework

Based on patterns from enterprise AI deployments, we propose a defense-in-depth governance model with five

reinforcing layers. No single control is sufficient—resilient governance requires overlapping safeguards addressing

distinct risk domains.

Defense-in-Depth AI Governance Model

1 Organizational Policy
Board AI strategy  |  Acceptable use policies  |  Risk appetite

2 Regulatory Compliance
GDPR  |  HIPAA  |  SOX  |  PCI-DSS  |  SOC 2  |  ISO 27001

3 Data Protection
DLP scanning  |  PII/PHI redaction  |  Secret detection  |  AES-256

4 Identity & Access Control
JWT auth  |  RBAC  |  Per-tenant isolation  |  API key management

5 Operational Controls
Guardrails  |  Prompt screening  |  Token budgets  |  Audit trails

Five reinforcing layers create defense-in-depth from board policy through operational enforcement.

Best Practice 1: Establish Organizational AI Policy First

Before deploying technical controls, leadership must define AI risk appetite, acceptable use boundaries, and

accountability structures. Technical controls enforce policy; they do not replace it.

Best Practice 2: Automate Compliance at the Point of Interaction

Manual reviews cannot scale when agents generate thousands of interactions per hour. Implement automated DLP,

guardrails, and audit logging at the moment of AI interaction, not after the fact.

Best Practice 3: Protect Data at the AI Boundary

Automated detection and redaction of PII, PHI, financial data, and IT secrets before any prompt reaches an external

API is the prerequisite for HIPAA, GDPR, PCI-DSS, and SOX compliance.

Best Practice 4: Enforce Access and Cost Boundaries per Team

Role-based access prevents unauthorized usage. Per-team budget enforcement with automated throttling prevents

cost overruns. A single misconfigured agent loop can consume a quarter’s AI budget in hours.

Best Practice 5: Build for Multi-Provider Resilience

No single provider will remain optimal for all use cases. Architect for multi-provider routing with automatic failover,

circuit breakers, and health monitoring from day one.
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5. Architecture: The LLM Gateway as AI Control Plane

The LLM gateway is a centralized intermediary between applications and AI providers. Every request passes through

it, where authentication, DLP, policy enforcement, routing, and audit logging are applied in a consistent, automated

pipeline. Gartner predicts 70% of multi-LLM organizations will adopt AI gateways by 2028.

LLM Gateway Architecture Pattern

Internal Apps AI Agents IDE Extensions Web Browser

OpenAI Anthropic Google AWS Bedrock Custom

LLM Gateway — Centralized Control Plane

Auth & RBAC DLP Engine
Policy &

Guardrails

Prompt

Screening

Cost & Token

Mgmt

Audit

Logging

Multi-Provider

Router

Cache &

Failover

Observability

• Prometheus

• JSON Logs

• Dashboards

• Alerts

The gateway provides a single integration point for security, compliance, and observability across all AI traffic.

Key Architecture Principles
• Single Integration Point: Applications connect to one API endpoint. The gateway handles all routing, security, and
compliance transparently.

• Zero-Code Deployment: Organizations using OpenAI SDK or compatible libraries change only the endpoint URL and
key. No code rewrites required.

• Defense in Depth: Authentication, DLP, guardrails, and audit logging operate as independent, reinforcing controls
within the pipeline.

• Provider Agnosticism: The gateway abstracts provider APIs behind a unified interface, enabling multi-provider
strategy without application changes.
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6. Security in Practice: The AI Request Lifecycle

Understanding how each AI interaction is secured requires tracing the full request lifecycle. Every prompt passes

through six distinct security stages:

AI Request Security Lifecycle

Request
Received

1

Authenticate
& Authorize

2

DLP Scan
& Redact

3

Apply
Guardrails

4

Route to
Provider

5

Log, Meter
& Return

6

Encrypted transit Sensitive data stays local Multi-provider failover

Six security checkpoints protect every AI interaction from ingress to response delivery.

Data Loss Prevention: The Non-Negotiable Control
DLP is the most critical single control. Without it, employees will send sensitive data to external providers. A

production-grade DLP engine must detect four categories in real time:

• PII: Social security numbers, email addresses, phone numbers—any data identifying an individual.

• PHI: Medical record numbers, health insurance IDs, diagnostic results—critical for HIPAA.

• Financial Data: Credit card numbers, bank accounts—essential for PCI-DSS compliance.

• IT Secrets: API keys, plaintext passwords, cryptographic tokens—exposure grants unauthorized access.

Compliance Framework Coverage

Framework Key AI-Related Requirements

GDPR Data minimization, right to erasure, consent, PII redaction before external processing

HIPAA PHI protection, access logging, minimum necessary standard, audit trail completeness

SOX Financial data controls, access governance, change audit, segregation of duties

PCI-DSS Cardholder data protection, encryption at rest and in transit, access control logging

SOC 2 Security, availability, processing integrity, confidentiality, privacy controls

ISO 27001 Information security management alignment, risk assessment, continuous monitoring



| Governing the Autonomous Enterprise White Paper  |  March 2026

Page 10© 2026 Iterate.ai  |  Confidential

6. Cost Governance: From Visibility to Control

AI cost management is an operational discipline distinct from traditional cloud FinOps. Token-based pricing, variable

prompt lengths, and unpredictable agent loops create a cost profile that legacy budgeting tools cannot model.

Organizations need purpose-built controls.

The Hidden Cost Drivers of Agentic AI
The biggest cost risks are not obvious. A single autonomous agent can issue hundreds of LLM calls per task.

Multi-agent systems multiply this further. Common cost traps include:

• Runaway loops: An agent stuck in a retry cycle can consume thousands of dollars in minutes. Without circuit
breakers and token budget caps, there is no automated way to stop it.

• Model selection inefficiency: Teams default to the most capable (and expensive) model for every task. Intelligent
routing can direct simple queries to smaller, cheaper models automatically.

• Prompt bloat: Context windows filled with unnecessary history inflate every request. Prompt optimization and caching
can reduce token usage by 30–50% on repeated patterns.

• Shadow AI: Ungoverned API keys used by individual developers bypass all cost tracking. Centralizing through a
gateway makes all spending visible and attributable.

Best Practices for AI Cost Governance
• Token-level metering: Track consumption per request, model, team, and application. Granular attribution enables
chargeback models that shift AI spend from shared overhead to managed investment.

• Per-team budget allocation: Set hard caps and soft alerts by business unit. Automated throttling prevents any single
team from exceeding allocation without manual intervention.

• Intelligent caching: Cache identical or semantically similar requests to avoid redundant API calls. Semantic caching
alone can reduce costs by 20–40% in production workloads.

• Model routing rules: Define policies that automatically route requests to the optimal model based on task complexity,
latency requirements, and cost constraints.

“Organizations report 40–60% cost reduction within the first month of deploying centralized AI cost controls with
token-level visibility and per-team budgets.

- Enterprise AI Deployment Survey, 2025
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7. Observability: The Foundation of AI Governance

You cannot govern what you cannot see. Observability is not a feature—it is the prerequisite for every other

governance capability. Without comprehensive visibility into AI interactions, security policies cannot be verified, cost

controls cannot be validated, and compliance claims cannot be substantiated.

The Three Pillars of AI Observability
Traditional application observability (metrics, logs, traces) must be extended for AI-specific requirements. Each pillar

serves distinct stakeholders and governance functions:

• Metrics (Quantitative Telemetry): Prometheus-compatible time-series data covering request volumes, latency
percentiles (p50/p95/p99), error rates, token consumption, cache hit ratios, and provider health scores. These metrics
power real-time dashboards and alerting rules that detect anomalies before they become incidents.

• Structured Logs (Audit Trail): JSON-formatted logs with correlation IDs that link every request to its user, team,
application, model, token count, DLP findings, guardrail actions, and response metadata. These logs are the primary
evidence for compliance audits and the foundation for forensic investigation after security events.

• Dashboards (Operational Views): Role-specific dashboards for security teams (threat detection, DLP events, access
anomalies), compliance teams (policy adherence, audit readiness), finance teams (cost attribution, budget burn rates),
and engineering teams (latency, errors, provider performance).

Agent-Specific Monitoring Patterns
Monitoring AI agents requires patterns beyond traditional APM. Agents exhibit emergent behaviors that standard

monitoring tools miss:

• Chain depth monitoring: Track how many sequential LLM calls an agent makes per task. Sudden spikes indicate
runaway loops or prompt injection that caused the agent to deviate.

• Tool-call frequency analysis: Monitor which tools agents invoke and how often. Unusual patterns (e.g., an agent
suddenly accessing a database it never used before) signal compromise.

• Semantic drift detection: Compare agent outputs over time to detect gradual shifts in behavior that may indicate
model degradation, data poisoning, or prompt manipulation.

• Cross-agent correlation: In multi-agent systems, trace delegation chains to identify which supervisor decisions led to
which sub-agent actions. Essential for root cause analysis.

Resilience: Multi-Provider Strategy
• Circuit breaker patterns: Automatically detect provider failures and reroute traffic to healthy alternatives without
application downtime.

• Intelligent retry with exponential backoff: Handle transient errors gracefully without overwhelming recovering
providers.

• Provider health monitoring: Continuously track uptime, latency, and error codes across all integrated providers.
Automated failover triggers when SLA thresholds are breached.
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8. Evaluating Solutions: Governance Platform Comparison

The LLM gateway market includes open-source tools (LiteLLM), observability-focused platforms (Helicone),

commercial gateways (Portkey), and DIY approaches. The following comparison, based on publicly documented

product capabilities, highlights where each solution stands across twelve enterprise governance dimensions:

Governance Capability AgentWatch LiteLLM Helicone Portkey DIY

Built-in DLP (PII/PHI) Yes Partial No Partial No

Multi-compliance frameworks Yes No Partial Partial No

Content guardrails Yes Yes Partial Yes No

Comprehensive audit logging Yes Yes Partial Yes Partial

Multi-tenant + team hierarchy Yes Yes Partial Yes No

Per-tenant budget controls Yes Yes Partial Yes No

Built-in billing (Stripe) Yes Partial No No No

Circuit breaker / failover Yes Yes Yes Yes No

Self-hosted / on-prem Yes Yes Yes Yes N/A

Enterprise proxy (Zscaler) Yes Partial No Partial No

Code security scanning Yes No No No No

Zero-code deployment Yes Partial Yes Yes No

Comparison based on publicly documented product capabilities as of March 2026.

Each tool brings different strengths. LiteLLM excels at multi-provider routing and has strong open-source adoption.

Helicone leads in developer-friendly observability. Portkey offers robust guardrails and prompt management. DIY

approaches offer maximum customization but require significant ongoing engineering investment. AgentWatch by

Iterate.ai is the only platform in this comparison that delivers full coverage across all twelve dimensions, including

built-in DLP, six-framework compliance, native billing, and integrated code security scanning.
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9. Getting Started: Maturity Assessment and Roadmap

Governance maturity is not binary. The model below provides a framework for assessing current posture and

planning incremental improvements. Most enterprises today operate between Level 1 (ad hoc) and Level 2 (reactive).

AI Governance Maturity Model

Level 1

Ad Hoc

No central controls

Level 2

Reactive

Basic logging exists

Manual policy checks

Some cost awareness

Level 3

Defined

Central gateway live

DLP scanning active

Role-based access

Level 4

Managed

Full audit trails

Automated compliance

Budget enforcement

Level 5

Optimized

Predictive governance

Continuous improvement

Full observability

Increasing Governance Maturity

Benchmark your current posture and plan phased advancement toward automated governance.

90-Day Implementation Roadmap
• Weeks 1–2 — Deploy and Connect: Deploy the gateway. Redirect AI apps by updating endpoint configs. Enable
baseline logging and usage tracking to establish visibility.

• Weeks 3–4 — Enable Core Protections: Activate DLP scanning. Configure standard guardrails. Set up role-based
access controls. Begin audit trail collection.

• Month 2 — Enforce Compliance: Map compliance policies to regulatory requirements. Enable per-team budgets with
alerts. Deploy custom guardrails for industry-specific rules.

• Month 3+ — Optimize and Scale: Configure multi-provider failover. Build operational dashboards. Expand to all
business units. Begin continuous improvement cycle.

“With the gateway model, organizations go from zero visibility to comprehensive AI governance in weeks—not
quarters. Governance doesn’t require a six-month transformation program.

- Enterprise Deployment Benchmark
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10. Strategic Recommendations for Enterprise Leaders

The organizations that will lead in the agentic AI era treat governance as enabling infrastructure—not a constraint on

innovation, but the foundation that makes safe innovation possible at scale. The following recommendations are

derived from the frameworks and best practices in this paper:

• Centralize AI traffic through a gateway. Every day without centralized oversight increases regulatory exposure, data
leakage risk, and cost uncertainty. A gateway provides the single integration point for all governance controls.

• Treat DLP as non-negotiable. Automated, real-time DLP at the AI boundary is the single most impactful security
control. It should be the first capability deployed, not the last.

• Govern MCP and tool access explicitly. As agents gain access to enterprise systems via MCP servers and tool
integrations, least-privilege access and per-tool rate limiting become critical.

• Establish cost governance proactively. Token-level tracking and per-team budgets are far easier to implement
before spending is out of control than after a budget crisis.

• Architect for multi-provider from day one. No single provider will remain optimal. Provider diversity with automated
failover ensures both cost optimization and resilience.

• Invest in agent-specific observability. Traditional APM is necessary but not sufficient. Chain depth monitoring,
tool-call analysis, and semantic drift detection are essential for agents.

• Build audit trails for coming regulations. The EU AI Act and industry-specific AI regulations are accelerating
globally. Organizations with comprehensive audit trails will adapt faster.

• Start where you are. Use the maturity model to benchmark honestly. Most organizations can reach Level 3
governance within weeks of deploying centralized AI infrastructure.

Conclusion
Agentic AI will define the next decade of enterprise software. The question is not whether organizations will deploy AI

agents—it is whether they will deploy them with the governance, security, and observability that responsible

operations demand. The LLM gateway architecture, combined with the five-layer governance framework presented in

this paper, provides a proven path from ad-hoc AI usage to enterprise-grade AI operations.

AgentWatch by Iterate.ai implements these principles in a production-ready platform—delivering DLP, compliance,

multi-provider routing, cost controls, and observability through a single, zero-code integration. To explore how these

capabilities apply to your organization, visit iterate.ai/applications/agentwatch.

iterate.ai | Enterprise AI Infrastructure | AgentWatch | LLM Gateway


