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| § GOVERNING THE AUTONOMOUS ENTERPRISE

ABOUT THIS PAPER

Agentic Al is reshaping the enterprise at
a pace that governance has not
matched.

Organizations are deploying Al agents that autonomously execute tasks, interact
with sensitive data, and call external model providers — often with minimal
centralized oversight.

The result is a rapidly expanding attack surface, uncontrolled spending, and
regulatory exposure that traditional IT governance was never designed to address.

This paper is a practical guide. We examine the threat landscape, present a five-
layer governance framework, outline best practices from enterprise deployment
patterns, and introduce the LLM gateway as the foundational architecture for
managing risk across all Al interactions — then show how AgentWatch by lterate.ai
implements these principles in a production-ready platform.

WRITTEN FOR PUBLISHED BY
ClOs, CISOs, heads of platform engineering, Al/ML Iterate.ai — San Jose, CA & Denver, CO.
leadership, compliance officers, and the finance Private Al infrastructure for the enterprise.

leaders responsible for Al cost governance.

iterate.ai - White Paper 02



GOVERNING THE AUTONOMOUS ENTERPRISE

What's inside.

Front-to-back, this is a twenty-minute read. The five-layer framework on p.07 and the
lifecycle diagram on p.09 are the pages most security teams ask to keep.
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EXECUTIVE SUMMARY

PART ONE - THE LANDSCAPE

The governance gap is the
defining enterprise risk of the

agentic Al era.

Al agents now autonomously execute tasks, touch sensitive data, and call external
model providers across the enterprise. The controls were built for a different decade.

Traditional IT governance assumes
centralized infrastructure, predictable
workloads, and deterministic outputs.
Agentic Al violates all three.

Agents produce non-deterministic results, call
external APls in real time, handle sensitive data on
every interaction, and can autonomously escalate
their own scope. A new governance architecture is
required — purpose-built for the Al control plane.

This paper presents the threat model, a five-layer
framework, and the architecture pattern — the
LLM gateway — that makes all of it enforceable.

The goal is enabling infrastructure, not a
constraint on innovation.

$52.6B

Projected Al agent market by 2030.

24,

Of enterprises today have a formal Al security
governance team.

70%

Of multi-LLM organizations will adopt Al gateways
by 2028

01-

By 2026, 40% of enterprise applications will feature

task-specific Al agents, up from less than 5% in 2025.
The governance gap is the defining enterprise risk of

the agentic Al era.

— Gartner, August 2025

88%

Of executives are increasing Al spend for agentic use
cases.

Executive Summary

5%

Only feel highly confident in their Al security readiness.

04
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02 THREAT SURFACE

Five threat vectors most enterprise
frameworks don’t cover.

The agentic Al market reached $7.84B in 2025 and is compounding at 46.3% CAGR. Adoption
has outpaced controls. Every agent interaction crosses at least one of these vectors.

PART ONE - THE LANDSCAPE

®

Prompt
Injection

Malicious inputs
manipulate agent
behavior —
smuggling
instructions
through data,
documents, or
tool outputs.

®

Data
Exfiltration

Sensitive data
flows to external
LLM providers in
prompts — PII,
PHI, credentials,
IP — with no DLP
at the boundary.

®

Shadow Al
Usage

Unmanaged Al
tools operate
outside IT
governance.
Individual API
keys bypass cost
tracking, audit,
and policy.

®

Cost
Explosion

Runaway agent
loops consume
uncapped token
budgets. One
misconfiguration
can burn a
quarter's
allocation in
hours.

®

Compliance
Violation

Regulated data is
processed
without an audit
trail. GDPR,
HIPAA, SOX, and
PCI-DSS
exposure
compounds
silently.

WHY TRADITIONAL IT GOVERNANCE FAILS

The three assumptions that no

longer hold.

Traditional governance assumes centralized
infrastructure, predictable workloads, and

Centralized infrastructure

Predictable workloads

deterministic outputs. Agentic Al violates all three.

Agents produce non-deterministic results, call external
APIs in real time, handle sensitive data on every

interaction, and can autonomously escalate their own

scope.

Deterministic outputs

x Calls external APls in
real time

x Autonomously
escalates scope

x Non-deterministic
by design

A new governance architecture is required — purpose-built for the Al control plane. That architecture,

and how to deploy it, is the rest of this paper.

02 - The Threat Surface
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A PART ONE - THE LANDSCAPE

03 ARCHITECTURE & AUTONOMY

A chatbot responds. An agent
reasons, plans, and acts.

Agents use tools (APIs, databases, code execution), maintain context, and can autonomously
decide their next action based on intermediate results. That autonomy is both the value and the
risk.

THE AUTONOMY SPECTRUM

LEVEL O LEVEL 1 LEVEL 2 LEVEL 3

Static Prompt Tool-Augmented Autonomous Multi-Agent
User sends a prompt, The LLM can call Agent Multiple agents

gets one response. No predefined tools — collaborate, delegate,

Plans multi-step
workflows, selects tools
dynamically, iterates
until goal is met. Risk:
unintended action
chains.

share context. Risk
compounds — one
compromised agent
influences others.

tools, no memory. Risk: search, calculator, DB
data in the prompt itself. queries. Risk: scope of
accessible tools.

Most enterprise deployments today sit between Level 1and Leve! 2 and are moving toward Level 3. Governance frameworks
must anticipate the full spectrum.

COMMON ARCHITECTURE PATTERNS

ReAct Plan-and-Execute Multi-Agent Orchestration

Reason - Act »> Observe - repeat. Agent generates a full plan upfront, Supervisor delegates to specialized

The dominant pattern. Each cycle is a then executes each step. Enables sub-agents. Governance: supervisor

governance intervention point. plan-level review and approval gates. delegation authority + per sub-agent
tool access.

THE SHIFT

A governance framework for agents must operate at the interaction level — inspecting every prompt and
response in real time — rather than relying on perimeter security or post-hoc audits.

03 - Understanding Al Agents 06
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MCP - TOOL USE -

PART TWO - THE FRAMEWORK

The new integration surface is the
new attack surface.

The Model Context Protocol, standardized tool-use interfaces, and multi-agent orchestration are
transforming how agents touch enterprise systems. Each expands the attack surface in different

ways.

MCP

Model Context
Protocol

An open standard for agents to
discover, authenticate with, and
invoke external services through
a unified protocol.

« Expanded tool surface —
servers expose filesystems,
DBs, APls, code execution.

- Dynamic discovery — enforce
allow-lists per agent role.

« Credential management —
central vaulting and rotation.

« Audit complexity — trace full
chains end-to-end.

TOOL USE

Real-World Actions

Queries, emails, files, code
execution, third-party APIs. Each
invocation is a potential security
event.

o Least-privilege access —
RBAC at the tool level.

« Input/output validation —
sanitize against injection and
exfiltration.

« Per-tool rate limits — 500 DB
queries/min = compromise
signal.

« Human-in-the-loop gates on
high-impact actions.

A2A

Agent-to-Agent

Multi-agent systems create trust
chains. Delegation must be
explicit, logged, and bounded.

« Delegation authority — who
can spawn whom.
Context isolation — sensitive
context doesn't auto-transfer.
Chain-of-custody — every
inter-agent message logged.
Blast-radius containment —
prevent lateral movement.

MCP and multi-agent patterns will become standard

enterprise architecture by 2027. Organizations that

build governance into their agent communication layer
now will avoid costly retrofits later.

— Al Infrastructure Forecast, 2025

04 - MCP & Tools 07



| § PART TWO - THE FRAMEWORK

05 DEFENSE IN DEPTH

A five-layer governance framework.

No single control is sufficient. Resilient governance requires overlapping safeguards across
five distinct risk domains — from board-level policy down to per-request enforcement.

n Organizational Policy

Board Al strategy - Acceptable-use policies - Risk appetite

Before deploying technical controls, leadership defines Al risk appetite, acceptable-use boundaries, and
accountability structures. Technical controls enforce policy — they do not replace it.

n Regulatory Compliance
GDPR - HIPAA - SOX - PCI-DSS - SOC 2 - ISO 27001

Manual reviews cannot scale when agents generate thousands of interactions per hour. Compliance must be
automated at the moment of Al interaction — not after the fact.

E Data Protection
DLP scanning - PlI/PHI redaction - Secret detection - AES-256

Real-time detection and redaction of Pll, PHI, financial data, and IT secrets before any prompt reaches an
external API. The prerequisite for HIPAA, GDPR, PCI-DSS, and SOX compliance.

n Identity & Access Control
JWT auth - RBAC - Per-tenant isolation - APl key management

Role-based access prevents unauthorized usage. Per-team budget enforcement with automated throttling
prevents cost overruns — a single misconfigured loop can consume a quarter's allocation in hours.

H Operational Controls

Guardrails - Prompt screening - Token budgets - Audit trails

Per-request enforcement. Guardrails, prompt screening, token caps, and audit logging operate as independent,
reinforcing controls — the layer where the previous four become real.

BP 01 BP 02 BP 03 BP 04 BP 05

Policy first, then Automate at the point  Protect data at the Al Enforce access & cost  Build for multi-
controls. of interaction. boundary. per team. provider resilience.

05 - Five-Layer Framework 08



PART TWO - THE FRAMEWORK

é
06 ARCHITECTURE
The LLM gateway is the Al control
plane.
A centralized intermediary between applications and Al providers. Every request passes through
one pipeline where authentication, DLP, policy enforcement, routing, and audit logging are applied
consistently — one integration point, every control.
Internal Apps Al Agents IDE Extensions Web Browser
LLM GATEWAY Centralized Control Plane
Auth &RBAC DLP Engine Policy & Guardrails Cost & Token Mgmt
JWT - Per-tenant PIl - PHI - Secrets Prompt screening Budgets - Throttle
Audit Logging Multi-Provider Router Cache & Failover Observability
JSON - correlation IDs Model selection Semantic - Circuit Prometheus - Alerts
OpenAI m AWS Bedrock
A single integration point for security, compliance, and observability across all Al traffic.
01 02 03 04
Single integration Zero-code Defense in depth Provider agnosticism
point deployment Auth, DLP, guardrails, Unified interface. Multi-

One endpoint. Gateway
handles routing, security,
compliance.

06 - LLM Gateway

OpenAl-SDK-compatible.
Change the endpoint URL
and key.

audit operate as
reinforcing controls.

provider without
application changes.

09




( PART TWO - THE FRAMEWORK

07 SECURITY IN PRACTICE

Every prompt passes through six
checkpoints.

Understanding how an Al interaction is secured requires tracing its full lifecycle — ingress to
response delivery.

01 02 03 04 05 06

Request Authenticate DLP Scan & Apply Route to Log, Meter
Received & Authorize Redact Guardrails Provider & Return
Encrypted JWT validation. Sensitive data Content policy Multi-provider Audit trail +
transit over RBAC stays local. enforcement. with failover. token

TLS. enforcement. metering.

THE NON-NEGOTIABLE CONTROL

PIl SSNs, emails, phone numbers — anything
DLP at the Al boundary. identifying an individual.
Without it, employees will send sensitive data to external

PHI Medical records, insurance IDs,

providers. A production-grade DLP engine detects four
- . diagnostics — HIPAA-critical.
categories in real time, before any prompt leaves the

gateway.
FINANCIAL Card numbers, accounts — PCI-DSS in

scope.

SECRETS APl keys, plaintext passwords, tokens —
unauthorized access risk.

COMPLIANCE FRAMEWORK COVERAGE

FRAMEWORK KEY AI-RELATED REQUIREMENTS

GDPR Data minimization - right to erasure - consent - Pll redaction before external processing.
HIPAA PHI protection - access logging - minimum-necessary - audit trail completeness.

SOX Financial data controls - access governance - change audit - segregation of duties.
PCI-DSS Cardholder data protection - encryption at rest and in transit - access control logging.
sSOC 2 Security - availability - processing integrity - confidentiality - privacy controls.

1SO 27001 ISMS alignment - risk assessment - continuous monitoring.

07 - Request Lifecycle 10
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08 COST GOVERNANCE

PART THREE - THE OPERATIONAL LAYER

From visibility to control.

Al cost management is a discipline distinct from cloud FinOps. Token-based pricing, variable
prompt lengths, and unpredictable agent loops produce a cost profile that legacy budgeting

tools cannot model.

HIDDEN COST DRIVERS

Runaway loops

An agent stuck in a retry cycle can consume thousands of
dollars in minutes. Without circuit breakers and token caps,
there is no automated way to stop it.

Model selection inefficiency

Teams default to the most capable (and expensive) model
for every task. Intelligent routing directs simple queries to
cheaper models automatically.

Prompt bloat

Context windows filled with unnecessary history inflate
every request. Optimization and caching can reduce token
usage by 30-50% on repeated patterns.

Shadow Al

Ungoverned API keys bypass cost tracking entirely.
Centralizing through a gateway makes all spending visible
and attributable.

COST-GOVERNANCE BEST PRACTICES

01

02

03

o4

Token-level metering

Per request, model, team, application. Enables
chargeback that shifts Al spend from shared overhead
to managed investment.

Per-team budget allocation

Hard caps with soft alerts by BU. Automated throttling
prevents overrun without manual intervention.

Intelligent caching

Semantic caching alone reduces costs 20-40% in
production workloads.

Model routing rules

Policies that route by task complexity, latency, and
cost. Stop using the bazooka for the fly.

REPORTED OUTCOME

Organizations report 40-60% cost reduction within the first month of
deploying centralized Al cost controls with token-level visibility and per-team

budgets.

— Enterprise Al Deployment Survey, 2025

08 - Cost Governance
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| § PART THREE - THE OPERATIONAL LAYER

09 OBSERVABILITY

You cannot govern what you cannot
see.

Observability is not a feature — it is the prerequisite for every other governance capability.
Without comprehensive visibility, security policies cannot be verified, cost controls cannot be
validated, and compliance claims cannot be substantiated.

THE THREE PILLARS OF Al OBSERVABILITY

PILLAR 01

Metrics

Prometheus-compatible time
series: request volume,
p50/p95/p99 latency, error rates,
token consumption, cache hit
ratios, provider health. Powers
dashboards and alerting.

PILLAR 02

Structured Logs

JSON with correlation IDs linking
every request to user, team, app,
model, tokens, DLP findings,
guardrail actions, response
metadata. The primary evidence
for compliance audits.

PILLAR 03

Dashboards

Role-specific views: security
(threat detection, DLP events),
compliance (policy adherence),
finance (cost attribution, burn
rates), engineering (latency,
errors, provider performance).

AGENT-SPECIFIC MONITORING PATTERNS

B Chain depth monitoring B Tool-call frequency analysis
Track how many sequential LLM calls an agent Unusual patterns — an agent suddenly accessing a
makes per task. Sudden spikes flag runaway loops or database it never used before — signal compromise.

prompt injection.

B Semantic drift detection B Cross-agent correlation
Compare agent outputs over time to detect gradual In multi-agent systems, trace delegation chains.
shifts — model degradation, data poisoning, prompt Essential for root cause analysis.

manipulation.

RESILIENCE - MULTI-PROVIDER STRATEGY

Circuit breakers

Intelligent retry

Provider health monitoring

Exponential backoff handles transient Continuous tracking of uptime,
errors without overwhelming latency, error codes. Automated
recovering providers. failover on SLA breach.

Detect provider failures and reroute
traffic to healthy alternatives without
downtime.

09 - Observability 12
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10 EVALUATING SOLUTIONS

Twelve dimensions. One platform
covers all of them.

Based on publicly documented product capabilities as of March 2026 across open-source tools
(LiteLLM), observability platforms (Helicone), commercial gateways (Portkey), and DIY approaches.

GOVERNANCE AGENTWATCH LITELLM HELICONE PORTKEY DIY
CAPABILITY

Built-in DLP (PII/PHI) Partial % No Partial % No

Multi-compliance v Yes % No Partial Partial % No
frameworks
Content guardrails v Yes Partial v Yes % No

Comprehensive audit v Yes v Yes Partial v Yes Partial
logging

Multi-tenant + team v Yes v Yes Partial v Yes % No
hierarchy

Per-tenant budget v Yes Partial v Yes % No
controls

Built-in billing (Stripe) Partial % No % No % No
Circuit breaker / failover v Yes v Yes v Yes % No
Self-hosted / on-prem Vv Yes Vv Yes Vv Yes N/A

Enterprise proxy v Yes Partial % No Partial % No
(Zscaler)

Each tool brings different strengths. LiteLLM excels at multi-provider routing and open-source adoption. Helicone leads in

Code security scanning

Zero-code deployment

developer-friendly observability. Portkey offers robust guardrails and prompt management. DIY offers maximum customization
but requires significant ongoing engineering investment. AgentWatch is the only platform in this comparison delivering full
coverage across all twelve dimensions, including built-in DLP, six-framework compliance, native billing, and integrated code
security scanning.

10 - Evaluating Solutions 13
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é
1 GETTING STARTED
[ ]
Maturity, honestly assessed.
o
Roadmap, ninety days.
Governance maturity is not binary. Most enterprises today sit between Level 1 (ad hoc) and Level 2
(reactive). The path forward is incremental and measurable.
LEVEL 1 LEVEL 2 LEVEL 3 LEVEL 4 LEVEL 5
AdHoc Reactive Defined Managed Optimized
No central controls. Basic logging exists. Central gateway live. Full audit trails. Predictive
Individual API keys. Manual policy DLP scanning Automated governance.
Shadow Al. checks. Some cost active. Role-based compliance. Budget Continuous
awareness. access. enforcement. improvement. Full
MOST ORGS observability.
STARTING POINT TODAY 90-DAY TARGET 6-12 MONTHS DESTINATION

Benchmark current posture honestly. Plan phased advancement — not a six-month transformation program.

90-DAY IMPLEMENTATION ROADMAP

WEEKS 1-2 WEEKS 3-4 MONTH 2 MONTH 3+

Deploy & Connect Enable Core Enforce Optimize & Scale
Deploy gateway. Protections Compliance Configure multi-provider
Redirect Al apps via Activate DLP scanning. Map compliance policies failover. Build

endpoint configs. Configure standard to regulation. Enable operational dashboards.
Baseline Iog.ging & . guardrails. Set RBAC. per-team budgets with Expa.nd to all BUs.
u.se.lg.e. tracking establish Begin audit trail alerts. Deploy industry- F:ontlnuous

visibility. collection. specific guardrails. improvement.

DEPLOYMENT BENCHMARK

With the gateway model, organizations go from zero visibility to comprehensive Al governance in
weeks — not quarters.

11 - Maturity & Roadmap 14
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STRATEGIC RECOMMENDATIONS

PART THREE - THE OPERATIONAL LAYER

Treat governance as enabling

infrastructure.

Not a constraint on innovation.

Centralize Al traffic through a gateway.
Every day without centralized oversight increases

regulatory exposure, data leakage risk, and cost
uncertainty.

Treat DLP as non-negotiable.

Automated, real-time DLP at the Al boundary is the
single most impactful security control. Deploy first, not
last.

Govern MCP and tool access explicitly.

As agents reach enterprise systems via MCP servers
and tools, least-privilege access and per-tool rate
limiting become critical.

Establish cost governance proactively.
Token-level tracking and per-team budgets are far easier
to implement before spending is out of control than after
a budget crisis.

Architect for multi-provider from day one.

No single provider will remain optimal. Provider diversity
with automated failover ensures cost optimization and
resilience.

Invest in agent-specific observability.

Traditional APM is necessary but not sufficient. Chain
depth, tool-call analysis, and semantic drift are essential
for agents.

Build audit trails for coming regulations.
The EU Al Act and industry-specific Al rules are

accelerating globally. Organizations with comprehensive
audit trails will adapt faster.

12 - Strategic Recommendations

THE LINE THAT MATTERS

Agentic Al will define
the next decade of
enterprise software.

The question is not whether
organizations will deploy agents — it is
whether they will deploy them with the
governance, security, and observability
that responsible operations demand.

The LLM gateway architecture, paired
with the five-layer framework, is the
proven path from ad-hoc Al usage to
enterprise-grade Al operations.

AGENTWATCH BY ITERATE.AI

DLP. Compliance. Multi-provider.
Cost. Observability.

A production-ready platform that
implements every principle in this paper
through a single, zero-code integration.

iterate.ai/applications/agentwatch

15
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ABOUT ITERATE.AI

Private Al infrastructure for the
enterprise.

Iterate.ai builds, runs, and governs private Al infrastructure for banks, hospitals,
insurance companies, retailers, big tech, and datacenters. Founded in Silicon Valley
and Colorado in 2015 by one team that helped invent the iPhone and another that
scaled eBags to a $105 million exit.

Strategic partners include Equinix, Qualcomm, AMD, and NetApp. Most of our patents target
infrastructure-level processing that makes private Al economically feasible for the enterprise.

THE FAMILY OF PRODUCTS

AgentWatch ® Generate @ Lifeboat ® AgentOne
Al governance and Private Al + Agent Inference A sovereign coding Al
observability. The environment for acceleration. Same for engineering teams
subject of this paper. directors and officers. model, dramatically under real constraints.

lower cost-per-token.

FURTHER READING FOR BOARDS ON THE WEB EDITION
IterateOn.ai/books IterateOn.ai/board iterate.ai White Paper - March
Understanding the Al When Software Started hello@iterate.ai 2026

Revolution - An Al Field Guide  Thinking - Generate for the
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Confidential
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