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A BOU T  T H I S  PA P E R

This paper is for leaders who have to
make AI decisions, without knowing
the new technical vocabulary first.

For fifteen years, enterprise leaders built a rulebook for cloud risk. That rulebook

was designed for systems that store information and hand it back.

AI is different. AI systems read, remember, reason, and increasingly act. They

don’t just store data — they accumulate understanding.

History offers a warning. Borders, Toys “R” Us, Blockbuster, and eBags each

made what looked like tactical platform decisions and discovered, years later, that

they had handed over more than they meant to. This paper explains, in plain

English, why AI introduces the same pattern at scale — and what enterprise

leaders should be asking next.

WR I T T E N  F O R

Boards, CIOs, CISOs, general counsel, and anyone

responsible for AI decisions inside a regulated or

large enterprise.
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CON T E N T S

What’s inside.
Read it front to back, or jump to the parts your role cares about most. The

vocabulary box on p.10 is the one most legal teams ask to bookmark.
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0 1 O P E N I N G

The handshake that didn’t look
dangerous.
Some of the biggest strategic mistakes in business history began as partnerships. They

looked efficient. Rational. Tactical.

Then the platform learned faster than the company standing on top of it.

Amazon wasn’t just processing transactions. Amazon

was absorbing intelligence: what customers searched

for, what converted, what didn’t, which books

triggered follow-on purchases, how pricing changed

behavior, how recommendation systems shaped

demand — how digital consumers actually behave at

scale.

Borders thought it was renting infrastructure. In

reality, it was training a future competitor.

A  PAT T E R N

The handshake that
solidified doom.

BORDERS

2001

Customers · Inventory

AMAZON

Operator

Behavior · Pricing · Logic

×

1998
own site

2001
deal signed

2011
bankruptcy

Borders ran Borders.com on Amazon’s

infrastructure from 2001 to 2007. The same

arrangement was extended to Target.com and
Toysrus.com.

PART  ONE  ·  THE  PATTERN

In April 2001, Borders Group announced a

strategic partnership with Amazon. On paper,
the deal made sense. Borders had struggled

online. Amazon already had world-class e-

commerce infrastructure. So Borders
outsourced Borders.com to Amazon.

Amazon would run the website. Handle fulfillment.

Power recommendations. Manage the customer

experience. Operate the backend.

To executives in 2001, this looked like outsourcing

technology.

What it actually outsourced was learning.

01 · The Pattern 04



The timing matters. Borders had launched its own

website in 1998 — they weren’t blind to digital

commerce. But from 2001 to 2007, while Amazon

operated Borders.com, Amazon accumulated years

of customer behavior, logistics knowledge, and

recommendation data. Borders largely stopped

building those capabilities internally.

By the time Borders rebuilt its own e-commerce

operation in 2008, the strategic gap had become

structural. Borders filed for bankruptcy in 2011.

Toys “R” Us made a remarkably similar decision

the year before. In 2000, the retailer signed an

exclusive partnership making Amazon its online toy

platform. The arrangement looked operational.

Amazon learned everything anyway: seasonal

demand, search behavior, pricing elasticity,

inventory velocity, customer habits, conversion

patterns.

Again, the retailer thought it was outsourcing

infrastructure. Again, the platform accumulated

intelligence.

Then there is Blockbuster. In 2000, Netflix

approached Blockbuster about a partnership and

possible acquisition for roughly $50 million.

Blockbuster declined. At the time, Blockbuster

looked dominant. Netflix looked tiny.

But Netflix wasn’t really building a DVD business. It

was building a behavioral data engine. Every movie

rating, viewing habit, rental queue, and

recommendation was training Netflix to better

predict consumer behavior.

Blockbuster optimized stores. Netflix optimized

learning. One built physical scale. The other built

intelligence scale. That distinction changed the

future of media.

OUTSOURCED 2001 → 2011

Borders
Handed Borders.com to

Amazon. Stopped building

digital muscle. Bankrupt a

decade later.

EXCLUSIVE  DEAL 2000 → 2017

Toys “R” Us
Made Amazon its online toy

platform. Amazon learned

seasonality, pricing, demand — on

Toys’ data.

DECLINED 2000 → 2010

Blockbuster
Passed on $50M Netflix offer.

Optimized stores. Netflix

optimized learning. One scale

won.

F IRST-HAND

JN
Jon Nordmark
Founder, eBags

I learned this lesson firsthand.

In 1999, my partners and I started eBags, selling backpacks and luggage online. Pretty quickly,

Amazon invited us to be one of the first ten companies to sell on their new marketplace. We said

yes. For a while, it was great.

What happened next was instructive. As our best-selling products climbed the marketplace

rankings, Amazon began producing knockoffs — copied to the dotted i and crossed t. They then

sold those knockoffs for ~30% less, displayed directly on our own product pages, with our

reviews and product education doing the selling for them.

We weren’t just selling on Amazon. We were teaching Amazon what to sell, how to price it, and

how to take it. We sold eBags in 2012 for $105 million — a good outcome — but the platform

lesson stuck.

PART  ONE  ·  THE  PATTERN
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T H E  PAT T E R N  R E P E AT S

The incumbents
thought they were
making technology
decisions.
They were making intelligence decisions. And

that brings us to AI.

Today, enterprises are connecting their contracts,

financial records, customer conversations, source

code, internal documents, product roadmaps, and

institutional knowledge into external AI systems at

extraordinary speed. Most of these decisions appear

tactical.

WHAT  ENTERPR ISES  TELL  THEMSELVES

“We just need productivity gains.”

“It’s only an assistant.”

“We’re using the hosted version…
temporarily.”

“The vendor says our data is secure.”

But history suggests something important. The most consequential platform shifts rarely announce themselves

as platform shifts. They arrive disguised as convenience.

T H E  O L D  QU E S T I O N

“Where is our data stored?”
15 years of cloud governance answered this one well.

T H E  D E E P E R  QU E S T I O N

“Who accumulates
intelligence from our data,
workflows, employees, and
behavior over time?”

Most enterprise frameworks have no category for this

yet.

Because unlike traditional software, modern AI systems do not merely store information. They learn

from it. And once software starts thinking, the old IT risk rulebook starts breaking down.

PART  ONE  ·  THE  PATTERN

01 · The Pattern 06



0 2 T H E  S H I F T ,  I N  ON E  ANA LO GY

The filing cabinet and the
smart new employee.
Here is the cleanest way to understand what’s actually different about AI.

TRADITIONAL  IT

A filing cabinet.

You put a piece of paper in. Later, you ask for it

back. You get the same paper you put in.

Nothing was added. Nothing was changed.

Nothing was learned.

MODERN  AI

A smart new employee.

You give them information. They read it. They

notice patterns. They remember last week’s

conversation. They draw conclusions you never

asked for. They write new things. And

increasingly, they take actions on your behalf.

A filing cabinet stores. An employee thinks. That difference sounds obvious. It is also the most

underappreciated fact in enterprise computing today.

Almost every security rule, privacy contract, audit framework, and compliance checklist enterprises rely on

was designed for filing cabinets — for systems that store information and give it back.

T H E  WEDG E

None of those frameworks were designed for systems that think. That is the
conversation most enterprise leaders have not fully had yet — and that most AI
vendors are not yet ready to host.

PART  ONE  ·  THE  PATTERN

vs

02 · Filing Cabinet vs. Smart Employee 07



WHAT  T H E  SMA R T  EM P LOY E E  R EM EMB E R S

A part that many enterprise leaders
haven’t been told yet.
When a filing cabinet receives a piece of paper, it

stores the paper. That’s it. The cabinet doesn’t change.

It doesn’t have opinions. It doesn’t learn.

When an AI system receives information, the AI system

changes a little.

Some of those changes only last for a single

conversation — when you close the window, they go

away. But some changes are more permanent. The AI

may save part of the conversation as memory so it

remembers you next time. It may convert your

information into number-fingerprints (embeddings) and

tuck them into a vector database. Over time, the system

may use what it learns to shape future outputs,

memory, recommendations, or even future versions of

the model itself. The understanding spreads farther

than most people realize.

Once a system accumulates understanding, you are no

longer governing data. You are governing what the

machine learned. You are governing intelligence itself

— and memory. That is a very different situation. And

yet, almost no enterprise framework has a category for

it.

If you use shared AI systems and shared LLMs, parts of

your organization’s memory, reasoning, and pattern

recognition now live outside your walls. In other words,

you’re outsourcing your corporate brain. Your brain!

That’s unprecedented.

“ With shared models, you’re
outsourcing your corporate
brain.

" Traditional IT systems stored information.
Modern AI systems accumulate understanding.

ANA LO GY

The Brilliant
Temp
A useful image for boards and legal
teams trying to picture “memory.”

Imagine you hire a brilliant temporary worker. For three months, they help

your sales team. They read every customer record. They sit in on every

pricing meeting. They see your discount strategy, your margin pressure,

your weakest customers, your strongest leads. Then their contract ends.

They leave.

You can ask them to return the laptop. You can revoke their email

access. You cannot ask them to forget what they learned. The
understanding goes with them.

So the question itself has evolved. For fifteen years, enterprises asked: “Where is our data, and who has access to

it?” That was the right question for a world of filing cabinets. But now they must ask: “Where is our understanding

being built? Who can access it? Who else learns from it?” Call this category AI memory governance. It is to the

next ten years what data governance was to the last fifteen.

PART  ONE  ·  THE  PATTERN
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0 3 A  S TO RY

AI that remembered my dogs.
Here is what AI memory and inference actually looks like.

Last year, I opened ChatGPT on my phone and asked a simple

question: “What types of owls are in my neighborhood?”

The answer was normal at first. Because I live near Backcountry

Wilderness Area and Chatfield State Park, the model suggested

the most likely species — Great Horned Owls, Eastern Screech-

Owls, Barn Owls, Northern Saw-whet Owls.

Then it said this:

“If you’re walking your dogs (like Sammie, Rosie, or
Charlie) in the early evening, watch the treetops —
Great Horned Owls or Screech-Owls may be silently
observing.”

CHATGPT, UNPROMPTED · 2025

I had not mentioned my dogs. Not in that session. Not that week.

The AI had pulled their names — all three of them — from a

different conversation months earlier. It also inferred that I walk

them in the evening, which I do. None of that was in the prompt.

The model assembled me from memory and
pattern. That’s a visceral definition of inference
— the AI doing work you didn’t ask it to do, on
information you didn’t think you’d shared.

T H E

I N F E R E N C E

Look at the

second bullet on

the screen. The

first half is

geography the AI

could look up. The

second half — the

dog names, the

evening walk — is

reconstruction.

Nothing in the

prompt

asked for it.

T H E  I M P L I CAT I O N

A filing cabinet would have returned a list of

parks. This AI returned a list of parks built around

me — my dogs, my routine, my likely evening.

If a consumer AI is doing this for a dog walker,

an enterprise AI is becoming your

organization’s collective brain and memory —

doing it for your customers, your employees,
and your executives.

PART  TWO  ·  THE  STORY  &  THE  VOCABULARY

GREAT  HORNED  OWLS  ·  BACKCOUNTRY, CO

ROSIE SAMMIE
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0 4 B OO KMA R K  T H I S  PAG E

A few words you’ll see throughout
this paper.
Eight terms AI engineers use casually, assuming everyone knows what they mean. Most

people don’t. We’re about to use them — flip back here whenever you need.

T H E  B R A I N  I T S E L F

Model → Fine-tuning →
Context window

WHAT  YOU  F E E D  I T

Prompts → Tokens →
Inference

WHAT  I T  S TO R E S

Embeddings → Vector
database

WHAT  I T  DO E S

Agent

0 1  /  0 8

Model

The actual AI brain. ChatGPT,

Claude, and Gemini are models. Each

is a giant pile of math, trained on

huge amounts of text, that can

answer questions and write things.

0 2  /  0 8

Fine-tuning

Taking a general AI model and

teaching it specific things about your

company by training it on your

documents. After fine-tuning, the

model knows things it didn’t before

— and you can’t fully un-teach it.

0 3  /  0 8

Context

window

How much information a model can

hold in its head at once. Early AI

could only “see” a few paragraphs.

Today’s AI sees entire books.

Tomorrow’s will see entire archives.

A bigger context window means

more of your information enters the

model on every query.

0 4  /  0 8

Token

The unit AI uses to count language. A

short word like “cat” is one token. A

longer word may be two or three.

Almost everything in AI pricing and

capacity is measured in tokens.

0 5  /  0 8

Inference

What happens when a model does its

job — reads your question (in

tokens), connects ideas, and

produces an answer (also in tokens).

Vendors charge a fraction of a cent

for every token in and out. Inference

is what you pay for every time the

model thinks — and where it quietly

draws conclusions you never asked

for.

0 6  /  0 8

Embedding

A model’s way of turning an idea into

a string of numbers, so the AI can

compare it to other ideas. Think

fingerprint. Two ideas that mean

similar things will have similar

fingerprints. The fingerprints get

stored.

07  /  0 8

Vector

database

A special warehouse for those

fingerprints. The AI uses it to find

information that’s similar to a

question — not by matching the

words exactly, but by matching the

meaning.

0 8  /  0 8

Agent

An AI that doesn’t just answer

questions. It takes actions. It sends

the email. It books the meeting. It

writes the code. Agents are AI with

hands.

PART  TWO  ·  THE  STORY  &  THE  VOCABULARY

04 · A Few Words 10



0 5 WHE R E  A I  MEMORY  AC T UA L LY  L I V E S

Eight places your information
goes once it touches an AI.
Part of why this is so hard for enterprises to get a handle on: AI memory doesn’t live in one

place. It lives in many, in many forms, most of which the legal team has never heard of.

01 Session window

The active conversation. Usually

disappears when you close it.

02 Persistent memory

Features that remember you across

sessions, so the model knows you next

time.

03 Embeddings in a vector DB

Number-fingerprints of your content,

stored long-term in a searchable

warehouse.

04 Retrieval indexes

Searchable maps that help the AI find

relevant past information quickly.

05 Chain-of-thought logs

Records of the AI’s step-by-step

reasoning, kept by some vendors for

debugging.

06 Fine-tuning corpora

The bundles of documents used to train

custom versions of the model.

07 Agent state

What an AI assistant remembers about

ongoing, in-flight tasks.

08 Custom weight deviation (fine-
tuning)

Base weights stay frozen in production,

but fine-tuning a custom model on your

data changes them permanently — keep

that learning isolated, or your domain

logic bleeds into vendor pipelines.

D I R E C T I O N  O F  T R AV E L

Context windows are growing

From a few pages a year ago, to entire

books now, toward entire archives

soon. A bigger context window

means more of your information

enters the model on every query —

which in turn feeds every memory

layer above.

D I R E C T I O N  O F  T R AV E L

Memory is becoming default

Persistent memory features are

flipping from opt-in to on-by-default.

D I R E C T I O N  O F  T R AV E L

Agents are sharing

Agents are beginning to pass

information to each other. Every trend

makes the memory question bigger.

Most CISOs cannot tell you which of these eight layers their organization is currently writing to. Most

legal teams have never been briefed on them. Most retention policies say nothing about any of them.

PART  TWO  ·  THE  STORY  &  THE  VOCABULARY
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0 6 T H E  N EW  R I S K S

Five kinds of risk the old
rulebook doesn’t cover.
Five risks AI introduces that have no clean entry in existing audit frameworks. All

five are starting to show up in regulator briefings, board questions, and breach

disclosures.

01 The “smart question” attack

In the old world, hackers attacked storage. They tried to break into databases. The defense was locks on the

doors.

In the new world, attackers don’t always need to break in. They can simply ask the AI clever questions until it

reveals something it shouldn’t. The information they get out may never have been in any database — the AI

inferred it from patterns. The technical name is “prompt injection,” and it is one of the fastest-growing attack

categories in cybersecurity.

There is no lock that protects against a system being talked into something.

02 Memory you can’t audit

Remember the eight layers. Most sit outside your

existing audit tools. If a regulator asks “show me

everything you know about this customer,” your

AI may know things — through embeddings, fine-

tuning, agent state — that don’t show up

anywhere your auditor can read.

You may not be hiding anything. You may simply

not be able to see it yourself.

03 Roommates on shared

equipment

Most consumer AI runs on shared infrastructure.

Many companies use the same model, on the

same shared GPUs, going through the same

shared front desk (the inference layer).

Hyperscalers do enforce strict compute isolation

— so the real risk isn’t hardware cross-talk, it’s

downstream centralization. When thousands of

companies funnel queries through the same

shared endpoints, they form one massive attack

surface. A compromise at the vendor’s logging,

prompt-caching, or orchestration layer can

expose the collective intelligence of every tenant

at once.

You aren’t just trusting their hardware isolation

— you’re tethering your blast radius to their

entire multi-tenant software stack.

PART  THREE  ·  THE  NEW  R ISKS
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04 The puzzle effect

This one is subtle. It may also be the most important

risk for legal teams to understand.

Suppose your company’s AI sees, across many

conversations, dozens of small pieces of information

about an upcoming product launch. No single piece

is confidential on its own. Pricing is in a marketing

brief. Specs are in an engineering document. The

launch date is on a calendar invite. Customer

reactions are in support tickets.

Each piece is harmless. Stitched together, they

reveal the launch.

A filing cabinet cannot stitch. An AI is designed to

stitch. That is literally its job.

This means “is this data sensitive?” is now the wrong

question. The right question is: “what can be

inferred from this data once an AI has seen it?”

T H E  P U Z Z L E  E F F E C T

AI doesn’t need your whole story. It only needs pieces.

F I G .  0 6 .1

01 ISOLATED

FRAGMENTS

A process mentioned in

passing.

A timeline in a calendar

invite.

A priority mentioned once.

A name, a number, a side

comment.

Individually, each one feels
harmless.

→

02 AI  INFERENCE

The model
stitches the
pieces together.

Pattern recognition across

fragments no human ever

combined — instantly,

and at machine speed.

THAT IS LITERALLY ITS

JOB.

→

03 THE  REVEALED  MAP

Strategy

Weak spots

Unannounced launches

Vulnerabilities

Together, the fragments form a

map of your company —

assembled by something that was
never inside it.

And inference plus autonomy changes
everything.

FRAGMENTS  ·  INFERENCE  ·  MAP

PART  THREE  ·  THE  NEW  R ISKS
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05 Employees who take actions — and teach each other

The newest AI systems are agents. Agents are AI with hands. They don’t just

answer your questions; they send emails, place orders, write code, file expenses,

and move money. When an agent makes a mistake, the mistake is not theoretical.
It is a real email to a real customer. A real order to a real supplier. A real ticket

filed in a real system.

And the latest agent systems let agents build other agents. They can also pass
information to each other: one agent generates outputs, context, or instructions

that flow into the next.

So when one agent makes a bad inference, the mistake may not stop there. The
next agent may inherit it. The agent after that may act on it.

And in shared AI environments, those chains may cross organizational

boundaries. An internal agent may pass information to an externally built agent,
which may interact with another model, memory system, or third-party workflow

the enterprise cannot fully inspect or govern.

A misbehaving agent connected to shared systems can propagate errors,

permissions, and unintended actions at machine speed.

T H E  N EW  AU D I T

Q U E S T I O N

It is no longer just
“what did this AI
do?”

It is now: “what did
this AI learn from
another AI, and
what is the next AI
now operating
on?”

WHAT  T H I S  LO O K S  L I K E  TO DAY

Agents don’t pause. They don’t hesitate. They don’t ask “should I?” That’s not a flaw — it’s the design. An agent’s job is
to act fast on what it figures out.

But a digital employee with no judgment, no conscience, and no instinct to pause is something new in your organization.

It will do exactly what its inference tells it to do. Even if the inference is wrong. Even if the action is destructive.

Two stories from 2026 show what this already looks like.

OpenClaw, January 2026. When millions of these new AI assistants were rushed onto the public internet, it quickly

became a major security problem. Security experts found that nearly 1 in 5 were left wide open — hackers had
sneaked malicious software into the public marketplace where the assistants download their skills. Instead of helping,

these broken assistants were tricked into stealing corporate passwords, sharing secrets, and opening backdoors into

company networks — running 24/7, at machine speed, without any human realizing it.

McKinsey, March 2026. An autonomous AI agent broke into McKinsey’s internal AI platform — Lilli — in two hours. It

cost $20 in tokens. The agent found 22 doors that did not ask for a password. It exposed 46.5 million chat

messages, 728,000 files, and 57,000 user accounts. Worse: it could have silently rewritten the AI’s own instructions
— changing the advice given to 43,000 McKinsey consultants without any code change and without setting off an

alert.

Neither incident needed a human attacker after the first command. Agents acted on agents. And the systems they

breached did not know it was happening.

PAT T E R N

Each of these five is a new risk class. None of them sits
cleanly inside the existing audit frameworks. All of them
are starting to show up in regulator briefings, board

questions, and breach disclosures.

WHAT ’ S  N E XT

Which brings us to the decision most enterprises are about
to make — and most are making without the vocabulary to
ask the right questions yet.

PART  THREE  ·  THE  NEW  R ISKS
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0 7 T H E  WRONG  D E B AT E  ·  T H E  B E T T E R  D E B AT E

Not public vs. private. Shared vs.
controlled.
For fifteen years, smart CIOs moved their most regulated workloads to the public cloud. They

signed BAAs. They passed audits. They ran hospitals and banks on hyperscale clouds. So a

vendor who says “the cloud is dangerous” will get politely shown the door. The honest claim is

different: AI is different from the things the cloud has been doing well for fifteen years.

SHARED  AI YOU RENT

AI you rent.

You send your data to someone else’s model,

running on someone else’s computers. You don’t

know exactly what the model remembers; you

can’t directly inspect its memory; usage is

governed by terms the provider writes.

E X AMP L E S

CHATGPT  (HOSTED) CLAUDE  (HOSTED)

GEMINI  (HOSTED) COPILOT  (CLOUD)

PERPLEXITY MIDJOURNEY

PUBLIC  APIS SAAS  COPILOTS

CONTROLLED  AI YOU RUN

AI you run.

You decide where the computer sits. You decide

what the model is allowed to remember. You

decide what your agents are allowed to do, and

on whose behalf. You can inspect, audit, export,

or destroy any layer of the system.

P R O P E R T I E S

P R O B A B LY  B E LO NG S  I N  S H A R E D  A I

Marketing copy. Brainstorming. First-draft writing. Casual

research. Customer-service triage.

P R O B A B LY  DO E S  NOT

Patient records. Attorney-client work. M&A planning.

Compensation. Proprietary research. Deal pricing. Trade

promotion data. Anything where “what did the model

accidentally learn?” is a question you can’t afford to ask later.

This is a portfolio decision. Different workloads, different risk profiles, different deployment models. The decision

about which workload belongs in which environment is the most important AI decision an enterprise will make this

year.

ON E  CAV E AT

Some AI workloads cannot reasonably be run on owned infrastructure — yet. Trillion-parameter frontier models require

shared hosting and shared hardware because no single enterprise can economically run them alone. For those workloads,

the right answer is not “own it” — it is “use shared AI deliberately, and demand sovereignty guarantees in the contract.”

The portfolio decision is not whether to use shared AI — it is which workloads belong in which environment, and on what

terms.

PART  FOUR  ·  THE  DECIS ION

Inference location is a choice→

Memory is inspectable & destroyable→

Agent authority is scoped & revocable→

Logs are visible to your security team→

07 · Shared vs. Controlled AI 15
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AI sovereignty.
Sovereignty just means control. It’s the same word countries use for their borders, their

laws, their currency. Applied to AI, it means an enterprise has the same kind of control

over its AI systems that a country has over its territory.

0 1

Where the AI
runs

What hardware,

in what data

center, in what

country.

0 2

What enters
it

Which data, from

which systems,

under which

permissions.

0 3

What it
remembers

Across sessions,

embeddings,

fine-tuning,

agent state —

inspectable and

destroyable.

0 4

What it’s
allowed to do

Which agents

can act, on

whose behalf,

with what limits

and review.

0 5

What it costs

Per-query cost,

forecastable

spend, visibility

when an agent

loops on tokens.

Sovereignty does not mean keeping the AI in your

basement. A sovereign AI workload may run in a

public cloud data center under a sovereignty

contract. It may run in a colocation facility. It may run

on the edge — on a hospital floor, in a factory, in a

retail store. The physical hardware — what

engineers call “the metal” — is a deployment

choice, not a sovereignty test.

The question is not where the metal sits. The

question is who is in control of cognition.

That is the strategic position enterprise leaders

should be developing now, ahead of the next round of

regulatory clarity. Waiting for regulators to define the

category is a way of letting someone else define it for

you.

Sovereignty is the principle. For the workloads that

matter most, there is a stronger form of it — Private

AI.

R E - R E A D

The question is not where
the metal sits. The
question is who is in
control of cognition.

PART  FOUR  ·  THE  DECIS ION
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Private AI is sovereignty, taken
further.
Sovereignty asks who is in control. Private AI asks who else is in the room.

Sovereignty is the principle. You control your AI.

Private AI is the strongest form of that control.

A sovereign AI workload can run on shared infrastructure

under a contract. The contract promises isolation. If the

contract holds, sovereignty holds.

Private AI does not depend on the contract. The AI runs

in a dedicated environment. The model is isolated. The

memory is private. The data stays inside your walls.

Sovereignty asks: who is in control?

Private AI asks: who else can see, reach, or change the

system?

Most enterprises will end up somewhere on a spectrum

between the two. The right position depends on what you

are protecting, what regulators require, and how much risk

you can carry. But every enterprise should know where

on that spectrum it sits.

A  N EW  D E S I G N  P R I N C I P L E

Every AI connection is a new door.
Every shared model is a door. Every agent endpoint is a

door. Every connector, every memory layer, every

workflow that runs on its own — each one is a door.

The smartest enterprises will not just add more AI. They

will close doors they do not need.

Fewer shared systems. Fewer agents with broad

permissions. Fewer paths between agents. Fewer

places sensitive thinking can travel.

Because in a world of AI agents, risk does not move in

a line. It multiplies.

PART  FOUR  ·  THE  DECIS ION

T H E  L I N E  TO  R EM EMB E R

Many organizations
assume they are
sovereign when they
are simply shared with
restrictions.

09 · The Twist · Private AI 17



1 0 A  D I AG NO S T I C

Eight questions every executive should be
asking their AI vendor.
If a vendor cannot answer these cleanly, that is information. It does not necessarily mean the vendor is

bad — it may mean they have not yet thought about the questions enterprises are about to start

asking.

→ Where does inference physically run, and can we choose?

Translation: Which computers, in which country, will be doing the actual AI work — and can we tell you where to put them?

→ What does the model remember between sessions, and where can we see it?

Translation: If our employee uses the AI today and another uses it tomorrow, does the model carry anything from one to
the other?

→ What lives in embeddings, vector stores, and retrieval indexes after we delete the original record?

Translation: When we delete a customer, do we actually delete them — or do we just delete the easy part and leave behind
the AI’s fingerprint of them?

→ How is each agent’s authority scoped, audited, and revoked?

Translation: When our AI takes action on our behalf — sends an email, makes a purchase — who approved that authority,
and can we take it back?

→ What can one agent learn from another, and how is that propagation governed?

Translation: If our AI assistants talk to each other, who controls what they share, and who is responsible when the chain
produces a bad outcome?

→ How is the system observable to our security team — not just to the model provider?

Translation: Can we see what the AI is doing, in real time, with our own tools — or do we have to ask the vendor for the
logs?

→ If the model provider were subpoenaed tomorrow, what of our data — and the model’s understanding of our
data — would be in scope?

Translation: If a court asks our AI vendor for everything they have about us, what comes out of their files?

→ If a regulator asks us to explain how the AI reached a specific decision, can we?

Translation: When the AI says no to a loan applicant or yes to an insurance claim, can we show our work?

None of these are exotic. They are the AI versions of questions every CISO already asks about traditional systems. The fact

that many AI vendors cannot answer them yet is not a reason to slow down on AI. It is a reason to be careful about which

vendors you build with.

PART  FOUR  ·  THE  DECIS ION
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The decisions look tactical.
They’re structural.

Borders. Toys “R” Us. Blockbuster. eBags. Each one looked,

at the time, like an operational decision — a website to

outsource, a partnership to decline, a marketplace to join.

Each one was actually a decision about who would

accumulate the intelligence. That intelligence is what

determined who survived.

The shape of enterprise AI dependency is being decided that

same way right now — in conversations, procurement

decisions, and pilot programs all across the Fortune 1000.

Most of those decisions are being made by people who don’t

yet have the vocabulary to ask the right questions.

The dependency is no longer simply about where data sits. It

is about where intelligence lives, where it evolves, and

where it persists. That is a deeper question than any

traditional IT framework was built to answer.

T H E  B L A S T  R A D I U S  T H I S  T I M E

Borders lost its customers. Toys “R” Us lost its margins.

Blockbuster lost its category. The damage was real, but it

was bounded — it took years to play out, and it was

largely commercial.

This time the blast radius is larger. Agents act. They send

the email. They wire the money. They diagnose the

patient. They write the code that goes into production.

When an agent inherits a bad inference from another

agent, the failure is not a missed quarter — it is a wrong

action taken in the real world, at machine speed, before

any human has a chance to intervene.

The next platform mistake will not unfold over a

decade. It will unfold over a Tuesday afternoon.

The vendors who get this right will be the ones who help

enterprises move from shared AI experimentation toward

governed AI infrastructure and governed AI memory —

without lecturing their customers about the cloud, without

overclaiming about regulation, and without pretending the old

playbook still applies.

T H E  L I N E  T H AT  MAT T E R S

Modern AI is not
modern IT. The risk
framework has to
change.

Enterprise leaders who lean into that

conversation first will end up running their

own AI systems, with their own memory,

on their own terms.

The ones who don’t, won’t.

WHY  WE  B U I LT  I T E R AT E

We became Iterate.ai in 2013 — before “AI

sovereignty” or “private AI” were phrases

anyone used.

We were already deploying AI inside

enterprise walls, on hardware our customers

owned, because EU regulators required it.

One of our earliest deployments ran on 4,000

edge devices inside European convenience

stores — letting hundreds of thousands of

drivers from Norway to Estonia pay for fuel

with their license plates, because GDPR did

not allow the data to leave.

We were building private AI before we had a

name for it. The architecture came first. The

vocabulary caught up later.

PART  FOUR  ·  THE  DECIS ION
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A B O U T  I T E R AT E .A I

Private AI infrastructure for the
enterprise.
Iterate.ai builds, runs, and governs private AI infrastructure for banks, hospitals,

insurance companies, retailers, big tech, and datacenters. Founded in Silicon Valley

and Colorado in 2013 by one team that helped invent the iPhone and another that sold

$1.65 billion worth of travel bags before its exit to Samsonite.

We serve enterprises that have decided their AI workloads — and the intelligence those

workloads accumulate — belong inside their own walls.

T H E  FAM I LY  O F  P R O D U C T S

Lifeboat

Inference
acceleration. Same

model, dramatically

lower cost-per-token.

Generate

A no-code platform
for building and

running AI agents.

AgentWatch

AI governance and
observability of

employee LLM usage

and agent behavior.

AgentOne

A sovereign coding AI
for engineering teams

under real constraints.
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