Report | August 2025

SCAM HOOKS:

How Even Smart People
Take the Bait

Understanding the traps behind modern fraud

©) cTM360°



TLP: CLEAR 9 cTM360®

Executive Summary

Online scams are on the rise, inflicting both financial and emotional damage on individuals and businesses
around the globe. In 2024, scammers took advantage of various tricks to deceive their victims, leading to
losses of over $1.03 trillion globally. This staggering figure underscores just how urgent and widespread
the scam threat has become. (Source: Global Anti-Scam Alliance)

This report highlights some of the key traps scammers use, among many others that go unnoticed. By
familiarizing themselves with these tactics, individuals and businesses can better spot scams early and
avoid them before any damage is done.

The main traps include:

° Psychological Traps: Scammers exploit emotions like fear, urgency, and greed to manipulate
victims into taking quick actions.

° Technical & Design Traps: These involve deceptive websites, fake payment screens, and malicious
apps designed to steal personal information.

e Social Engineering Traps: Scammers build trust through impersonation and fake customer service,
often through social media or direct communication.

) Content & Media-Based Traps: These traps use fake content, such as fraudulent giveaways, job
offers, and media stories, to lure victims into revealing sensitive information.

Advances in Al and deepfake technology are making scams harder to detect and more widespread.
Vulnerable groups, like the elderly and those in financial distress, are particularly targeted by these tactics.

This report goes beyond identifying traps; it equips readers with the awareness needed to resist
manipulation in an era of growing digital deception. While awareness is the first step in recognizing a
threat, vigilance is what helps prevent falling for it.
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Overview

The internet has transformed the way we communicate, shop, and access services. However, this
convenience comes with a significant downside; the rise of online scams. These tactics have evolved far
beyond simple phishing emails or fake job postings. Modern scammers exploit human emotions, target
vulnerabilities, and increasingly use advanced tools such as artificial intelligence and deepfakes to
deceive their victims.

Scams are now a complex threat for both individuals and organizations around the world. Scammers tap
into fear, greed, urgency, and trust to push victims into quick decisions. These manipulative tactics are
known as Scam hooks: designed to grab attention, trigger emotions, and push people into quick unsafe
actions. Unlike traditional fraud, which relied on generic spam, today’s hooks are carefully crafted,
convincing, and often backed by real data stolen from breaches or leaks.

As scams become more advanced, awareness and prevention needed more than ever. Scammers use Al
and stolen data to make their attacks harder to spot and more convincing. This report explores the key
traps scammers set and provides steps to detect and avoid them before they cause harm.

Al-Generated Scams Claim 62% More Victims Year-Over-

crypto investment fraud ring dismantled in Year Despite Declining Consumer Concern, New Sift
Spain after defrauding 5 000 victims RepoccRexeals
. Digital Trust Index Exposes Dangerous Confidence Gap as 70% of Consumers
WOI'l dWIde Report That Scams Harder to Detect
Fraudsters laundered EUR 460 million in illicit proceeds June 25, 2025 T1:30 ET | Source: SIFT m

Reported Impersonation Scams Surge 148% as Al Takes
Hold

‘QUISHING': NEW QR CODE SCAM
SWEEPS UK CAR PARKS

Nearly a third of UK local authorities hit by new form of online
fraud
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Mapping the Different Traps Used by Scammers

As online fraud becomes more sophisticated and harder to spot, it is essential for individuals and
organizations to understand how scammers think and operate. The mapping below lays out the traps
fraudsters set to draw victims into their schemes.

Urgency Traps
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| | Fear-Based Traps
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\ | Greed Tra
Direct Personal Message/Pretexting Trap o o P g
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Trusted Identity Trap P b,
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Vishing (Voice Call) Trap FglleEing Emotional Trap
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Social Media Comment Bait

Authority Trap

SMS (Smishing) Trap

Scarcity Trap .

Current Event Trap

Fake Giveaways or Contests

Fake Login or Payment Pages

Fake Job Offers

W Tcchnical & Look-alike domains/Websites
Design o

Content &
Media-Based

Fake Download Pages

Fake Mobile Apps (APKs_)

Fake News or Press releases

QR Code Redirection

Pop-Up Alerts

Note that many of these traps overlap because scammers often combine several
techniques to improve their success rate. The next section explains each trap in detail.
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Online Fraud Traps — How Users Are Lured into Fraud

Scammers constantly innovate, refining their methods to deceive and manipulate users.
Their online schemes are meant to exploit emotional triggers, technical gaps, and social
engineering flaws, drawing people into theft, fraud or data compromise.

While they may use many different tactics, some of the key traps include:

A. Psychological Traps:

These tactics prey on the emotions and cognitive biases of users, forcing them to act impulsively
or irrationally.

° Urgency Traps: Your account will be locked in 1 hour!
o Scammers create a sense of urgency to rush victims into making quick decisions without
verifying the authenticity of the message.

E-ZPass final reminder:

You have an outstanding
toll.Your toll account balance is
outstanding. If you fail to pay by
March 21, 2025. you will face
penalties or legal action.

Now Payment:

Action Required: Verify your

MetaMask wallet by June 13 for
tax compliance. Unverified

wallets face restrictions. Confirm

now:
ittp

http://e-zpass.com-

emzwsefybawiji.xin/us

(Please reply Y, then exit the
SMS and open it again to
activate the link, or copy the link
to your Safari browser and open
19}

Please settle your toll
immediately after reading this
message to avoid penalties for
delaying the payment.

Thank you for your cooperation.

Final warning before account restriction.
Please confirm your information at
within 24

hours.

Department for Work and

. Wisconsin Department of Eensions [DW): Ourrecords
b Fear-Based Tra ps: You are Transportation Final Reminder: ;‘::’ﬁfit?etgzzy::prl‘iiﬁi:;'ff: 310;
H H H H 2025-2026 Wil i
under investigation. Pay now You have an outstanding toll. e
. Your toll account balance is previously provided was
to avoid arrest. outstanding. If you fail to pa by Selplets Srkeneet
H March 29, 2025. You will be To ensure you receive the 300
©  These scams exploit the penalized or subject to legal B s e
victims fear of authority or action. 2025, Failure to applyby the
ieadline will result in the loss of
Consequences pushing them eligibility for this allowance.
I

To complete your application,

tO act quiCkIy Wlthout please visit the following link:
thinking.

e  Greed Trap: You've won a cash prize! Claim within 5 minutes.
o Scammers lure victims by false promises of rewards or easy wealth, leading to
hasty actions.

Bill Gates & Exclusive discount on iPhone 15 Pro
J @BillGates <

Everyone is asking me to give back, and now is the time. h 62178

| am doubling all payments sent to my BTC address for
the next 30 minutes. You send $1,000, | send you back

$2.000 RMO AMBANK reminds you that your

3,022 reward points are expiring

today. Please visit the customer

BTC Address 5 e st qeston center redeem variety exclusive gifts.
— e e b redeem now, please visit:https://

ampoints.cc/M

Only going on for 30 minutes! Enjoy!

4:34 PM - Jul 15, 2020 - Twitter Web App b s
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Online Fraud Traps — How Users Are Lured into Fraud

A. Psychological Traps:

° Love Traps: | love you, but | need your
help urgently. " +254 739 028651
o Exploiting emotions, these scams create a
false sense of intimacy, using trust to
manipulate victims into action.
Hello. Sorry to bother you. GO o L T B Yo MAMOHAM KO NSERSTAD T
My name is Lee Soo Yeon. A girl from
Korea.
I'm traveling in Australia. I'm looking for
my soul mate. 7
My sister says Australian men are . «©
gentle, respectful, positive and evonee
trusting. Today
You can add my Whatsapp: PR
+447383239574 v s ey
Share our photos and lives. Get to
know each other.
Carter.
Ilove you a lot @
Yesterday
Doctors told me cancer is
N . : incurable. | have decided to
L4 EmOtlonaI Traps. My mOther IS travel alone and bid farewell
H H to this world in silence. | have
in the hospital. Please help. e My orty ceritis
e) Scammers prey on emotions, not being able to spend this M

exploiting sympathy to prompt
donations or payments under
false pretenses.

life with you. You were my
first love and will live forever
in my heart. | leave behind a
precious legacy. | hope this
friendship will bring us
together again in the next

FLOOD RELIEF DONATIONS

HELP THE VICTIMS OF FLOODING
DONATE NOW AT: S s

life. Please keep this

infor ion safe. tbwka.com
: SUPPORT THE FLOOD RELIEF FUND.
ssslionss i CLICK THE LINK TO DONATE ONLINE
2,690,277.00 USDT ($)
4:A3PM

e  Authority Traps: This is your bank/police/CEO speaking.
o  Fraudsters impersonate authoritative figures to create a sense of legitimacy, compelling users to
comply with their demands.

Notice of Toll Evasion: An outstanding
toll bill has been identified on your
account. To prevent further late fees,
immediate payment is required by
February 25, 2025. Failure to comply
will result in an increased late fee and
may be reported to the DMV.Please
make your payment using the
following link

Bank Alert

Dear user, your account has
been blocked and mobile
banking services have been
suspended. Please verify your
identity immediately to
continue:

Bank Alert

Dear customer, your debit card
has been locked due to
unauthorized transactions.
Please reactivate your card
immediately using

(Please reply with 'Y’ then exit the text
message and reopen it to activate the
link, or copy the link into your Safari
browser to open it.)

The Toll Roads team wishes you a
great day.
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Online Fraud Traps — How Users Are Lured into Fraud

A. Psychological Traps:

e  Scarcity Trap: Only 2 spots left, book now!

o Scammers create a false sense of limited availability such as exclusive deals or "last chance" offers
to pressure victims into making quick decisions. The fear of missing out can override caution,
leading individuals to act without verifying the legitimacy of the offer.

In response to the = = Sz
recent shortage of e |
surgical mask, the Red-
Cross will be giving one
free box per household. B
Visit http://RedCross- —
facemask.ca to get
yours.

CIRQUE DU SOLEI

° Current Event Traps: National ID ready. confirm details to get your card.

o Scammers often time their messages around news stories, seasonal events, or key times of the
year like holidays, or major public announcements. These scams feel relevant because they align
with what people are already expecting, making it easier to catch victims off guard.

Government Notice Government

Your new national ID card is A new insurance policy from
ready. Please confirm your the government is now
details to receive it via: available. Sign up to get your
https:// policy today
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Online Fraud Traps — How Users Are Lured into Fraud

B. Technical & Design Traps

These traps are designed to look legitimate, often using deceptive interfaces or techniques to harvest
sensitive information from unsuspecting users.

° Fake Login or Payment Pages: Scammers build exact copies of real sign-in or checkout screens to
capture your credentials. These pages match the original site’s design, logos, and layout so you do
not notice anything is wrong. For example, you might enter your bank username and password on
a page that looks genuine, only to have those details sent directly to the scammer.

o KeyBank O
Bienvenido a Promerica en Linea Email
e — s i .

Password

. Look-Alike Domains and Websites: A single typo or extra character can send you to a fraudulent
site. URLs such as “micrOsoft.com” instead of “microsoft.com” mimic the real address so closely that
most people do not spot the difference before entering sensitive information. For example, clicking
a link to “paypal.com” could prompt you to enter your credit-card number on a counterfeit checkout

page.

Enjoy big movies, hi ies and more from Z149.

Offering Financial
Inclusion for all

Who's Watching?

ittt +6285714202632

° Fake Mobile Apps: Apps distributed outside official stores may request unnecessary permissions
and harvest personal data. They often masquerade as popular tools or games but install malware
that steals contacts, messages, or device identifiers. For example, a “WhatsApp Plus” APK might
promise extra features yet upload your entire address book to a remote server.

StanbicIBTC
Free Version

#*35 (02) 2025-03-20
@ Trusted App

I v v == C3Pay Digital Wallet

BSP Fiji Mobile

Free Download

Access all your financial services in one app
ml‘ AndroidLista  *3.5
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Online Fraud Traps — How Users Are Lured into Fraud

B. Technical & Design Traps

® QR Code Redirects: Malicious QR codes, often pasted over genuine ones, send you to phishing
sites or trigger unwanted downloads. Scanning feels quick and safe, so users rarely verify the
destination URL. For example, a cafe’s “free-wifi-here” code could open a fake login page that
steals your credentials.

SCANTO
VERIFY
YOUR
ACCOUNT

ofra0

TikTok E

Scan this code with your
phone

Scan the QR code with your phone to download

° Pop-Up Alerts: Scammers use fake system or browser alerts to warn of infections, trick users into
downloading a so-called ‘fix’ that secretly installs malware. The alarming message is designed to
override your caution. For example, a full-screen alert might proclaim “Critical Infection Detected”
and then deliver malware when you click to “remove” it.

Google

Apple Antivirus Protection
required right now!

Your Apple iPhone will run slower
and your battery will drain quickly.

Safe your browsing and protect
connection to fix this problem and
speed up your Apple.

Your iPhone is infected with
virus and immediate urgent

action is requ”ed' Install iOS Antivirus app

for FREE to safe your
Apple immediately!

Continue and follow the
instructions to fix your iPhine.

OK
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Online Fraud Traps — How Users Are Lured into Fraud

C. Social Engineering Traps

These scams manipulate social interactions or online behaviors, creating a false sense of trust or urgency
to push the victim into compromising actions.

° Direct Personal Message/Pretexting Trap: Scammers reach out directly through messaging
platforms such as WhatsApp, SMS, LinkedIn, or Telegram, pretending to be someone you know or
trust; a colleague, supplier, executive. They use a believable story or context to make the interaction
seem legitimate and gradually build trust. Once you are comfortable, they will ask you to take an
action, such as sharing login codes, transferring money, clicking a malicious link, or downloading a
harmful file. For example: You get a WhatsApp message from someone claiming to be your
company’s IT support. They say they are upgrading the email system and need you to share the
verification code sent to your phone. In reality, they are using it to gain access to your account.

Hello, this is the IT Helpdesk.

[ suspicious Activity Detected on Your Account Ml We are Currenﬂy upgrad[ng the
company email system to
improve security.

1/30/2024 15:35
from HsBC Bank <hsbc@nobody.xyz>

Hello John,

We have detected suspicious activity on your account. Please click here to verify FOr the Upgl’ade to ComplEte, a
your account details ASAP so that we can secure your account. verification code has been sent
Thank you. to your phone. Please share
Account Sarvices the code here so we can valdate

HSBC Bank g your account.

° Trusted Identity Trap: One of the most powerful tricks scammers use is impersonation. The danger
is not just urgency or fear, it is that the message appears to come from someone you already trust.
When that trust is exploited, people are far more likely to act without thinking. This happens across
social media and messaging platforms every day: For example: a cloned Facebook profile of a
colleague asking for help, an Instagram DM from a “friend” sharing a giveaway link, a Discord
“moderator” sending a fake update, or fake Telegram admins in crypto groups pushing “airdrop”
links that drain crypto wallets.

By disguising themselves as trusted contacts, scammers bypass skepticism and make their requests
feel normal and safe; exploiting the most powerful factor in human relationships: trust.

e SMS (Smishing) Trap: Fraudsters send deceptive text messages that appear to come from
legitimate sources, such as banks, delivery companies, or government agencies. The goal is to get
recipients to click on a link, call a fake number, or share personal details. For example: You receive
a message saying, “Your package is delayed. Confirm your address here: [link].” The link directs
you to a fake website designed to steal your data.

Dear Customer, Your package is delayed.

A refund of 218 BHD is ready for Confirm your address here:
you via Please click the link

below to proceed with the refund:

Copyright ©2025 CTM360©
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Online Fraud Traps — How Users Are Lured into Fraud

C. Social Engineering Traps

e  Vishing (Voice Call) Trap: Scammers use phone calls to impersonate trusted individuals or
organizations, such as bank representatives, government agencies, or company executives. They
create a sense of urgency or authority to pressure you into revealing sensitive information or taking
harmful actions. For example: You receive a call from someone claiming to be from your bank’s
fraud department, saying your account has been compromised and asking you to confirm your
card details to “secure” it. In reality, the caller is a scammer stealing your information.

e  Social Media Comment Bait: Scammers post attention grabbing offers, giveaways, or urgent
messages on social media to encourage public comments. Once you respond, they send private
messages with fraudulent links or payment requests. For example: A post promises a free gift for
everyone who comments “YES.” After you reply, you get a direct message with a link to “claim”
your prize, which leads to a phishing page.

® i, MTN and AIRTEL Customers have Received 50GB from this new cheat

&
/% Muhommed Yusuf from Kano Received §25,800! /%
Enjoy 50GB Free Data Now if your MTN or Airtel Sim Card is
up to 6-month or a year Hurry now and check if your MTN
_ AneItumBse e e cheet
AVAILABLE FOR ALL MTN AND AIRTEL OLD SIM CARD
OPAY NIGERIA CHRISTMAS CELEBRATION %25,800 GIVEAWAY
Note!Your Account Will Be Credited Instantly. CHECK NOW >»
WITHDRAW> P

Like

. Joseph Emmanuel

@PF 2 25K comments - 13K shares I doubt this offer at first, but Its real. | just got my 50GB thank you
Alrtel.
Like Comment Share
David Anthony
a Stephen Joel 1Just recelved 50G8 on my MTN line wow unbeleivable.

I can't belleve this as | was going out | received an alert God Bless
OPAY. At last | can smile

. Amahie John

My own Is pending because | just finish sharing. Please help!

Enoch Willlams
OPAY Is trying 0o.Thank you | just received mine this morning. a ——

My brother got approved already, | pray | get approved too
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Online Fraud Traps — How Users Are Lured into Fraud

D. Content & Media-Based Traps

These scams utilize media, fake content, and false promises to engage users, leading them into
fraudulent actions.

° Fake Giveaways or Contests: Scammers use enticing offers of prizes, free products, or exclusive
rewards to draw in potential victims. Individuals are typically asked to click on a link, share a post,
or make a small payment for “shipping” or “processing” fees to claim the prize, which in reality
does not exist. This method can lead to both financial loss and the exposure of personal
information. For example: A post claims you have won a new smartphone and requests a small
shipping fee to deliver it. Once payment is made, no product arrives, and your payment details are
compromised.

W Huawer

APPLY FOR A FREE HUAWEI MATE XT TRIFOLD: HUAWEI IS LOOKING FOR PRODUCT TESTERS FOR FRESH UNITS!

SHEIN

Congratulations!
Claim your 1000$ Shopping Haul!

e Fake News or Press Releases: Scammers create fake news articles or press releases promoting
products, platforms, or services that do not exist. By using the name, logo, or style of trusted media
outlets, they make the content look real and convince people to invest, register, or make
purchases. They may also use deepfake videos of well known people and run fake ads to make
their claims seem more believable. As previously highlighted in our BaitTrap report, such tactics
are becoming increasingly common in blending scams into trusted online spaces. For example: A
news style online article promotes a “government-backed” investment program and uses the
branding of a reputable newspaper. The program is fake and intended to trick readers.

omv N o e i it e i PR news24 D G e

By the order of Mark Carney, Canadian
residents will start receiving income from SENSATION: Jacob Zuma's Secret Wealth Strategy
taxes. This will affect both pensioners and Accidentally Revealed on Live TV :

working people!
The Prime Minister ighiighted that everyon ied 10 payments of up to 53,000 per month
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Online Fraud Traps — How Users Are Lured into Fraud

D. Content & Media-Based Traps

° Fake Job Offers: Scammers issue fraudulent job offers that appear genuine but are intended to
exploit job seekers. These schemes may request upfront fees for “processing,” “training,” or
“background checks,” or distribute documents embedded with malware. For example: An email
offering a high-paying remote job. The contract appears official but asks for a payment to cover a
background check. Once payment is made, the employer disappears, or the attachments provided
install malware on the victim’s device.

< 4 o
Yes | am interested e
38 SINGAPORE GREAT! FOR THE NEXT STEP |
: J@BS NEED FOR YOU TO SEND A COPY
OF YOUR MISSOURI ISSUED I.D.
ALONG WITH YOUR SOCIAL
SECURITY # & DATE OF BIRTH FOR
YOUR 24 HOUR BACK GROUND
Check Singapore job CHECK. DOCUMENTS MAY ALSO
vacancies on Telegram BE SENT TO:
= PHASE3366@GMAIL.COM
WE HOPE TO HEAR FROM YOU

us
el +14047169012
(Note: you must be at least 25 years

old)

° Fake Download Pages: Scammers create fake websites that look like legitimate download portals
for software, games, or tools. Instead of the real application, these downloads install malware that
can steal information. They also run fake mobile game ads promising rewards, which lead to
imitation app store pages that install malicious software. As previously observed in our PlayPraetor
report, this trend also includes fraudulent Google Play Store download pages crafted to mislead
users. For example: You click on an ad for a money making game and are taken to a fake app store
page. After installing the game, your device is infected with malware that captures your saved
passwords.

f
f

Download our app ‘
= /™
Cemens ' ‘

Online fraud is a serious and growing issue that directly affects individuals and businesses every day.
Scammers are constantly refining their tactics to exploit vulnerabilities, using both psychological manipulation
and advanced technology to deceive victims. With generative Al, they can now mass produce convincing,
tailored lures for multiple organizations in minutes; turning what once took hours into industrial scale
targeting. These scams result in more than just financial loss, they can compromise personal information,
destroy reputations, and cause lasting damage.

The reality is simple: fraud is not a distant threat. It is happening now, and it can happen to anyone. The
consequences are real, and without awareness, it is only a matter of time before you become a target.

Copyright ©2025 CTM360®
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Notable Statistics you should know ( ; )
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Attackers now use Al chatbots
to generate typo-free and
convincing phishing emails,
mimicking legitimate
messages almost perfectly

(Source:_Axios)

-

Al-driven scams now use
publicly available personal
data to craft emails that
impersonate friends or family,
deceiving even cautious users

(Source:_Identity Theft)

~

/
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Attackers often impersonate
brands like Microsoft, Google,
and Amazon, with Cloudflare
reporting that 51.7% of
phishing emails mimic these
companies.

(Source: Keepnet Labs)
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In 2024, scammers stole over
$1 trillion globally, a significant
rise in online fraud.

(Source: Global Anti-Scam

Alliance)

\
-

In 2024, the average loss per
scam victim in the U.S. was
$3,520.

(Source: MSN)

J
~

- /
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28% of individuals have
encountered Al-driven voice
cloning scams, with 46%
unaware that such technology
was being used to manipulate
them into transferring funds.

(Source:_The Guardian)

\ %
4 I
In 2024, consumers reported
losing over $12.5 billion to
fraud, a 25% increase from the
previous year.

(Source: Federal trade

Commission

\
-

Losses to government
imposter scams rose by $171
million from 2023, totaling
$789 million in 2024.

(Source: Federal trade
Commission)

J
~

- /
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In 2024, online shopping

scams ranked among the top

fraud categories, resulting in
significant financial losses.

(Source: Federal trade
Commission)

Y4
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In 2024, victims lost $672
million to romance scams.

(Source:_CBS News)

\_
-

In 2024, global cybercrime
losses reached over $16
billion, marking a 33%
increase from the previous
year.

(Source: Reuters)

AN

\ %
4 )
In 2024, gift cards were the
most commonly used payment
method in various scams,
including romance and tech

support scams.

(Source: Federal trade
Commission)
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How to Spot Online Scams

Detecting online scams is essential to protecting yourself and your personal information. Scammers are
constantly refining their tactics to deceive and manipulate, but there are several key indicators and
methods you can use to identify fraudulent activities before it's too late. Below are practical steps and
tips to help you spot online scams quickly and effectively:

1.  Verify Who You are Dealing With

° Look closely at who is contacting you: Scammers often hide behind email addresses,
phone numbers, or usernames that look almost identical to the real thing. A single extra
letter, misplaced symbol, or unusual domain can be the only clue. For example,
paypal.com versus paypal.com.

° Check where a link really leads: Before you click, hover your mouse over the link or
button to see the full web address. If it does not match the official site you know and
trust, or it lacks “https://” and the padlock icon, do not click.

e Double-check using trusted contact information: If you have any doubts, go to the
organization’s official website and use their published phone number or email. Never use
the contact details provided in a suspicious message.

° Search for independent confirmation: If an email, text, or post makes a claim, whether it
is about a product, payment, or opportunity; search online for reviews, news, or scam
reports. A quick search with words like ‘scam’ or ‘fraud’ often reveals if others have
reported it.

2. Assess the Message and Its Content

e  Treat sudden, urgent demands with caution: Messages telling you to “act now,”
“confirm immediately,” or risk losing access are designed to pressure you into acting
without thinking. If it is important, it will still be valid after you verify.

° Question anything that sounds too good to be true: Offers of guaranteed profits, large
cash rewards, or free gifts for little effort are a classic hook. If it feels unreal, it is probably
a scam.

° Pay attention to how the message is written: Poor grammar, awkward phrasing, or
formatting that feels unusual can be a sign it is not genuine.

° Never give away sensitive details in response to an unsolicited request: No legitimate
company will ask for passwords, ID numbers, OTP or bank details by email, text, or
phone calls.

e  Verify unexpected attachments before opening: Even harmless-looking files (e.g.
“invoice.pdf”) can contain malware. Always confirm their legitimacy before opening.
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How to Spot Online Scams

3. Check the Action and Payment Requests

° Only share information on secure, trusted websites: Look for “https://” and a padlock
icon before entering personal or payment information. Avoid sites with poor design,
broken links, or low-quality images.

° Be cautious if they want unusual payment methods: Gift cards, cryptocurrency, and
wire transfers are favorites for scammers because they are hard to reverse. If someone
insists on these, treat it as a red flag.

. Listen to your instincts: If something feels wrong, it probably is. Stop, verify, and act only
when you are sure it is legitimate. Scammers count on you making quick, emotional
decisions.

‘ ' l Awareness and vigilance are your strongest

defenses in an ever-changing digital world.
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Conclusion

We stand at a defining moment in the digital age. As technology changes, so do the tactics of those
who wish to take advantage. Scammers have grown more skilled, exploiting people through scam
hooks rather than just technology. They no longer just steal money; they attack the trust we place in
the digital world. Scammers bait us with scam hooks that mimic daily online interactions, making
them harder to spot.

It only takes one well-timed message or realistic video to cause serious harm. As seen in the
FraudonTok report, scammers are increasingly targeting TikTok Shop users and affiliates through
deceptive techniques. Threat actors are using fake Meta advertisements, Al-generated videos, and
lookalike domains to lure victims into phishing sites or trick them into downloading trojanized
applications. The BaitTrap report unveils another campaign, where thousands of malicious websites
were found mimicking legitimate news sources. Similarly, the Info-Stealer report revealed that threat
actors are often bypassing traditional exploits altogether, simply logging in using stolen credentials
from data breaches.

These examples highlight just how crucial it is to maintain strong credential hygiene and vigilance, not
just technical defenses. The threat has shifted from machines to minds, and the frontline is now
every user's judgment.

Al has made scamming easier than ever. Attackers no longer need to carefully craft targeted attacks as
they once did; Al enables them to shift tactics daily, adapting to current trends with speed and
precision. This makes scams harder to detect, as chances are the fake will look even more genuine to
the user. In the days ahead, scams will grow at an exponential rate, blurring the line between what is
real and what is fraudulent. To keep up, our security mechanisms must evolve to detect and mitigate
these threats, because doing the same things as before will no longer work. Change is not optional;
it is necessary. The choices we make today will define tomorrow’s digital world. With scams targeting
nearly every internet user each day, we can either let criminals exploit what makes us human, or we
can protect the trust and the shared space that connects us all.

A wave of scams is coming, and
awareness will allow us to sdfely surf the
wave rather than sink beneath it.
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Disclaimer

The information contained in this document is meant to provide general guidance and brief information to the intended
recipient pertaining to the incident and recommended action. Therefore, this information is provided "as is" without warranties
of any kind, express or implied, including accuracy, timeliness, and completeness. Consequently, under NO condition shall
CTM3609, its related partners, directors, principals, agents, or employees be liable for any direct, indirect, accidental, special,
exemplary, punitive, consequential, or other damages or claims whatsoever including, but not limited to loss of data, loss in
profits/business, network disruption...etc., arising out of or in connection with this advisory.
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