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Overview
High-Yield Investment Programs HYIPs promise life-changing returns in days or weeks 
far beyond what any legitimate investment could sustain. The message is simple: deposit 
money, do nothing, and watch it grow.

These schemes use polished websites and fake track records to mimic legitimate 
platforms. They spread online, using social media, messaging apps, and paid ads to reach 
a large audience. Fabricated licenses and fake testimonials are used to further enhance 
their legitimacy.

Behind the scenes, HYIPs follow a classic Ponzi scheme model, where early investors 
receive initial payouts to create the illusion of profit, while subsequent investments result 
in delayed or withheld withdrawals. Referrals are incentivized to keep funds flowing. 
Eventually, withdrawals freeze, sites vanish, and the platform operators disappear with the 
remaining money.

By combining the high-risk nature of binary trading, where participants do not own real 
stocks or assets with the deceptive structure of HYIPs, these platforms create an 
environment designed to extract money rather than generate sustainable returns.

Global
INDUSTRY REGIONCOUNTRY
Financial All Feb 2026

  DATE

Key Findings
Over the past year, CTM360ʼs WebHunt platform has identified a sample of 4,200+ websites  
promoting fraudulent High-Yield Investment Programs HYIPs. These platforms primarily fall into 
two distinct variations:

● Variation 1 Cryptocurrency Trading Platforms
● Variation 2 Forex and Stock Trading Platforms

These sites promote unrealistic Investment schemes, such as “40% return in 72 hoursˮ, to lure in 
Potential investors

Use Referral links with promise of commission to propagate the scam beyond social media.

Platforms use CryptoCurrency, Local payment gateways and Credit/debit cards for transactions 

Over the month of December 2025, CTM360 recorded more than 485+ incidents tied to this 
campaign, an average of over 15 detections per day.
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CTM360 Fraud Navigator, inspired by the MITRE framework, is an analysis of the 
observed scams showing how the scammers navigate through different stages of the 
scam. Fraud Navigator is a tool that categorizes common scam techniques, providing 
insights into typical patterns of fraudulent activity. Built on the MITRE model, it identifies 
six key stages in a scam: resource development, trigger, distribution, target interaction, 
motive, and monetization.
There are commonly 2 phases in the scam, represented as Phase 1 (in white) & Phase 2 
(in grey). 

The Fraud  Navigator framework has been mapped below to show how it aligns with 
each stage of the newly identified scam variants. This helps highlight how the scams 
evolve across both phases.

Fraud Navigator - HYIP
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Threat actors heavily exploit social media as their primary source of distribution, with 
messaging apps used for support or promoting new fraudulent HYIPs. Profiles are 
branded with investment-related terms such as “invest,ˮ  “profit,ˮ  or “tradeˮ and are 
crafted to lure in unsuspecting users. 

Moreover, Scammers invest in paid advertisements on social media platforms such as 
Facebook, enabling them to simultaneously target multiple countries.

Observations - Trigger & Distribution

Bogus Profiles
These profiles are deliberately created and subsequently used to run fraudulent 
advertisements on platforms such as Meta Ads
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Observations - Trigger & Distribution
Fraudulent Fake Ads
These fraudulent advertisements are used to promote the initial steps of the scam, being 
propagated through social media ads and leading directly to the HYIPs. CTM360 has 
found these promotions in 20 different languages targeting various countries.

PortugueseIndonesianEnglish

+ 20 more Languages Observed
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Observations - Resource Development
Fraudulent HYIPs often present themselves as established financial institutions by using 
professional website layouts, fake certifications, and edited promotional images to create a 
false sense of trust in the victim.

The domains are deliberately crafted to resemble legitimate financial institutions, using 
name variations such as “finances-hub.xyzˮ or “investcapital.cfdˮ to create a false sense of 
credibility. These domains frequently incorporate financial keywords like “finance,ˮ  “invest,ˮ  
and “fund,ˮ  and rely on low-cost top-level domains TLDs such as .cfd, .top, and .online. 
The minimal registration cost of these TLDs enables threat actors to rapidly deploy large 
numbers of short-lived, disposable websites.

nationalsavingbank[.]com pipradariinvest[.]xyz

solace-finance[.]top fundovatec[.]online
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Observations - Resource Development

HYIPs reference real-world entities to create a false sense of legitimacy and credibility 
among victims.

Mention of Genuine entities

selfdirected-ba-hsbc[.]top → HSBC jpmogan-chase[.]com/ → JP Morgan Chase

itauioninvestimento[.]com Banco Itaú zenithfundsicu[.]prowellsfargo[.]cc → Wells Fargo

binancemine[.]com → Binancelegacytradefx[.]online[.]teslaiqtrading[.]
com → Tesla 
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Observations - Target Interactions
Once the victim clicks the link, they are redirected to the HYIP website, where detailed 
information about the High Yield Investment Platform is presented. These sites generally fall into 
two main categories:

Forex and Stocks based HYIPs 
These sites exploit forex and equity market narratives to promote high-return investment 
schemes, luring users with promises of rapid and guaranteed profits.

Cryptocurrency Trading based  HYIPs
These sites often exploit investor interest in digital assets by appearing as legitimate 
crypto investment platforms to attract deposits.
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These sites incorporate multiple elements intended to appear as legitimate trading platforms. 
which include:

● Forged International standards and licenses
● HYIP Investment Plans
● Fake testimonials
● Displays of fraudulent withdrawals

Observations - Target Interactions

Forged Stamps of international standards and licences

Scam Front Page

Investigation into these forged stamps revealed that details mentioned on the site are 
often reused across multiple sites using the same template.

In one instance, the same company 
registration number and address were 
found reused across 270+ sites using the 
same template

As highlighted in this news 
article, the same “licenseˮ has 
been observed replicated across 
multiple websites with identical 
information. This reuse appears 
to be a deliberate attempt to 
fabricate legitimacy and mislead 
users by presenting a falsified 
licensing credential.

https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Verbrauchermitteilung/unerlaubte/2024/meldung_2024_07_11_hodloptionglobal_com_en.html
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Verbrauchermitteilung/unerlaubte/2024/meldung_2024_07_11_hodloptionglobal_com_en.html
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Observations - Target Interactions

HYIP Investment Plans
These plans advertise unusually high returns and appear to be structured primarily to 
attract participants through the promise of unrealistic returns.



Copyright ©2025 CTM360®                                                                                                                                                                                                                        Copyright 2026 CTM360®                                                                                                                                                                                                                        11

TLP CLEARTLP CLEAR

False  Testimonials

Observations - Target Interactions

Mention of Fake Transactions
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Observations - Target Interactions

Mention on website

Mention in  Platform

Referrals
Due to how HYIPs function, referrals are  the main driving force of the Scam. Making victims bring 
in additional victims under false promises of bonus rewards such as increased profits and a 
Referral Commission, where the referrer earns a percentage of the profit of the referred.
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After registering for the HYIP, victims are greeted with a structured dashboard that 
functions as the main hub of the platform. Here users can carry out the main functionalities 
commonly seen across fraudulent HYIPs:

1. Withdraw Funds – Allows users to withdraw the profit obtained through the platform.
2. Deposit funds – Allows users to deposit funds directly to the platform to refill a 

“walletˮ or account balance, which is then used to invest.
3. Referral system - Showcases the Referral system, prompting the user to invite more 

users, for rewards such as increased profit percentages and commissions
4. Platform Activity: A consolidated view highlighting actions taken on the platform, 

including displayed earnings metrics, account balances, transaction logs, and 
related activity indicators and more

Observations - Target Interactions

2

1

3

4

HYIP Dashboard
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After selecting an investment package or clicking “Deposit,ˮ  the victim is prompted to fund 
the transaction, commonly via cryptocurrency, though options such as credit/debit cards 
and payment gateways have also been seen. In some cases, the platform additionally 
requires users to submit KYC documents to “activateˮ their accounts, then repeatedly claim 
the verification is still in progress to delay withdrawals and withhold funds.

Observations - Motive & Monetization

Alternate payment options and KYC verification
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HYIP Scam Lifecycle

Step 1- Setup
Register domains, build fake site, 
launch social media profiles.

Step 5 - Collapse & Disappearance

Withdrawals restricted, platform 
shuts down, platform operators 
vanish.

Step 2 - Distribution
Social media profiles, 
paid ads, referral 
incentives.

Step 4 - Acceleration
Push for larger deposits, 
incentives for victims to 
invite more users.

Step 3 - Trust Building
Small payouts to early 

investors to appear 
legitimate.

High Yield Investment 
Platforms 
Lifecycle

High-Yield Investment Program HYIP) scams follow a lifecycle that moves from careful 
preparation to collapse. In the setup stage, threat actors register domains, build polished 
fake trading platforms, and create professional-looking social media profiles to establish 
credibility. Once launched, the scheme is promoted through targeted ads and referral 
programs while early “returnsˮ and fabricated success stories are used to build trust and 
encourage reinvestment. As the scheme accelerates, scammers increase pressure with 
promises of higher profits and limited-time bonuses to draw in larger deposits. Eventually, 
the operation collapses when withdrawals are blocked, communication stops, and the 
platform disappears, leaving victims with no chance of recovering their funds.
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ABOUT US

CTM360 provides a consolidated platform that includes external attack surface 
management, digital risk protection (brand protection & anti-phishing, data leakage 
protection, and unlimited managed takedowns), security ratings, third party risk 
management, email intelligence (dmarc) and cyber threat intelligence. 

973 77 360 360

info@ctm360.com

www.ctm360.com

21st Floor, East Tower Bahrain Financial  Harbour, Kingdom of Bahrain

CONTACT US

Disclaimer
The information contained in this document is meant to provide general guidance and brief information to the intended recipient 
pertaining to the incident and recommended action. Therefore, this information is provided "as is" without warranties of any kind, 
express or implied, including accuracy, timeliness, and completeness. Consequently, under NO condition shall CTM360®, its 
related partners, directors, principals, agents, or employees be liable for any direct, indirect, accidental, special, exemplary, 
punitive, consequential, or other damages or claims whatsoever including, but not limited to loss of data, loss in profits/business, 
network disruption…etc., arising out of or in connection with this advisory.


