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OVERVIEW :

CTM360 has identified a threat where cybercriminals are exploiting Google Groups and
Google Discussions to distribute malware. In particular, attackers are embedding
malicious download links in Google conversations with catchy keywords that is involved
with organization name, disguising them as legitimate software updates or tools.

By leveraging the trust within these Google discussion communities, they trick users into
downloading malware. This trend highlights the increasing sophistication of social
engineering tactics within trusted forums, posing significant risks to both individuals and
organizations.

CTM360 continues to monitor, uncover emerging patterns and take action to reduce the
spread of these malicious attacks.

Key Findings:

e The global malware campaign is actively exploiting Google services — Google Groups
and Google file-hosting platforms such as Docs and Drive. CTM360 team has
identified a sample of over 4,000 malicious Google Groups and more than 3,500
Google-hosted URLs (Docs and Drives) being used to distribute malware.

e The attackers are targeting organizations worldwide by embedding their names and
relevant keywords within the malicious Google content to increase credibility.

e Malicious redirectors are used to detect and reroute the victim's operating system
(Windows or Linux) and deliver malware:

’.. Windows Users — Info-stealer with Lumma family will be dropped once the file
executed. Info-stealers behave maliciously in the device by delivering victim’s
credentials to the threat actor.

Linux Users — Malicious browsers will be downloaded that feature bogus

anonymity features, but are actually designed to enable future compromise
while appearing harmless.

Copyright @2026 CTM3609©



TLP: CLEAR

©ctm360

Malware Lifecycle: Google Groups Exploitation
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Google Groups Google Drive

Windows User
I Lumma Infostealer
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\El Ninja Browser
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Lumma Infostealer Execution
* Browser credentials

» Saved passwords

» Session cookies

@ System Reconnaissance

« OS version & hardware profiling
» Installed software enumeration

Command & Control (C2)
» Encrypted outbound traffic
* Remote task execution

Persistence Mechanisms
¢ Registry modification
. » Scheduled tasks / startup abuse

™: Data Theft & Remote Compromise

Linux Infection S—

o=l Ninja Browser Deployment
TN - Fake Browser Execution
. e Masquerades as legitimate Chromium-

based browser
o User-driven credential input

Credential & Session Theft
e Login credentials
¢ Session tokens
Unauthorized System Access
o Local user compromise
 Potential privilege escalation
Stealthy C2 Communication
» Low-noise outbound connections
» Payload updates

Credentials Stolen (

« Browser credentials
« Saved passwords
» Session tokens
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Observations Summary

Threat actors create email groups, posting legitimate-sounding queries to deceive users. The
functionality of email groups allow attacker to include multiple recipient in single group. Threat actor
embeds malicious download links disguised as software updates, often using URL shorteners to evade
detection. Clicking these links leads to malware downloads, which install malicious software.

These infections allow attackers to exfiltrate credentials and establish persistence on compromised
systems. In enterprise environments, followed up with possible privilege escalation, lateral movement,
and attacks on cloud services, leading to data breaches and account takeovers.

Intune, Azure AD, And 3 views SubscribeD

Pricilla Igoe Jul 12,2024, 11:31:09PM Yy <

o
@ o malanalbwhitt

When 1is deployed together with Microsoft EMS, users can leverage conditional access for simple, on demand access to private applications without exposing internal networks. For example,
a conditional access policy may be applied using Intune to require a particular device configuration (say, a passcode on the device) before granting access to the ote access service. If the user does not set a
passcode on their device, they are unable to access any 5. When the user sets a device passcode, the condition changes and the access is automatically remediated.

User experience is one of the most important factors in designing any solution for mobile users. If it is not frictionless and easy to use, users will not adopt it and may lose productivity while they find an alternative to
continue their work. The benefit of this interoperability between ris that it maintains the familiar experience. There are no additional login portals, or more passwords to remember. Thanks to native
integration with n, the user simply logs into the same login page they always do and » will leverage this authenticated session to identify the user whenever they send traffic through the

1 Access

Download %% https:/urluss.com/2zcACx

findividual endpoli

adds mar devices. Create policies to define snmpllﬁed on-demand access to private icati without ing internal ks. With Microsoft Endpoint
Manager, individual mobile dewces will require conditional access policies to gain access to any

b9b4d2437c

” Google Groups malicious emails with the malware URLs”

Key data:

® CTM360'’s research team, using their tools have detected a sample of over
4000+ Google groups targeting global entities.

® |n addition to over 3500+ Google URLs (Docs, Drives) that distributed the
malicious URLs.
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Observations Summary
Step-by-Step Breakdown:

Initial Hook — Social Engineering via Google Groups:

e  Threat actors infiltrate Google Groups, forums with relevant keywords related to the targeted
industry.

e They post legitimate-sounding technical queries and responses, creating an illusion of authenticity.
Example discussions include networking issues, migrations, authentication errors, configurations,
etc..

Karlyn Melich Jan 25,2024, 6:15:09AM ¥y -
to sorsovanee

I must confess to not getting a chance to properly investigate the approach described above. The change to the new file handling framework does, however, allow trusting all certificates for the nodes that allow file
connection ports so the workflows can access the sites (properly vetted of course) without needing to add in the certificate.

download

“Fake Emails in the Discussion group resembling legitimate organizations”

Bait — Malicious Download Links:

e  Attackers embed fake download links with catchy keywords such as:
e  “Download {Organization_name} for Windows 10”
° The embedded URLs presents as two malicious forms.
o  To evade detection, attackers use URL shorteners (e.g., TinyURL, Bitly) and sometimes
compromise legitimate websites to host the malicious file.
o} To exploit curiosity, attackers inject malicious redirectors through Google services (Docs,
Drives) and share them among group users.

Afile has been shared with you:
DOWNLOAD) #&das _zero_percent_ ment

Download Zscaler For Windows

We strongly recommend downloading
files only through a secure browser.

“Malicious Files hosted on Google Drive and mimic file-sharing functionality”
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Observations Summary

Post-Interaction — Dual Agent Dropper:
The embedded redirector is gated with two flows that depend on client’s user-agent (Windows or Linux).

° Windows Users (Lumma Dropper) — will be directed to website that adopt file-sharing function that give
the ability to download compressed file with a password protection.
o hxxps[://Imedia[.Jmodecoin[.]xyz/2Million%20Dollars%20Fraud%20At%20Zenith%20Bank,%20Ajo
se%20Adeogun,%20Victoria%20lIsland%20-%20Famzn%20News][.]zip

° Linux Users (Ninja Browser Dropper) — will be directed to a malicious software that operate as a trojan
that mimic browser appearance with an anonymous functionality (built-in VPN extensions, ad-blockers
extensions, etc.).

o hxxps://nbdownload][.]space/setup[.Jexe (inactive)
o hxxps://nb-download[.Jcom/installer/setup[.]Jexe

(7

Ninja Browser Functionality Lumma Stealer Functionality

. Bogus anonymity features that is promoted to deceive users. ° Bogus file names that impersonate brand name
. Install malicious extensions without user’s permissions. and catchy topics.
o Credential stealers were observed associated with the ° Overwhelm threat detection solutions with a

extensions that aim to exfiltrate victim’s credentials to huge file size (“950MB) to bypass static

hardened threat actor’s C2 servers. anti-virus scans.

o Trojan malware files where they mimic genuine file ° Execute shell-based commands that exfiltrate

appearance although threat actor have remote control victim’s credentials to threat actor’s C2 server.

over victim’s device and exfiltrate victim credentials to ° Exfiltrated data requests are masked with

C2 server. encryption layers to evade detection.
(] High persistent activities on the victim’s devices by configuring

scheduler that run every 24 hours to update Ninja Browser, and

auto-install on new users.

. Benign activity for victim’s trust resulting a future compromise

without victim’s consist.

Windows Users Malicious Flow

Lumma

Windows Execution

Dropper

User

Request

Redirection :
Malicious URL
ﬂ a L Malware

Embedded Google docs, I n fe Cti O n

drives, groups.

Linux User W Redirection

Linux Users Malicious Flow

Ninja Browser

Dropper

&

Execution
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Technical Observations

Linux users — Ninja Browser Interaction

Summary — Malware Deployment:

° Users who click the link download a suspicious executable that appears to be the intended
software.
° The software have trajon functionality that mimics appearance of browser that offer anonymity
features with the name “Ninja Browser”.
° The browser has built-in extensions that act maliciously in the users devices and has a potential
to steals users credentials, and remotely control devices.
° Upon execution, the file trigger suspicious activities, allowing attackers to:
o Exfiltrate stored credentials from browsers.
o Maintain long-term access by deploying long-sleep processes and scheduled tasks.
These schedulers are configured to periodically poll the threat actor-controlled website
for updates, which are automatically installed upon update availability —without the
user’s knowledge or consent.
o Modify system configurations, allowing further exploitation, & lateral movement.
° These activities allow threat actor potentially to compromise victims later in an unexpected
malicious update that is scheduled pointing to the threat actor's server.

Findings & Malicious File Analysis:

Upon decompressing the file, it contains a Portable Executable file called "Ninja Browser." The term "Ninja
Browser" is usually used when the browser does not allow user data to be tracked. After investigating the
browser, we observed suspicious behavior associated with it. These unusual activities matched malicious
signatures with high entropy that behave via outbound requests.

The red flag highlighted the unusual permissions through built-in extensions that have been observed
with high obfuscation. Through the backend, it appears that the browser functions on a Chromium
browser, expanding the potential impact on the victim's device to exposure of credentials stored on the
default browser.

The methodology utilized in this software relies on building trust in the software whereas it contains
embedded code within a built-in extension with the name “NinjaBrowserMonetisation”.

pp appid="k
pdate

ons/NinjaBrowserMonetisation.crx" versio

sions/TorrentSearch.crx" v

extensions/uBlock-0rigin.crx

sions/XFinderSearch.crx" version="2.0.0.5"

ons/YouTubeDownloader.crx

“The installed extensions by the threat actor to the browser from server-side view”

Copyright @2026 CTM360°©
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Technical Observations

Linux users — Ninja Browser Interaction

Subfiles Inspection — Built-in Extensions:

© cTm360

Despite the anonymity features claimed on the software license, the “Ninja Browser” functionality
proved the opposite by auto-installing extensions on the “Ninja Browser” that function on
ungoogled-chromium engine.

The extension “NinjaBrowserMonetisation” contain a JavaScript file with a

isPC > Local Disk (C:) » Program Files (x86) > NinjaBrowser > NinjaBrowser > Application > 135.0.6613.124 > Extensions

Name

D AiSearch.crx

E] Chromium.Web.Store.crx

| ] CyberGhost-VPN.crx

'[j Download Music VK.crx

D DownloaderForSocialPlatforms.crx
D DownleadScundCloudMusic.crx
[:'] DownloadYandexMusic.crx

[:] external_extensions.json

D ImageDownloader.crx

D NinjaBrowserMonetisation.crx
D TorrentSearch.crx

'[j] uBlock-Origin.crx

D XFinderSearch.crx

D YouTubeDownloader.crx

“The installed extensions once the Ninja Browser executed”

that have the following capabilities:

Track users with a unique IDs.
Inject scripts.
Load remote content.
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Manipulate browser tabs and cookies.
Store data in an external storage file.

Type

CRX File
CRX File
CRX File
CRX File
CRX File
CRX File
CRX File
JSON File
CRX File
CRX File
CRX File
CRX File
CRX File
CRX File

Size

87 KB
62 KB
1,069 KB
184 KB
81 KB
137KB
26 KB
1KB
155 KB
43 KB
296 KB
3,795KB

malveristing functions

Foremost, these data were intended to be delivered to an external hosts that are embedded on the
extension with a high obfuscation.

1=UX149D ), _0X5/2030] __wWid |=

,_OX572630] __VT [=1(-UXLLI=UXS8A+0XZZ/+0X/30), OX5/2630 __lav |=-0XlaZ
“|ackgroundMode ' ](),_0x308b03=_0x529956[ 'extensionMode’ ](),_Ox4f182c=(_0x572636[". ' 1={})['a']=function(

View return _Bx2e37c8&& 0x2e37c8[ 'length’]?_0x490a72[ 'parseFloat’](_0x2e37c8[-0x1fa8+0x956+-0x5%-0x477]| | "

*]1(_@0xf0589e) ;try{for(var _B@xd769c2=0x36+-0x1fda+0xle*0x10e, Ox47e911=_0x568369[ "length’];_0xd769c2<_

piDisk(Ct) » ProgramFiles (x86) -+ Ninjabrov  » 1['trace’]();break;case-0x1212+0x8f7+0x91c:_0x193631[ 'warn'](_0x5037df) ;break; case-0x84a+-0x51a*0x

Name & bfb){_0x529956[ 'ChromeRefHijack ' ]=!(-0x1*-0x23df+-0x318+-0x20c7);var _Ox3cBdfd=_0x529956[ " ISON"']=_0Oxe
b(),_0x529956[ 'Sync' 1= 0x747144(),_0x529956[ ‘History' ]=_0x5ald@3(), 0x529956[ ‘Modules']=_0x1311e0(),_

_locales {var _@x3eba86=document, 0x7laadb="("'+function(){Object['defineProperty’](document, 'referrer’,{'enume
icons 5, 1(0x597+0x136+-0x1906), 0x17114d), Ox1481fc[ 'dispatchEvent'](_0x4f1176));}var _Bx562b67=function(){
maings 7+-0xba2+-0xed5) : setTimeout(_Ox5f161c,0x13f5%-0x1+-0x1*-0x11b5+0x24a);})); };_0x5f161c(); Jelse exchgld

))s

D manifest.json

}
})H

25

“NinjaBrowserMonetisation extension’s content with malicious JavaScript code”

Copyright @2026 CTM3609©

if (chrome && chrome.hasOwnProperty(‘runtime’) && chrome.runtime.hasOwnProperty(‘onInstalled’)) {
chrome.runtime.onInstalled.addListener(function(details) {
if (details.reason == "install")

fetch("https://1bpx.pathway-1link.com/pixel/i?product=ninja_browser").catch(e => {});
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Technical Observations

Linux users — Ninja Browser Interaction

Deobfuscation — Embedded URLs:

©ctm360

To reveal the embedded URLs on Ninja Browser Monetisation extension. The URLs were highly
obfuscated with XOR and Base56-like encryption that complicate the detection process on threat
detection solutions.

kali-msgkali:
Decoded URLs/domains

check-data.xyz
apicl.quicknodelink.com
apicl.datasyncapi.com
api.hosts
apicl.fetch-api.com
files.fetch-api.com
files.testrequest.info
files.tracemonitors.com
files.quicknodelink.com
https:

GET
rfiles2.testrequest.info
rfiles5.testrequest.info
rfiles4.testrequest.info
rfiles3.testrequest.info
rfilesl.testrequest.info
& =

testrequest.info
tracemonitors.com

deob-monitorization.csr.py

139EjI2vkI3xi o

J2CjILKj

“Deobfuscation process of the embedded URLs on NinjaBrowserMonetisation extension”

The majority of these Domains were observed dedicatedly utilized on malicious campaigns that are
relevant to info-stealer activities (e.g. RedLine) reveal the potential for malicious trigger upcoming to
all devices with Ninja Browser installed. The fact of all these indicators existence without functionally
using the extension currently on the browser raise the suspect of a handy exfiltration tool that threat

actor might utilize later on a update.

Considering the previous activity of configuring schedulers that run on a daily-basis, these schedulers
are pointing to browser update PE file that install silently from ninja-browser website without installation
window appearance. This assure the persistence within the software and awaiting for a payload update

to compromise all devices.

(% MicrosoftEd...
(B MicrosoftEd...

(€] NinjaBrowse...
(5 NinjaBrowse...
(® npcapwatch...
(% OneDrive Re...

<

Ready
Ready

Ready
Ready
Ready

Multiple triggers defined

4/19/2025 8:27:50 AM

At 7:57 AM every day - After triggered, repeat every 1 hour for a duration of 1 day. 4/18/2025 2:57:50 PM
4/19/2025 7:52:00 AM

At 7:52 AM every day
At log on of any user
At system startup

At 3:39 PM on 3/10/2024 - After triggered, repeat every 1.00:00:00 indefinitely.

4/18/2025 3:39:28 PM

4/18/2025 9:57:23 AM
4/18/2025 2:00:26 PM
4/18/2025 7:58:03 AM
4/18/2025 9:57:23 AM
4/18/2025 9:57:21 AM
4/18/2025 8:58:05 AM

The opera
The opera

The opera
The opera
The syster|

>

General Triggers Actions  Conditions Settings History (disabled)

Action

Start a program

Details

"C:\Program Files (x86)\NinjaBrowser\1804075232\updater.exe" /VERYSILENT /SUPPRESSMSGBOXES

“Update schedulers configured once the Ninja Browser Installed”
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Technical Observations

Linux users — Ninja Browser Interaction

Suspicious — Uncommon Indicators:

Through simulating user behavior to detect suspicious flags, it has been observed that the default
search engine is set to a Russian-based search engine with the name of “X-Finder” that is unknown
on the industry with a simple layout that contain only a search bar and render Google results once
search compiled.

v L& Settings - Search engine X 25

& c @5 Ninja Browser chrome://settings/search

= Settings

Search engine

Search engine
The search engine you choose will be used for features like searching from the address bar and from images on
web pages.

X-finder.pro

& X-Finder. Search is controlling this setting Manage [/ Disable

Manage search engines and site search

“X-Finder is utilized as a default search engine on Ninja Browser”

In addition to X-finder, another search engine that observed popping up once accessing the
browser with a fake Al features. The search engine goes by “ai-search” is also offering an
extension that is published on Chrome Web Store with a deceptive details falsely altering Google
name on creator details.

° https://chromewebstore.google.com/detail/chatgpt-in-new-tab/dcdioeaeejohhgbpobifnhbdj

nmgeejl
c ://ai Details
FakeNet-NG (2) - "C:\Tools\FakeNet-NG\fakenet1.4.11\fakenet.exe" Version Offered by
B . 10.01 Gooog
= : [65]
92.¢ 3:443
P 192.0.2.123: Updated Sie \
g May 5, 2023 108KiB

Languages

English

Flag.concern

(Windows NT 10.0; Win64; x64
Non-trader
tml+xml,application/ This developer has not identified itself as a trader. For

% consumers in the European Union, please note that
5 consumer rights do not apply to contracts between
5 you and this developer
5
5 Developer
5 & Email A

5

FainaLibertina@gmail.com

“Ai-search is used on the landing page of Ninja Browser with deceptive creator details”
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Technical Observations

Linux users — Ninja Browser Interaction
Intelligence — Threat Actor’s Identifiers:

Additionally, we have observed that the threat actor has been utilizing a mainly a dedicated IP
“152.42139[.118” to conduct this malicious activity. Through this IP connected with the malicious files,
websites, and SSL were transmitting data back and forth to the server used by the threat actor,
illustrating the intrusive of the campaign by the same threat actor.

Furthermore, additional URLs were observed utilized to distribute Ninja Browser and all primarily call
back to a single website with the name “ninja-browser[.Jcom”

° nb-download[.Jcom =» “152.42.139[.]18”

° nbdownload[.]space » “89.111.170[.]100”

“Screenshot from VirusTotal highlighting the malicious files connected to the IP”

Copyright @2026 CTM360°©
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Technical Observations - Ninja Browser loCs

Linux users — Ninja Browser Interaction

Indicator of Compromise (loCs)

89.111.170[.]100

152.42.139[.118

nbdownload[.]space

nb-download[.Jcom

ninja-browser[.Jcom

check-data[.]xyz

apicl[.]Jdatasyncapi[.Jcom

datasyncapi[.Jcom

apicl.Jfetch-api[.Jcom

files[.Jfetch-api[.Jcom

fetch-api[.Jcom

files[.Jtracemonitors[.Jcom

tracemonitors[.Jcom

files[.Jquicknodelink[.Jcom

apicl[.Jqguicknodelink[.Jcom

quicknodelink[.Jcom

rfiles1].Jtestrequest[.]Jinfo

rfiles2[.Jtestrequest[.]info

rfiles3[.Jtestrequest|.]info

rfiles4|.Jtestrequest|.]info

rfiles5[.Jtestrequest[.]Jinfo

files[.Jtestrequest[.]info

testrequestl.]info
77d44715bd0ead14867d5c46dba2e6e43b8bc303e88da5309ab60f9828d1c876
50be18615ch70a8edfd12e005a025fa94a927807412f48d4e2c1d25b97ed0961
3¢32716a705717¢723e969fd8cc095012f17834cb67d813569f2b1841139d289
0f7e470bc92df3320db7aa731a39a73b7a1a394f816564783611861e2chd5286
0b78456a6¢1fb8aa77bb2d475ab3815a04a86333111e54bf2a9f69968bbc73c8
6e6a323bdfddb54407a075c887a6adef9f3c5fale5e81d51dc49ab61846637¢c6
738aa2649686dd0c024bd3ae79ch9e346985859d141ae6615ddd26e3e168b4d8
7636a06e18f08b002367e059481eb5585b0aa728c56f01ad8f0ddf489de8dbc6
77d44715bd0ead14867d5c46dba2e6e43b8bc303e88dab5309ab60f9828d1c876
7ab1402b55498ca9e67477958d6b8794f00f2d814f6af37803329f673616bfe2
c58481335431bcd69398a7e1328f209¢c34652355af4df62cffbe2da92fe6a416
ce7d527e68218e33db10361443f54a37f7a4825c3fh89682d5¢c859940d6d6f91
f42c249be9b3e68e76ac660b8a189663e30ccd311a763¢c9078f2f8682b33f05¢
fa9ed218a8056b6142de273cb36bfd840e7d894c90cec8981603b233bb877d36

Copyright @2026 CTM360°©
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Technical Observations ..

Windows users - Lumma Interaction ..

Initial Access Vector & Compressed File Analysis:

) The malicious file will be drop once the user access the bogus file-sharing sites
“medial.]Jmodecoin[.]xyz".
° The malicious file is an archive that is compressed with a password.
o Decompressed Size: Y950MB
o Actual size after removing padding: “33MB

- - O >
< ) (6] B & = Search 2Million Dollars Fraud At:  Q
@ New T Sort = View (B Details

A Name Date modified Type Size
v Toda!
A Gallery Y
Compressed Archi...
- Application
M Desktop »

The unusually large decompressed size of approximately 950MB raised a red flag. Upon analyzing
the Portable Executable (PE) content, we found that the file was heavily padded with null bytes a
common technique used to evade static detection by crashing virus detection tools due to surpass the
scannable file size limit.

Anti-virus solutions tend to set a size limit for the analyzable files where threat actor
exploited the limitation by expanding the malicious file size.

Layout overlay|#043422f0: 00 00 00 00 00 00 00 60 00 00 00 00 60 00 00 00
overlay|#04342300: 00 00 60 00 00 00 00 60 00 00 00 00 60 00 00 00

HERHET overlay|#04342310: 00 00 00 60 00 00 00 00 60 60 00 60 00 60 00 00
Tort overlay|#04342320: 00 00 60 00 00 00 00 60 60 00 00 00 60 00 00 00
.rdata overlay|#04342330: 00 00 60 00 00 00 00 60 00 00 00 00 60 00 00 00
.data overlay|#04342340: 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 60
.ndata overlay|#04342350: 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00
.rsre overlay|#04342360: 00 00 60 00 00 00 00 60 60 00 00 00 00 60 00 00

overlay|#04342370: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342380: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342390: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#043423a0: 00 00 00 00 00 00 00 00 00 00 60 60 00 00 00 00
overlay|#043423b0: 00 00 00 00 00 00 00 00 60 00 00 60 00 00 00 00
overlay|#043423c0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#043423d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#043423e0: 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00
overlay|#043423f0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#04342400: 00 00 00 00 60 00 00 00 00 00 60 60 00 00 00 00
overlay|#04342410: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#04342420: 00 00 00 00 00 00 00 00 00 00 60 60 00 00 00 00
overlay|#04342430: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342440: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

overlay overlay|#04342450: 00 00 00 00 60 00 00 00 00 00 00 60 00 00 00 00

(831.0 M1B) overlay|#04342460: 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00
overlay|#04342470: 00 00 00 00 60 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342480: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342490: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#043424a0: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#043424b0: 00 00 00 00 00 00 00 00 00 00 060 60 00 00 00 00
overlay|#043424c0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
overlay|#043424d0: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#043424e0: 00 00 00 00 00 00 00 00 00 00 60 60 00 00 00 00
overlay|#04342470: 00 00 00 00 60 00 00 00 00 00 00 00 00 00 00 00
overlay|#04342500: 00 00 00 00 60 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342510: 00 00 00 00 60 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342520: 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00
overlay|#04342530: 00 00 00 00 00 00 00 00 60 00 60 60 00 00 00 00
overlay|#04342540: 00 00 00 00 00 00 00 00 00 00 060 00 00 00 00 00

“The observed null byte padding on the malicious file”
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Technical Observations

Windows users - Lumma Interaction

Static Analysis of Reconstructed Files:

Since the executable file is built and compressed with “Autoit” and compiled with “NSIS”. it contained a
segmented binary structure of:

e fileO0OO1.bin to fileO014.bin
° script.bin

DIB at 0x000b9870 (:b9870)  0x000b9870 keep 0000bd73e: 00 00 FO 1F 00 00 F8 3F 00 00 FC 3F 00 00 F8 1F I
0000bd74e: 00 00 F1 8F 00 00 E3 C7 00 00 C7 E7 00 00 8F FF A nf | &
0000bd75e: 00 00 9F FF 00 00 FF FF 00 00 00 00 01 00 01 00 T ® e
0000bd76e: 10 10 10 00 01 00 04 00 28 01 00 00 OD 0O GO0 60 ww» © ¢ (© [
0000bd77e: 00 00 01 00 FF FF 00 00 00 00 00 00 04 00 4C OA @ + L8
e 0000bd78e: CC 80 04 00 00 00 00 00 A2 00 5F 00 00 00 00 00 kGe 6 _
0000bd79e: #1 00 75 00 74 00 6F 00 49 00 74 09 20 00 499 00 AutoI t I
0000bd7ae: 6E 00 70 00 75 00 74 00 20 00 42 00 6F 00 78 60 nput B o x
0000bd7be: 00 00 08 00 00 00 00 01 4D 00 53 00 20 00 53 00 a eMS S
0000bd7ce: 68 00 65 00 6C 00 6C 00 20 00 44 00 6C 00 67 60 he 1l 1 D1lg
0000bd7de: 00 00 00 00 00 00 00 00 00 00 00 00 02 50 07 00 P+
Zoom 0000bd7ee: 07 00 93 00 2C 00 EA 03 00 00 FF FF 82 00 50 60 + &6 , Qv ép
0000bd7fe: 72 00 6F 00 6D 00 70 00 74 00 00 00 00 00 00 006 romp t
“Auto It metadata existence on the malware file”
TroTTE——STaTe——vrew -
The flle Scrlptbln InCIUde batCh |Og|ﬂ v A <« Desk... » selection_0-21ae8bf » v 0 O Search selection_0-21ae8bf
to reassemble the executable —_— ~ Y e e
. . ick
through chained copy commands: *_Q:‘k:““‘ 5 file0001 Y525 1226PM Fiefolder
& Des o8 g \j file0001.bin 4/ 12:24 PM BIN File 478 KB
ownloads 4 B L 5 c 19, y "
o cmd/ccopy/b.\Playlistesv+ | il e e .
.\Trans.csv + .\Mentioned.csv =] Pictures * [ 7] file0004.bin 4 12:24PM BIN File 65KB
. MalwareLab_VM-Se 1 file0005.bin 4/ 12:24PM BIN File 32KB
+ ..\Flexible.csv R B Music [ ] file0006.bin 4 BIN File 778
u Videos \_] fileD007.bin 4/ BIN File 71KB
: [7] file0008.bin 4 BIN File 53KB
These files are eventually P = . ot -
concatenated into a single 5 This bC [] fite0010.bin 4 BIN File 80KB
. o [ 7 file0011.bin 4 BIN File 66 KB
executable file to launch the & Network [ file0012.bin by BIN File 118
[ . [ file0013.bin 4/ BIN File 129KB
malicious SCI’Ipt. [ file0014.bin 4/ BIN File 0KB
ﬂ script.bin 4/ BIN File 28KB

“Files content structures of the malware file”
Execution and Autolt Behavior:

Once reassembled, the binary launches an Autolt-compiled executable, loading a .a3x script. This script
decrypts and executes a memory-resident payload. The process named “Pr . com” is observed to trigger as
Autolt v3 script stubs.

Autolt is a scripting language designed for automating the Windows GUI and general scripting.

File Options View Process Find Users Help

Hicoimt:iex oo [ im0

Process I CPU| Private By!es| - Working Set| PlDl Description | Company Name |
& (&= Prcom | <001 12188K  16340K 7552 Autokt v3 Scipt (Beta) Autolt Team
=[] Pr.com <0.01 11,636 K 21936 K 7284 Autolt v3 Script (Beta) Autolt Team
[#=|Pr.com <0.01 11,976 K 14100K 5024 Autolt v3 Script (Beta) Autolt Team
=[] Pr.com 0.16 10,776 K 21460K 4632 Autolt v3 Script (Beta) Autolt Team
=[] Pr.com <0.01 11,120 K 19,976 K 2744 Autolt v3 Script (Beta) Autolt Team
(=[] Pr.com <0.01 11.248K 20,008 K 1432 Autolt v3 Script (Beta) Autolt Team

“Autolt meta-data assembled on the malware processor”
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Technical Observations

Windows users - Lumma Interaction

Dynamic Behavior and Network Analysis

Process creation and behavioral monitoring reveal the following:

e  Shell-based command chaining

° Execution of multiple Autolt processes
HTTP POST requests to:

healgenil.]live

(@)

Furthermore, HTTP traffic were captured to include encoded identifiers and payload data. The use of

© cTm360

multipart/form-data POST requests is utilized to mask the exfiltrated content.

87 5.400658
9@ 5.401727

73
122 17.254206
123 17.255126
127 17.271755

10.14.0.2
10.14.0.2

7
19

10.14.0.2
10.14.0.2

195.82.146.34

172.67.191.243
172.67.191.243

10.14.0.2

195.82.146.34 TCP
195.82.146.34 TCP
10.14.8.2 Tcp

Seq=2 o

ACK] Seq=1 Ac
40 53674 > 80 [ACK] Seq=1 Ack=2 Win=2047 Len=0
40 53674 > 80 [FIN, ACK] Seq=1 Ack=2 Win=2047 Len=0
40 80 » 53674 [ACK] Seq=2 Ack=2 Win=63 Len=0

40 53673 > 443 [ACK] Seq=1 Ack=2 Win=255 Len=0
71 Encrypted Alert

=0
Win=63 Len=0

1:37:2...
13725
1:37:2...
1:37:2...
1:37:2...
1:372..:
1:37:2::.
1:37:2...
1:37:2...
13722
1:37:2:..
1:37:2...
1372,

& Pr.com
€ Pr.com
@ Pr.com
@ Pr.com
@ Pr.com
& Prcom
@ Pr.com
@ Prcom
& Pr.com
€ Pr.com
@ Prcom
& Pr.com

9 Pr.com

1432 TV TCP Receive
1432 2/ TCP Receive
1432 "2 TCP Receive
1432 5 TCP Receive
1432 2 TCP Receive
1432 "2 TCP Receive
1432 ﬁTCP Receive

1432 2 TCP Receive
1432 2 TCP Receive
1432 ﬁTCP Receive
1432 2 TCP Receive
1432 2 TCP Receive
1432 ﬁTCP Receive

DESKTOP-FLID2QD:50139 -> 195.82.146 34 http
DESKTOP-FLID2QD:50139 -> 195.82.146.34 http
DESKTOP-FLID2QD:50139 -> 195.82.146.34:http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 http
DESKTOP-FLID2QD:50139 -> 195.82.146.34 http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 http
DESKTOP-FLID2QD:50139 -> 195.82.146.34:http
DESKTOP-FLID2QD:50139 -> 195.82.146.34 http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 :http
DESKTOP-FLID2QD:50139 -> 195.82.146.34:http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 http
DESKTOP-FLID2QD:50139 -> 195.82.146 34 http

“The malicious processor’s requests to C2 server”

Behavioral Conclusion and loCs

The file behavior has been found to match Lumma info-stealer malware that allows the threat actor to
gain access to the victim’s device and direct the victim’s browser credentials to the threat actor’'s C2
server. Several obfuscation and anti-analysis layers are implemented to evade detection of the
executed malware.

C2 Domain

° healgenil.]live

Observed IPs

e 195.82.146[.]134 (Vault Dweller)
e 104.21.68[.]78 (Cloudflare)
e 172.67191.]1243 (Cloudflare)

Sample Hash (SHA-256):

e adbcad85bbb372a77da00e528bf564b1d82ad61e2956d902354197d40b11fd7f
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Sample of the Targeted Brands
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Conclusion

Threat actor continuously look after a method to deceive users into installing harmful
software to carry their malicious activities. Despite Google service reputation, unsuspected
individual might found themselves a victim of a malicious attack that target their sensitive
data, credentials, or to launch another attacks with the victim identity. Therefore, users
should practice caution and stay vigilant by avoiding unsolicited downloads, verifying sender
information and adopting security solutions.

Risk Involved

Lumma Info-Stealer Risks:

Lumma Stealer is a commercially developed infostealer sold on underground forums and used by
a wide range of threat actors. It's designed to quietly harvest sensitive artifacts from
compromised endpoints and then exfiltrate those “logs” to remote command-and-control
infrastructure for immediate misuse or resale. The associated risks of Lumma Stealer are:

e Credential & Session Theft: Harvested passwords, cookies and tokens enable account
takeover without needing the account owner’s password.

e  Financial Fraud: Access to banking, payment, and e-commerce accounts leads to
unauthorized transactions and chargebacks.

Ninja Browser Risks:

Ninja Browser presents itself as a legitimate, privacy-focused browser and performs benign
activity to build the victim’s trust - displaying a working Ul and normal browsing features.

Ninja Browser masks hidden malicious modules and built-in extensions that have the ability to
quietly harvest credentials, install persistent long-sleep schedulers, and periodically fetch
updates from attacker servers - enabling a future compromise without the victim’s knowledge
or consent. The associated potential risks of Ninja Browser are:

e Credential & session theft: Built-in malicious extensions and injected pages can harvest
saved passwords, cookies and session tokens from real browsers, enabling account
takeover.

e  Remote control / full endpoint compromise: The software can install backdoor-like
components that allow remote execution, arbitrary commands, or remote desktop control.

e Silent persistence & automatic malicious updates: Long-sleep processes and scheduled

tasks ensure the malware survives deletion and can automatically fetch and install new
payloads from attacker servers.
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ABOUT US

CTM360 offers a consolidated security platform on a subscription basis. Through a single
environment, CTM360 provides External Attack Surface Management, External Exposure
Management, Third-Party Risk Management, Digital Risk Protection, Cyber Threat Intelligence,
DMARC, and Takedowns. End-users may subscribe to one or multiple modules; there are no
installation or configuration requirements on the end-user side, and CTM360 pre-populates
the full platform with publicly available data.

CONTACT US:

c

+973 77 360 360

info@ctm360.com

www.ctm360.com

21st Floor, East Tower Bahrain Financial Harbour, Kingdom of Bahrain

O & K

Disclaimer

The information contained in this document is meant to provide general guidance and brief information to the intended recipient
pertaining to the incident and recommended action. Therefore, this information is provided "as is" without warranties of any
kind, express or implied, including accuracy, timeliness, and completeness. Consequently, under NO condition shall CTM3609,
its related partners, directors, principals, agents, or employees be liable for any direct, indirect, accidental, special, exemplary,
punitive, consequential, or other damages or claims whatsoever including, but not limited to loss of data, loss in
profits/business, network disruption...etc., arising out of or in connection with this advisory.
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