EDT Privacy Notice
Effective date: March 2026
Who we are: Engineering Development Trust (“EDT”, “we”, “us”, “our”).
Contact: 
· data protection queries - data@etrust.org.uk
· marketing/consent preferences - marketing@etrust.org.uk


1) Scope of this notice
This notice explains how EDT collects and uses personal information when you work with us, participate in our programmes, volunteer, supply services, or interact with our websites and online learning platforms. We process personal data in line with the UK GDPR, Data Protection Act 2018, and the Data (Use and Access) Act 2025. The DUAA updates parts of UK GDPR/DPA 2018 and is being phased in across 2025–2026

2) The personal data we collect
A. Students under 16
· Name, date of birth, address, email
· School name and address
· Diversity data (e.g., nationality, ethnicity, gender)
· Consent from a teacher/parent/guardian to participate
· Parent/guardian name, email and phone
Why: to enable participation, certification/awards, safeguarding, and access to our learning portal(s).
Retention: we remove this data within 18 months of you completing your experience/receiving your Industrial Cadets Award, unless a longer period is necessary for safeguarding, legal, or regulatory reasons.
B. Students 16 and over
· Name, date of birth, address, email, mobile number
· Diversity data (e.g., nationality, ethnicity, gender)
· Parent/guardian contact details (where appropriate)
· Programme‑specific information (e.g., CV for work placements)
Why: to enable participation, certification/awards, safeguarding where relevant, and learning platform access. We may invite you to join EDT alumni communications; you can unsubscribe at any time.
C. Supporting companies, schools, and partners (including volunteers)
· Name, email, phone, job title, workplace address
· Volunteers: DBS/PVG confirmation for safeguarding

3) Where we get your data
· Directly from you (forms, emails, events, calls, surveys)
· From your school/college/teacher/parent/guardian (where relevant)
· From supporting companies/partners for programme logistics and security (e.g., site access)

4) How we use your data (purposes)
We use personal data to:
· Maintain and develop our relationship with you and your organisation
· Administer and deliver programmes you join (including enrolment, learning platforms, assessments, awards/certificates)
· Communicate about programmes you are in or may be interested in
· Manage safeguarding, risk, and health & safety
· Evaluate impact (e.g., follow‑up about education/career pathways)
· Operate events (including webinars and video‑conferencing)
· Manage volunteers and partner engagement (including DBS/PVG checks)
· Comply with legal and regulatory obligations

5) Our lawful bases for processing
Depending on the context, we rely on one or more of the following lawful bases:
· Consent (e.g., optional photos/video or alumni communications; you can withdraw at any time).
· Contract (to register you on a programme and deliver services you request).
· Legal obligation (e.g., safeguarding, health & safety, statutory reporting).
· Vital interests (e.g., emergencies).
· Legitimate interests (e.g., running and improving our programmes; you can object).
· Recognised legitimate interests – a new lawful basis under UK law for specified public‑interest purposes (e.g., safeguarding or crime prevention) where no balancing test is required. This basis does not cover commercial processing or marketing activities.
Note: The DUAA introduced the recognised legitimate interests basis and clarifies when it can be relied upon; this sits alongside existing Article 6 bases and is limited to pre‑approved purposes defined in law. 

6) Special category data & criminal records
Where we process diversity data (e.g., ethnicity) or health/disability information, we do so under UK GDPR conditions that require additional safeguards. For volunteers, we process DBS/PVG status solely for safeguarding and role suitability, applying strict access controls.

7) Automated decision‑making (ADM) and profiling
If we use automated tools that make decisions with legal or similarly significant effects (for example, determining eligibility for certain programmes), UK law now allows a wider range of lawful bases for such ADM for non‑special‑category data, provided organisations implement specific safeguards. You will be given meaningful information about the decision, the right to obtain human review, to express your view, and to challenge the outcome. 

8) Who we share data with
We keep your information within EDT and share only what is necessary with:
· Trusted delivery partners, funders, host organisations and event venues (to run activities)
· Learning technology providers (e.g., learning management and webinar platforms)
· Professional advisers (e.g., auditors, legal counsel)
· Law enforcement/regulators where disclosure is required by law
We require all recipients to protect your data and use it only for the agreed purposes.

9) International transfers
Some suppliers and platforms may process personal data outside the UK. Where we transfer data internationally, we ensure appropriate safeguards are in place (e.g., UK International Data Transfer Agreement/Standard Contractual Clauses) and rely on UK adequacy assessments. Under the DUAA, the UK may deem a country adequate where its protection is “not materially lower” than the UK’s; this standard guides future adequacy decisions and transfer mechanisms.

10) Cookies and similar technologies
We use cookies and similar technologies on our registration forms and websites. You can control cookies via your browser settings. Under recent UK law changes, certain cookies used for statistical purposes or to improve functionality may be set without consent, while marketing cookies will continue to require consent. We will provide clear on‑page information and choices. 
Note: PECR enforcement powers have been strengthened, with penalties aligned to UK GDPR levels; we are committed to compliant cookie practices.

11) Children’s data
We apply heightened protections to the personal data of children. The UK’s updated framework and the ICO’s ongoing focus on children’s privacy inform our programme design and online practices.

12) How long we keep your data
We retain personal data only for as long as necessary for the purposes set out in this notice—typically:
· Students under 16: delete within 18 months of programme completion/award (unless we must retain longer for safeguarding or legal reasons)
· Students 16+: for the duration of the programme and for defined post‑programme periods (e.g., to issue/verify awards, manage queries or where you opt in to alumni communications)
· Partners/volunteers: for the duration of the relationship and for a reasonable period afterwards (e.g., safeguarding, audit, legal/regulatory obligations)
We maintain a detailed retention schedule that applies purpose‑based retention and secure deletion.

13) Security
We use appropriate technical and organisational measures to protect personal data against unauthorised access, alteration, disclosure or loss, and we limit access on a strict “need‑to‑know” basis.

14) Your rights
You have rights under data protection law, including to request access, rectification, erasure, restriction, portability, and to object to certain processing (including direct marketing). Where processing is based on consent, you can withdraw consent at any time (this does not affect past processing).
Updates to Subject Access Requests (SARs/DSARs)
Recent changes clarify that the one‑month response period begins after we verify your identity, and we may pause the clock while awaiting reasonable clarification. We must conduct a reasonable and proportionate search. If we rely on exemptions (e.g., legal privilege), we will explain which exemption applies and why. 
How to exercise your rights: email data@etrust.org.uk. We may ask for proof of identity and, for parents/guardians, proof of parental responsibility.

15) How to complain (our mandatory complaints process)
We operate an internal data protection complaints procedure. Please contact data@etrust.org.uk in the first instance and we will investigate and respond. If you remain dissatisfied, you can contact the Information Commissioner’s Office (ICO) at www.ico.org.uk. UK law now requires organisations to have such a complaints process and gives the ICO enhanced powers.

16) Marketing & alumni
We will only send you electronic marketing where permitted by law (for example, where you have consented or where an exemption applies). You can opt out at any time using the unsubscribe link or by emailing marketing@etrust.org.uk.

17) Third‑party links and platforms
Our programmes may use third‑party services (e.g., webinar or learning platforms). We endeavour to work with providers that maintain high privacy standards; please also read their privacy notices as their practices are outside our control.

18) Changes to this notice
We may update this notice to reflect legal, technical, or operational changes. The latest version and effective date will always be posted here. The DUAA changes are being phased in through June 2025–June 2026, so you may see targeted updates over this period.

