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ACTION REQUIRED

10-Year-Old 
ATM Root 
Certificates 
Expiring Soon

Complete update by January 31, 2027

Why is this happening?
Legacy G2 certificates are being retired by providers 
after 10 years of use. Maintain secure connectivity and 
uninterrupted transaction processing by updating root 
certificates. No update means no transactions with any 
processor.

What you need to do
Install the latest trusted root certificate stack, 
including GoDaddy R1, DigiCert, and AWS 
roots, on all ATMs by January 31, 2027, to 
ensure uninterrupted transaction processing.

See a CDS Account Executive for additional information 



Overview
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• Industry Standards
̵ Trust model and the certificate root store programs determine which roots are trusted by operating systems and 

browsers.
̵ Trust standards are established through server industry bodies and root programs, including Microsoft, Mozilla, Apple, 

and Google.

• Action Required
̵ Ensure all servers, applications, network devices, and custom trust stores are updated to trust the latest root certificate 

authorities, including DigiCert, GoDaddy TLS Root CA - R1, and Amazon Root CAs. 
̵ Failure to maintain current trusted root stores can result in certificate validation failures, service outages, API 

connectivity issues, and loss of access to cloud and vendor services. 

• How CDS Can Help
̵ Industry trust requirements continue to evolve, making proactive root certificate management a critical operational 

responsibility.
̵ Effective November 1, 2026, CDS will be hosted on AWS (na.termgw.com) enabling CDS to proactively manage platform 

certificate updates and simplify future certificate maintenance in partnership with operators and ATM manufacturers.

ATM Root Certificates


