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2025.4.0 Release

Hypori Platform 2025.4.0 Release

The Hypori 2025.4.0 release includes enhancements that improve reliability and usability, resulting in a
more seamless user experience. The release also incorporates platform hardening and operating system
updates to maintain security and compliance for Hypori Cloud environments on AWS, including customer-
managed accounts.

Please note: the Enrollment Portal is available only to DoD Impact Level 5 (IL5) customers.

Enrollment with Okta FastPass

Hypori now supports Okta FastPass as a second factor for authentication to virtual devices. Okta FastPass, a
passwordless authenticator powered by Okta Verify, provides a secure and seamless multi-factor
authentication (MFA) experience. This integration enables users to sign in from their Hypori client apps to
their virtual devices without relying on traditional one-time passwords (TOTP).

Support for Okta FastPass is incorporated into the Enrollment Portal, providing consistent and streamlined
setup experience. IL5 customers can now adopt Okta FastPass as their second factor for authentication,
replacing other authenticator apps such as MobileConnect.

Enrollment Self-Service

New self-service functionality has been added to the Enrollment Portal, enabling enrolled users to manage
device setup and updates without requiring assistance from the Support team. Users can now replace a lost
or upgraded mobile device, set up an additional device, view all connected devices, and update their
communication email address directly through the Self-Service Support page.
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All device replacement and addition actions are automatically recorded in an audit log to ensure traceability
and accountability. This enhancement reduces manual effort for Support teams and allows users to take
immediate action when changes are needed.

Console Saved Filters

Saved filters have been added to the Virtual Devices page in the Hypori Console, enabling administrators and
group managers to quickly return to specific views of virtual device data relevant to their daily work.

Users can create filters using one or more conditions such as policy group, device template, or device type
and save them for future use. Each saved filter retains the selected columns and sort order, so the view
appears exactly as configured. Saved filters are private to each user and are not shared. Up to 10 saved filters
can be created, edited, and optionally set as the default view.

This enhancement improves productivity by allowing users to switch seamlessly between customized views
without recreating filters or column selections.

Increasing User Disk Storage

Administrators can now increase user storage for a selected virtual device, with support for sizes up to 16
GB. This enhancement provides greater flexibility for users who require additional space for apps and data.
Per AWS EBS modification policy, a volume can only be extended once every six hours. Hypori enforces this
policy by allowing a volume extension only after six hours have passed and the volume is in the in-use or
available state.
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App Gallery Usability Improvements

The Hypori App Gallery has been updated with visual and usability improvements that make it cleaner, more
intuitive, and better suited to the variety of devices it runs on. The refreshed layout prevents content from
being cropped, improves filter behavior, and makes the on-screen keyboard easier to dismiss, providing a
smoother and more consistent experience when browsing, installing, or removing apps.

Additionally, temporary disk space used during the installation of optional apps is now reclaimed after
installation. Package installation wait time has also been optimized for faster recovery from failures.

We have improved the reliability and fault tolerance of app installation and upgrades. Apps now install more
consistently, and the system no longer rolls back to older versions, even if an earlier version is requested.

Improvements and Bug Fixes

Console 2.0

e Ensured only users with unallocated devices can be removed from Hypori LDAP.

e Prevented partial authentication configurations with invalid inputs from being saved.

e Added support for short app descriptions on the app catalog page.

e Ensured OTP emails are sent to newly onboarded users.

e Sorted policy group dropdown lists to improve navigation of long lists.

e Added a Tasks page to display actions performed by the system, administrators, and group managers.
e Improved reliability of user provisioning.

e Ensured client device policy JSON is displayed using pretty-printed formatting.

e Added support for Okta OIDC configuration as a 2FA option.

e Ensured case-insensitive handling of LDAP attribute names.

¢ Prevented QR code generation when a user does not yet have an allocated virtual device.
e Ensured users can import certificates for CSR requests signed by third-party authorities.
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Platform

e Improved virtual device lifecycle reliability by eliminating race conditions during allocation and
deallocation.

e Added support for biometric authentication on first connection during user provisioning.

e Added support for offline notifications for the Hypori secure messaging app, with sanitization options
to exclude sensitive content.

¢ Introduced a consistent “new activity” notification experience for apps that encrypt notification
content, with options to exclude specific apps.

Virtual Device Changes

o Ensured kiosk apps restart when the time zone changes so local time is always reflected correctly.
e Improved stability of Intune registration by preventing unintended restarts during MFA prompts.

e Added an Exit button to the Hypori Secure Messaging app when running in kiosk mode.

o Added support for attaching a custom tag to the virtual device’s device model property.

Security and Platform Updates

This release includes operating system and platform updates to maintain a strong security posture and
support ongoing compliance requirements. The Hypori platform continues to undergo regular security
scanning and system hardening as part of our commitment to protecting customer environments.
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