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Setting Up Sage 100
To Work With OAuth on Azure & Office 365

Email is one of the leading ways bad actors can gain access to your environment, collect your data, and
gain access to your online accounts. Basic Authentication (Username and password) is being replaced by
a more robust modern authentication method to help keep your environment secure. We strongly
recommend that all Sage 100 users leverage these new methods, in conjunction with Multi-Factor
Authentication for all users to reduce the likelihood of intrusion.

Our Sage consultants have prepared this step-by-step educational guide to walk you through the
configuration of Modern Authentication (OAuth) for Azure/O365. This guide was developed specifically
for IT professionals to interpret and aid the installation within your own environment. Given the self-
service nature of this guide, it's important to note that the Blytheco team is not responsible for any
misinterpretations of this documentation or failed installs as a result. Our consultants are available to
assist with upgrades, installations, and system configuration at any time.

What you will need:
Supported Sage 100 Versions

e 2020 Release 6 +
e 2021 Release 4 +
e 2022 Release 1 +

Sage 100 Deployment Methods

e Sage 100 installed on-premise or in most private cloud environments
e Azure, AWS, and other public cloud services may have different methods.

Additional Requirements

e Admin credentials for the Azure account. (If multi factor authentication is enabled you will need
someone with access to that device)
e Anemail with an Office 365 professional license. This is the user that will send email from Sage
100. Using an email that is not used by a regular email user is suggested but not required.
o Email Address (Username):
o Password:
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Information you will collect during setup:

e Application (Client) ID:
e Authorization endpoint (v2):
e Token endpoint (v2):

Configure email account for authenticated SMTP:

1. In a web browser go to https://admin.microsoft.com/#/users (if you don’t get to active users
click Users / Active Users on the left pane menu.
2. Login as an administrator

/O Search

Microsoft 365 admin center

= Home > Active users

Home

& .
Active users
,Q Users ~

I Active users
Recommended actions (2)
Contacts

Guest users

r‘:{ Add a user E| User templates o3 Add multiple users EI Multi-factor authentication er
Deleted users

" Teams & groups 4
O Display name T Username
= Billing w
//@ Setup D
3. Click the user that will be used to send the email.

4. Click Mail in the menu at the top

@ Reset password

Change photo

Account Deavices Licenses and apps OneDrive

Mailbox permissions Email apps
Read and manage permissions () All apps allowed
Send as permissions (0) Manage email apps

Send on behalf of permissions (0)

Show in global address list Email forwarding

Yes MNone

Manage global address list visibility Manage email forwarding
Automatic replies More actions

Off Edit Exchange properties

Manage automatic replies
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5. Click Manage Email Apps

Manage email apps

Choose the apps where can access Microsoft 365 email.

Outlock on the web
Outlook desktop (MAPI)
Exchange web services

Mobile (Exchange ActiveSync)

IMAP
Pop

Authenticated SMTP

6. Make Sure Authenticated SMTP is checked.
7. Close the sub window.

Configure Azure:

1. In a web browser go to portal.azure.com
Login as an admin user for the Azure account.
3. Click on Manage Azure Active Directory

N

Don't have a subscription? Check out the following options.

VLA

_ P Search resources, services, and docs (G+/)
.
—
L .

Welcome to Azure!
Start with an Azure free trial Manage Azure Active Directory Access student benefits

Get $200 free credit toward Azure products and services, Manage access, set smart pelicies, and enhance security Get free software, Azure credit, or access Azure Dev Tools
plus 12 months of popular free services. with Azure Active Directory. for Teaching after you verify your academic status,

Start Learn more o' am more m Learn more o

Azure services

+ « =2 @

o T =

Create a Quickstart Virtual App Services Storage SQL databases  Azure Cosmos Kubernetes Function App

resource Center machines accounts DB services
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4. Click on App Registrations in the left menu pane:

«

-

0 Overview
Praview features

X Diagnose and solve problems

Manage
& Users
& Groups

=

External Identities
abs Roles and administrators
& Administrative units

i Enterprise applications

CH Devices

(&) |dentity Governance
¥ application proxy

E Custom security attributes
(Preview)

5. Click on New Registration on the menu in the main pane.

= Microsoft Azure P search resources, services, and docs (G+/)

Home >

gE= | App registrations =

9 -
Azure Active Directory
¢ = MNew registration @ Endpaints ég’ Troubleshooting O Refresh  + Download [E2 Preview features

All applications Owned applications  Deleted applications

@ overview

Preview features

K Diagnose and solve problems ‘ A Start typing a display name or application (client) ID to filter these r... +v Add filters
Manaae
6. Fill in the Register an application form with the following values.

a. Name Sage 100 Email (any name works)
b. Supported Account Type. Accounts in this organizational directory only
c. Redirect URI:

i. Drop down box: Public Client / Native

ii. Address box: https://localhost
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d. Click the button: Register

e

Home > | App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Sage 100 Email

Supported account types

Who can use this application or access this API7
@ Accounts in this organizational directory only (Blytheco Test Account only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

Bublic client/native (maobile ... | ‘ https://localhost

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By praceeding, you agree to the Microsoft Platform Policies !

7. Copy the Application (client) ID and record it

Home > | App registrations >

g Sage 100 Email =

2 search (Ctrl+/) « [i] Delete € endpoints [ Preview features

B overview
A Essentials
& Quickstart
) Display name
A Integration assistant
Application (client) ID
Manage Object ID
B Branding & properties Directory (tenant) ID

S authentication Supported account types : My organization only

8. Click Endpoints in the main pane menu.

Client credentials Add 3 certificate or secret
Redirect URIs 0web_0spa.1 public client
Application 1D URI Add an Application 1D URI

Managed application in l... : Sage 100 Email

icrosoft Azure P search resources, services, and docs (G+/)

Home > | App registrations >

i Sage 100 Email =

[5) Preview features

P Search (Ctrl+)) « W Delete

B overview

A Essentials
& Quickstart

Display name  sage 100 Email
# Integration assistant

Application (client) ID

Manage Object 1D

& eranding & properties Directery (tenant) ID

Supported account types : My organization only

D Authentication
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10.
11.

From the pop-up window copy and record these values:
e Authorization endpoint (v2)
e Token endpoint (v2)

Endpoints

OAuth 2.0 authorization endpoint (v2)

Copy to clipboard

| https://legin.microsoftonline.camy Joauth2/v2.0/authorize

o]

OAuth 2.0 token endpoint (v2)

| https://login.microsoftonline.com/ Joauth2/v2.0/token

D]

Click the X to close the window.
Click on API Permissions in the left menu pane.

Home > | App registrations »

=8 Sage 100 Email =

|}3 Search (Ctrl+/) | ¥ ]i[ Delete @ Endpoints
B Ooverview

# Essentials
& Quickstart

Display name

#" Integration assistant o .
Application (client) ID

Manage Object ID

B2 Branding & properties Directory (tenant) ID

- Supported account types
-3 Authentication PR P

Certificates & secrets
Get Started Documel

Il Token configuration

2 APl permissions

& Expose an API
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12. Click Add a Permission on the main pane menu.
e Note: You may see an “Admin consent required” message at the top. You can ignore
that for now
e Note: You may already see a Microsoft Graph permission User.Read. It is fine to
leave.
- Sage 100 Email | APl permissions =

|,’7 Search (Ctrl+/) | « O Refresh Rj Got feedback?

B overview

& Quickstart
@ The "Admin consent required" column shows the default value for an arganization. Haweve

# Integration assistant
Manage Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admin:
all the permissions the application needs. Learn more about permissions and consent

D Authentication
= Add a permission Grant admin censent for Blytheco Test Account
Certificates & secrets

APl / Permissions name Type Description

B Branding & properties

Token configuration

~Microsoft Graph (1)
9 API permissions Micrasaft Graph (1)

& Expose an API User.Read Delegated  Sign in and read user profile

#i App roles

To view and manage permissions and user consent, try Enterprise applications.

]

Qwners

13. Click Microsoft Graph
Request API permissions

Select an API
Microsoft APIs  APls my organization uses My APls
Commonly used Microsoft APls

Microsoft Graph

\_—
/ \ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
\ ’ Access Azure AD, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
L‘

single endpoint.

R 2::|:ietecsommunlcauon N ;\::lvriet:ghts Management /_s Azure Service Management
Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
the same secure CPaa$ platform used protected content functionality available through

14. Click Delegated Permissions

Request APl permissions X

 All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application reguire?

Delegated perm Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background sarvice or daemon without a
signed-in user.,
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15. In the Select Permissions section search for and select the following permissions:

e offline_access
e SMTP.Send
e User.Read

Request APl permissions

C All APIs
@ Microsoft Graph
https://graph.microsoft.com/ Docs =

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

II L Start typing a parmission to filter these results I

o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your erganization, or in organizations where this app will be

used. Leamn more

Permission

' Openld permissions
D email @
View users' email address

offline_access (0
Maintain access to data you have given it access to

L]
D openid @
CJ

Sign users in
profile (D
e ammn o il
| Add permissions || Discard |

Admin consent required

16. Click the Add Permissions button.

17. Click Grant admin consent for... In the menu in the main pane.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

+ adda permlsswor[ ~ Grant admin consent for ]

APl / Permissions name Type Description

~ Microsoft Graph (2)

offline_access Delegated  Maintain access to data you have given it access to
SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH.
User.Read Delegated  Sign in and read user profile
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18. Click Yes

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in

B

19. You will see the permissions granted.
Configured permissicns

Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission  ~/ Grant admin consent for Elytheco Test Account

AP| / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (3)

offline_access Delegated  Maintain access to data you have given it access to No @ Granted for e
SMTP.Send Delegated  Send emails from mailboxes using SMTP AUTH. No @ Granted for nas
User.Read Delegated  Sign in and read user profile No @ Granted for e

20. Setup on Azure is complete.
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Sage 100 Email Setup

e Open Sage 100 and Company maintenance.
e Select the company for which you want to set up email.
e Enterthe settings:

O

O 0 0O 00 OO0 O o0 O O O

Authentication Method- OAuth

Address: smtp.office365.com (this may be different with more advanced O365 Setups.)

Port: 587

SMTP encryption.: TLS

User ID: the email account that will be sending the email used in the Azure setup.
Client Secret: {leave blank}

Client ID: Application (Client) ID from Azure

Auth End Point: Authorization endpoint (v2) from Azure
Token End Point: Token endpoint (v2) from Azure

Scope: https://outlook.office.com/SMTP.Send offline_access
Redirect URL. https://localhost

Code Challenge Method: 5256

Use 128-bit encryption..... Checked

B Company Maintenance (ABC) 8/11/2022 - a xX
CompanyCode a5c L 14 4 b bl Acfivate..  Cgnveri..
Company Name  |ABC Distrbution and Service Corp T Copy.
Company Type Demo v

1 Main 2. Additional 3. Preferences 4 Dates 5. F

SMTP (Mail) Server
Select the Authentication Method used to connect to the SMTP mail server.
Authentication Method | gAuth v|
Enter the DNS address (for example, mai.example.com) or P address (for example, 128.0.0.102)

of the SMTP server you are using to send e-mal. The address 8 needed to generate e.mad. Enter
the port number the SMTP server is using if & s not configured 1o use the defaull port

Acdfessism.omce:iss.com ] Port I 587|

Select the type of encryption to use between the SMTP chent and SMTP server to send e-mail.
SMTP Encryption s -

Enter the user ID and clent credentials that wil be used to obtain an access token from the
authorization server. Wnie not always requrred, & 3 a good idea to only send ‘authenticated” mall.
This user does not have 1o be the one the maid is from, it is only used 1o log on 1o the e-mail
server when sending mail.

User D .onmicroso ft.com

Client D ssssscesssssresnsessssnssensEnRanE
Client Secret
Auth End Point hitpa://login.micresoftonline.com

Token End Point | hitps:/Mogin. microsoftonline.com! i

Scope hitps://outiook office.comVSMTP.Send offine_access
Redrect URI hitps:/ocalhost
Code Chalienge Method | 5255 -
E-mail Options
Use 128-bit Encryption for Password Protected Documents Test E-mail...
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e Click Test E-mail (you can click Accept first and reopen the record if you wish)
e Click ok to Save if prompted.
E Sage 100 w

i J The company record must be saved bafore the email test can occur. Do you want to save now?

Yes

e Fillin the email form to send a test email. The From email address is the address that was set up
in 0365 and in the email form in Sage.

E] Test E-mail 7 4

From E-mail Address ||
Subject Line for Test

E-mail Addresses

o Comee - o

Click Send.

e You will be prompted to enter the username and password of the O365 email account.
o If MFAis set up, you will need to authenticate with that here as well.

o If you are prompted to allow access and or allow access on behalf of your organization,
check the check box (if there is one) and accept.

BT Microsoft
Sign in

Email, phone, or Skype

Can't access your account?

Back Next

Q Sign-in options

e The test email should be sent.
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The email address is now authenticated with Azure/O365 and will use a token to continuously
authenticate.

e The token is valid for 90 days.

e |t will refresh the token, if necessary, when an email is sent unless it has been more than 90
days when it was last refreshed. (If you send emails less than 90 days apart this should be
perpetual).

e |f the authentication chain is broken, you can return to company maintenance and test an
email again to re authenticate.

e |f the password on the O365 account is changed you will need to reauthenticate.

Additional Options
Additional Security

If you have an external static IP address, you can limit the IP address that an email can send from in
0365 to your static IP address. (this will require advanced knowledge on O365)

Set alias emails up as the send from.

1. In a web browser go to https://admin.microsoft.com/#/users (if you don’t get to active users
click Users / Active users on the left pane menu.
2. Login as an administrator.

/O Search

Microsoft 365 admin center

= Home > Active users

Home

& .
Active users
R Jsers ~

I Active users

Recommended actions (2)
Contacts

Guest users

A, Addauser [F Usertemplates g% Add multiple users &) Multi-factor authentication 2,
Deleted users
2 Teams & groups W
(] Display name T Username
= Billing ~
O
& Setup
3. Click user that will be used to send the email.
4. Click Account in the menu at the top
5. Click Manage Username and Email

Username and email

.onmicrosoft.com

Manage username and email
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/.
8.

9.

Enter an Alias Email name in the Username field
Click Add.
Click Save Changes at the bottom of the screen.

Manage username and email

If the primary email is also their username, then changing the primary email will also
change their current username. An alias is another email address that people can use
to email Blytheco365.

Primary email address and username

onmicrosoft.com &

Aliases

Username Domains

@ onmicrosoft.com Vl [ Add ]

You can now use that email address as the send from in Paperless Office.
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