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NPCC is publishing this security bulletin to engage and inform NPCC entities on aspects of Bulk Power 
System security and reliability. 

 

2021 CWE Most Important Hardware and Software 
Weaknesses 
Common Weakness Enumeration (CWE) has released the 2021 common hardware and software 
weaknesses to drive awareness of common weaknesses. 

The weaknesses can be found using the following links:  

• 2021 CWE Most Important Hardware Weaknesses 
• CWE Top 25 Most Dangerous Software Weaknesses 

MITRE maintains the CWE web site with the support of the US Department of Homeland Security's 
Cybersecurity and Infrastructure Security Agency (CISA). “CWE Most Important Hardware Weaknesses is 
the first of its kind and the result of collaboration within the Hardware CWE Special Interest Group (SIG), 
a community forum for individuals representing organizations within hardware design, manufacturing, 
research, and security domains, as well as academia and government.” 

Additional: 
• The Electricity Information Sharing and Analysis Center (E‐ISAC) has more information. E‐ISAC 

access requires an ID If you need access, request an account (ID) at this link -
https://www.eisac.com/login. If you have an ID, click this link to login ‐ 
https://www.eisac.com/login. 
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